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What is ChatGPT

• ChatGPT is a chatbot launched by OpenAI in November 2022. It is 
built on top of OpenAI's GPT-3.5 family of large language models, and
is fine-tuned with both supervised and reinforcement learning 
techniques.

• ChatGPT was launched as a prototype on November 30, 2022, and 
quickly garnered attention for its detailed responses and articulate 
answers across many domains of knowledge. Its uneven factual 
accuracy was identified as a significant drawback.
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Create Incident Response process



Containment Malware



Threat Correlation



Useful Volatillity Commands



Identify Threat



Configure sysmon with Snort



Regular Expression to Filter IP in Splunk



Regular Expression to Filter URL in Splunk



Create Script .bat to Triage Forensic



Incident Investigation and Response book
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Process of Adversary Emulation



Create Adversary Emulation using Caldera



Command and Control Tiers Example



Create Malleable C2 in Cobalt Strike



DLL example run Calc.exe in C++



Loading Fileless Remote PE from URI to 
memory example



Building Simple ROP Chains



Simple FUD files enconding



Halosgate Techniques



Simple shellcode that runs ipconfig



DLL Unhooking using Windows API



Persistence Techniques using Lolbas
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