Confidentiality, Integrity, Availability (CIA):
These are the three basic components of information security. Three primary goals of Network
Security are Confidentiality, Integrity and Availability:

Confidentiality:

The first goal of the Network Security or the Information Security is the “Confidentiality".
Property that information is not made available or disclosed to unauthorized individuals.
Function of "Confidentiality" is in protecting precious business data in Storage or in Motion.
Function of confidentiality is protecting precious business data from unauthorized persons.
It is part of Network Security make sure that data is available only to intended & authorized.
Access to business data should be only for those individuals who are permitted to use data.
Several ways to protect confidentiality of system or its data common is to use encryption.
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Encryption of data in transit with use of site-to-site & remote access virtual private network.

Integrity:

The second goal of the Network Security or information Security is the "Integrity".
Integrity aims at maintaining and assuring the accuracy and the consistency of data.
Ability to make sure that a system and its data has not been altered or compromised.

It ensures that data is an accurate & unchanged representation of original secure data.
Integrity is to make sure that date is accurate & is not changed by unauthorized persons.

O O O o o o

The data received by the recipient must be exactly same as the data sent from the sender.

Availability:

The third important goal of network security or information Security is the "Availability".
The Systems, Applications, and Data must be available to authorized users when needed.
The Systems, Applications, & Data must be available to authorized users when requested.
Availability is to make sure Data; Network Resources are available to the legitimate users.
The most common attack against availability is a Denial-of-Service (DoS) or DDoS attack.
Safeguards that address availability include access controls, monitoring, data redundancy.
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Resilient systems, virtualization, clustering, environmental controls and incident response.
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Confidentiality:

Encryption of Drive and Data:

Using Window BitLocker Application:

Using Windows Pre-deploy application BitLocker. BitLocker can be used by right click in the
given Window Drives and Turn on or from Control Panel going to BitLocker Drive Encryption
and choose the drive to encrypt.

8 Control Panel\All Control Panel Items
Open

« v 4 » Control Panel » All Control Open in new window

A Pin to Quick access

E Manaoe with ACD5ee Ultimate 2018
G Turn on BitLocker

i Ea Scan with Windows Defender...

Adjust your computer's settings

‘-'-7@ BitLocker Drive Encryption Give access to >
Z TeraCopy...
.'J'_ Device Manager Restore previous versions
17 by
- P

Encryption Transit Data:

Encryption of data in transit with use of Site-to-Site & remote access virtual private network.

Clientless
SSL VPN

Full -Tunnel i
Client-Based

SSL VPN Unencrypted Traffic

UK
« )

SSL/TLS/DTLS
Full-Tunnel ==~
Client-Based — Internet i |
IPsec VPN = | J
) =
s
L Sensitive
Remote Site i Resources
S -~ ,
Remote Site Enterprise Network

- —r >
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Third Party Tool AxCrypt:
If BitLocker is not available in Windows, Linux or MAC systems, third Party tools can be used to

encrypt files and drive. Such as AxCrypt first register Email and password for AxCrypt login then
click on Plus sign on menu or File Menu > Secure Open the file to encrypt.

AxCrypt 21.1547.0 Free - ac .com E=N[EEH ===

File | Help
5 Open Secured A o [ Try =e
Filsere — | pamom

—  Stop Securing
i Secured Folders

The open file Mydata.txt has been encrypted now.

AxCrypt 21.1547.0 Free - accessmsc@gmail.com =n R[S
File Help
= (] v Tr—y r-* Y b
< | l""} ) i
ﬁ AXCI’ypt | Premium! O
Recent Files | Secured Folders

Time Secured Algorit...

Mydata.txt 5/22/2018 1:41:26 PM Cl\Users\Ahmad\Deskto.. AES-128

s

The encrypted data can only be open until type the correct email password.

[ AxCrypt 21.1547.0 - Signed Out
File Help

ﬁ AXCWPFGWE

Password

Recent Files | Secured Foldd
[+| Show Password
File
Mydata.t«t
e o
B Try Premiumd!
Wiigekiteiimae
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Integrity:

Hashing:
Open HashCalc change Data Format to Text string in Data: type any text as example | have type
Ahmad. The HashCalc will generate Hash for the given Text string.

:H_ HashCalc — >

Data Format: Data:

[Text stiing | |Ahmad

Ky Format: Key
[ HMAC [Textsting ~] |

[v MDS |a2ddbclbed 24500227482 3584 6ded S

™ MD4 |

" SHaT |539256ﬁ32€0¢a?f61 I 0fEfcd?b3bte1 cfd3

W SHAZSE |4hﬂnﬂ40¢32h33a212f3c5c1d5d13ﬂh?55?d3?53135hd325

W SHAZR4 [53213c8a50cbEb29871 ade4 39219801 635814761 6029431
eDonkey/

r eMule I

SlavaSoft | Calculste |  Close Hep |

To check the integrity of any data file open WinMD5Free Application browse the file, it will
show you the MD5 hash of the given file. Input the original MD5 hash in second bar and click
Verify if the file is not corrupted it will show Matched.

)

#J WinMD5Free

www. winmdS.com

Select a file to compute MD5 checksum (or drag and drop a file onto this windaua
|C:\Users\Ahmad\Desktop\My-Data.txt | | Browse..

— Cancel

WinMD5Free X fasa (3 bytes)

Original: 900150983cd24fb0d6963f7d28e17f72
Current: 900150983cd24fb0d6963f7d28e17f72 I

Matched! tan be f~iimdd femmn coahgite or .md5 fil

=
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MD?5 Hash is also used for Applications and Software integrity. Suppose go below link and
download Notepad ++ application, the website have also given SHA and MD5 Hash Digest for
check the integrity of application.

D @ https:y//notepad-plus-plus.org/download/v7.5.6.html

ake this one if you have no idea whi
Don't want to use installer? Check
Don't want to use installer? 7z for

bit No theme, no plugin, no uj

MCheck it if you're paranoid.

The given Application MD5 digest for cross checking.

D @ https:y//notepad-plus-plus.org/repositony/7 2/
MDS Digest

5.6/ npp.7.5.6.5hal.md5.digest.txt

TEe2daladbledl348bc T2 To952e8d4dE1E npg.7.5.6.bin.T=
T4=208939a240de3320778bEfdbed0EfEEfd1E npe.7.5.6.bin.minimalisc. 7=z
Bb4al0cdlf30d5517c8ffbeced49331del npr.7.5.6.bin.minimalist.x&64.7=
05laela78de85b0aclell74b6cadakble npge.7.5.6.bin.x64.7=
S3f74baddleSbhSdcZbaads5iZaabldci85b npp.7.5.6.bin.x64.zip
fAS5E£51096ed0E82dE85740a637T207731l nppr.7.5.6.bin.zip
a37Tels5f46lkb52ddEZbas9=a3i345T78112 npp.7.5.6. Installer.exe
c6l10bE1EkEd206Ff405bR13880685b5ebb npp. /.o5.0. lNSTcaller.Xod . exe

Open WINMDS5Free Application browse the downloaded Notepad ++ application it will show
the current MD5 Hash of the browse application cross check with above given MD5 Digest by
click the Verify button. If Match it means the Notepad ++ is not corrupted or not modify for any
third person. If not match, it means the application either is corrupted or has been modify by

someone.
W&  WinMD5Free

Calmet = £l Lo oo m BAMIE ole m oo o e — e ol s 5 File gito this wino s

' -

| |C:EUsers&AhmadiannI-:uads‘\Pru:-grams‘unpp.?.ﬁ.ﬁ.lnstaller.exe | Erowse ..

| I Cancel

File Mame and Size: ChAlUsers\AhmadiDownloads\Programsinpp.7.5.6.Installer.exe (4299968

Current file MD5 checksum walue:

|a3?615f4Elb52dd82b659E33345T3112

Oriminal fil= BANS checloion sralus fontianall, [t usually can be found from website or .md3 fil

| |a3z7e15r461p52dd92ba59=a334572112 | wverifty |
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Availability LAB:

Single Point of Failure:

SERVER

Single Point of Failure

The above topology is Single point of Failure if the sever link or switch down no services will be
available for any connected users. That why require redundant switches and links.
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Backups:

Trunk, MNafpve VLAN 1

P
100°
i
WLAN 2
g
4o® *
TETP Server
10.0.2.10/24
Redundancy:
. . Primary ISP
Redundant Wide-Area Network Links 'Lem%,k
Leased ISP

Router

192.168.10.10,/23

192.168.10.1 |

| Inside

Backup
198.51.100.1/24

DSL

= Secondary ISP

Network

Redundant power supplies
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Backup Systems:

Secure Remote Backup

Simple Network Scenario

PC

) |

CINTERNET )— (i - - - -

\d

Primary Secondary
Data Centre Data Centre

Uninterruptable Power Supply RAID Redundant Array of Independent Disks
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Fault Tolerance:

Fault-tolerance system

PSTN

Cizco 3620 Cizco 3620

Layer 3 switch Layer 3 switch
backbone backbone

E Layer 2 switc - i ""-'ﬁ 3 yer 2 switch E

IF Phone = IF Phone
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Layer 3 switch -—l

e Layer 2 switch Layer 2 switch e

Layer 2 switch  Layer 2 switch  Layer 2 switch Layer 2 switch
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