Zone:

Zones are a group of one or more physical or virtual FortiGate firewall interfaces.

To simplify the policy configuration, you can group interfaces into logical zones.

That you can apply the security policies to control inbound and outbound traffic.
Grouping interfaces, VLAN subinterfaces into zones simplifies creation security policies.
Where number of network segments can use same policy settings & protection profiles.
When add zone, select names of interfaces and VLAN subinterfaces to add to the zone.
Each interface still has its own address and routing is still done between the interfaces.
You can use FortiGate Firewall security policies to control the flow of intra-zone traffic.
Admin making separate security policies make simpler by adding interfaces to a zone.
However, you should note that an interface in a zone cannot be referenced individually.
Only configure policies for connections to & from zone but not between interfaces zone.
You can create a security policy in FortiGate Firewall to go between zone 1 and zone 3.
but you cannot create security policy between WAN2 and WAN1, or WAN1 and DMZ1.
In zone configuration set intrazone deny prohibiting different interfaces in same zone.
Enable Block intra-zone traffic, block different interfaces in same zone to talk each other.
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Zone 1
Zone 1 WAN1, DMZ1
Policies VLAN 1, 2, 4

Zone 2
Internal
ports 1, 2, 3

Zone 2 Policies

Internet

Zone 3 Zone 3
Policies WAN2, DMZ2
VLAN 3
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Zone Lab:
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First let’s delete the previously created Firewall policies for VLAN 40 and VLAN 50.

[ Fw1

Dashboard

# Edit| [ @ Delete] | Q Policy Lookup | | Search

& Network

L)

Name Source Destination Schedule

[E i LAN (port3) — M WAN (port1) €
D al
[E 28 SRV1 (VLAN4O) — M WAN (port1) @
Ball
[E 38 SRv2 (VLAN50) [ WAN (port1) €
D al

Policy & Objects
Firewall Policy

IPv4 DoS Policy (e always

Allow Internet Access for LAN

Addresses

Internet Service | AlowDMZ SRV o nternet

Database

Services

Allow DMZ SRV2 to Internet @ always

Schedules
Implicit @

Virtual IPs

To create a zone in Go to Network > Interfaces Click Create New > Zone.

(@ Fw1

&

Dashboard —
.f FortiGate VM64-KVM

1
L]
m s

+ CreateNew~

DNS

# Edit | W De Search

Packet Capture
SD-WAN

Interface

IP/Netmask ¢

Static Routes
regate €

Virtual Wire Pair

Policy Routes
de fortilink

Dedicated to FortiSwitch

He 802.3ad Aggregate
RIP

Galways WAL

Service Action

0l ALL

" ACCEPT

v ACCEPT

0 ALL v ACCEPT

Administrative Access ¢

PING
Security Fabric Connection
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Configure the Name and add the Interface Members in our case VLAN40 & VLANSO.
Enable Block intra-zone traffic, block different interfaces in same zone to talk each other.

[ Fwi = @
@ Dashboard New Zone
Name DMZ-Zone Select Entries x
Block intra-zone traffic @O Q Search + Create
Interface members [ DMZ (port4) 2 12t.root
Packet Capture 3 SRV (VLAN4D) B port2
SD-WAN 2 SRV2 (VLAN50) I_m DMZ (port4)
+
Static Routes [ MGMT (port5)
Policy Rout Comments #0/1 (2 SSLVPN tunnel interface (ssl.root) &
olicy Routes
# SRV1(VLAN40)
RIP 38 SRV2 (VLANS0)
OSPF [ porté

Create a firewall policy, go to Policy & Objects > Firewall Policy, and click Create New.

[z Fwa = @
& Dashboard New Policy
« Network
Name € Allow DMZ to Internet
Incoming Interface [J DMZ-Zone v
IPv4 DoS Policy Outgoing Interface | [ WAN (port1) v
Addresses Source T VLAN40 address *
: B VLAN50 address x
Internet Service +
Database
) Destination 2 all *®
Services
+
sEnzdull= Schedule @ always -
Virtual IPs Service @ ALL %
IP Pools +
Protocol Options Action Lol @ DENY

Traffic Shaping
Inspection Mode WELEITEEEEER Proxy-based
Firewall / Network Options

NAT [9)

Bi== IP Pool Configuration Use Outgoing Interface Address [RSEARGETEYel]

> Security Fabric Preserve Source Port C

Security Profiles

VPN

User & Authentication

4 Log & Report Protocol Options default > &

Security Profiles

F::RTINET Cancel
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Test and Verification:
Try to access any website from SRV1 in this case facebook.com it’s working.

B3 Applications Places System (@, {)satApr23, 11:17. 0

Facebook - log in or sign up - Mozilla Firefox

€) Facebook - loginorsign % | +

= c o © | @& https;//www.Facebook.com Sl N m o & =

facebook

Now, try to access any website from SRV2 in this case twitter.com it’s working.
= SRV2 * @
1) Applications Places System @ )sataprz3, 11:18 0

- - X

Twitter. It's what's happening / Twitter - Mozilla Firefox

W Twitter. It's what’s happ: X | +

&« c © | & https://twitter.com - & % m o & =

L

. Search Twitter

R

@ Applications Places System (T3

root@SRV2: ~

File Edit View Search Terminal Help

root@sRvV2:~# ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=113 time=114 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=113 time=85.1 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttl=113 time=85.3 ms

Ar

8.
8.
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Go to Dashboard> FortiView Sources to display and verify VLAN40 & VLANS5O source IP.

@1 = Q
#¥ Dashboard o
FortiView Sources by Bytes
Status
PR | © AddFilter
Network Source Device Bytes = Sessions « Bandwidth
Users & Devices A 50:00:00:0¢:00:00 538MB I 9% 1.91 Mbps |
My Dashboard a 10.05.2
+
FortiView Sources
e DS ® A 50:00:00:06:00:00 549.17kB | 37 80.91kbps
10.04.1
FortiView Applications .

FortiView Destinations by Bytes

Status
Security | © AddFilter
Network Destination Application Bytes =
Users & Devices S safebrowsing.googleapis.com (172.217.171.202) TCP/443 11.29 MB |
R L1 staticxx fbcdn.net (157.240.195.15) TCP/443 454.11kB

* == firefox-settings-attachments.cdn.mozilla.net (18.161.97.... TCP/443 334.20kB

FortiView Sources

& 3 firefoxsettings.services.mozilla.com (52.84.45.98) TCP/443 121.78kB

B facebook.com (31.13.69.35) 57.72kB

Go to Dashboard> FortiView Polices to display and verify security polices has been hits & used.

FortiView Policies by Bytes

Status

P | © AddFilter

Network Policy Policy Type Source Interface Destination Interface
Users & Devices Allow DMZ to Internet(2)  Firewall 2 SRV2(VLAN50)  [M WAN (portl)

My Dashboard
+
FortiView Sources

FortiView Destinations

FortiView Applications

FortiView Web Sites

FortiView Policies
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Go to Dashboard> FortiView Sessions to display and verify all VLANs visited links sessions.

Status

Security

Network
Users & Devices

My Dashboard
+

FortiView Sources
FortiView Destinations
FortiView Applications
FortiView Web Sites

FortiView Policies

FortiView Sessions

FortiView Sessions

| © AddFilter

Source Device Destination Application Protocol Source Port
10.04.1 A 50:00:00:0b:00:00 =5 31.13.69.35 TCP/443 TCP 50428
10.04.1 A 50:00:00:0b:00:00 =5 31.13.69.13 TCP/443 TCP 53182
10.0.4.1 A 50:00:00:0b:00:00 == 31.13.69.13 TCP/443 TCP 53216
10.0.5.2 A 50:00:00:0c:00:00 == 54.149.1.96 TCP/443 TCP 44856
10.0.4.1 A 50:00:00:0b:00:00 == 8.8.88 UDP/53 UDP 43283
10.0.4.1 A 50:00:00:0b:00:00 == 8.8.88 UDP/53 UDP 44766
10.0.4.1 A 50:00:00:0b:00:00 == 8.8.88 UDP/53 UDP 42602
10.0.4.1 A 50:00:00:0b:00:00 == 8.8.88 UDP/53 UDP 47186
A A EAnnAnALANAN | EE 000 0 HImnsES Hnn noane

Go to Log & Report> Forward Traffic to display and verify all VLANSs visited links sessions.

[ Fwi1
Dashboard
Network

% Policy & Objects
Security Profiles
VPN

User &
** Authentication

System

vX Security Fabric

Local Traffic
Sniffer Traffic
Events
AntiVirus
Web Filter
SSL

& | © AddFilter

Date/Time
3seconds ago
19 seconds ago
29 seconds ago
29 seconds ago
33 seconds ago
38 seconds ago
43 seconds ago
43 seconds ago
51 seconds ago
52 seconds ago
Minute ago
2 minutes ago
2 minutes ago

A miniites aon

S Source

10.0.4.1
10.0.4.1
10.0.5.2
10.0.5.2
10.05.2
10.05.2
10.0.5.2
10.0.5.2
10.0.5.2
10.0.5.2
10.0.5.2
10.0.4.1
10.0.4.1

1MNnN&s2

Device
A 50:00:00:00:00:00
A 50:00:00:0b:00:00
A 50:00:00:0c:00:00
A 50:00:00:0c:00:00
A 50:00:00:0c:00:00
A 50:00:00:0¢:00:00
8 50:00:00:0¢:00:00
8 50:00:00:0¢:00:00
A 50:00:00:0c:00:00
A 50:00:00:0c:00:00
A 50:00:00:0c:00:00
A 50:00:00:0b:00:00
A 50:00:00:0b:00:00

A 80-00-N0-00-00-000

Destination
=5 31.13.69.35 (facebook.com)
I 52.84.45.98 (firefox.settings.services.mozilla.com)
== 8.8.8.8 (dns.google)
=5 8.8.8.8 (dns.google)
B 104.244.42 .66 (api.twitter.com)
B 104.244.42 .66 (api.twitter.com)

5.g00gle)

=5 8.8.8.8 (dns.google)

&5 142.251.37.170 (safebrowsing.googleapis.com)
&5 142.251.37.170 (safebrowsing.googleapis.com)
= 3.8.8.8 (dns.google)

B 31.13.69.13 (static.xx.fbcdn.net)

B 34.210.202.253 (push.services.mozilla.com)

B 54 149 1 9A (niich cervires mazilla cam)
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