DHCP Server Lab:
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To add a DHCP server, go to Network > Interfaces. Edit the interface Port3 Which is LAN
interface connected to LAN and select DHCP in the addressing mode. Click OK.

“apture
SD-WAN
Static Routes
Policy Routes
RIP
OSPF
BGP
Routing Objects
Multicast

& Policy & Objects
Security Profiles
VPN
Authentication

System

X Security Fabric
Log

v | @ DHCP Server |

Default gateway

DHCP status (+AEGIENE O Disabled

Address range I 10.0.1.2-10.0.1.253 I
[+]

Netmask 255.255.255.0

Same as Interface IP [[Eacing | 10.0.1.254

DNS server LECELRRENINERE Same as Interface IP | Specify

Lease time @ @ 604800 second(s)

& Advanced

Mode Relay

Type Regular QIZ==

NTP server Local = Same as System NTP
[+

Wireless controllers Same as Interface IP
[+]

Time zone Same as System IR

Next bootstrap server 0.0.00

TFTP server(s) [+]
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Name ¢ Type = IP/Netmask = DHCP Clients DHCP Ranges <

B 3= 802.3ad Aggregate @

e fortilink # 802.3ad Aggregate Dedicated to FortiSwitch 10.255.1.2-10.255.1.254

[E] M Physical Interface @

[ DMZ (port4) ™ Physical Interface  0.0.0.0/0.0.0.0
| [™ LAN (port3) [® Physical Interface 10.0.1.254/255.255.255.0 10.0.1.2-10.0.1.253 I
[® MGMT (port5) [® Physical Interface 192.168.114.200/255.255.255.0

Client Configuration:

@uv' li"' “ Network and Internet » Network Connections » - | 5,' | Search Network Connections ,OI
QOrganize « Disable this netwq ™| [ Local Area Connection Properties | = EE ~ 0O 9
1
= | Local Area Connection M ction 3
kr‘! Network 3 | Intemet Protocol Version 4 (TCP/IPvd) Properties
‘-'-ﬁ"’j Intel(R)} PRO/1000 MT NE 1T r——— ct Secure Maobilit...
General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capabilty. Otherwise, you need to ask your network administrator
for the appropriate IP settngs,

—

I (@ Obtain an IP address automatically I
Use the following IP address:

I i@ Obtain DNS server address automaticaly I

() Use the following DNS server addresses:

5 Netwark e Refresh | =@ | DisconnectAll [ Switch 0F Wi-F

Wired Network
% Use as default profile (overwrites any previous default)

“; wired-default v deadd BQelete ‘

<& |Disconnect /7 Properties

No wireless networks found.

Connected to wired network (IP: 10.0.1 3)
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Verification:
Go to Network > Interfaces edit the interface click on Advanced go to IP Address Assignment
Rules Click Add from DHCP Client List

@ Dashboard Edit Interface J Select existing clients to create IP assignment rule(s)
TFTPSErver(s]

Additional DHCP Options | Search Q

3 . a a e A
& Edit Trle Device = MAC = P+ Expires =

S . | A slax 50:00:00:13:00:00 10.0.1.3 2022/05/19 12:03:59
Zpalis Code Type &
SD-WAN | =8 USER-PC 50:00:00:0d:00:00 10.0.14  2022/05/19 12:08:25
Static Routes
No results
Policy Routes
RIP
OSPF }

BGP IP Address Assignment Rules

+Create New | # Edit Delete

| i= Add from DHCP Client List |

#¥ Dashboard

Status
Security €| DHCP
Netwoark
Status
Use
[ Leased out
FortiView Sol
FortiView Desti
FortiView Appli
FortiView Web Sites
@ Revoke ®Reservation ~ Search Q

FortiView Polici
FortiView Device & IP% Interface Status ¢ MAC % Reserved &

A slax 100.1.3 [® LAN (port3) Leased out 50:00:00:13:00:00 © Not Reserved

=@ user-PC 100.1.4 ™ LAN (port3) Leased out 50:00:00:0d:00:00 © Not Reserved

Name % Type & IP/Netmask = DHCP Clients %

[E] 3= 802.3ad Aggregate @
Je fortilink He 802.3ad Aggregate  Dedicated to FortiSwitch

[E] M Physical Interface @
® DMZ (port4) ™ Physical Interface  0.0.0.0/0.0.0.0

[® LAN (port3) ™ Physical Interface 10.0.1.254/255.255.255.0 2
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B Administrator: Command Prompt

IC:wUserssuserripconfig

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connect ion ific DNS Suffix

I Ad . P
Subnet Mask . . .
Default Gateway .

ollisions 0

FWl # execute dhcp lease-list port3

port3
IP MAC-Address Hostname VCI SSID
AP SERVER-ID Expiry
10.0.1.3 50:00:00:13:00:00 slax
2 Thu May 19 12:03:59 2022
10.0.1.4 50:00:00:0d:00:00 user-PC MSFT 5.0
2 Thu May 19 12:08:25 2022
Fwl # |
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