MAC Address-Based Policies:
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MAC Address-Based Policies:
First get the MAC address of the user system or PC, Type getmac in CMD to display.
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BN Administrator: Command Prompt
: 6.1.76811
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Go to Policy & Objects -> Addresses -> Created new -> Address -> Select Type as Device (MAC
Address). Specify the name and MAC address of the respective users.

@ Dashboard New Address
< Network
Name PC1-Win-7-MAC
2 Policy & Objects
Color @  Change
Firewall Policy
Type Device (MAC Address) v
IPv4 DoS Polic
L MAC address | 50:00:00:0D:00:00
o
Internet Service
e Interface [® LAN (port3) v
Comments PC1-Wind 7 MAC Add
Services indows ress ; 5955
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Go to Policy & Objects -> Firewall Policy -> Create new -> specify the Source as the MAC address
created in the Addresses Click OK.

@ Dashboard New Policy
% Network Select Entries x
Name © MAC-Based-Policy User Internet Service
Incoming Interface | M LAN (port3) x )
IPv4 DoS Policy * | Qfenh ¥ Crome
Outgoing Interface | M WAN-1 (port1) x S ADDRESS (15)
Addresses B WAN-2 (port2) x| ‘Bal
Internet Service + & FABRIC_DEVICE
Database Source B PO WinT-MAC x| 3 FIREWALL AUTH_PORTAL ADDRESS
Services + \ ! gmail.com
e
Schedules Destination 2al x ll login microsoft.com
Virtual 1P + L login.microsoftonline.com
irtual IPs i
Schedule 3 always E! loginwindows.net
IP Pools o ™, 8 none
Service [s] ALL x g - y
Protocol Options + I_u PC1-Win7-MAC 2]
- 1 Remote-10.0.6.0
frefficShaping Action LA SEEIE © DENY 1 SSLVPN_TUNNEL ADDR1
szl e B VLAN-40 address
VPN Inspection Mode RELITEECGN Proxy-based & VLAN-50 address
U o At e e I3 wildcard.dropbox.com
Syst Firewall / Network Options & wildcard.google.com
ystem
NAT O E A_D_D.RESS GROUP (2)
Let’s put the policy on the top to test it.
=+ Create New | & Edit Delete Q, Policy Lookup | | Search Q Bb
ID Name From To Source Destination Schedule Service
7 MAC-Based-Policy [# LAN (port3) [ WAN-1(portl) & PC1l-Win-7-MAC & all (6 always [ ALL
[ WAN-2 (port2)
1 AllowLAN-to-WAN [ LAN (port3) M WAN-1(port1) &2 all 2 all (6 always [ ALL
2 Allow LAN-to-WAN2 [ LAN (port3) [ WAN-2 (port2) 12 all = all [ always [ ALL
3 Allow DMZ-Zone-to-WAN ([ DMZ-Zone M WAN-1(port1) & all = all f@ always @@ ALL
4 AllowDMZ-Zone-to-LAN (0 DMZ-Zone [® LAN (port3) = all = all fe always @ ALL
5 Allow LAN-to-DMZ-Zone [ LAN (port3) 0 DMZ-Zone = all = all [0 always [ ALL
6 WAN-to-LAN ™ WAN-1(port1) [ LAN (port3) = Remote-10060 & all [o always [ ALL
] Implicit Deny O any O any Ban Bal 06 always [ ALL
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Test and Verification:
From Windows 7 PC1 in the internal network, attempt to browse or ping the Internet.
= PC1 * Q@

% i - (=

Not secure | hips://192.168.1.254 % O &

Ho*ply

Reply from -

Reply from 192. . L ,

Reply from 19 78.1.254: hy ime s TTL=63

Ping "‘tcltl"‘tll'." i‘l‘ll 192.168.1.254:

Packets ‘1 R =4, Lost = B8 (Bx loss>,
Approximate i i ond

Minimum = 1ms, Maximu = 3Ims eray = 2ms

Go to Policy & Objects -> Firewall Policy our MAC-Based-Policy are getting Hit Counts.

ID Name From To Source Hit Count
7 MAC-Based-Policy [ LAN (port3) [ WAN-1(portl) & PC1-Win-7-MAC |:> 118
% WAN-2 (port2)
1 AllowLAN-to-WAN [® LAN (port3) M WAN-1(portl) 3 all 0
2 Allow LAN-to-WAN2 [ LAN (port3) [® WAN-2 (port2) I all 109
3 Allow DMZ-Zone-to-WAN (J DMZ-Zone M WAN-1(portl) & all 0
4 Allow DMZ-Zone-to-LAN O DMZ-Zone [® LAN (port3) =2 all 0
5 Allow LAN-to-DMZ-Zone [ LAN (port3) O DMZ-Zone B all 0
6  WAN-to-LAN % WAN-1(port1) [ LAN (port3) 2 Remote-10.0.6.0 0
0 Implicit Deny O any O any & all 0

Log & Report -> Forward traffic -> Filter the source IP -> Check current traffic of client machine.

s X Destination: 192.168.1.254 <= >= A-B OR NOT EXACT | @ Add Filter

Date/Time Destination Interface Policy ID Source Device ¥ Destination
44 minutesago M WAN-1 (port1) MAC-Based-Policy (7) 10.0.1.1 28 USER-PC 192.168.1.254 (pfSense.localdomain)
45 minutes ago M WAN-1 (port1) MAC-Based-Policy (7) 10.0.1.1 28 USER-PC 192.168.1.254 (pfSense.localdomain)
46 minutesago M WAN-1 (port1) MAC-Based-Policy (7) 10.0.1.1 28 USER-PC 192.168.1.254 (pfSense.localdomain)
46 minutesago M WAN-1 (port1) MAC-Based-Policy (7) 10.0.1.1 28 USER-PC 192.168.1.254 (pfSense.localdomain)
46 minutes ago M WAN-1 (port1) MAC-Based-Policy (7)  10.0.1.1 &8 USER-PC 192.168.1.254 (pfSense.localdomain)
47 minutesago M WAN-1 (port1) MAC-Based-Policy (7)  10.0.1.1 &8 USER-PC 192.168.1.254 (pfSense.localdomain)
47 minutes ago M WAN-1 (port1) MAC-Based-Policy (7) 10.0.1.1 == USER-PC 192.168.1.254 (pfSense.localdomain)
47 minutes ago M WAN-1 (port1) MAC-Based-Policy (7) 10.0.1.1 == USER-PC 192.168.1.254 (pfSense.localdomain)
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Dashboard->FortiView Polices-> here you will find MAC-Based-Policy has been used.

[ Fwa

© FortiGate time is out of sync.

@Y Dashboard

Status

FortiView Policies by Bytes

SR | © AddFilter
Network Policy Policy Type Source Interface Destination Interface Bytes «
Users & Devices | MAC-Based-Policy... Firewall i LAN (port3) B WAN-2 (port2) 12.74 k5 —

+
FortiView Sources

FortiView Destinations

FortiView Applications

FortiView Web Sites

FortiView Policies

Let’s modify the policy and deny the traffic from the given MAC Address.

@& Dashboard Edit Policy
& Network
Name @ MAC-Based-Policy
Incoming Interface  [# LAN (port3) x
IPv4 DoS Policy *
Outgoing Interface | M WAN-1 (port1) X
Addresses M WAN-2 (port2) ®
Internet Service +
LEEITEE Source 2 PC1-Win7-MAC x
Services +
Schedules Destination = all *®
Virtual IPs *
Schedule o always v
IP Pools
Service 0 ALL x
Protocol Options +

Traffic Shaping Action V¥ Yee:2l @ DENY <:

pfSense - Login X @ NewTab x -+ v l=]@]
C @ 192.168.1.254 =2 % O &
EX Administrator: Command Prompt o[- |3

>ping 192.168.1.254

68.1.254 with 32 bytes of data:
out .

eceived = @, Lost = 4 <188z los
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