MACRO MALWARE RESOURCES

In addition to the resources provided in the previous Phishing section, here
are some great links for websites when dealing with suspicious Office
documents, or any documents for that matter. Please spend some time
becoming familiar with them, and bookmarking them for future reference.

e https://www.virustotal.com/#/home/url
e This is the same resource website you were introduced to in the
previous module for phishing. If you ever receive a SUSPICIOUS
Microsoft Office doc with a prompt inside to "Enable Macros", tell
VirusTotal to scan it and tell you if it has MALICIOUS macro code
Inside

e https://www.joesecurity.org/joe-sandbox-cloud
e Joe Sandbox is a fantastic malware analysis engine. Once you
create a free account, you can upload any suspicious files off
your system and onto their website for a detailed analysis report
(by the way this can also be used if you receive any suspicious
attachments in an email, on your file system, on a thumb drive
etc

https://t.mel/learningnets



