Windows 2012 NTP Server:

Right-click Windows icon and open [run] and input "gpedit.msc" like follows.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management

Computer Management

Run

Command Prompt
Command Prompt (Admin)
Task Manager

Control Panel

File Explorer

Search

Run N

N
Shut down or sign out

Desktop
€

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

gpedit.msc v

9 This task will be created with administrative privileges.

ok || Cancel |[ Browse. |

a ® B 2

Windows Server 2012 R2 Standard
Build 9600

Select [Administrative template] - [System] - [Windows Time Service] [Time Providers] on the
left Pane, and Open [Enable Windows NTP Server] on the right Pane.

3
i

File Action View Help
L IR K 4

1= Local Computer Policy
4 @ Computer Configuration
b || Software Settings
b [ Windows Settings
4 [ ] Administrative Templates
i || Control Panel
B[] Network
‘| Printers
| Server
| Start Menu and Taskbar
4[] System
. Access-Denied Assistance
| Audit Process Creation
Credentials Delegation
I __ Device Installation
Disk NV Cache
| Disk Quotas
[ Distributed COM
Driver Installation
Early Launch Antimalware

I» __| Filesystem

Folder Redirection
b [ Group Policy

{ m

| File Classification Infrastructure
File Share Shadow Copy Provider

Local Group Policy Editor

= | o

“ | _ Time Providers

W

Select an item to view its descrniption.

Setting

\iz] Configure Windows NTP Client
\i2] Enable Windows NTP Client

\i2] Enable Windows NTP Server

> Extended ,‘1 Standard f

3 setting(s)
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Check a box [Enabled] which is upper-left like follows.

E Enable Windows NTP Server

Previous Sefting - Next Setting ‘

© Not Configured ~ Comment:

Supported on: | At jeast Windows Server 2003 operating systems or Windows XP Professional |

Options:

Help:

This policy setting allows you to specify whether the Windows | ~
NTP Server is enabled.

If you enable this policy setting for the Windows NTP Server,
your computer can service NTP requests from other computers.

If you disable or do not configure this policy setting, your
computer cannot service NTP requests from other computers,

Back to [Windows Time Service] on the left Pane, and click to Open [Global Configuration

Settings].

File Action View Help

e« zm = B v

| Locale Services
[] Logon
p [] NetLogon
] Power Management
] Recovery
| Remote Assistance
| Remote Procedure Call
[~] Removable Storage Access
5] Scripts
[] Server Manager
] Shutdown
] Shutdown Options
] System Restore
bt [] Troubleshooting and Diagnostics
[ Trusted Platform Module Services
71 User Profiles
71 Windows File Protection
:>4 | Windows Time Service
[ ] Time Providers

Select an item to view its description.  Setting
[ Time Providers
E Global Configuration Settings
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Check a box [Enabled] which is upper-left and change [AnnounceFlag] to [5] like follows. Then
Close Group-Policy-Editor.

A

E] Global Configuration Settings Previous Setting | Next Setting

O Not Configured ~ Comment: A
@® Enabled <:|

() Disabled -

Supported on: [ At |east Windows Server 2003 operating systems or Windows XP Professional A~

e
Options: Help:
spikeWaichPenod SV =1 ~ | | This policy setting allows you to specify Clock discipline and | ~ |
I - General values for the Windows Time service (W32time) for o
Updateinterval _100 ;l domain controllers including RODCs. =

General Para e If you enable this policy setting, you can specify the following

AnnounceFlags |5 E <: Clock discipline, General and RODC parameters for this service.
EventLogFlags |2 % If you disable or do not configure this policy setting, Windows
' - | | Time service uses the defaults of each of the following

Open [Server Manager] - [Tools] - [Services].

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

Security Configuration Wizard

Services % <1_|

e e e .= |
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Select [Windows Time] Service and click [Start the service] or [Restart the service].
Furthermore, Change [Startup type] to [Automatic] if it is not the value.

Windows Time Name & Description  Status Startup Type  Log On As
£ User Profile Service This service... Running  Automatic Local Syste...
Stop the service 2% Virtual Disk Providesm... Running Manual Local Syste...
Bestart the service {4 Volume Shadow Copy Manages an... Manual Local Syste...
‘4 W3C Logging Service Provides W... Manual Local Syste...
Description: % Windows Audio Manages au... Manual Local Service
Maintains_ da'te and time' (% Windows Audio Endpoint Builder Manages au... Manual Local Syste...
T o 2 e 20 ¢ 3 Windows Color System The WesPlu... Manual Local Service
is stopped, date and time C(, Windows Connection Manager Makes auto... Running Automatic (T.. Local Service
synchronization will be ilable. if . Windows Driver Foundation - User-mode Driver Fram... Creates and... Manual (Trig... Local Syste...
this service is disabled, any services 7 \indows Encryption Provider Host Service WindowsE... Manual (Trig... Local Service
RN R ¢4 Windows Erro Reporting Service Allows error.. Manual (Trig... Local Syste...
4, Windows Event Collector This service ... Manual Network S...
% Windows Event Log This service... Running  Automatic Local Service
% Windows Firewall Windows Fi.. Running Automatic Local Service
£, Windows Font Cache Service Optimizes p... Running  Automatic Local Service
G(, Windows Installer Adds, modi... Manual Local Syste...
% Windows Management Instrumentation Providesac.. Running Automatic Local Syste...
£ Windows Modules Installer Enables inst... Manual Local Syste...
(%, Windows Presentation Foundation Font Cache 3.0.0.0  Optimizes p... Manual Local Service
(% Windows Process Activation Service The Windo... Running  Manual Local Syste...
% Windows Remote Management (WS-Management) WindowsR... Running Automatic Network S...
%, Windows Store Service (WSService) Provides inf... Manual (Trig... Local Syste...
Q Windows Time Maintains d... Running Automatic (T... Local Service
‘4 Windows Update Enables the ... Manual (Trig... Local Syste... |
Stop the service .
Restart the service |Lo901|icuvw| | n
Description: Service name: W32 Time

Maintains date and time
synchronization on all clients a
servers in the network. If this s Description: Mairtains date and time synchronization o all

is stopped, date and time clients and servers in the network. If this service is || :
synchrenization will be unavail

this service is disabled, any se Path to exscutable:

that explicitly depend on it will A )
start. C:\Windows'system32'\svchost .exe & LocalService

Display name: Windows Time

Startup type: I| Automatic I

Service status:  Running

Start | Stop | | Pause | | Resume |

You can specify the start parameters that apply when you start the service
from here.

Start parameters

If Windows Firewall is enabled, allow 123/UDP.
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Download NTPTool (ntp-server-tool.exe) to verify the status as well.
o’ NTPTool

pat

NTP Server [[152168.100230 v|Repest [T |
Sent 1 Elapsed time E Delay (mS) D Clear
Recv'd/Sec ICI Exit

Received |1

Msa 0 srv Mode: 4server) LI 0WN: 3 Stratum: 13 Poll: 8 Precision 0.000061 Refid=127.127.1.0 Delay=0.000 Disp=0.011
Ref time=2021/06/19 14:57:35.528
Org=2021/06/1917.58:07 447
Rec=2021/06/1914:56:05.517
Kmt=2021/06/19 14:58:05.517
Spe=2021/06/1317.58:07.480
Offset=-10201.946, Roundtnp delay=0.0332
10.0.2.2/24
' VLAN 40
mPC2 VLAN 20 . = LAN |—>
SRV \. ‘/./ s @.254
10.0.4.1’24 euM 20/2 10 0 5 2,24 Internet - >
254 l DMZ-SW
] & : S E 172.29.129.0/24
1 S ¢ ]
MGMT-PC
192.168.100.210 10.0.1.0/24 254(pord).254
L —_ 192 168.1. 01‘24 = 192.168.4.0/24 — .
ooz |. O‘J i—o—x-—' 8| A
WPC1 B LAN-SW - BWAN MGMT-PC
192 153 2. 0124 192 168.3.0/24
| 192.168.100.200 m m AR 192.168.100.240
MGMT-PC @ Eom

D@D
192.168.100.230 p—

=5 K o s

M Attacker

B MGMT-SW
MGMT
E . - ~]
(= * § N _
10.0.3.3124 — W Remote-PC1

WFAZ ®AD 10.0.6.1/24 10.0.6.2124
192.168.100.16 192.168.100.250/24  192.168.100.230

W Remote-SW
10.0.6.0/24

W Remote-PC2
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