Install Certificate in Client PC:

Double click on certificate it will Certificate Windows Click on Install Certificate...

p Certificate

General Details Certification Path

[ §4 Certificate Information

+ All issuance policies
+ All application polides

This certificate is intended for the following purpose(s):

Issued to: test.local

Issued by: test.local

Valid from 1/24/2022 to 1/24/2029

|:> Instal Certificate...

Select Local Macine and click Next to cotinue.

Welcome to the Certificate Import Wizard

Issuer Statement

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

(®) Local Machine

To continue, dick Next.

(Onet || Concel
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Select Place all certificate in the following store and choose Trusted Root Certification
Authorities click Next.

& &¢ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

(® Place all certificates in the following store

Certificate store:
I Trusted Root Certification Authorities ‘ Browse...

Just click Finish button to end Certificate installation.
& &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:
(o g i S = s Ly =g Trusted Root Certification Authorities
Content Certificate

Cancel
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Enter Start > Run>MMC.exe. Click File > Add/Remove Snap-in. In the Add or Remove Snap-ins
window, select Certificates and click Add. Select the Computer account radio button when

prompted and click Next. Select Local computer (selected by default) and click Finish.

ﬁ Consolel - [Console Root]

View Favorites Window Help

| Console Root

Mame

Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor |+ [oemscleRoct Edit Extensions...
"] ActiveX Control Microsoft Cor... rCeruﬁabes Current User Remove
[F3d suthorization Manager Microsoft Cor...
sl Certificates Microsoft Cor... |=
- Component Services  Microsoft Cor... Move Up
:gCompuher Managem... Microsoft Cor...
Move Down

HDevice Manager Microsoft Cor...
= Add =

=4 Disk Management Microsoft and. ..
@Event Viewer Microsoft Cor...
[IFolder Microsoft Cor...
_EJ Group Policy Object ... Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
Q. IF Security Policy M...  Microsoft Cor...

.%. Link to Web Address ~ Microsoft Cor...  _

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

OK. Cancel

Go to Certificates —Local Computer > Trusted Root Certification Authorities > Certificates and
Verify that the certificate is install.

[_ﬁ Console1 - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\Certificates]

?i File Action View Favorites Window Help

o 5@ 4L XE =

v Certificates (Local Computer) — * |/ |ssued To Issued By Expiration Date  Intended |
- Personal o 2l QuoVadis Root Certification Aut.. QuoVadis Root Certification Autho..  3/17/2021 Client Aut
— Tr!'ISted _':_Om Certification Au _QJ SecureTrust CA SecureTrust CA 12/31/2029 Client Aut
=5 Security Communication RootCA1  Security Communication RootCA1 9/30/2023 Client Aut

_| Enterprise Trus -
. Interr:ediate Certification Au gl Security Communication RootCA2  Security Communication RootCA2 5/29/2029 Client Aut
- Trusted Publishers _ﬂJ SSLcom EV Root Certification Au.. SSLcom EV Root Certification Auth..  5/30/2042 Client Aut
= Untrusted Certificates gl Starfield Class 2 Certification Aut.. Starfield Class 2 Certification Auth..  6/29/2034 Client Aut
= Third-Party Root Certificatior alstarfield Root Certificate Authori.. Starfield Root Certificate Authority..  1/1/2038 Client Aut
| Trusted People gl Symantec Enterprise Mobile Ro..  Symantec Enterprise Mobile Root f..  3/15/2032 Code Sign

| Client Authentication Issuers
_ Preview Build Roots
| Test Roots

| TeliaSonera Root CA v1 TeliaSonera Root CAv1 10/18/2032
54 test.local test.local 1/24/2029

Client Aut

gl test-SRV-CA test-SRV-CA 7/11/2026 <All>
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Navigate to Security Profile>SSL/SSH Inspection double click to edit Deep-Inspection profile.

©® View [mClone 1 Delete Search Q
Name = Read Only = Comments =

Custom-deep-inspection Read-only deep inspection profile.
WIN-Deep-Inspection Win CRT deep inspection profile.
certificate-inspection o Read-only SSL handshake inspection profile.
custom-deep-inspection Customizable deep inspection profile.

| deep-inspection <::| = Read-only deep inspection profile.
no-inspection Read-only profile that does no inspection.

CA certificate click Download Fortinet_CA_SSL certificate to your computer.

& Dashboard

& Network

B Policy & Obijects

& SecuriyPrfies]
AntiVirus
Web Filter
Video Filter
DNS Filter
Application Control
Intrusion Prevention

File Filter

SSL/SSH Inspection

e

Edit SSL/SSH Inspection Profile

Name

Comments Read-only deep inspection

profile. 4 34/255

SSL Inspection Options

Multiple Clients Connecting to Multiple Servers

Protecting SSL Server

SSL Certificate Inspection BB B[ e io]
—> [ & Fortinet ca st & Download |

Allow WEi[163

"NV Block Ignore

B strict | Disable

Enable SSL inspection of

Inspection method

CA certificate

Blocked certificates €
Untrusted SSL certificates
Server certificate SNI check €@

View Blocked Certificates
View Trusted CAs List

The Certificate is downloaded to your system.

8 VPN
e User&

& Authentication

F-"RTINET

a Fortinet_CA_SSL.cer

HTTPS
SMTPS
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On the web browser (Mozilla Firefox) by going to Tools > Options. Go to Privacy & Security>
Certificates > View Certificates.

" File Edit View History

3¢ Op
e

tions X

Cc @

Bookmarks [T66ls] Help 1

Downloads Ctrl+)

Add-ons  Ctrl+Shift+A
Sign In To Firefox...

Web Developer 3
Page Info

I Options I 2

'ﬁ' General
Q Home
Q Search

ﬂ Privacy & Security

9 Sync

®  Extensions & Themes

3

erences#privacy

~ | BlIOCK dangerous downloads

/| Warn you about unwanted and uncommon software

Certificates

When a server requests your personal certificate

certificates

Under Authorities > click Import.

Your Certificates

Certificate Manager

People

Servers

1
Authorities

You have certificates on file that identify these certificate authorities

Certificate Mame

v AC Camerfirma 5.4

Chambers of Commerce Root - 2008

Global Chambersign Root - 2008

~ AC Camerfirma SA CIF AB2743287

Camerfirma Chambers of Commerce Ro..

Camerfirma Global Chambersign Root

rust Import...

2

Security Device

Builtin Object Token

Builtin Object Token

Builtin Object Token

Builtin Object Token

2 Find in Qptions

Select one automatically
® Ask you every time 4
7 Query OCSP responder servers to confirm the current validity of View Certificates...

Security Devices...

P

L3

m

oK
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Check Trust this CA to identify websites & Trust this CA to identify email users and Click OK.

Downloading Certificate

Yo Trust this CA to identify websites.

_{ Trust this CA to identify email users.

£

You have been asked to trust a new Certificate Authority (CA).

= X
X

Do you want to trust “testlocal” for the following purposes? E

B
)
Befare trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).
View Examine CA certificate
OK [l Cancel
XRamp Global CA Root Builtin Object Token v

View... Edit Trust... Import...

Export... Delete or Distrust...

ﬂ/

Let’s verify the certificate is properly imported to Mozilla Browser.

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name

test.local

| Security Device B

Software Security Device

~ The Go Daddy Group, Inc.
Go Daddy Class 2 CA
~ The USERTRUST Network

USERTrust ECC Certification Authority

Builtin Object Token

Builtin Object Token
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