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Role Based Access Control

• For administrators, roles provide a means 
of assigning administrative privileges in 
your Azure/Microsoft 365 environment.

• Roles provide a way to see exactly what 
rights are being assigned to a user or group

• Identities can be assigned multiple roles
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Principle of Least Privilege

• Give out the least amount of rights, but still provide 
users the ability to do their job

• Microsoft always encourages this principle

• Mixed with Privileged Identity Management, you can 
also achieve “Just in Time” (JIT) administration using 
roles
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