Cybersecurity for Business Crash Course Notes

In order to understand the fundamentals of cybersecurity, it is essential to understand the
difference between information security, IT security, and cybersecurity. They are
interchangeable, but they all refer to different aspects of protecting information and
systems.

Refers to the protection of an organisations data and information assets, including both
digital and physical data. This includes not just technical measures, but also policies and
procedures for handling, storing and sharing information.

Refers to the set of measures put in place to protect a business’s IT infrastructure. This
includes protecting hardware, software, databases and networks from unauthorized access.

Refers to the set of measures put in place to protect against attacks or unauthorised access
to digital systems, data and networks. It includes both technical and non-technical measures,
such as employee training and awareness.

To summarise, IT security is focused on protecting technology infrastructure, information
security is focused on protecting information and data, and cybersecurity is focused on
protecting digital systems and networks from cyber attacks.

Cyber Security is crucial for business, no matter the size, as all cyber-attacks can have
devastating consequences. Cyber-attacks are on the rise, and small businesses are not
immune. Coveware reported that 25.2% of ransomware impacted companies had an
employee size of 11-200 people.
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Cyber attackers do not discriminate based on size of the business. Truth be told, small
businesses are often the target of a cyber-attack as they have less robust cybersecurity
measures in place, and in 2020 alone accounted for 28% of data breaches (Verizon).

There are a multitude of ways in which a cyber attack can affect your business, including;

e Business Interruption: Cyber incidents can disrupt systems and impact operations,
which can be detrimental to the functioning of the business, which can directly result in;

e Financial Loss: A cyber-attack can have significant financial consequences for a business,
stemming from cost of remediation, legal fees, and lost revenue.

e Data theft: Loss of sensitive data, such as customer identity information, financial and
health information, and business trade secrets, which leads to;

e Reputational Damage: loss in trust of customers and business partners, impacting the
future reputation of the business and making it difficult to retain and attract clients, and

e Legal and regulatory consequences: This can be a result of customer lawsuits or fines
due to the businesses failure to comply with government regulation and privacy acts,
which we will cover off on in cyber-security regulations and frameworks.

What does a cyber attacker look like?

You may think of a cyber attacker as a criminal sitting behind a desk in a dark room, trying to
hack into networks and devices all day and night — and in most cases, you would be correct.
But a cyber attacker can come from a variety of backgrounds and motivations.

They can come in the form of competitors who are seeking to gain an advantage by stealing
data, intellectual property or disrupting operations, as well as employees with access to
sensitive business and customer information who may have malicious intent. This is why it is
essential that individuals and organisations implement strong cybersecurity measures to
protect themselves from potential attacks, regardless of the source.

The CIA triad is a fundamental framework within cybersecurity and is used as the foundation
for business to follow to protect their assets. The triad is structured on 3 core objectives -
Confidentiality, Integrity and Availability.
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Availability

Refers to the protection of sensitive information and data from unauthorised access.
Upholding confidentiality can be achieved through various means, including encrypting data,
strong passwords, multifactor authentication, and access controls.

Through ensuring confidentiality in your business, you can prevent unauthorised access to
your business assets and sensitive customer, employee, and business information.

Is how we protect the businesses information from modification, deletion, or corruption.
Integrity of data is achieved through backing up data, access controls (again), and data
validation — which is checking the accuracy and quality of the data in use. Integrity enables
your business to better prevent unauthorised changes to customer data, critical
infrastructure, and financial records.

Refers to ensuring that authorised individuals can access information and resources when
required. This is achieved through means such as disaster recovery planning, patch
management and redundancy, which refers to storing data within multiple places. Ensuring
availability of your business resources and data to authorised individuals, you can help to
maintain operational continuity and prevent interruption to your business’ activities.

A cyber threat can come in a multitude of ways, with cyber attackers becoming increasingly
skilled and innovative in their means of deploying cybercrimes — business owners and
employees must be aware of the types of attacks and techniques attackers are using.
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Social engineering is a technique used by cyber attackers to manipulate and deceive
individuals into divulging sensitive information or performing certain actions that may
compromise security. Unlike traditional hacking methods that focus on exploiting technical
vulnerabilities, social engineering primarily relies on psychological manipulation and human
interactions to achieve its objectives.

The goal of social engineering is to exploit human trust, curiosity, fear, or other emotions to
trick individuals into providing access credentials, sensitive data, or compromising security
measures. A form of social engineering is phishing.

Where an attacker poses as a trustworthy individual — sending emails, messages or even
calling individuals with the intent to gain access to sensitive information such as customer
data, credit card and banking information, or passwords. Phishing attacks are typically
carried out through deceptive communication methods, such as fraudulent emails, text
messages, or websites that appear to be legitimate and trustworthy.

How to identify a phishing attack:

e Check the senders email address: Phishing emails often use email addresses that closely
mimic legitimate ones but may contain subtle differences or misspelled domain names.

e Look for Spelling and Grammar Errors: Phishing emails frequently contain spelling and
grammar mistakes. These errors can be a clear sign that the email is not from a reputable
source.

e Examine the Links: Hover over any links in the email without clicking on them. Check if
the URL matches the legitimate website of the organisation. Beware of suspicious-looking
links or misspelled URLs.

e Review the Request for Personal Information: Legitimate organisations rarely request
sensitive information via email. Be cautious if the email asks for personal or financial data
like passwords, credit card numbers, or Social Security numbers.

e Beware of Attachments: Don't open email attachments from unknown or unverified
sources. Phishing emails can include malicious attachments that may compromise your
system.

e Contact the Sender Directly: If you receive an email that seems suspicious,
independently verify its authenticity.

Is a type of software designed by criminals to disrupt a computer system, allowing them to
gain access to valuable data or shut down the businesses systems in order to conduct a
ransomware attack. One of the most common and widely recognised forms of malware is;
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Is when an attacker or group successfully installs malware on the device and encrypts the
victims’ files, then demands payment in exchange for the decryption key. This can have
devastating financial impact for the business whether you choose to pay the ransom or suffer
the costs of getting the system up and running - this is why it is essential for business owners
to have backups of their data.

A Step-By-Step Overview of Ransomware

1. Initial Infection: The ransomware attack typically begins with a user unwittingly
downloading a malicious file or clicking on a malicious link. This can occur through
phishing emails, malicious websites, or exploiting software vulnerabilities.

2. Execution of Malicious Code: Once the malicious file is downloaded or the link is clicked,
the ransomware's code is executed on the victim's device. This code can rapidly spread
across the device's file system, encrypting files it finds.

3. File Encryption: The ransomware encrypts the victim's files, rendering them inaccessible.
The encryption is strong and uses advanced algorithms, making it virtually impossible to
decrypt the files without the decryption key.

4. Ransom Note: After encrypting the files, the ransomware displays a ransom note on the
victim's screen. This note typically demands a ransom payment in cryptocurrency (e.g.,
Bitcoin) in exchange for the decryption key.

Mitigating the Impact of Ransomware

e Regular Backups: Ensure that all critical data is regularly backed up and stored securely
offline or in a cloud service with versioning capabilities.

e User Training: Educate employees about the dangers of phishing and the importance of
not clicking on suspicious links or downloading unknown attachments.

e Security Software: Use comprehensive security solutions that include antivirus, anti-
malware, and firewall protections.

e Incident Response Plan: Have a well-defined incident response plan in place to quickly
address and mitigate any ransomware attack.

When an individual within the business intentionally or unintentionally harms a companies
systems or data. There are two main types of insider threats:

e Malicious Insider: This refers to individuals who intentionally and knowingly engage in
harmful activities against the organization. They may be motivated by financial gain,
revenge, ideology, or other personal reasons. Malicious insiders may attempt to steal
sensitive data, sabotage systems, or disrupt operations.

e Negligent Insider: This category includes individuals who, without any malicious intent,
cause security incidents due to carelessness, lack of awareness, or human error.
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Negligent insiders may inadvertently fall for phishing scams, mishandle sensitive data, or
fail to follow security policies and procedures.

A type of cyber-attack where criminals impersonate legitimate business entities or employees
to deceive individuals into taking fraudulent actions, typically involving financial transactions
or sensitive data disclosure. It often involves compromising an organisation's email accounts
to conduct fraudulent activities. It is important you ensure staff double check any requests to
transfer funds or process invoices, confirming emails and contacting the individual or vendor
directly.

Impersonation: BEC attackers impersonate trusted parties within an organisation, such as
CEOs, CFOs, or vendors. They craft emails that appear to be from these individuals, using
similar email addresses and language to deceive employees into taking unauthorised actions.

Objectives: The primary objective of BEC attacks is financial fraud. Attackers aim to trick
employees into making unauthorised payments, initiate unauthorised wire transfers, divert
payments, or gain access to sensitive financial information.

Red Flags: Recognising red flags is crucial in preventing BEC attacks. Business owners should
educate their employees on identifying suspicious signs, such as unexpected payment
requests, urgent language, changes in established communication patterns, and unusual
requests for sensitive information. Encourage a cautious approach to email communications.

DDoS (Distributed Denial of Service) attacks attacks are a malicious attempt to disrupt the
normal traffic of a targeted server, service, or network by overwhelming it with a flood of
internet traffic.

How It Works:

e Botnets:
o Attackers use a network of compromised computers, known as botnets, to generate a
massive volume of traffic.
e Flooding Targets:
o The botnets send a large number of requests to the target, exhausting its resources
and rendering it inaccessible to legitimate users.

Risks and Impact of DDoS Attacks on Businesses

Operational Disruption:

e DDoS attacks can bring down websites, online services, and applications, leading to
significant operational disruptions.
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Financial Losses:

e Downtime caused by DDoS attacks can result in lost revenue, especially for e-commerce
businesses and online services.

Reputation Damage:

e Repeated or prolonged downtime can damage a company’s reputation, leading to loss of
customer trust and loyalty.

Security Breaches:

e DDoS attacks can serve as a smokescreen for other malicious activities, such as data
breaches or malware insertion.

A zero-day vulnerability threat refers to a security flaw in software, hardware, or firmware
that is unknown to the party responsible for patching or fixing the flaw. "Zero-day" indicates
that the developers have "zero days" to fix the issue before it can potentially be exploited.

Why They are Dangerous:

e Unknown to Developers:

o Since the vulnerability is unknown, there is no defense against exploitation.
e High-Value Targets:

o Often targeted at high-value systems, such as government or corporate networks.
e Rapid Exploitation:

o Attackers can exploit these vulnerabilities immediately after discovering them, leaving
no time for mitigation.

How to Mitigate Zero-Day Vulnerabilities
Proactive Measures:

e Regular Updates:

o Keep all software, hardware, and firmware updated to reduce the attack surface.
e Patch Management:

o Implement a robust patch management process to quickly apply patches once they
are available.

e Security Best Practices:
o Use firewalls, and anti-malware tools to protect against potential zero-day exploits.

Incident Response:

e Preparedness:
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o Ensure you have an appropriate incident response plan in place to quickly address
and mitigate the impact of a zero-day attack.

A Man-in-the-Middle (MITM) attack occurs when an attacker secretly intercepts and
potentially alters the communication between two parties who believe they are directly
communicating with each other.

How It Works:

e Interception:
o The attacker positions themselves between the victim and the intended recipient,
capturing the communication.
e Decryption:

o If the datais encrypted, the attacker may decrypt it to access the information.
e Alteration:

o The attacker can alter the communication before forwarding it to the recipient, often
without either party noticing.

Common Techniques:

e Wi-Fi Eavesdropping:

o Attackers set up rogue Wi-Fi hotspots to intercept data transmitted over the network.
e |P Spoofing:

o Attackers impersonate a trusted device or network to intercept communications.
e HTTPS Spoofing:

o Attackers trick the victim into thinking they are on a secure website by spoofing
HTTPS protocols.

HTTPS (HyperText Transfer Protocol Secure) is a protocol for secure communication over a

computer network, ensuring data integrity and privacy by encrypting the transmitted data
between the user's browser and the website.

Understanding Supply Chain Attacks

e Supply chain attacks involve infiltrating a system through an outside partner or provider
with access to your systems and data.

e Relevance: These attacks are increasingly prevalent as businesses rely on a complex
network of suppliers and service providers.

e Impact: Can lead to severe data breaches, financial loss, and damage to reputation. High-
profile examples include the SolarWinds and Target breaches.

Mechanisms of Supply Chain Attacks
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e Third-Party Software: Attackers inject malicious code into trusted software updates or
applications.
o Example: SolarWinds attack where hackers inserted malware into updates.

e Hardware Manipulation: Compromising hardware components during manufacturing or
distribution.
o Example: Surveillance chips embedded in network equipment.

e Service Providers: Exploiting vulnerabilities in third-party service providers who have
network access.
o Example: Target breach via HVAC contractor.

Safeguarding Against Supply Chain Attacks

e Vendor Risk Management:
o Conduct thorough background checks and security assessments of vendors.
o Establish clear security requirements and continuous monitoring.
e Software and Hardware Integrity:
o Implement code-signing mechanisms to verify software integrity.
o Regularly audit hardware components for tampering.
e Network Segmentation:
o Limit third-party access to critical systems.
o Use segmentation to isolate systems and minimise potential damage.

There are multiple important regulations in which businesses are required to comply with
internationally, depending on where the business operates, as well as key frameworks
business owners and CISO’s use to govern their cybersecurity practices and ensure the
protection and appropriate use of data. We will cover off on the most important and widely
used ones, but it is always useful to do some research into the appropriate regulations
governing cybersecurity within your region:

GDPR, or General Data Protection Regulation, is a comprehensive legal framework enacted to
protect the personal data and privacy of individuals within the European Union.

o Key Objectives: It aims to regulate how businesses handle personal data, empower
individuals' rights over their data, and ensure transparent data processing practices.

e Scope: GDPR extends its regulations not only to EU-based organizations .but also to any
entity processing personal data of individuals within the EU.

e Compliance Essentials: GDPR compliance involves adhering to data processing
principles, respecting individual rights, appointing a Data Protection Officer (DPO), and
ensuring stringent security measures.

e Implementation Steps: Businesses need to conduct thorough audits, establish security
protocols, update policies, and provide ongoing staff training to achieve and maintain
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GDPR compliance.

e Penalties: Non-compliance with GDPR can result in substantial penalties, including fines
of up to €20 million or 4% of the company's global annual turnover, depending on
whichever is higher. Maintaining compliance is crucial to avoid such penalties and
maintain trust with customers.

The CIS framework is a set of best practices for securing IT systems and data against cyber
threats. Developed by the Center for Internet Security, a nonprofit organisation.

Key Objectives:

e Enhance security by implementing well-vetted security controls.
e Provide a roadmap for protecting against the most prevalent cyber threats.
e Facilitate compliance with various regulatory requirements.

Why it Matters:

e Helps businesses of all sizes to protect their assets.
e Reduces the risk of data breaches and cyber attacks.
e Improves organizational resilience and trustworthiness.

The CIS framework comprises 18 critical security controls. These controls are divided into
three categories: Basic, Foundational, and Organisational.

Basic Controls (1-6):

e Essential steps to ensure security readiness.

e Examples: Inventory of Authorised and Unauthorised Devices, Continuous Vulnerability
Management.

Foundational Controls (7-16):

e Focused on strengthening security by implementing best practices.
e Examples: Email and Web Browser Protections, Malware Defenses.

Organisational Controls (17-18):

e Security management and governance practices.
e Examples: Security Awareness and Training, Application Software Security.

Implementation:

e Prioritise controls based on your organisation’s specific needs.
e Start with Basic Controls and progressively implement the Foundational and
Organisational Controls.
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Is a set of international security standards that aims to ensure all businesses that process, or
store credit card information do so securely to protect individuals. The purpose of the PCI
DSS is to protect cardholder data from unauthorized access, theft, and fraud.

Compliance with PCIDSS involves implementing technical and operational security controls,
conducting regular security assessments, and submitting compliance reports to the card
brands and acquiring banks. Organisations are typically required to undergo annual audits or
self-assessments to demonstrate compliance with PCIDSS.

Core Requirements:

e Build and Maintain a Secure Network:

o Do not use vendor-supplied defaults for system passwords and other security
parameters.

Protect Cardholder Data:

o Protect stored cardholder data.

o Encrypt transmission of cardholder data across open, public networks.

Maintain a Vulnerability Management Program:

o Use and regularly update anti-virus software or programs.

o Develop and maintain secure systems and applications.

Regularly Monitor and Test Networks:

o Track and monitor all access to network resources and cardholder data.

o Regularly test security systems and processes.

Maintain an Information Security Policy:

o Maintain a policy that addresses information security for employees and contractors.

The Health Insurance Portability and Accountability Act (HIPAA) is a U.S. law designed to
provide privacy standards to protect patients' medical records and other health information
provided to health plans, doctors, hospitals, and other healthcare providers.

Purpose:

e To safeguard protected health information (PHI).
e To ensure the confidentiality, integrity, and availability of PHI.

Key Components:

e Privacy Rule:
o Establishes national standards for the protection of certain health information.
o Limits the use and disclosure of PHI without patient authorisation.
e Security Rule:
o Sets standards for the security of electronic protected health information (ePHI).
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o Requires appropriate administrative, physical, and technical safeguards.
e Breach Notification Rule:

o Requires covered entities to notify affected individuals, the Secretary of Health and
Human Services, and in certain circumstances, the media, of a breach of unsecured
PHI.

Was developed by the US Government but is one of the most frequently used set of
guidelines that organisations used to manage and reduce cybersecurity risks internationally.
The framework is structured on 5 key steps: Identify, Protect, Detect, Respond and Recover:

In the phase, business owners play a critical role in laying the foundation for a
robust cybersecurity strategy.

This includes:

e Asset Inventory: Identifying and documenting all digital and physical assets within the
organisation.

e Vulnerability Assessments: Conducting regular vulnerability assessments to understand
where potential weaknesses in the organisation's security posture may exist.

e Threat Analysis: Analysing potential cybersecurity threats, which can be both internal
(such as employee errors) and external (like cyberattacks from hackers).

e Risk Management: Evaluating the identified risks and determining their potential impact
on the business.

e Compliance Requirements: Identifying relevant legal and regulatory requirements that
the organization must adhere to and ensuring compliance.

In the phase, you should focus on developing and implementing safeguards to
secure their organization's assets.

This includes:

e Access Controls: Setting up stringent access control policies to restrict unauthorized
access to sensitive data and systems.

e Data Protection: Implementing encryption and data loss prevention measures to
safeguard critical information.

e Security Policies: Developing and enforcing comprehensive security policies to ensure
that all employees and stakeholders follow best practices.

In the phase, you need to establish systems for identifying and responding to
cybersecurity incidents.

This involves:

e Monitoring: Implementing continuous monitoring solutions to detect unusual activities
or potential threats.
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e Incident Identification: Setting up tools and processes to identify and assess potential
security incidents.
e Rapid Response: Developing a response plan to address identified incidents promptly.

The phase requires business owners to have a well-defined incident response plan
in place.

This includes:

¢ Incident Management: Establishing a designated incident response team and outlining
their roles and responsibilities.

e Communication: Developing a communication plan for both internal and external
stakeholders.

e Minimising Impact: Implementing strategies to minimise the impact of the incident on
business operations and data.

The phase is about returning to normalcy and strengthening security measures for
the future.

Business owners should focus on:

= Learning and Improvement: Conducting a post-incident analysis to learn from the
incident and identify areas for improvement.

= Business Continuity: Ensuring that critical business functions can resume quickly,
reducing downtime.

= Enhancing Resilience: Making the necessary changes to increase resilience against
future cybersecurity threats.

Is also a widely implemented cybersecurity framework that business owners and CISO’s use
to protect sensitive information. It provides a systematic approach using a set standard of
controls and procedures guiding organisations to effectively manage risk processes.

Businesses can get ISO/IEC 27001 certified. It's important to note that the certification
process can vary depending on the certification body and the specific circumstances of the
business. It is important to engage the appropriate expert if you are seeking to obtain this
certification.

The Essential 8 is a cybersecurity framework developed by the Australian Cyber Security
Centre (ACSC) to provide organizations with a set of essential mitigation strategies to
enhance their cybersecurity posture. The Essential 8 focuses on eight key areas that can
significantly reduce the risk of cyber incidents including;
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e Application Whitelisting: Ensuring that only approved and trusted applications are
allowed to run on systems, preventing the execution of malicious software.

e Patching Applications: Regularly applying patches and updates to fix vulnerabilities in
operating systems and software applications.

e Configuring Microsoft Office Macro Settings: Implementing secure configurations for
Microsoft Office macros to prevent the execution of malicious macros.

e User Application Hardening: Restricting the use of specific features and functionalities in
applications that are known to pose security risks.

e Restricting Administrative Privileges: Limiting administrative access and privileges to
authorized personnel only, reducing the potential impact of malicious activities.

e Patching Operating Systems: Applying patches and updates to secure vulnerabilities in
operating systems.

e Multi-Factor Authentication (MFA): Implementing MFA for user accounts to add an extra
layer of security and prevent unauthorized access.

e Daily Backups: Regularly backing up important data and ensuring backups are offline or
isolated from the network to mitigate the impact of data loss due to ransomware or other
cyber incidents.

It is essential business owners comply with the regulations governing the regions in which the
business operates to avoid potential legal repercussions, as well as ensuring your
cybersecurity practices are up to standard by following a recognised framework.

A cybersecurity culture is built on the values, attitudes and behaviours that a business
promotes that encourages cyber safe practices amongst its employees. It is an approach to
cyber security that involves every employee, not just the IT department. It creates a shared
responsibility for security and ensures all members of an organisation take ownership in
protecting the businesses assets.

Cyber threats are becoming increasingly sophisticates and businesses face significant risks in
the face of an attack as mentioned through financial loss, loss of reputation and sensitive
information. A strong cybersecurity culture helps mitigate these risks as employees are aware
of the potential risks and understanding the importance of cybersecurity.

The benefits of having a strong cybersecurity culture include:

e Better risk management: Helps businesses identify and manage risks more effectively.
e Improved security: Promotes strong security practices.
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e Greater accountability: Creates a shared sense of responsibility, ensuring all employees
remain accountable in their role protecting the business.

e Compliance: Cyber-aware employees ensure employees comply with data protection and
regulation standards.

Creating a set of practices and policies that promote and enforce security awareness within
the business. This can be done through defining strict policies and procedures that guide
employees to protect sensitive data, assigning employees responsibilities for security
management, as well as establishing standards for data sharing and communication - this
should all be developed in collaboration with IT teams.

Employee education and awareness training: Regular annual security training including
phishing simulations, ransomware exercises and communication of security policies and
procedures should be standard within any organisation looking to promote a cyber secure
culture.

e Setting the Cybersecurity Strategy: The business owner plays a crucial role in defining
the organization's cybersecurity strategy. They need to understand the cybersecurity
risks specific to their business, allocate resources effectively, and set priorities for
safeguarding critical assets.

e Implementing Policies and Procedures: The business owner should develop and enforce
cybersecurity policies and procedures that align with industry best practices and legal
requirements. These policies should cover areas such as data protection, access control,
password management, and incident response.

e Monitoring and Assessing Cybersecurity Performance: Regularly monitoring the
organization's cybersecurity performance is essential. The business owner should
oversee security audits, risk assessments, and vulnerability testing to identify
weaknesses and take corrective actions promptly.

e Password management: a strong password should contain at least 12 characters, a mix of
numbers, symbols and capital letters.

e Secure File Sharing: Employees should use secure file-sharing methods and platforms
approved by the organization to prevent data leaks.

e Physical Security: Employees should ensure physical security by locking their
workstations, securing confidential documents, and preventing unauthorized access to
restricted areas.

e Compliance: Employees should comply with all relevant cybersecurity policies,
procedures, and regulatory requirements applicable to their roles.

e Reporting: potential security incidents to management.
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An Incident Response Plan (IRP) is a comprehensive and documented strategy that outlines
how a business will respond to a cybersecurity incident. It serves as a roadmap to guide the
organization's actions in the event of a security breach or cyber attack. The importance of
having an incident response plan cannot be overstated, regardless of the business's size.

Here's why it is crucial for businesses to have an effective IRP:

e Minimising Impact and Damage: A well-prepared incident response plan enables a
business to respond promptly and efficiently when an incident occurs. By quickly
identifying, assessing, and containing the incident, the business can minimize the impact
and potential damage caused by the cyber attack.

e Reducing Recovery Time: A strong IRP provides clear procedures and guidelines for
addressing the incident, allowing the business to recover systems and operations more
swiftly.

e Protecting Sensitive Data and Systems: An IRP helps protect sensitive data and critical
systems during and after a cyber incident. By following established procedures, the
business can safeguard sensitive information from falling into the wrong hands and
prevent further compromise.

e Ensuring a Coordinated Response: The IRP defines roles and responsibilities for incident
response team members. This clarity ensures a coordinated and effective response,
avoiding confusion and potential delays in addressing the incident.

e Legal and Regulatory Compliance: Many industries and jurisdictions have specific legal
and regulatory requirements related to cybersecurity incident reporting. A well-crafted
IRP includes processes for notifying stakeholders, including employees, customers, and
relevant regulatory bodies, in compliance with these requirements.

Elements of an Incident Response Plan:

¢ Incident Identification and Categorisation: The plan should define procedures for
identifying and categorizing incidents based on their severity and impact on the
organisation.

¢ Incident Response Team: List the incident response team members and their respective
roles and responsibilities. This team may include IT professionals, legal experts,
communications personnel, and senior management.

e Containment and Eradication: Clearly outline the steps to contain and eradicate the
incident. This involves isolating affected systems, removing malware, and restoring
affected data.
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e Notification Procedures: Define the process for notifying stakeholders, including
employees, customers, partners, law enforcement, and regulatory authorities, as
necessary.

e Documentation and Reporting: Emphasise the importance of documenting all actions
taken during the incident response process. This documentation is valuable for post-
incident analysis, compliance reporting, and legal purposes.

By implementing a well-structured and regularly updated incident response plan, businesses
can better protect themselves from cyber threats and respond effectively when incidents
occur. The IRP provides the framework to ensure a swift, coordinated, and informed
response, ultimately safeguarding the organization's reputation, data, and operations.

Disaster Recovery Planning (DRP) is a crucial component of a business's cybersecurity
strategy. It is a proactive approach that outlines how the organisation will recover its critical
data and systems in the event of a disaster, cyber-attack, or equipment failure. The goal of a
DRP is to minimise downtime, maintain customer trust and confidence, and reduce the
overall impact of a disaster on the business. Here's why disaster recovery planning is
important for businesses:

e Minimising Downtime: A well-structured DRP ensures that critical systems and data can
be restored quickly and efficiently, reducing the amount of time the business is affected
by a disaster.

e Maintaining Customer Trust and Confidence: A DRP that enables the organization to
swiftly recover from a disaster helps maintain customer trust and confidence, as they see
the business as reliable and capable of handling unforeseen events.

e Protecting Business Reputation: A quick and effective response to a disaster can prevent
negative publicity and protect the business's reputation. Customers and stakeholders are
more likely to view the organization favourably if it demonstrates resilience and
preparedness in the face of adversity.

e Preserving Data Integrity: Critical data is the lifeblood of many businesses. A
comprehensive DRP includes processes for backing up and securely storing data in a
separate location. This ensures that even if the primary systems are compromised, the
data remains intact and can be retrieved.

e Meeting Regulatory Requirements: Depending on the industry and jurisdiction,
businesses may be subject to legal and regulatory requirements related to data
protection and disaster recovery. A robust DRP ensures compliance with these
obligations, avoiding potential penalties and legal issues.

Elements of a Disaster Recovery Plan:

e Data Backup and Storage: The DRP should include a well-defined process for regularly
backing up critical data and storing it in a secure location, preferably off-site or in the
cloud. This ensures data availability in case of data loss or system failure.

e Critical Systems and Data Inventory: Identify and list all critical systems and data that
need to be prioritized during recovery. Assign Recovery Time Objectives (RTOs) for each
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critical component, indicating the maximum acceptable downtime.

e Restoration Procedures: Outline step-by-step procedures for restoring critical systems
and data in the event of a disaster. Define the roles and responsibilities of the personnel
involved in the restoration process.

e Testing and Validation: Regularly test and validate the disaster recovery plan to ensure
its effectiveness. Conduct simulated disaster scenarios to assess the plan's
responsiveness and identify areas for improvement.

e Disaster Response Team: Designate a disaster response team responsible for overseeing
the implementation of the DRP. This team should be trained and equipped to handle
different types of disasters effectively.

By having a comprehensive disaster recovery plan in place, businesses can mitigate the
potential impact of disasters, cyber-attacks, or equipment failures. The plan provides a
roadmap for quickly recovering critical systems and data, minimising downtime, and ensuring
business continuity. Regularly reviewing and testing the DRP allows the organization to adapt
to evolving threats and maintain a strong cybersecurity posture.

Business Continuity Planning (BCP) is a vital aspect of a cybersecurity strategy for
businesses. It outlines how an organization will continue its critical operations in the event of
business interruption caused by various factors, such as cyber-attacks, natural disasters, or
other incidents.

Here's why business continuity planning is important for businesses:

Maintaining Customer Confidence and Trust
Minimising Downtime

Reducing Impact Of Disruptions

Protecting Brand Image

Elements of a Business Continuity Plan:

e Critical Business Functions and Operations: Identify and list all critical business
functions and operations that need to be maintained during a disruption. These functions
are prioritized based on their importance to the organization's overall operations.

e Continuity Processes and Procedures: Develop processes and procedures for ensuring
the continuity of critical business functions. This includes defining roles, responsibilities,
and escalation protocols to address various scenarios.

e Communication Plan: Establish a comprehensive communication plan that outlines how
employees, customers, suppliers, and other stakeholders will be informed in the event of
a disruption.

e Testing and Validation: Regularly test and validate the BCP through simulated scenarios
and drills. Testing helps identify weaknesses, update response protocols, and ensure that
all relevant personnel are familiar with their roles during a disruption.

e Alternative Work Arrangements: Create contingency plans for alternative work
arrangements, such as remote work or relocation of operations, in case the primary
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workplace is unavailable.

e Supplier and Vendor Assessments: Evaluate critical suppliers and vendors to understand
their own business continuity plans. Ensure that they align with your organization's BCP
to minimize potential disruptions in the supply chain.

Regularly reviewing and updating the businesses BCP is crucial to address changing
circumstances and potential emerging threats.

One of the largest threats to businesses is ransomware attacks, with 96% of cyber-attacks
being directed at small to medium businesses. An area of which any business owner should
make a critical area of focus within their cyber security posture is strong identity and access
management.

IAM is a critical aspect of cyber security and involves the process of managing and controlling
access to critical systems, sensitive information, and endpoints (devices) within an
organisation and can be categorised into three categories, including an array of technical,
physical, and administrative controls.

Multi-factor authentication MFA is a technical control that requires users to provide multiple
forms of verification to access a system or account. Its purpose is to provide an additional
layer of protection beyond a username and password. It can also be referred to as 2FA,
typically combining two or more of the following elements:

1. Something you know: A password, security question or a pin number.
2. Something you have: A physical device, such as a phone or laptop, or a token.
3. Something you are: This is biometric and can include fingerprints or facial recognition.

MFA as a control within small to medium businesses cannot be overstated, and here is why:

e Protection against credential theft: Passwords can be easily compromised, with
attackers using a variety of advanced techniques, especially if an employee uses weak or
re used passwords. Implementing MFA reduces the risk of this happening by adding an
extra layer of defence through additional verification.

e Defence against phishing attacks: Even if employees fall victim to a phishing attack in
which they reveal their login credentials, the attacker will still require a second factor of
authentication to access the accounts.

e Protecting critical information and backups: With data breaches being high profile in
news stories internationally, protecting employee and customer data as well as
confidential business information is of high importance, and MFA provides this additional
level of security.
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e Safeguarding remote access: With increase in remote working practices, small to medium
businesses need to ensure secure remote access to systems and data whilst employees
are working from home, and MFA provides extra protection outside the office network.

Also referred to as access segmentation, involves dividing a network into smaller, isolated
segments. Each segment should have its own set of access controls and permissions, and its
purpose is to control data flow and limit access to sensitive data through creating barriers
within the network.
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Network Segmentation: Example and Implementation
Segmentation Structure:
HR Network Segment:

e Contains sensitive employee data and records.
e Access restricted to HR personnel only.

Finance Network Segment:

e Hosts financial applications, payroll systems, and accounting data.
e Access restricted to finance team members.

IT Network Segment:

e Includes IT infrastructure, servers, and administrative tools.
e Access restricted to IT staff.

This can be valuable to businesses of any size and enhance security by:

e Controlling access: Segmentation ensures users are only granted access to certain
systems and information based on their roles and responsibilities, reducing the risk of
unauthorized access to data and insider threats.

e Limits lateral movement: lateral movement is when an attacker can move across
networks and systems within a business once being granted initial access through
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malware, stolen credentials, or other techniques. Network segmentation reduces the risk
of lateral movement by creating boundaries through firewalls or other security measures.

Privileged access refers to special access or abilities above and beyond that of a standard
user, typically granted to IT administrators, system administrators, and other key personnel
to manage systems, networks, and applications.

Characteristics of Privileged Access:

e Elevated Permissions:
o Privileged users have elevated permissions that allow them to perform actions such
as installing software, modifying system settings, and accessing sensitive data.
e Critical Access:
o Oftenincludes access to critical systems and infrastructure components, such as
servers, databases, and network devices.
e Target for Attackers:
o Privileged accounts are a prime target for cyber attackers because they provide
deeper access into an organisation's IT environment.

Examples of Privileged Access:

e System Administrators:

o Have the ability to manage operating systems and server configurations.
e Database Administrators:

o Manage and maintain database systems, including access to sensitive data.
e Network Administrators:

o Control network configurations, access controls, and security settings.

tools are security technologies designed to control
and monitor access to an organisation's critical systems and sensitive data by privileged
users.

Key Features:

e Credential Management:

o Secure storage, rotation, and management of privileged account credentials.

Access Controls:

o Enforcement of the principle of least privilege by restricting access based on user
roles and responsibilities.

Audit and Reporting:

o Comprehensive logging and reporting of privileged access activities to ensure
compliance and detect anomalies.

Risk Reduction:

o Mitigates the risk of insider threats and external attacks by controlling and monitoring
privileged access.

Regulatory Compliance:
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o Helps businesses meet compliance requirements such as GDPR, HIPAA, and PCI DSS
by enforcing strict access controls and providing detailed audit trails.
e Automation:
o Automates password management and access provisioning, reducing the
administrative burden on IT teams.
e Incident Response:
o Enhances incident response capabilities by providing real-time monitoring and
alerting of suspicious activities.

Cybersecurity is not limited to digital threats; physical security is an equally essential aspect
of protecting your organisation. Physical security measures play a critical role in safeguarding
your equipment and paper files from unauthorised access and theft.

Protecting Equipment and Paper Files:

e Secure Storage: Utilise locked cabinets, safes, or secure rooms to store critical
equipment and sensitive paper files.

e Limited Access: Grant access to equipment and paper files only to authorised personnel.

e Shredding Documents: Dispose of sensitive paper documents securely through cross-cut
shredding to prevent information leakage.

e Visitor Logs: Maintain visitor logs to track access to sensitive areas.

Tailgating

Tailgating, also known as piggybacking, is a physical security breach where an unauthorised
person gains access to a restricted area by following closely behind an authorised person
without their knowledge or consent.

Prevention Measures:

e Awareness and Training:
o Educate employees about the risks of tailgating and train them to recognise and
challenge unauthorised individuals.
e Escort Policies:
o Require visitors and contractors to be escorted by authorised personnel at all times.
e Physical Barriers:
o Use turnstiles, security doors, and mantraps to prevent unauthorised individuals from
following employees into secure areas.

Enhancing Physical Security Measures:

A comprehensive physical security strategy involves a combination of measures to protect
both digital and physical assets. Business owners and security personnel should consider the
following steps:
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e Fobs and Cards: Implement access control systems using fobs, access cards, or biometric
authentication to restrict access to specific areas.
e Surveillance: Install security cameras at entry points and sensitive areas for monitoring

and recording access.
e Door Locks: Use high-quality locks on doors and entry points to prevent unauthorised

access.

This includes policies and procedures, which play an important role in identity and access
management. They do this by ensuring employees are aware of proper procedures for
protecting sensitive information and systems through access procedures. Examples of
policies for identity and access management include:

e Password management.
e Account management.
e Privileged access control.

Data management is crucial for businesses of all sizes and industries, and plays a significant
role in protecting sensitive information, mitigating cyber risk and ensuring compliance with
relevant regulations. Effective data management enables businesses to maintain the
confidentiality, integrity and availability of their data, which is essential in maintaining the

trust of customers and stakeholders.

Knowing how much data your organisation holds, knowing what data
you hold, how valuable it could be to an attacker, and whether it should be retained or purged
is essential in ensuring a business protects the business and customer data.
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Refers to the process of organising, storing, protecting, and utilising data throughout its
lifecycle. It involved activities such as data collection, storage, analysis, sharing, and
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archiving.

Effective data management ensures that data is accurate, accessible, and secure. It helps
business owners make informed decisions, protect sensitive information, improve
operational efficiency, comply with regulations, and enhance the organisations security
posture.

Involves categorising data based on its sensitivity, value, and level of protection required. It
helps business owners prioritise their data protection efforts and allocate resources
effectively. Through classifying data into different levels, for example public, internal and
confidential - business owners can apply the appropriate security measures, restrict access
to sensitive information, and implement data handling procedures based on the level of
sensitivity and value of the data to an attacker. This helps protect valuable business and
customer data, reduce the risk of a data breach, and ensure compliance with data
regulations.

Data retention refers to the process of determining how long data should be retained for
legal, operational, or regulatory purposes.

Data disposal involves securely and permanently removing data that is no longer needed (eg.
former staff or employee information, account and financial information).

It is crucial businesses establish clear guidelines for data retention and disposal in order to
manage your data effectively.

This will assist in;

e Minimising data storage costs.
e Reduce the risk of holding unnecessary data, and,
e Protecting against data breaches.

The cloud environment refers to servers, storage, databases, networking, software, and
analytics hosted on the internet ("the cloud") instead of locally on physical computers or
servers. It enables on-demand access to computing resources without direct active
management by the user.

Usage:
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e Cloud environments are used for a wide range of purposes including data storage,
computing power, and running applications.
e Supports scalability, flexibility, and cost-efficiency.

Amazon Web Services (AWS): Cloud computing services including storage, computing power,
and database management.

Microsoft Office 365 (0365): Cloud-based productivity tools including email, collaboration,
and document management.

Cloud security encompasses a set of policies, controls, procedures, and technologies
designed to protect cloud-based systems, data, and infrastructure.

Importance:

e Protects data from theft, leakage, and deletion.
e Ensures compliance with regulatory standards.
e Maintains the integrity and availability of cloud resources.

Key Aspects:

e Data protection (encryption, access controls)
e ldentity and access management (IAM)
e Threat detection and response

Challenges in Cloud Security
Common Challenges:

e Data Breaches:

o Unauthorised access to sensitive data stored in the cloud.
e Misconfiguration:

o Incorrect settings or security controls can lead to vulnerabilities.
e Insider Threats:

o Employees or third parties with access to cloud resources posing security risks.
e Account Hijacking:
o Unauthorised use of cloud account credentials.

Impact:

e Financial losses
e Damage to reputation
e Legal and regulatory consequences

Ensuring Cloud Security: Mitigation Measures

e Data Encryption:
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o Encrypt data both in transit and at rest to protect against unauthorised access.
e Access Controls:

o Implement robust identity and access management (IAM) to restrict access to
sensitive information.
e Regular Audits:
o Conduct regular security audits and vulnerability assessments.
e Security Training:
o Provide ongoing security training for employees to recognise and respond to threats.

Remote work has become increasingly common, offering flexibility and convenience.
However, it also introduces new cybersecurity challenges.

Key Challenges:

e Unsecured Networks:

o Remote workers often use public or home Wi-Fi networks, which may not be secure.
e Personal Devices:

o Employees may use personal devices that lack proper security measures.
e Phishing Attacks:

o Increase in phishing attempts targeting remote workers through email and messaging
platforms.

Best Practices for Secure Remote Work

e Secure Wi-Fi Networks:
o Utilise VPNs and encourage secure, password-protected Wi-Fi connections.
e Device Security:
o Ensure that all devices (personal or company-provided) are updated through
enforcing the latest security patches and antivirus software.
e Strong Authentication:
o Implement multi-factor authentication (MFA) for all employee devices when accessing
the network remotely to add an extra layer of security.
e Employee Training:
o Regularly train employees on recognising phishing attempts and other common cyber
threats.

VPN'’s

A Virtual Private Network (VPN) is a service that encrypts your internet connection and hides
your online activities. It creates a secure, encrypted connection between your device and the
internet.

Benefits of Using a VPN:
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e Protects data by encrypting the internet connection, making it difficult for hackers to
intercept information.

e Hides your IP address, ensuring your online activities remain private.

e Allows remote workers to securely access company resources and sensitive information
from anywhere.

e Enables access to region-restricted content and services.

Use Cases in Business:

e Secure remote access to company networks and resources.
e Protection of sensitive business communications.

Email authentication is a crucial cybersecurity measure to prevent phishing and email
spoofing. It ensures that emails from your domain are legitimate and helps protect your
organisation's reputation.

Small business owners can enhance email security with the following authentication
technologies:

Sender Policy Framework (SPF):

SPF is a framework that validates the authenticity of email senders by checking if the IP
addresses of incoming email servers are authorised to send emails on behalf of your domain.

e Benefits:
o Prevents email spoofing by identifying unauthorised senders.
o Helps maintain your domain's reputation and deliverability rates.

Domain-based Message Authentication Reporting and Conformance (DMARC):

DMARC builds upon SPF and DomainKeys Identified Mail (DKIM) to provide a comprehensive
email authentication system. It specifies how email receivers should handle emails from your
domain.

e Benefits:
o Prevents phishing by aligning SPF and DKIM results with the "From" header domain.
o Allows you to receive reports on email authentication failures and take corrective
actions.

DomainKeys Identified Mail (DKIM):

DKIM is an email authentication method that adds a digital signature to each outgoing email.
This signature verifies the email's authenticity and integrity.
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e Benefits:
= Confirms the sender's identity and ensures email content hasn't been altered
during transit.
= Increases email deliverability and reduces the chances of your emails being
marked as spam.

Firewalls are an essential part of any business’s cyber security defence. Firewall’s act as a
barrier between the company’s internal network and any external networks, preventing
unauthorized access to the businesses systems.

They can be hardware or software based, and work to block certain types of traffic based on a

set of rules.

To improve firewall security, owners of a business should:

e Regularly update firewall rules to keep them up to date, this helps to prevent against new
and occurring threats.
e Ensure that they are configured properly as to only allow authorised traffic to pass.

It is always best to consult a third-party engineer or consultant to implement, test and
measure the strength of your firewalls to ensure the network is up to date and able to best
mitigate threats.

Encryption involves converting sensitive data into a secure format, ensuring that only
individuals with the required encryption (encoding) or decryption (decoding) key can access
the information.
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It uses cryptography, which is the practice of converting information into an unreadable
format using various algorithms. Encryption protects the confidentiality, integrity and
authenticity of data.

Encryption Decryption
Plain text Encrypted text Plain text

okta

What is the importance of encryption to a business?

e Encryption helps protect sensitive customer and business information, financial records,
and communications within the business from unauthorised access.

e It protects businesses from regulatory fines and penalties, complying with data
regulation is incredibly important in the age of cyber threats.

e Securing customer information through encryption is essential in protecting the
reputation of the business and keeping trust with customers and stakeholders.

Patching is the process of applying updates to software to fix vulnerabilities, bugs, or
enhance functionality.

Regular Software Updates are scheduled updates released by software vendors to improve
security, performance, and stability.

Importance:

e Security:

o Fixes known vulnerabilities that can be exploited by attackers.
e Performance:

o Enhances software performance and stability.
e Compliance:

o Ensures compliance with industry regulations and standards.

Best Practices for Patching and Software Updates
Develop a Patch Management Policy:

e Establish clear policies for identifying, testing, and applying patches.
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Automate Where Possible:

e Use automated tools to regularly check for and apply updates to reduce manual effort
and ensure timely updates.

Prioritise Patches:
e Focus on critical and high-severity vulnerabilities that pose the greatest risk.
Test Patches:

e Test patches in a controlled environment before deploying them to production systems
to ensure compatibility and stability.

Schedule Regular Maintenance:

e Plan and schedule regular maintenance windows for applying updates without disrupting
business operations.

Keep an Inventory:

e Maintain an up-to-date inventory of all software and systems to ensure all components
are regularly updated.

The practice of regularly creating, maintaining, and securing backups to ensure data integrity

and availability.
Key Aspects:

e Regular Backups:
o Schedule regular backups to ensure data is consistently saved and can be restored if
needed.
e Multiple Backup Locations:
o Store backups in multiple locations (on-site, off-site, and cloud) to protect against
physical damage and local disasters.
e Encryption:
o Encrypt backups to protect data from unauthorised access and breaches.

Best Practices for Backup and Storage
Regular Testing:

e Periodically test backups to ensure data can be successfully restored and is not
corrupted.

https://t.me/learningnets



Automated Backup Solutions:

e Use automated backup solutions to ensure consistency and reduce the risk of human
error.

Backup Monitoring and Alerts:

e Implement monitoring tools and alerts to track the status of backups and notify
administrators of any issues.

Data Retention Policy:

e Establish and follow a data retention policy to determine how long backups should be
kept based on business and regulatory requirements.

EDR, or Endpoint Detection and Response, is a cybersecurity technology that focuses on
monitoring and identifying suspicious activities and potential threats on endpoints, such as
computers and mobile devices.

Benefits:

e Real-Time Monitoring: EDR tools provide real-time visibility into endpoint activities,
enabling rapid threat detection and response.

e Threat Hunting: Security teams can proactively search for threats, reducing the risk of
undetected attacks.

e Incident Response: EDR tools facilitate efficient incident response by providing detailed
insights into the nature of threats.

e Data Collection: They collect valuable data for forensic analysis and post-incident
investigations.

MDR, or Managed Detection and Response, is a cybersecurity service that combines
technology, human expertise, and threat intelligence to monitor and respond to
cybersecurity threats.

Benefits:

e 24/7 Monitoring: MDR services offer round-the-clock monitoring, ensuring timely threat
detection and response.

e Expertise: Skilled cybersecurity professionals analyse and respond to threats, reducing
the burden on internal teams.

e Threat Intelligence: MDR providers leverage threat intelligence to stay ahead of emerging
threats.
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e Incident Resolution: MDR services assist with incident investigation, containment, and
remediation.

XDR, or Extended Detection and Response, is an advanced cybersecurity approach that
integrates and correlates data from various security tools and systems to provide a holistic
view of an organization's security posture.

Benefits:

e Comprehensive View: XDR offers a comprehensive view of an organization's security
landscape, enabling the detection of threats across different platforms.

e Cross-Layer Detection: It correlates data from various security tools, improving the
ability to detect complex, multi-stage attacks.

e Reduced Complexity: XDR simplifies the management of multiple security solutions,
enhancing efficiency.

e Automated Response: XDR can automate incident response actions, reducing response
times.

Comparing EDR, MDR, and XDR

e EDR (Endpoint Detection and Response):

o Focus: Primarily monitors and responds to threats on individual endpoints.

o Scope: Provides in-depth visibility into endpoint activities.
e MDR (Managed Detection and Response):

o Focus: Combines technology, human expertise, and threat intelligence for threat

detection and response.

o Scope: Extends beyond endpoints to monitor network and cloud environments.

e XDR (Extended Detection and Response):

o Focus: Integrates data from various security tools and systems for a holistic view of
security.

o Scope: Correlates data across endpoints, networks, cloud, and more.

Through the understanding and implementation of the tools and controls discussed,
businesses are better positioned to mitigate, respond, and protect against cyber threats to
their business.

To assist in implementing and testing these controls within your business, it is ALWAYS best
practice to consult an IT security professional who can get a holistic understanding of your

businesses networks and systems and cater advice based on your risk exposure and current
security posture.
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Cyber insurance is a type of insurance policy designed to help businesses mitigate the
financial risks associated with cyber attacks and data breaches.

It may not be a technical control as such, but taking out cyber liability for your business in
today’s climate is something that business owners should consider. Risk transfer has become
a key component of any cyber aware businesses risk framework.

All the controls discussed in this course are important in minimising the risk of a cyber threat
too a business, but with attackers techniques and new vulnerabilities being improved and
exploited every day - these controls should not be mistaken as 100% protection from a
potential cyber incident.

Benefits of Cyber Insurance;

e Cost Mitigation:

o Helps cover the significant costs associated with data breaches, including legal fees,
notification expenses, and business interruption losses.

Risk Transfer:

o Transfers the financial risk of cyber incidents from the business to the insurance
provider.

Customer Trust:

o Demonstrates a proactive approach to risk management, which can enhance
customer confidence and trust.

Regulatory Compliance:

o Helps businesses comply with regulatory requirements by covering fines and
penalties related to data breaches.

Incident Response Team:

e Access to a dedicated team of cybersecurity experts available around the clock to
respond to incidents swiftly.

Rapid Containment:

e Immediate actions to contain and mitigate the impact of a cyber attack.
Expert Guidance:
Forensic Analysis:

e Professional forensic services to investigate the breach, determine the cause, and assess
the extent of the damage.
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Legal Counsel:

e Access to legal experts to navigate regulatory requirements and minimise legal exposure.
Communication Support:
Notification Services:

e Assistance with notifying affected individuals, regulatory bodies, and other stakeholders.
Crisis Management:

e Support for managing internal and external communications to control the narrative and
reduce panic.

First-Party Cyber Insurance Coverage

First-party cyber insurance coverage protects the insured company against direct losses
resulting from a cyber incident.

Key Coverage Areas:

Incident Response Costs:

o Typically includes expenses related to investigating the breach, notifying affected
parties, legal advice, public relations efforts to manage reputation damage, and any
costs associated with data recovery and system repairs.

o These costs may also encompass expenses for credit monitoring services for affected
individuals, setting up call centres, and engaging a ransomware negotiator and
responder.

Cyber Extortion:

o Covers ransom payments and related costs in the event of a ransomware attack or
other extortion attempts.

Data Recovery:

o Covers the costs of recovering and restoring data compromised or destroyed in a
cyber incident.

Business Interruption:

o Compensates for income loss and additional expenses incurred due to operational
disruption caused by a cyber attack.

Third-Party Cyber Insurance Coverage

Third-party cyber insurance coverage protects the insured company against claims and
lawsuits brought by third parties affected by a cyber incident involving the insured company.

Key Coverage Areas:

e Legal Fees:
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o Covers the costs of legal defense and any settlements or judgments resulting from
third-party claims.

Regulatory Fines and Penalties:

o Covers fines and penalties imposed by regulatory bodies due to non-compliance or
data breaches.

Media Liability:

o Covers claims related to defamation, copyright infringement, or other media-related
offenses arising from a cyber incident.

Network Security Liability:

o Covers damages resulting from failure to prevent unauthorised access or transmission
of malicious software.

Privacy Liability:

o Covers claims arising from the breach of third-party data privacy, including
confidential customer or partner information.

Most businesses if not every business have a reliance on third-party vendors, whether it be

suppliers or service providers for various business operations. With this increasing reliance

comes increased risk. Third party vendors and cloud providers are just as vulnerable to a
cyber-attack and can pose significant threat to a business’s operation, making third party risk

management crucial.

Here’s what business owners can do to help minimise this risk:

Thorough Vendor Assessment: Before granting access to business systems or data,
conduct a thorough assessment of any third-party vendors or suppliers. This assessment
should include a review of their cybersecurity practices, data protection measures, and
overall security posture. Only work with vendors who meet the business's security
standards.

Contract Review and Requirements: Review contracts with third-party vendors and
ensure they include specific language around cybersecurity requirements. Contracts
should clearly outline the responsibilities of the vendor in protecting data and systems,
incident response plans in case of a security breach, and data encryption requirements.
Continual Vendor Audits: Regular audits of third-party vendors are essential to ensure
ongoing compliance with cybersecurity standards. These audits should be performed
periodically to assess the vendor's security practices, identify any vulnerabilities, and
ensure they are maintaining the agreed-upon security measures.

Cloud Provider Evaluation: If the business uses cloud services, evaluate the
cybersecurity practices and disaster recovery capabilities of cloud providers. Ensure that
the cloud provider adheres to industry best practices and meets the business's security
requirements.

Vendor Risk Management Policy: This policy should define the criteria for vendor
selection, establish requirements for ongoing monitoring, and outline the process for
addressing any security issues or breaches with vendors.
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e Data Access and Privileges: Limit data access and privileges granted to third-party
vendors. Restrict access to only the data and systems required for their specific tasks
and regularly review and update access permissions based on the vendor's role and
responsibilities.

Just as third-party risk management is essential for any business, there are a variety of
universal first party risk management principles a business can implement that are valuable
in strengthening your cyber security culture and posture.

The Threat x Likelihood formula assists businesses in understanding their level of risk in the
face of a cyber-attack. Threat means the potential danger a particular cyber-attack can pose
to the business, whereas the likelihood is the probability of the attack occurring. Through
multiplying these factors, a business owner can get a holistic understanding of the level of
risk their business could face and what security measures should be prioritised. One way in
which a business can determine these factors is through conducting a;

Are critical for businesses in helping to understand the risk they face from a cyber threat and
how they should prioritise their security efforts. A risk assessment can either be qualitative
on quantitative, as well as a top-down approach.

Qualitative risk assessments rely on subjective judgements, evaluating risks based on their
impacts and likelihood without assigning numeric values.

Quantitative risk assessment involves a data-driven analysis of risk, it uses numerical values
and estimates the probabilities of occurrence and impact of risks using more precise
measurements. Whether a business should use either approach is dependent on the specific
needs of a business and the available data.

A risk matrix helps business owners categorise risks on severity and how they should
response. It is a visual tool that plots the likelihood of an attack on one axis and the potential
impact of the attack on one, then assigns a score to each combination.
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This visual representation makes it easier for stakeholders to understand and communicate
the level of risk associated with different scenarios, helping to foster a common
understanding among decision-makers.

Overall, using a risk matrix for cybersecurity provides a systematic and structured approach
to risk management. It helps organizations identify, assess, and prioritize cybersecurity risks,
make informed decisions, and effectively communicate risk-related information to
stakeholders.

These are the four common ways a business can respond to cyber risks;
Risk means acknowledging the threat but choosing to not act.

involves implementing controls, as we’ve discussed to reduce the likelihood or
potential impact of a risk.

Risk is the process of transferring a risk to a third party, such as cyber liability
insurance as discussed, and,;

means taking reasonable steps to eliminate the risk completely.

Developing an understanding of these methods of risk management can assist businesses in
making informed decisions around responding to risks.

It is essential businesses understand and implement first party risk management principles,
whether it be one or multiple of the discussed to effectively manage their cyber security
risks.
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Through conducting thorough risk assessments and using tools such as a risk matrix,
businesses are better equipped to make informed decisions around prioritising security
efforts.

e Defensein Depth (DiD) is a layered approach to cybersecurity that employs multiple
security measures to protect data and resources.

e By having several layers of security controls, if one layer is compromised, the next layer
should still provide protection.

Importance of a Layered Strategy:

e Asingle security solution is not enough to protect against diverse threats.
e DiD helps in mitigating the risk of a breach by adding redundancy and increasing
complexity for attackers.

Poligi s, Procedures
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Computer

Source; buffalotech.com

Think of it like a football pitch, if the defenders are placed in a single line formation, once that
layer of defence is broken by the attacking team, they are much more likely to score a goal.

If the defenders are structured in a formation that provides multiple layers of defence, if the
attacker is to break the first line of defenders, the second layer of defence will work to
prevent the attackers from scoring.
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Typical Layers

e Pysical Security:
o Controls like secure buildings, access control systems, and surveillance to protect
physical access to systems.
e Network Security:
o Firewalls, network segmentation, and secure VPNs to safeguard the network perimeter
and internal communication.
e Endpoint Security:
o EDR/MDR/XDR software, patch management, and secure configurations to protect
individual devices and users.
e Application Security:
o Secure coding practices, application firewalls, and regular vulnerability assessments
to protect software from exploitation.
e Data Security:
o Encryption, access control, and data protection controls to protect sensitive
information at rest and in transit.
e User Awareness and Training:
o Regular training and awareness programs to ensure employees recognise and respond
to security threats.
e Incident Response:
o Plans and systems in place for quickly detecting, responding to, and recovering from
security incidents.

Overall, adopting the defence in depth strategy assists a business in maintaining
confidentiality, integrity, and availability.
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