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Why a Proxy Service
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Intercepting Proxy
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Objective

Observe Behavior
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Proxy Traffic Through

Browser
Browses the web
application with local
proxy setting to 127.0.0.1
port 8080
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Burp Suite Proxy
HTTP and HTTPS traffic
flows through
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Web Application
This is your target



Need a Legal Target
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Priya Pentester Target Web Application

Image yourself here Intentionally vulnerable web
application called DVWA

https://t.me/learningnets



DVWA

An intentional vulnerable web application
http:// www.dvwa.co.uk/
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Launching Burp Suite Against Your Target
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Burp Suite Product Options

Free

Most functionality tabs are enabled
Intruder functionality is throttled
Payloads not available

Some plugins not available
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Professional

All functionality tabs are enabled
No forced throttling
Portswigger Payloads

Supports all plugins



Options for Burp Launch

Command line

Double-click
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Splash Screen
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Proxy HT TP Traffic Through Burp

Browser
Firefox’s local proxy
setting to 127.0.0.1 Port
8080
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Configuring Burp Proxy
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Proxy “tabs”

Websockets
History
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Intercept Button

On / Off
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Message Editor

Raw Params Headers Hex

https://t.me/learningnets



HT TP History

Al

-Host, URL, Content-Length
-Sortable columns

-‘Non-editable

Historical Table
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Proxy Options
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Requests
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Trusting Portswigger in Your Browser
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HT TPS

Encryption Eavesdropping
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Burp to Target

SSL/TLS Handshake
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Trust Portswigger

2

Certificate Authority (CA)
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Browser Trust

2

Your Browser Portswigger Certificate Private Key
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Setting up Your Configuration File
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Configuration Option Levels

User-level Project-level
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Setting up Your Project File
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Project Files
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Data Configuration
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Session State Files

Scope and content Replacement Deprecated
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Session State vs Project Files

Session State

Target Scope(s)
Discovered Content
Extenders

Custom Proxy Settings

Custom User Option Settings
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Project

Target Scope(s)

Discovered Content
Extenders

Custom Proxy Settings
Custom User Option Settings
Automatic Saves

Faster reload

Scanner’s issue activity log






summary

Environment and Configurations

Discovery and Attack




