





PENTEST+ EXAM DOMAINS

DOMAIN PERCENTAGE OF EXAM
1.0 Planning and Scoping

2.0 Information Gathering and
Vulnerability Scanning

3.0 Attacks and Exploits

4.0 Reporting and Communication

5.0 Tools and Code Analysis
TOTAL 100%







ENUMERATION

» Counting the detected instances of some target
JERE

* Pen testing target classes

- Hosts - Web pages

- Networks - Applications

- Domains - Services

- Users - Tokens

- Groups - Social networking sites

- Network shares



» Scanning helps to determine what is "out there"

* Don’t just scan for computers - look for all devices
and services

» Start collecting and classifying target information
* Use more than just utilities that scan networks






SCANNING AND ENUMERATION

DEMO — NMAP AND WHOIS



* nmap Iis the most common tool you'll see on the
exam

* Know how to use nmap and what the main options
do

* Be able to explain nmap output






PACKET INVESTIGATION

 Packet crafting

- Creating specific network packets to gather
information or carry out attacks

- Tools — netcat, nc, ncat, hping
» Packet inspection

- Capturing and analyzing network packets
- Wireshark






EAVESDROPPING



* netcat, nc, ncat ,and hping can all help craft
packets

» Constructed packets can help determine what a
target Is

* Wireshark is a common packet capture and
Inspection tool

* Fingerprinting tells you what operating systems
your targets are running






PACKET INSPECTION DEMO



* Wireshark allows you to inspect network traffic
» Useful to see what Is being sent between nodes
* Practice examining network traffic in your lab






Lab: Introducing Labtainers



https://nps.edu/web/c3o/labtainers
https://www.virtualbox.org/
https://nps.edu/web/c3o/support1
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OPEN SOURCE INTELLIGENCE
GATHERING

* Open Source Intelligence Gathering (OSINT)

» Sources of research
- CERT (Computer Emergency Response Team) -

- NIST (National Institute of Standards and
Technology) -

- JPCERT (Japan’s CERT) -


https://www.us-cert.gov/
https://csrc.nist.gov/
https://www.jpcert.or.jp/english/vh/project.html

OPEN SOURCE INTELLIGENCE
GATHERING, cont’d

e More sources of research

- CAPEC (Common Attack Pattern Enumeration &
Classification) -

- Full disclosure — Popular mailing list from the folks
who brought us nmap -

- CVE (Common Vulnerabilities and Exposures) -

- CWE (Common Weakness Enumeration) -


https://capec.mitre.org/
http://seclists.org/fulldisclosure/
https://cve.mitre.org/
https://cwe.mitre.org/

* Decompilers and debuggers can help to see what a
program Is doing

* Lots of useful attack information is available online
» Use scan output to determine target vulnerabilities

 Efficient penetration testing depends on correlated
iInformation






PERFORM PASSIVE RECONNAISSANCE

* Cloud vs. selt-hosted
 Social media scraping
* Cryptographic flaws
- Secure Sockets Layer (SSL) certificates

- Revocation
e Learn how and why tokens are revoked

 Avoid allowing revocation of tokens used in tests


https://gbhackers.com/testssl-sh-tls-ssl-vulnerabilities/

PERFORM PASSIVE RECONNAISSANCE

* Data
- Password dumps

- File metadata

» Location/date/time/additional info
- Strategic search engine analysis and enumeration

 Shodan

* Censys


https://haveibeenpwned.com/
https://www.shodan.io/
https://censys.io/

PERFORM PASSIVE RECONNAISSANCE

https://www.exploit-db.com/google-hacking-database

https://archive.org/

https://t. me/learningnets


https://www.exploit-db.com/google-hacking-database
https://archive.org/

PERFORM PASSIVE RECONNAISSANCE

https://github.com/

https://sourceforge.net/

https://bitbucket.org/

https://t. me/learningnets


https://github.com/
https://sourceforge.net/
https://bitbucket.org/

OPEN-SOURCE INTELLIGENCE (OSINT)

https://www.kali.org/tools/recon-ng/

https://github.com/cloudtracer/ThreatPinchl.ookup

https://github.com/toolswatch /vFeed

https://github.com/flyingcircusio/vulnix

https://securitytrails.com/blog/osint-tools

https://t. me/learningnets



https://www.kali.org/tools/recon-ng/
https://github.com/cloudtracer/ThreatPinchLookup
https://github.com/toolswatch/vFeed
https://github.com/flyingcircusio/vulnix
https://securitytrails.com/blog/osint-tools

OPEN-SOURCE INTELLIGENCE (OSINT)

https://nvd.nist.gov/

https://cve.mitre.org/about/cve and nvd relationship.
html

https://t. me/learningnets


https://nvd.nist.gov/
https://cve.mitre.org/about/cve_and_nvd_relationship.html

 Passive reconnaissance collects
Information without announcing attention

 Tactics Include collecting external data

 Published information and social media
are common sources






PERFORM ACTIVE RECONNAISSANCE

 Defense detection

- Load balancer detection
- Web application firewall (WAF) detection
« WatWooft (Python tool)

 http-waf-detect nmap script


https://github.com/sandrogauci/wafw00f
https://nmap.org/nsedoc/scripts/http-waf-detect.html

PERFORM ACTIVE RECONNAISSANCE

https://securityonline.info/detect-antivirus-software-victim-
machine-without-user-interaction/

https:/ /WWW kah org/tools/firewalk/

hp//m/I ingne



https://securityonline.info/detect-antivirus-software-victim-machine-without-user-interaction/
https://www.kali.org/tools/firewalk/

PERFORM ACTIVE RECONNAISSANCE

https://www.geeksforgeeks.org/wardriving-
introduction/

https://www.kali.org/tools/cloudbrute/

https://github.com/OWASP/Amass

https://t. me/learningnets



https://www.geeksforgeeks.org/wardriving-introduction/
https://www.kali.org/tools/cloudbrute/
https://github.com/OWASP/Amass

PERFORM ACTIVE RECONNAISSANCE

 Third-party hosted services
- Similar approach to cloud asset discovery
- Often more restrictions (external)

e Detection avoidance

- Passive reconnaissance presents the lowest risk of
detection

- Active reconnaissance options may be noisy and
more likely to trigger alarms

- Determine the level of stealth desired



 Active reconnaissance collects information directly
from a target’s environment

» Easier to detect than passive techniques
» Often returns more detailed information

» Useful in iIdentifying targets and developing specific
attacks









CREDENTIALED VS. NON-CREDENTIALED

 Credentialed (authenticated) — accessing
resources using valid credentials

- More detailed, accurate information

 Non-credentialed (non-authenticated) —
anonymous access to exposed resources

- Fewer details, often used in early phases of
attacks/tests



TYPES OF SCANS



TYPES OF SCANS



TYPES OF SCANS

» Stealth scan — attempt to avoid tripping
defensive control thresholds

- nmap —sS <target>
» Compliance — scan for specific known

vulnerabilities that would make a system non-
compliant



 Structured approach to discovering target
vulnerabilities

» Correlates known vulnerabilities with target
characteristics

» Scans can be general (find any weaknesses) or
targeted (see If specific weaknesses exist)

» Scans can range from quiet to very noisy






Scanning Demo

https://t. me/learningnets



* Practice with various nmap scan options

» Use Nikto to perform your own scans in the lab
environment

* Try using OpenVAS to perform different scans In
your lab






Lab — Networking: network-basics







Lab — Networking: nmap-discovery
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 Know how to determine If targets are physical
machines or are virtualized (i.e. footprinting)

» Be aware of client restrictions when running scans
(I.e. bandwidth use, schedule, etc.)

 Don't waste time on results that have little value -
focus on the most meaningful results

* Prioritize the highest impact vulnerabilities






ANALYZE OUTPUT

https://www.whois.com/whois/

https://t. me/learningnets


https://www.whois.com/whois/

ANALYZE OUTPUT

http://w3af.org/

https://www.kali.org/tools/burpsuite/

https://hacker-gadgets.com/blog/2021/10/15/crawlergo-a-
powerful-browser-crawler-for- web—Vulnerablhtv—scanners/

https://www.kali.org/tools/zaproxy/

ttps://t.mell



http://w3af.org/
https://www.kali.org/tools/burpsuite/
https://hacker-gadgets.com/blog/2021/10/15/crawlergo-a-powerful-browser-crawler-for-web-vulnerability-scanners/
https://www.kali.org/tools/zaproxy/

ANALYZE OUTPUT

https://www.wireshark.org/

https://www.wireshark.org/

https://t. me/learningnets


https://www.wireshark.org/
https://www.wireshark.org/

ANALYZE OUTPUT

https://www.sumologic.com/blog/iis-logs/

https://linuxconfig.org/how-to-analyze-and-interpret-
apache-webserver-log

https://t. me/learningnets


https://www.sumologic.com/blog/iis-logs/
https://linuxconfig.org/how-to-analyze-and-interpret-apache-webserver-log

» Different tools provide different levels of detalls

* Analyzing tool output identifies
iImportant information

* Provides input for building an attack plan






























Stealth scans (nmap -sS <target>) create fewer network
packets than full connect scans (nmap -sT <target>)

Nmap service identification (nmap -sV <target>) attempts
to identify the service and version monitoring each port

Nmap returns results faster if targets aren’t pinged and
are just assumed they're alive (nmap -Pn <targets>)

To avoid detection, use the nmap timing option with a
lower number (nmap -TO <target> or nmap -T1 <target>)






SCANNING DEMO



* Understand the nmap timing option values (-T 0-5)
* Be able to explain what actions nmap -A performs
» Show how to restrict nmap scans to specific ports












* A key step In pen test planning Is to map
vulnerabilities to potential exploits

» Use nmap scripts (vulners and vulscan) to find
exploits for detected vulnerabillities

» Use Metasploit to search for exploits








https://www.hackingtutorials.org/exploit-tutorials/mingw-w64-how-to-compile-windows-exploits-on-kali-linux/







» Some exploits may need "tweaking" to work In
your tests

» Be able to recognize exploit chaining
» Many exploits involve some social engineering

» Credential attacks are time consuming and are
rarely carried out as pure brute force attacks






AUTOMATION



VULNERABILITY TOOLS AND
AUTOMATION

« Command-line tools are easy to automate
- Scripts

- Schedulers

- Analysis to minimize false positives



* Automation makes actions repeatable
* Increases speed and quality

» Easier to carry out multiple actions with minimal
Interaction






Demo — Password cracking

https://github.com/danielmiessler/SeclLists/tree/m
aster/Passwords



https://github.com/danielmiessler/SecLists/tree/master/Passwords

* Most credential attacks depend on good
dictionaries

* Each pen tester must maintain username and
password lists for credential attacks

 Start with good online resources, and modify for
your own purposes






LAB SYSTEMS SECURITY &

OPERATIONS: PASS-CRACK






LAB — CRYPTO LABS: SSL






LAB — NETWORKING: ROUTING-

BASICS



