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* Anyone can receive wireless traffic - unencrypted
means anyone can read it

 Evil twin can trick users into using your access
point instead of a valid one

* Multiple attacks emerging for Bluetooth devices

e |0oT makes wireless vulnerabilities much more
prevalent






WIRELESS EXPLOITS

Data modification
- Unauthorized wireless access to change actionable data

- May focus on altering configuration to ease further
access/attack

Data corruption

- Attack on availability

- Targets may be valuable data and/or configuration settings
Capture handshakes

- Useful in replay and impersonation attacks
On-path

- Previously known as man-in-the-middle attacks



* Wireless attacks focus on key vulnerable areas
Including sessions, authentication, and blocking
valid access

» Data corruption is an attack on availability

» Capturing handshakes is useful in replay and
Impersonation attacks






WIRELESS ATTACK TOOLS

« Amplified antenna

- Device to extend the effective range of attack
platform

- Allows an attacker to carry out attacks physically
farther from victims



 Amplified antennas are devices used to extend
the effective range of attack platform

 Amplified antennas allow an attacker to carry out
attacks physically farther from victims



