





PRETEXT FOR AN APPROACH

 Why would an attacker choose social
engineering?
- Often easier to trick a human than craft a technical
exploit
- Most people want to be helpful



PRETEXT FOR AN APPROACH

 How would an attacker build a pretext?
- Encourage victims to do at least some of the work

- Only resort to technical exploits to carry out what
soclial engineering cannot

- Build a storyline that sounds plausible and
encourages victims to participate

* Social engineering depends on urgency, need,
and consequences of inaction



e |t's often easier to trick a human than it is to trick a
computer

* Pretext encourages victims to do some of
the work

» Social engineering depends on urgency, need,
and the conseqguences of inaction












» Social engineering Is all about getting an
authorized user to do your dirty work

» Relies on most peoples' willingness to be helpful

» Successful social engineering can bypass nearly
all technical controls

* Phishing Is attempting to get a valid user to click
on a link to your exploit






PHISHING DEMO



» Spear phishing iIs all about targeting a specific
individual

 Crafting a realistic email is crucial

* The goal Is to get a user to click on the link you
sent without too much prior thought















* In-person social engineering often works because
few people will confront someone face-to-face

* A good social engineering attacker can smooth talk
their way around many controls

 Many computer users fail to understand how
dangerous USB keys can be

* Dropped USB keys will often be easy access points
to victim computers



