








SAMPLES AND TEMPLATES



http://www.pentest-standard.org/index.php/Reporting
https://www.offensive-security.com/reports/sample-penetration-testing-report.pdf
http://www.niiconsulting.com/services/security-assessment/NII_Sample_PT_Report.pdf





















http://www.pentest-standard.org/index.php/Reporting







* The Pen Test report Is your best opportunity to
leave a lasting message

 Start writing your report early in the testing project
* Write to your audiences (executive vs. technical)

 Provide a definite "call to action" with remediation
recommendations






IMPORTANT COMPONENTS OF
WRITTEN REPORTS

 Note taking

- Do not rely on memory for any meetings or activities
- Ongoing documentation during tests

- Screenshots



IMPORTANT COMPONENTS OF
WRITTEN REPORTS

 Common themes/root causes
- Vulnerabilities
» Use common vulnerability entries
- Observations
« Capture environment and any noticeable conditions
- Lack of best practices

* Document any procedures that deviate from well-known
best practices



» Keep careful notes of all activities
* Include screenshots in notes

* Document recurring trends

* Note lack of best practices



















 Recommend mitigation activities for each
identified vulnerability

» Suggest different classes of mitigations (technical,
administrative, etc.)

* Know common findings and mitigations for the
PenTest+ exam






TECHNICAL CONTROL
RECOMMENDATIONS

* Process-level remediation
- Recommend procedure changes to increase security
» Patch management

- Plan, test, execute, and manage recurring patch
activity
» Key rotation

- Document key rotation cycles and validate that
procedures are followed



TECHNICAL CONTROL
RECOMMENDATIONS

* Certificate management

- Ensure that certificates a managed properly and
securely

» Secrets management solution

- Document how IP and other sensitive data is
handled and managed

» Network segmentation

- Review network segmentation policy and procedures
for validating compliance



PHYSICAL CONTROL
RECOMMENDATIONS

e Access control vestibule
- Inner and outer doors

- Allows personnel or automated controls to
determine authorization prior to opening inner door

- Organization can help separate subjects during
authorization



PHYSICAL CONTROL
RECOMMENDATIONS

* Biometric controls
- What you are or what you do
- Characteristics associated with the subject
- Harder to spoof
- Lower requirements



PHYSICAL CONTROL
RECOMMENDATIONS

» Video surveillance
- Helps detect unusual behavior

- Can provide valuable evidence during a post-incident
Investigation



 Recommend controls at multiple layers

 Technical controls rely on hardware, software, and
settings

* Physical controls are things you can touch






ADMINISTRATIVE CONTROL
RECOMMENDATIONS

* Role-based access control

- Define polices for determining roles and permissions
required for each role

 Secure software development lifecycle

- Implement SCM, SDLC, or other formal
development lifecycle




ADMINISTRATIVE CONTROL
RECOMMENDATIONS

» Minimum password requirements

- Develop password policy based on best practices and
organizational needs

- Balance security and usability requirements

* Policies and procedures

- Use best practices and popular security frameworks
to validate that all necessary policies and procedures
are in place



OPERATIONAL CONTROL
RECOMMENDATIONS

» Job rotation
- Helpftul to identify personnel taking advantage of
privilege
» Time-of-day restrictions

- Limit resource and facility access to align with work
duty hours



OPERATIONAL CONTROL
RECOMMENDATIONS

« Mandatory vacations
- Scheduled work activity pauses for audits
» User training

- Ensure recurrent training on security awareness and
procedures



« Administrative controls focus on policies and
procedures

» Operational controls govern how day-to-
day activities are managed
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* Good communication Is critical to pen test project
SuUCCessS

* Managing communication expectations, including
frequency, reduces conflict

» Define triggers that initiate communication






PRESENTATION OF FINDINGS



PRESENTATION OF FINDINGS



PRESENTATION OF FINDINGS

» Technical
- Summary section focuses on actions to implement

- Details section provides lots of technical info to carry
out recommended actions



» Change your presentation based on the audience

» Executives only want to see summaries and how
findings impact the business

 Management needs more details, but still at a high
level

» Technical presentations should include details



















 Remove all test activity artifacts
» Get formal client acceptance

 Conduct "lessons learned" sessions with client
and capture the findings

* Follow up on client add-on requests






DATA DESTRUCTION PROCESS

» Testing agreements should include destruction
expectations

- Follow and document adherence with expectations
 Identify what information collected is in scope

* Document procedures followed to dispose of
covered data

e Provide all data to client in a secure manner and
then dispose



» Pentests generate a lot of data

» Define the usable lifetime of all data

* Document procedures to dispose of the data

» Deliver pentest data securely and then delete it



