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What is Command injectione

» Can happen when unsanitised user input get passed to shell script
» User can insert command seperatorand command to execute
» Usercan often pivotusing trust relationships
» Sounds verysimple, Is anything but simple
» Often manifests as blind command injection
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UpdateDelivery.sh

Back-end Ilnux server input street

Update Street

Webg hen.rar

POST /adress.php_
street=testLane
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Aftfack strategy
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Attack strategy

» We have to fuzz every parameterswe find
» Fuzzing list should consist of combination of

» Commandseperators
» Windows/Linuxcommands
» Target dependant
» Test for blind OS command injectionwith ping —c 10 127.0.0.1

» Willcause delay
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Separators

» Multiplatform Examples:
> &
> &&
> |
> ||
» UnixBased systems:
>
» Newline (0x0a or \n)
» Backficks

» injectedcommand’

» $(injectedcommand)
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FUrpose of commanag L ATTLLE VW IOy

Name of current user SRR WINCHEm]

Operating_ system uname -a

Metwork canfiguratinn LiLLNT 1 ipcontig

Metwork connections netstat -a netstat

Running _processes ps -e tasklist
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» Utilizing Burp infruder

Burp Suite Profussional v2020.5 - Temearary Project - lcensed to Awru [single user license]
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(7) Payload Sets

Yo tan daline on or more pavioad sets. The nembser of paylesd sets degends oo the anteck fyps defined in the Pedtiom tb. Vanous seyiod trpes are avallabie for sech pavioad set, and sach payload yee

can be customized in different ways
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Al Files
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Burp Suite Professional v2020.8 - Tempor;

[Dashboard TTarget Ti*-:w.-,- | Intruder | Repeater TSequen:er TDe:oder TComparer IExtender TProJ

Target | Positions | Payloads TOptIcns ]

® Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the

Attack type: LSniper

F i
1

1 POST /example?pl=plvaliap2=piZval HTTE/1.0

Cookie: cw=cval
Content-Length: 17

p3=§pivaliipi=5pidval§




Blind Command Injection

» Testing

& ping -c 10 127.8.8.1 &

» False positives
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