What iIs DEP(No eXecute bit)

Data Execution Prevention — Data on the stack is not executable

By default this security option is enabled on compilation time of
the binary

We can disable it by using -z execstack option in gcc
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Without DEP protection

stack

on the stack is executable «

shellcode

Linux$ gcc -z execstack -fno-stack-protector <binary.c> -0 binary I

Shellcode address
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With DEP (data execution prevention),No eXecute bit

Data on the is not executable

Linux$ gcc -fno-stack-protector <binary.c> -0 binary
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How to know If binary Is DEP
protected ?
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gdb-peda plugin

checksec

CANARY
FORTIFY

DEP enabled
PIE

RELRO
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Bypassing DEP
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Bypassing DEP

system(*/bin/sh™)
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Bypassing DEP

exploit
exit()
—>
“/bin/sh”
L
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Bypassing DEP

system
https://t.me

S

“Ibin/sh”

learningne

exit()

i

“/bin/sh”

L




exit()

_
i

“/bin/sh”

system(“/bin/sh”)
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exit()

L

/bin/sh”

“/bin/sh”
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exit()

_
i

“/bin/sh”

buffer “Ibin/sh”

A*20 BBBB CCCC DDDD

https://t.me/learningnets



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12

