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What is PIM?

Privileged Identity Management (PIM) is a technology 
that allows you to manage, control, and monitor access 

to resources in your organization. These resources 
include resources in Microsoft Entra ID (formerly Azure 
AD), Azure, and other Microsoft Online Services such as 

Microsoft 365 or Microsoft Intune.
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Licensing Privileged Identity Management

The following licenses will provide PIM in your 
organizations:

• Microsoft Entra ID P2

• Microsoft Entra ID Governance

MORE INFO: https://learn.microsoft.com/en-us/entra/id-governance/licensing-fundamentals
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Key Features of PIM
• Set up just-in-time privileged access to Entra ID and 

Azure resources
• Create time-bound access to resources using start and 

end dates
• Enforce approval to activate privileged roles
• Enforce multi-factor authentication to activate a role
• Utilize justification to understand why users activate
• Receive notifications when privileged roles are 

activated
• Conduct access reviews to ensure users still need 

roles
• Download audit history for internal or external audit
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Roles Required for Managing PIM

• Only a user who has the Privileged role 
administrator or Global administrator role can 
manage assignments for other administrators. 

• You can grant access to other administrators to 
manage Privileged Identity Management. 

• Global Administrators, Security Administrators, 
Global readers, and Security Readers can also 
view assignments to roles in Privileged Identity 
Management.
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