
  

ROP exploits

ROP stands for Return Oriented Programming

Return Oriented Programming (or ROP) is the 
idea of chaining together small snippets of 

assembly with stack control to cause the program 
to do more complex things.
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How exploit works

buffer system() exit() “/bin/sh”

system()
exit()

“/bin/sh”Stack cookie 
is disabled

ASLR 
disabled DEP Enabled

stack
+

Function  return       arg

Function

Return

argument

https://t.me/learningnets



  

system()
exit()

“/bin/sh”

stack

system()

If we want to execute more funcitons 
on stack ?

printf()
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buffer system() exit() “/bin/sh”

system()
exit()
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buffer system() exit() “/bin/sh”

system()
exit()

“/bin/sh”
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buffer system() exit() “/bin/sh”

system()
exit()

“/bin/sh”

stack

printf()

“Hello”

POP2 ret

printf() “Hello”POP,POP ret+ +
Function  return       arg

“World”

“World”
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