=x 1.2 Cybersecurity Primer Baseline Assessment

Let's baseline your knowledge for this module

Below is a quiz that you will receive at the end of the module. By running through it before you start the module you can appreciate and

understand what your current knowledge state is for this topic.
This quiz is not scored and is intended just to help understand your current knowledge state on this topic.

Its highly likely, after you complete this module and take the quiz at the end that you will find you have increased your domain knowledge. &

What are the 3 core security objectives that focuses
on protecting systems and data?

correct

‘ Confidentiality, Integrity, Availability v

Confidentiality, Risk, Authentication
Vulnerability, Exploit, Threat

Non-repudiation, Integrity, Access

What is an expected capability of the GRC function?
(select all that apply)

Security Operations

correct
Compliance and Audit v
Incident Response
Penetration Testing
correct

Risk Analysis v

What technology allows computers to communicate
with each other?

Endpoints
Servers

Exploitation

correct

Networking v

What threats must a GRC analyst consider? (select
all that apply)

correct
Human-based v
correct
Environmental v
correct
Natural v
Thought

What is the typical motivation for a Hacktivist based
threat actor?

correct

‘ Political, ideological ’ v

Financial

Curiosity

Espionage
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