Identifying our Target

Scope

The scope of a penetration test engagement defines which IP ranges, hosts, and
applications should be test subjects during the engagement.

Bug Bounty Program

A bug bounty program is a way for companies to incentivize ethical hackers to find and
report security vulnerabilities or bugs in their websites, applications, or systems. So, if you
find a bug in any of the programs listed here, like this one and you report it. You will get paid
for it. It is as simple as that.

Information Gathering
We will start off with a basic google search only.

Company website - look for all the links in footer also

Robots.txt file

Company location - Get Physical locations of office - Google Maps, Street View.
Find contact information of customer support

Any apps

Any key members like founder and other senior staff

Any other associated product

Social media handles

https://t.me/learningnets



