Analyzing JS

flles




Agenda

» Whatis a JS files
» Show me your secretsl!
» Attack strategy
» Defense mechanisms
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What is a JS files
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What is a JS files

» Clientside object oriented scripting
language

» Makesstatic websites dynamic
» Canchange a website without reloadingit
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Show me

your secrefs!
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Show me your secrefs!

New endpoints
Hidden parameters
APl keys

Business logic
HTML/Jav ascript sinks

Secrets/passwords

vV v v v v v v

Potentially dangerous areas in code(eval,
dangerouslySetinnerHTML etc)
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Aftack strategy
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Attack strategy — Gathering JS files

» Use burp filters

» Explore the website with
burp in the background

» Open site map
» Setfilter

!\ Site map Scope

Burp Project Intruder Repeater
Dashboard Target Proxy

Intruder

Issue definitions

Window Help

Repeater Sequencer

Decoder

Comparer Extender Project opti

| Resume

Filter: Hiding not found items; hiding HTML, XML, CS5, general text, image, flash and general binary content; hiding 4xx responses; hiding

Filter by request type
{g} Show only in-scope items

Show only requested items

Show only parameterized requests

Hide naot-found items

Filter by search term

Filter by MIME type

HTML Other text
Script Images

XML Flash

Css Other binary

Filter by file extension

Regex

| Shaw only: | js

Filter by status code Folders s

Zxx
£
A

M 5xx

[success] Hide empty folders
[redirection]
[request error]

[server errar]
Filter by annotation

Show only commented items

Hide: | js.0if jpg.png,css

Show only highlighted items

Case sensitive

Negative search

| Showall || Hideall || Revertchanges |
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder

Site map Scope Issue definitions

ATTO C |< STrO Tegy I Filter: Hiding not found items; hiding HTML, XML, 55, general text, image, flash and general binary content; hic
GO'I‘h ering JS files g https://cdn.ebayclassifieds.net Contents

] |http5:,r'fuwm.gnngle-analitdin=-mm| [ Method .
B https://www.google.com 2 https://www.google-analytics.com/

igle-anal... GET fanalytics.js
N Add to scope
Use burp suite PRO Scan
Passively scan this host
Expl ore The Actively scan this host
Opp”COﬂon WlTh bUrp Send request to Autorize
open send cookie to Autorize
Send to AutoRepeater
nghT C“Ck The TOrgeT Engagement tools b Search
iﬂ Si'l'e m Clp Compare site maps Find comments —
Expand branch Find scripts
Eﬂg(]gem ehT TOO'S > Expand requested items Find references
Find ScripTS Delete host Analyze target
Copy URLs in this host Discover content
Copy links in this host Schedule task
Save selected items Simulate manual testing
Issues 3
View »

Show new site map window

Site map documentation

- Com
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Attack strategy — Gathering JS files

» Use waybackmachine

» Install waybackurls

» go get
github.com/tomnomno
m/waybackurls

» Grep for JS files

» waybackurls
google.com | grep
"\.js" | unig | sort
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Burp Project Intruder Repeater
Dashboard Target Proxy

!\ Site map Scope

Intruder Repeater

Issue definitions

Window Help

Sequencer

Filter by request type
{g} Show only in-scope items

Show only requested items

Hide naot-found items

Filter by search term

Show only parameterized requests

Filter by MIME type

HTML Other text
Script Images

XML Flash

Css Other binary

Filter by file extension

| Shaw only: | js

Decoder

Filter by status code

Zxx
£
A

M 5xx

Comparer Extender Project opti

| Resume

Filter: Hiding not found items; hiding HTML, XML, CS5, general text, image, flash and general binary content; hiding 4xx responses; hiding

Folders s

[success] Hide empty folders
[redirection]
[request error]

[server errar]
Filter by annotation

Show only commented items

Show only highlighted items

Regex
Hide: is.gif jpg.png.css
Case sensitive Negative search |J 914P9.Png
| Showall || Hideall || Revertchanges |




Defense

mechanisms

https://t. me/learningnets



Defense mechanisms

» JS minification
» Decompressusing UglifyJsS
» JS obfuscation
» Thereis no one-size fits all solution
» JS chunking

» Manual de-chunking
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https://github.com/mishoo/UglifyJS

