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Design ldentity and Security

Authentication and Authorization

Authentication
Authorization - Provide access to

The identity provider confirms on who you resources

say you are

Y .

Azure virtual machine

&

g,
&4

External users

Azure Active Directory I

Azure storage account

Authorization hierarchy

Management Group [ﬁ]

Role-based access control

Azure policies

Subscriptions

n — n —

Resources

v v
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What are Azure AD Access Reviews

Azure AD Role
Password
Administrator

UserA

Azure AD Role
User
Administrator

UserB

Azure resources
Contributor

UserC

Azure Blueprints

AL

ARM Templates JSON

Azure Policies

Resource Groups [.I J

Role-based acces control .?

app

7 app

Azure Active Directory

Azure subscription

What is the user changes department?
What if the user{eaves the organization?

Does the user still need the same level of access?

Azure Blueprints

Orchestrate the deployment of artifacts to Azure

Lol
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Azure Blueprints- Quick Note

‘m Azure Blueprints

Orchestrate the deployment of artifacts to Azure

All subscriptions under a Management Group must trust
the same Azure AD tenant

ko) ey

N

® S

default directory cloud2hub

Here we need two management groups
We would need two Blueprint definitions that

can be assigned to each Management Group
seperately

Azure AD- Application Objects

Identity provider

/ Provide access to the

storage account via Role-
based access control

Azure Active Directory

|
Application
ohieet —

Azure Storage Account
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Managed Service Identity

Identity provider

/ Provide access to the

storage account via Role-
based access control

Azure Active Directory

Application
Object

We still need to embed the Azure Storage Account
details of the application in
the application

Identity provider

= —
) =

Azure Active Directory

Azure Storage Account

appvm appvm as an Identity

Enable the Managed Identity
for the VM

User assigned managed identities

Identity provider
]
Azure Storage Account
Azure Active Directory
appvm appvm as an Identity

Enable the Managed Identity
for the VM

System-assigned Managed
Identity

Once you delete the VM, the
identity is deleted

You can create a seperate user-
assigned managed identity

\ >
(‘ |
—
O
Azure Web App
Azure Storage Account

Azure Virtual Machine
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Overview of the Azure Key vault

Azure Key Vault

Password

https://cloudportalhub.com

&

ssL padiock

©

Azure AD Application Proxy

2

7
€]

Azure Active Directory

Identity Provider

Key vault

(Q

Certificate

Encryption Key

ja|

Secrets

Active Directory

{4

AL

On-premises infrastructure

You can have connections between the on-premises environment
and Azure AD when it comes to identities

Requirement

We want our users defined in Azure AD to be able to access the

web application hosted on our on-premises servers.

Earlier one step in the implementation would be to expose the

application onto the Internet.

But that would add a security risk wherein you are directly

exposing the server onto the Internet.

We could instead make use of Azure Application Proxy
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On-premises infrastructure

> — ~

Microsoft Active Directory Web Server

o

Web Application
Works with the Application Proxy

Connector Application Proxy connector

Azure Active Directory

Application
Proxy Service

Light weight tool

Can work with user tokens from
Azure AD

Architecture

Virtual Network

=

Microsoft Active
Directory

N
r’ / domainvm
ALl

Web S
Azure Active Directory R
webvm
Application
Proxy
proxyvm

kk s ____J)
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Review on the different Authentication processes

> Azure Active Directory

™ -
rp Users log in via a user name
A, and password

Additional security layer of Multi-Factor Authentication

Application gets access to
m resources via an Application
object

- Users log in via an
r? Application. Here Azure AD
ALl authenticates the user

Our sample application was actually making use of OAuth

The application calls an OAuth endpoint on Azure and gets a token.

The token will have the permissions the user has when it comes to
authorization to Azure resources.

Active Directory

A\ 4

Access to resources via Role-

based access control Azure Active Difectory On-premises infrastructure

Identity Provider

Here the company wants their on-premises identities to have access to
Azure-based resources.

Active Directory

Active Directory Federation
Services (*‘
p, & o

A\ 4

Access to resources via Role- . .
based access control Azure Active Directory On-premises infrastructure

Identity Provider

Active Directory Federation Services can make use of the
user identities that have already authenticated themselves
via the on-premises Active Directory.

Active Directory Federation Services can then work with
Azure AD to authorize the use of Azure resources to the
identities.
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Second option

Active Directory

Azure AD A
Connect r’

i >

Access to resources via Role-

based access control Azure Active Directory On-premises infrastructure

Identity Provider

Azure AD Connect can be used to synchronize the identities in the on-
premises location to Azure AD.

Enterprise Applications- Single Sign On

If you need to multiple applications, then you just need to
enter the user name and password once.

3

Azure Active Directory

Identity Provider

Azure Active Directory has the capability of Single-Sign on with
many external vendors.

33

DropBox

File hosting service

Enter user name and

> password

Azure Active Directory

@ :} Enter user name and

password

DropBox

With Single-Sign on

Enter user name and
/ password ::

) ) DropBox
Azure Active Directory

L i i com Can directly access DropBox
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Azure AD needs to support Single-Sign on with the external application
DropBox needs to support Single-Sign on with Azure AD

And you need to configure Single-Sign on in both areas

Design Data Storage

Different data stores overview

Different data stores

=] WEm &

Application serves videos to users

We need a data store for the videos

We need a data store for storing information with regards to students, instructors ,
courses etc.

@ Courses
e Vidie
m 8 7o
——— Azure SQL database
— Instructors
____F
Azure Storage Account

Have relationships between the tables

When it comes to using Microsoft SQL Server, we have a
couple of options

m n Azure Virtual Machine

Install and Configure
Microsoft SQL Server

m And then host the
database

We could even host our
web application on an Azure
virtual machine

Or we can use the Paa$S services - Platform as a service

"
Azure Web App ‘ Q Azure SQL Database

e We don't need to manage the
We don't need to manage the underlying infrastructure
underlying infrastructure m
]
—
——
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Using Azure Cosmos DB - NoSQL data store

Azure Web App

\ 2
Azure Web App ‘.s

Log Analytics Workspace

Stream data from

other sources

Azure SQL Database

S
m Courses

Students
;/

Azure Cosmos DB

Instructors

i
M
D

Storing Reviews

Storing Question
and Answers

@ Azure SQL Database

Courses

Students

L

Azure Cosmos DB

i
=
i

Storing Reviews

Storing Question
and Answers -
ww

wwv
wWwv

Azure Data Lake data
Gen2 storage
accounts

Instructors

Use Azure Data
Factory to transfer

OLTP System
Online Transactional Processing
System

Perform Analysis on your data

OLAP System
Online Analytical Processing

System
Host a data Azure Databricks to
warehouse using process and analyze
Azure Synapse data

Azure Storage Acecounts- Different authorization techniques — Review

7

How can users or application

authorize themselves to access the

objects in the blob service

Shared Access
Signatures

Access Keys

“

Azure AD
Authentication
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Azure Blob Storage tiering

Azure storage access tiers

R E

Objects

There is a cost for storing objects
There is a cost for accessing objects
Companies might store millions of objects in a storage account
Use case - Initial there could be some objects that are accessed

quite freqently. Then after some time, maybe a week or two , those
objects are accessed less frequently.

Can a company save on costs when it comes to less frequently
accessed objects.

An object can be set to a particular tier

This is optimized for objects accessed more frequently

Here you have high storage costs and lower access costs

This is optimized for objects d or modified infrequently

Here the data needs to be stored for at least 30 days

Here you have lower storage costs but higher access costs when
compared with the Hot access tier.

This is optimized for objects that are rarely accessed

Archive Here you have lower storage costs but higher access costs when
Here the data needs to be stored for at least 180 days Access compared with the Cool access tier.
tier

Good for long-term backups.

You can set the Hot and the Cool access tier at the storage
account level.

You can set the Hot ,Cool and Archive access tier at the blob
level.
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Premium Storage Accounts
Premium storage accounts

Premium block blobs

This is used when you need high performance when it
comes to storage and access to data.

Here the data in the background is stored on solid-state
drives. These are optimized for low latency.

Here the file transfer is also much faster.

- ing , ine Learning

You have higher storage costs but lower transaction costs

Data redundancy

Locally-redundant storage (LRS):
Performance © * Lowest-cost option with basic protection against server rack and drive
failures. Recommended for non-critical scenarios.

Zone-redundant storage (ZRS):
Intermediate option with protection against datacenter-level failures.

Premium account type @ * . T .
P Recommended for high availability scenarios.

Redundancy ® * Locally-redundant storage (LRS)

You can't set the access tiers

Premium file shares
Here again you get high performance and low latency
Backed by solid-state drives for storage

Data redundancy

Locally-redundant storage (LRS):
Performance © * Lowest-cost option with basic protection against server rack:and drive
failures. Recommended for non-critical scenarios.

Zone-redundant storage (ZRS):
Intermediate option with protection against datacenter-level failures.

Premi t .
remium account type © Recommended for high availability scenarios.

Redundancy © * Locally-redundant storage (LRS)

Azure Storage Accounts=Data Redundancy

Locally-redundant storage

Data Center

Central US
Here three copies of your data are
made

It helps to protect against server
rack or drive failures

9 =
D B B
TS

Storage Device Storage Device Storage Device

https://t. me/learningnets



Zone-redundant storage This helps to protect against data center level failures

Here data is replicated synchronously across three Azure availability zones

Availability Zone Availability Zone Availability Zone
] ] ]
— — —
—_— —_— _—
Central US
Each y zone is a phy location with power, cooling and
networking

Geo-redundant storage

Here data is replicated to another region

Central US East US 2

() [m)

&
S

7 a)UM |

= B
® B B
S B

Storage Device Storage Device Storage Device Storage Device Storage Device Storage Device
Data is copied three times in the primary region using LRS Data is copied three times in the secondary region using LRS
Geo-zone-redundant storage Read Access storage
Central US

Availability Zone

East US 2

Availabilty Zone

|
gn

Availabilty Zone

<

@ ™

&
&
S

Storage Device Storage Device Storage Device

<l
o @
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Lab- Azure Cosmos DB

Azure Cosmos DB

4

Fully managed NoSQL database system
Here the infrastructure is managed for you

You get fast access to your data

You can also create multiple read and write replica's of your data
to multiple locations

You can also choose from different API's

MongoDB NoSQL Cassandra

-n

Lab- Azure Data Lake Storage Gen 2

Working with large data sets

Here the data arrives in large volumes

The data arrives at a fast rate

Azure Data Lake Storage Gen2

—
This service is built on top of Azure Blob storage
Gives the ability to host an enterprise data lake on Azure
You also get the feature of a hierarchical namespace on top of

Azure Blob storage

A data lake is used to store large amounts of data in its native, raw format

Data lakes are optimi: for storing ytes and of data
The data could come from a variety of data sources

The data itself could be in various formats - Structured, semi-structured and unstructured
data
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What is Azure Synapse Analytics

Data Warehousing

Centralized repository of data taken from different data sources

Normally used by business for analyzing data

—_—
Web Application Azure SQL Database
Student Course Purchase
OrderiD StudentiD CourselD
co S1 co
StudentiD StudentName StudentAddress|
‘ c1 ‘ S2 co |
81 StudentA AddressA
‘ s2 I Students ‘ AddressB | CourselD  CourseName.
co CourseA 20
‘ o1 ‘ CourseB ‘ E) ‘

Let's say senior management wants to know
1. Purchases done per month per region
2. Most popular courses for the month per region

3. Times during the day where purchases are made the most

—_—

Azure SQL Database SQL Data Warehouse

1. SQL Data Warehouse would again be powered by some database engine
2. Your data would be structured in the form of tables
3. But the data warehouse would store larger amounts of data

4. Data in the data is then

5. You need a lot of processor power to analyze the data

6. Just like a SQL database, you can fire SQL queries against a SQL data
warehouse

7. Business users can also use reporting tools to visualize the data in the
warehouse

Moden data warehouse architecture

S

Reports
Structured data

SQL Data Warehouse

=

Data Lake csv

Semi-structured data

Visualize

Video

Unstructured data
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@ Azure Synapse Analytics

On-premises R
data Studio &y Azure Purview
Cloud dat "
‘ loud data Data Security Azure Machine
Learning
Saa$ data Aoy flcs ronth
[ saL {2 Apache spark £ Data Explorer (o) Power BI

Streaming
) G

—
== Azure Data Lake Storage Gen2

What is Azure Databricks

Databricks

This is a company that provides a platform for developing and
maintaining enterprise-grade data solutions.

The creators of Spark went ahead and created the Databricks platform

Ingest data Process data Work with SQL

Machine Learning Security and governance

| =

Structured data

&
gy

TRANSFORM

Semi-structured data

Data Lake
The data grows at a rapid pace in your data lake
Looking at delta data can be a challenge

Data governance can be an issue

Atomicity - Here transactions are
encapsulated in a
single unit

Consistency - changes are made in a
predictable manner

Data Exploration

Visualizations

fu

SQL Data Warehouse

Different tools and
platforms

Security can become an
issue

a

SQL Data Warehouse

You need your data to be in
a structured format before
you can start analyzing
your data

A lot of data comes in semi-
structured formats like

It becomes expensive to
maintain a data warehouse

TRANSACTIONAL DATA
SUPPORT GOVERNANCE
Isolation - Here transactions don't Make sure ingesting the right data
interfere with each other
Keep a track of data asests
Durability - Transactions are saved in the
end
DATA LAKEHOUSE

OPEN DATA

Data can be in different formats

SCHEMA
MANAGEMENT

You want the power of structure
for your data
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The Databricks Lakehouse

Bl & Data Data Data Data
Warehousing Engineering Streaming  Science & ML

Unity Catalog

Delta Lake

Cloud Data Lake

Data Governance

Unify Data Unify Data Manage Data Securely
Management Security Quality Share Data

https/docs databricks

html

What is Azure Data Factory

—_ Might need to clean the data
@ Only transfer some columns of data
Transform the data stored
Report:
%@ eports
¢ |
TRANSFORM

Structured data

|
—
D SQL Data Warehouse
Data Lake
Semi-structured data
Video Visualize
Unstructured data
Azure Data Factory.
This is a cloud-based ETL and data integration service
You can create data-driven workflows that can be used for
orchestrating data movement
It can also be used to transform data at scale
You can connect to a variety of data stores as the source
and the destination
——
—
— —
— - —
EEEEE |ogdata
— N
 —— Azure Data Factory [ ] |
Azure Storage account - Azure Synapse
: Servi Linked Service
This is a link to the data store Pipeline Dataset This Is a link to the data store

Dataset
A pipeline is a set of activities

You can have one activity for This represents the data

This represents the data cleaning data

You can have one activity for
transforming data

The underlying compute
infrastructure is managed for you.
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Azure Data Factory- Self-hosted runtime

Self-Hosted Integration runtime

2 B O

Azure Data Lake AZF“'e Data Azure Synapse
actory
|
L J
Azure Data
Your data might be hosted on a Factory Azure Synapse

virtual machine

The virtual machine could be
hosted in your on-premises
infrastructure

It could have data files or a SQL
database

To register the server, you
need to install the self-hosted
integration runtime

Design Business Continuity

Review on Application Availability

Application Availability

SQL database

What happens if the Virtual Machine hosting the application
goes down?

What happens if the Virtual Machine hosting the SQL database
goes down?

Do you have backup strategies in place?

How much revenue does the company loose when an outage
occurs?

Business Users loosing confidence.

Do you need to look at disaster recovery scenarios, an entire
region going down.

https://t. me/learningnets
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Recovery Point and Recovery Time Objective

Application Availability

v F n n Microsoft SQL Server
A as

SQL database

RPO - Recovery Point Objective

What is the maxiumum data loss that is acceptable by business after a failure
Let's say that the Virtual Machine hosting the database goes down at 9:00 a.m
You only have backup's of data till 8:30 a.m
This means that you will loose 30 mins of data:
Is this acceptable by business.
It's impossible to have zero outages and also have zero loss of data.
Even using tools to minimize loss comes at a price.

It's all about creating a good business case on business loss vs cost of using
different recovery services.

RTO - Recovery Time Objective

How long does it take for the entire infrastructure to come back online after a failure.

Again this is depedent on business requirements and how much loss the business can take

And again there is a cost for using tools that can decrease the Recovery Time objective

Also you need to consider the RTO of your entire system.

If it takes 10 minutes to get the application compute infrastructure up and running after an
outage but it takes 30 minutes for the SQL database Infrastructure to get up and running , your
final RTO will be 30 minutes.

https://t. me/learningnets



Microsoft SQL Server Concepts
Concepts

For every SQL database , the engine maintains a transaction log

This records all transactions and database modifications that are
made by the transactions.

This allows you to bring back the database to a consistent state if
there is a failure.

A SQL Server database will also have two files at the least.

Data file - This contains the data and objects when it comes to tables,
indexes, stored procedures and views.

Log file - This is used to log the database transactions

@ SQL Database

- 2

SQL Server '_.
[]

The data in the end is written to files

.mdf - Data files
Jdf - Log files

To protect against failure we need to protect the disks that store the data
We also need to keep the compute infrastructure highly available

Decouple the availability of the compute and data infrastructure

Azure SQL Database — Backup
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Azure SQL database backup

Full database backup - Here the entire database that includes the
transaction logs. This backup is taken once a week.

Differential backup - This includes the data that has changed since the
last full database backup. This is taken every 12 to 24 hours.

Transaction log backups - log of the transactions. This is taken every 10
minutes.

With this automated backup. you can perform a point in time restore of
the database.

Because what happens if someone deletes records by mistake in the
database and you want to recover the data.

So you can restore the database using the backups. You can create a new
database on the same server.

You can also restore a deleted database, but this needs to be done on the
same server.

Recovery Point Objective - RPO - 10 minutes based on the compute size
and the database activity.

Recovery Time Objective - RTO - Can take hours depending on the
database size.

By default the backups are retained for 7 days.

Except for the Basic DTU tier databases, you can extend the retention to
35 days for the backups.

Azure SQL database- Backup Redundancy
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SQL database backup storage redundancy.

First lets understand the architecture

Service tier High availability Locally-redundant Zone-redundant
model availability availability

General purpose Remote storage Yes Yes

(vCore)

Business Critical Local storage Yes Yes

(vCore)

Hyperscale (vCore) ~ Hyperscale Yes Yes

Basic (DTU) Remote storage Yes No

Standard (DTU) Remote storage Yes No

Premium (DTU) Local storage Yes Yes

https://learn.microsoft.com/en-us/azure/azure-sql/database/high-availability-sla?view=azuresgl&tabs=azure-powershell

As an example lets consider the Standard
(DTU) Model

Has the transient and cache data on local
SSD (Solid State Drives)

Seperate compute layer that runs the
database engine

] The data is stored in Premium storage and is

I backed by LRS
—

The actual data is stored in Azure Storage
Accounts

If anything happens to the compute layer, another compute machine will be
created that will connect to the data in Azure Storage

When you choose the Premium Tier you can also choose to make the
database itself zone-redundant
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Service and compute tier

Select from the available tiers based on the needs of your workload. The vCore model provides a wide range of configuration controls
and offers Hyperscale and Serverless to automatically scale your database based on your workload needs. Alternately, the DTU model
provides set price/performance packages to choose from for easy configuration. Learn more &'

Service tier Premium (Highest availability and performance) v

Compare service tiers 7

Compare DIU options &
s ¥

o T Cost summary
Data max size (GB) Ml
Cost per DTU (i USD) 3.65
)
500 DTUs selected X125
ESTIMATED COST / MONTH 456.30 usp

Read scale-out
~

(®) Enabled () Disabled

Would you like to make this database zone redundant? @

O Yes No

Apply

The backups that are taken for your data can alse be configured

Locally-Redundant storage

Availability Zone Availability Zone ' : Availability Zone

@ Backup copy
N Backup copy
m Backup copy
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Availability Zone

m Backup copy

Availability Zone

Applications makes reads
and writes to the database

Backup copy

Backup copy

Backup copy

Zone-Redundant storage

Availabilty Zone

W

Backup copy

Availability Zone

QA

Geo-Redundant storage

Availability Zone

g o

N\

2

Primary Region

Azure SQL database- Active geo-replication

Azure SQL database - Active geo-replication

Azure SQL
Azure SQL
database database
i

Azure SQL

Azure SQL
database server

database server

Here you can create a replica of the database in the
primary or in another region

The database transaction logs are streamed from the primary onto the
replicas

https://t. me/learningnets

Availability Zone

Availability Zone

A
A
WA

Backup copy

-
@ Backup copy
—
@ Backup copy
]

Paired secondary region

Report

Here you can make reads to the database

One use case is to offload the reads onto the replica



Another use-case

o

Azure SQL Azure SQL
database database
> _a
-:.:'.l ) =,
l' I'
Azure SQL Azure SQL
database server database server
Primary region Secondary region

Perform a failover from the primary to the secondary region
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Auto-Failover Groups

Azure SQL database - Auto-failover

Azure SQL
database

-

N

I. 7]
N
|~==.l

Azure SQL
database server

Primary region

Q@
Azure SQL
database

-

3
oo
y y
Il'll'l
|=I==1

Azure SQL
database server

Secondary region

Here you can replicate and failover a set of databases from a
primary region to a secondary region.

This feature is built on top of geo-replication.

Here the databases can failover as a group

You can initiate the failover or have a policy that can carry out

the failover process.

Your application also does not need to change the connection
string when it comes to the failover.
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Azure SQL Azure SQL
database database

Azure SQL

Azure SQL
database server

database server
Primary region Secondary region

Listener endpoints

After the failover the DNS record is automatically updated to send requests to the
endpoints in the secondary region.
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Review on Azure SQL database availability

Cloud implementation of Microsoft SQL Server

> Azure SQL
Database

Microsoft has just extended those capabilities

Microsoft SQL Server

Data and Log files

Microsoft SQL Server already has tools and means to the cloud and made them available as
to backup data and provide high availability Active geo-replication, Auto-Failover Groups.
Microsoft SQL Server n Azure VM é
Azure Site

Recovery
8 ’ Vault
The disks are part of the backup

You can restore from different restore points

But the backup process and the restore process takes time

Your RTO will be more because it takes more time to perform
the restore operation.

Even your RPO will be more since you may not get the most
recent data.

Achieving High Availability

Azure SQL Database Premium Tier

Primary Replica n Secondary Replica

Your compute and data is replicated to

8 : secondary replica
' ’ If there is a failure in the primary replica, a

failover is carried out to the secondary
The .mdf/.Idf files are stored on local SSD replica.

devices. This makes it faster to access the
data.

Data changes are constantly pushed from the primary to the secondary replica

You also have the option of zone-redundacy wherein your data gets copied to
multiple availability zones for higher availability of your data.

There is no data loss from the primary to the secondary replica. The transactions
are only committed once the data has been pushed to the secondary replica's.

The General Purpose Tier does not have the read-out replica's capability
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Service and compute tier

Select from the available tiers based on the needs of your workload. The vCore model provides a wide range of configuration controls
and offers Hyperscale and Serverless to automatically scale your database based on your workload needs. Alternately, the DTU model
provides set price/performance packages to choose from for easy configuration. Learn more '

Service tier General Purpose (Most budget friendly, Serverless compute) v
Compare service tiers &'

Provisioned - Compute resources are pre-allocated. Billed per hour based on
vCores configured.

Compute tier

() Sserverless - Compute resources are auto-scaled. Billed per second based on Cost summary

vCores used.
General Purpose (GP_Gen5_2)
Cost per vCore (in USD)

Compute Hardware VCores selected

Select the hardware configuration based on your workload requirements. Availability of compute optimized, memory optimized, and Cost per GB (in USD)
confidential computing hardware depends on the region, service tier, and compute tier. Max storage selected (in GB)
Hardware Configuration Standard-series (Gen5) ESTIMATED COST / MONTH

up to 128 vCores, up to 625 GB memory
Change configuration
'
Save money

Already have a SQL Server License? Save with a license you already own with Azure Hybrid Benefit. Actual savings may vary based on region and performance
tier. Learn more

C) Yes @ No

vCores Compare vCore options &£

o (4

Data max size (GB) ©
=O N
.‘B LOG SP\_LOCATED

‘Would you like to make this database zone redundant?

O Yes @) No

But you can make the database zone-redundant

For the Business Critical Tier, you have all options but is more expensive

Service and compute tier

Select from the available tiers based on the needs of your workload. The vCore model provides a wide range of configuration controls
and offers Hyperscale and Serverless to automatically scale your database based on your workload needs. Alternately, the DTU model
provides set price/performance packages to choose from for easy configuration. Learn more o7

Service tier Business Critical (Highest availability and performance) v
Compare service tiers &7

Compute Hardware

Select the hardware configuration based on your workload requirements. Availability of compute optimized, memory optimized, and Cost summary
confidential computing hardware depends.on the region, service tier, and compute tier.

Business Critical (BC Gen5 _2)
Cost per vCore (in USD)

Hardware Configuration standard-series (Gen5)
VCores selected
up to 128 vCores, up to 625 GB memory
Change configuration Cost per GB (in USD)

Max storage selected (in GB)
Save money
Already have a SQLiServer License?Save with a license you alreadly own with Azure Hybrid Benefit. Actual savings may vary based on region and performance | T e COST/ MONTH
tier. Learn more

\':' Yes @' No

vCores Compare vGore options &

O 2 |
Data max size (GB) ©
O 12|
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0.12
X416

372.97 usp

495.99
x2

0.25
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Max s

Save money

. - - . y . ESTIV
Already have a SQL Server License? Save with a license you already own with Azure Hybrid Benefit. Actual savings may vary based on region and performance

tier. Learn more

/\) Yes @ No

vCores Compare vCore options &

O '
Data max size (GB) ©

© 2

3.6 GB LOG SPACE ALLOCATED

Read scale-out
(®) Enabled () Disabled

Would you like to make this database zone redundant? @
® yes () No

The Serverless compute model is available for the General Purpose and
Hyperscale tier

But you cannot pause the compute in the Hyperscale tier

You can have replica's in the Hyperscale tier for higher availability

Availability Sets Review

Power /'Network

ﬁ"g Physical server in an
Azure Data Center

https://t. me/learningnets



Power / Network Power / Network

O= O =
N )

Power / Network

Update Domains

G 2]

Update Domains
M

These are a group of machines and their
underlying physical hardware that can be
rebooted at the same time.

— /

Fault Domain Fault Domain Fault Domain

Fault Domain are a group of machines that share a common power
source and network switch.

If you have two or more instances deployed in the same Availability Set , you, will get an SLA of 99.95% for Virtual
Machine Connectivity to at least one instance

Availability Zones — Review
Availability Zones are unique physical locations that are equipped with independent power, cooling and networking

There are normally three Availability Zones in a region
VM VM

(]

Zone 1 Zone 2 Zone 3

If you have two or more instances deployed in the same Availability Zone , you will get an SLA of 99.99% for Virtual
Machine Connectivity to at least one instance

https://t. me/learningnets



Lab- Azure Backup- Creating the VM

Azure Backup for virtual machines

This provides access to data on the VM if something happens to the
original VM

The backup data gets written to a Recovery Services vault

Azure Site Reco
Services vault

L 2

Azure virtual machines

East US

1. First an extention is installed on'the VM - Supported for both Windows and Linux VM's

2. The backup tool first a snapshot of the data and stores it on the local machine

3. The snapsh f data is then copied to the Recovery Service svault

https://t. me/learningnets



Review on Azure Backup

LS

Internet

Add data to a table in the database

Dl] } Recovery Point Objective
o

Backup Policy - Backup taken once every 4 hours

—_\D) Recovery Time Objective

Conservative 10 minutes to have our
sqlbackupvm in place

But this depends on the data size

North Europe

Recovery Services
Vault

Azure virtual sglvm-vnet -
network 10.1.0.0/16
@ )
Azure virtual Azure virtual
machine machine

Recovery

sqlvm
E Public
IP address

Data Disk -
Database data

Point
Snapshot

Data Disk -
Log data

sqlbackupvm

Public
IP address

Data Disk -
Database data

Data Disk -
Log data

p

€

Review- Azure Site Recovery- Virtual Machines
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Azure Site Recovery

Used for business continuity and for disaster recovery

Ensures your apps and workloads are running when

Hyper-V VM's

Physical servers . |
Q ~

VMWare

Server running your
applications

Primary data center

|l
QU8
Q

Server running your
applications

Primary data center

~

VM in Azure

there are planned or unplanned outages

>
QR
Q

Secondary data center

Servers in Azure

VM in Azure

The replication frequency is high , being as low as every 30 seconds for Hyper-V VMs

Hence the RPO is low. And because you can switch over quickly, the RTO is also low

You can run planned failovers with zero-data loss

Or unplanned failovers with minimal data loss
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Azure virtual network

B

Azure virtual machine

This machine could
also be part of an
Availability set

Source
UK South

Azure storage account

This is required in the
soure location. The VM
changes are stored in
the cache first before
being sent to target

storage.

Azure Site Recovery — Note

Azure virtual network

Azure virtual machine

Subnet
\

\

Va

o

o

Azure virtual machine

=\

Subnet

/

Target resource group The target resource

group must be ina
different region other
than the source region.

The VM will be part of
the target resource
group after the failover

Target Azure virtual

Azure virtual network network

>

The VM will be part of
the target virtual
network after the

failover.

Destination
North Europe

Need to replicate the VM's to Azure

Want to have a disaster recovery site
in place for the VM's

Download and install the Microsoft Azure Site Recovery Provider on the
Hyper-V host

This will enroll the Hyper-V host with the Recovery Services vault

You can then replicate the machines
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Design Infrastructure

Migrating your solutions

Migrating solutions

Web servers

|app| |3PP|

Database

servers

Storage
racks

On-premises data center

Migrating web applications

Do you need complete access to the underlying infrastructure?

You want to migrate to Azure Web Apps, is the underlying
programming runtime available?

Migrating Microsoft SQL Server

Do you need all of the capabilities of Microsoft SQL Server?

Then you might need to host SQL Server on an Azure VM

Or use Azure SQL Managed Instance if you need managed features of
the Azure SQL database service.
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Creating_new solutions

Should we redesign and convert our solutions to use modern
development practices?

Create container-based solutions and use container-based compute
solutions?

Can we convert some data stores to NoSQL and use cloud services
accordingly?

Transfering data
Do we need to transfer our data to Azure Storage?

Do we have a lot of data to transfer?

What's going to be our strategy to transfer the data?

Azure Virtual Machine Azure Web App
Infrastructure as a service Platform as a service
You get complete control over the Here the underlying compute VM's

underlying VM are managed by Azure

You get complete administrative
privilege and can install any

application on the VM underlying VM's

You have to maintain the underlying
compute machine

You can't install anything on the

Support for only web applications.
You can install almost any type of Depends on the underlying

workload supported framework.

Here scaling needs to be
implemented via the use of Virtual

Machine scale sets your web apps

https://t. me/learningnets
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Azure VM's vs Azure Web Apps

Azure Virtual Machine

Infrastructure as a service

You get complete control over the
underlying VM

You get complete administrative
privilege and can install any
application on the VM

You have to maintain the underlying
compute machine

You can install almost any type of
workload

Here scaling needs to be
implemented via the use of Virtual
Machine scale sets

Azure Web Apps- Deployment Slots

Azure Web App

—_—

Platform as a service

Here the underlying compute VM's
are managed by Azure

You can’tinstall.anything on the
underlying VM's

Support for only web applications.
Depends on the underlying
supported framework.

You get features such as scaling for
your web apps
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Deployment Slots

Staging Environments for App Service Plans

Standard , Premium and
Isolated App Service Plan

Applications in
deployment slots have
their own host names

Version 1

Production Slot

Version 2
Staging slot

1. You have the chance to validate all application changes in the staging deployment slot

2. You can then swap the staging slot with the production slot
3. This helps eliminate the downtime for your application when new changes are deployed

4. You can also easily roll back the changes

Azure Virtual Desktop

Azure Virtual Desktop

This is a desktop and application virtualization service

Setup a multi-session experience for Windows 11 or
Windows 10

6..\ Azure virtual network

Windows 10 Windows 11

Host pool - This is a collection of Azure virtual machines that need to
register onto Azure virtual desktop.
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You can create a Personal host pool. This is where each session host is assigned to
an individual. This is like providing a dedicated desktop to a user.

You can create a Pool host pool. Here user sesions can be distributed
across the session host. This provides a shared experience and can
help to save on costs.

You can define an Application group. This is the logical grouping of applications that
are installed on the session hosts.

You can also automate certain tasks such as scaling the number of session hosts
based on demand.

For this you make use of an Azure Automation Account, a PowerShell runbook and
an Azure Logic App.

What is Azure Batch

Azure Batch

This is used to run large-scale parallel and high
performance computing batch jobs

Application for
processing the data

Manage the jobs of
I processing the data

Azure virtual machines

=h
=

You can manage these batch processing jobs
with the help of the Azure Batch service
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It can ensure the application is installed on

the virtual machines
Azure Batch

@ n Manages the pool of virtual machines

Azure virtual machines

You can use Azure Storage accounts for the input files, storage of
the application and the output files.

Azure Batch manages the tasks and the jobs that need to'run on
the virtual machines.

The need for containers

Isolation

App dependencies
Third-party libraries

Containers helps to package the application along with

libraries , frameworks and dependencies that are
m m requ"ed.

App dependencies App dependencies

Third-party libraries Third-party libraries
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The different container deployment options

Container deployment options

Application container Deploy an Azure VM

Install Docker

Deploy your containers

Database container

Application container

Database container

s 3

Application container

. v

Database container

Application container

Database container

s N
Application container

. >

Database container

https://t. me/learningnets

Images sources

‘* Docker hub

docker

‘I Azure container registry

Azure Container Instance

Azure Container groups can contain
multiple containers

Simple deployment of containers

Azure Kubernetes

Deployment of multiple container-
based applications

Orchestration of container-based

applications



Microservices Architecture

Microservices Architecture

Monolithic application

app

User

Order

Search

Purchase

Each service is self-contained

function

service

Each service implements a specific business

It should be easy to update the service

independently without breaking the entire

application that consumes the service

https://t. me/learningnets

Microservices

Each business functionality is a

Each service has a seperate codebase that is
managed by a small development team

Each service normally persists its own data



L e

APl Management

Advantages

Smaller code base Mix and match

Agile technologies Fault isolation

Disadvantages

Complexity Testing Governance Data Integrity

Working with containers- What we'wantto achieve

Popular database engine - Hosting SQL databases

MySQL database
m Logdata
Send log data to the

database
Display data in the
database

https://t. me/learningnets



Option 1

()

e
S

C

Display data in the
database Install MySQL

Create a database

Create the table to store application data

Option 2

Use Azure database for MySQL

Platform as a service option

Display data in the
database

What are we going to start with

-~
Use Azure database for MySQL
m Platform as a service option
Send log data to the

database
Display data in the
database

https://t. me/learningnets



What we want to accomplish

[E— Use Azure database for MySQL MV§QL database
app engine + database
+ table

Platform as a service option

Send log data to the
database
Run the database in a container

Display data in the
database

ASP.Net Core
application

Container

Run our application that displays data in a
container

Linux VM

Docker host

We need a custom environment to build our images

ASP. I‘:_et Sore MySQL database
application engine + database
) + table
Container

Azure Container registry
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Deploy the custom MySQL
container to an Azure
container instance

ASP.Net Core

application MySQL database
PP engine + database
i + table
Container

Deploy both containers to
Azure Kubernetes

Lab- Let's build a custom MySQL image

https://t. me/learningnets



R Popular database engine - Hosting SQL databases

e
MySQL database
m Logdata
Send log data to the

database
Display data in the
database

We want our database to run in a container

We are using the mysql image that is available in DockerHub or the
docker.io image registry

r ™

MySQL image
MySQL Server
Base image engine

Linux distribution

- J

/

MySQL image
linuxvm

logdata table

Custom image appdb database
Has the Docker engine
MySQL Server
Use the docker tools to build engine

the custom image

\ Linux distribution /
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Lab- Deploy the MySQL image to Azure container instance

linuxvm
MySQL image

logdata table

logdata table

appdb database
Has the Docker engine appdb database
Custom image MySQL Server

Use the docker tools to build MySQL Server engine
the custom image engine

Linux distribution
Linux distribution

Running container

docker . n Azure Container Instance

Docker Hub Azure container registry

Private registry Has the Docker engine

Lab- Let's build our application image

Containerize our
application

linuxvm MySQL i
MySQL image
using an ASP.NET
logdata table b%se image
logdata table
_ appdb database Put our application
Has the Docker engine appdb database as part °fptf‘e image
Custom image MySQL Server ? ¢
Use the docker tools to build MySQL Server engine

the custom image engine

Linux distribution

Linux distribution

Azure Container Instances- Other features

https://t. me/learningnets



/

logdata table

appdb database

MySQL Server
engine

Linux distribution

N

J

.

using an ASP.NET
base image

Put our application
as part of the image

\

J

Azure Container Instance

Container Restart Policy

Always - Containers in the container group are always restarted
OnFailure - Restarted only when the process executed in the container fails

Containers can also persist data to an Azure file share. If the

container restarts the data on the container is lost:

Using Kubernetes

https://t. me/learningnets



Kubernetes

a
awa
aw
awa
aw

(p0p
e

(pOp
(pIpIp
pTp

Azure Kubernetes - Managed service for Kubernetes on Azure

Kubernetes is used to orchestrate your containers for hosting your applications

MySQL Logging Web Layer

Business layer

Azure File Sync
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Azure Virtual Machine

Azure File shares

You can create multiple file shares for users

Virtual Machines can also connect to file shares

Azure File Sync

—

Azure File shares

o o
o i & °
LAE .5’ "'

File server File server

Azure file sync agent Azure file sync agent

Headquarters Branch office

Your on-premises servers can hold all files in the file share

Your on-premises servers can hold a cache of the frequently

accessed files in the file share Cloud tiering

https://t. me/learningnets
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Azure File shares

o
@ Uk
PN '.,

P

L4

.’ AL
[]
File server File server
Headquarters Branch office

Also if any server goes down, you can just replace the file server

You just have to install the Azure File Sync agent

Review- Virtual Network Peering

staging-network

/. . .\ Virtual network /. . .\

test-network

Virtual network

é Backup of the file shares

10.0.0.0/16 10.1.0.0/16
stagingvm testvm
SubnetA SubnetB
10.0.1.0/24

\ 10.0.0.0/24 / K

/
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Review- Connectivity to on-premises networks
Point-to-Site VPN
This helps you create a secure connection between client computers and your virutal network

Azure virtual network
)

N
h 10.0.0.4

Azure virtual network

gateway
Azure virtual
machine
Client computers want to connect to Gatewaysubnet SedSubndt
the private IP address of the virtual & v / \& & y
machines in the virtual network

The gateway subnet.is used to host gateway VM's and
services

No other VM's must be deployed to the gateway subnet

Site-to-Site VPN

This helps you create a secure connection between your on-premises network and your virutal network

Azure virtual network

AT G Va B\

%
S =
Ly

5 "

10.0.0.4
Azure virtual network
’ gateway
- Azure virtual
> machine

Gatewaysubnet appsubnet
i W\ AN )/

On-premises data center

The gateway subnet is used to host gateway VM's and
services

No other VM's must be deployed to the gateway subnet
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Azure ExpressRoute

ExpressRoute Circuit

9 Primary Connection
9 Secondary Connection

Customer’s
Network

-
juga

Partner
Edge

Microsoft Peering for Office 365, Dynamics 365, Azure
public services (public IPs)

- Azure Private Peering for Virtual Networks

Azure VirtualWAN Review

Microsoft
Edge

x x x x x /0 ° 0\ 10.0.0.0/16
(" ﬁ (" default )
. . GatewaySubnet
Virtual Network 10l0.1.0/24 10.0.0.0/24
“ . Gateway O
The virtual network \_ ) \_ )
gateway can have
multiple Site-to-Site
connections
ON-PREMISE
AD 10.2.0.016
) 4 )
Virtual Network GatewaySubnet default
1. One option is to have another Gateway 10.2.0.0/24
virtual network gateway 10.2.1.0/24
2. Or create virtual network peering ) n n
connections n
N AN y,

https://t. me/learningnets
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network



o
) VPN Site-to-Site
O
C—)
ON-PREMISE
4eed 1020016
ExpressRoute /' ™\
circuits default
10.2.0.0/24
(o]
C—=)
(C——
C—)
ON-PREMISE n
—

Azure Load Balancer — Review

Azure Virtual WAN

Load Balancing Rules

b
L
X

@

Health Probe

| SN
Public Load Balancer

Public IP address

lood

—

10.0.0.0/16

default
10.0.0.0/24

Azure virtual network

Azure virtual Azure virtual
machine Internal Load Balncer machine
\\ websubnet / dbsubnet /
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Basic Load Balancer

Free

The machines in the backend pool
need to be part of an availability set

or scale set

Health probes - TCP, HTTP

No support for Availability zones

No SLA

Standard Load Balancer

Charge per

hour

Here the machines can also be
indepedent machines that are part
of a virtual network

Health probes - TCP, HTTP, HTTPS

Support for Availability.zones

SLA of 99:929%

Azure Internal Load Balancer demo — Design

10.1.0.0/16 North Europe

Azure virtual network

AzureBastionSubnet

)

domainvim

domainsubnet

clustervm

clustersubnet

Azure virtual
Internal Load Balncer

machine
Private IP address
websubnet 10.1.1.6

The Failover Cluster role is installed on sqlvm1
and sqlvm2

This role works with Availability Groups

The Failover ensures that one node can become active
if the primary node fails.

The clustervm will be used to host the witness disk

Microsoft SQL
Server

sqlvm2
10.1.1.5

Primary replica on sqlvm1

Secondary replica on
sqlvm2

Achieved via Availability
Groups
Failover to secondary if
the primary becomes
unavailable

\ dbsubnet 10.1.1.0/24 /

This forms the basis of a Quorum which decides on the number of
failures that the cluster can undertake whilst still remaining online.

All machines are part of a domain named cloud2hub

Review of the Azure Application Gateway
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HTTP/HTTPS HTTP/HTTPS

Listener settings

Azure virtual network North Europe

Azure
Application
Gateway
a4

< —

Azure virtual Azure virtual

machine Internal Load Balncer machine

Public IP address -
L ] '
appsubnet websubnet bnet
k ) \ ) dbsubne

\ = '
( On-
s N ’ premises
servers

Azure Web
App
URL Routing
HTTPIHTTPS HTTP/HTIRg
Listener settings
Azure virtual network North Europe

Ivideos

Azure
Application http://cloud2hub.com
Gateway limages

4

/ \ nttpsicloudzhub.com/ ) (—\\
& =
e

Azure virtual

= Azure virtual .
machine

Reo machine Internal Load Balncer

_
Public IP address E
k appsubnet websubnet dbsubnet /

- >
f On-
s N premises
‘ servers

Azure Web
App
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Multi-site routing

HTTPIHTTPS HTTPIHTTPS
Listener settings
Azure virtual network North Europe
/ http://cloud2hub.com ( n \\
Azure
Application http://cloudportal.com
Gateway
—— R
¢ o Azure virtual Azure virtual
machine Internal Load Balncer machine
-
Public IP address u
\ appsubnet websubnet dbsubnet /

@
Azure Web
App

Azure Application Gateway- Implementation Review

HTTP/HTTPS

Listener

L -

se

HTTP/HTTPS

ttings

On-
3 premises
servers
URL Routing

Azure virtual network

North Europe

e )

http://URL/videos

Azure
Application
Gateway

Com—

—|

Public IP address

\ appsubnet

\

http://lURL/images

‘g3
B

Azure virtual
machine

\

3
3

Installed IIS on both

videos folder

images folder

)

Default.html

Default.html

default

J
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HTTP/HTTPS

Listener

HTTP/HTTPS
settings

7 a )

http://lURL/videos \

-

Azure
Application
Gateway

Ei

Public IP address

\

http://URL/images

URL Routing

- =

"s @8 videosfolder  Defaulthtml
\ o [— 2

“s (J® | imagesfolder  Defaulthtml

Azure Web
App

\ appsubnet

/
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Azure Traffic Manager

Azure Traffic Manager

This is a DNS-based traffic load balancer.

You can distribute traffic to public facing
applications across different Azure regions.

You can direct traffic based on different routing

Azure Traffic Manager Profile

Priority Routing Method

Azure Traffic Manager Profile

Weighted Routing method

methods.

\ oo
North Europe

Azure Web App

UK South

Azure Web App

“'
Azure Web App

s

North Europe

UK South
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Architecture with Traffic Manager

e

«\W

()

Azure Traffic Manager
Priority Routing Method

Azure virtual network

North Europe

Azure
Application
Gateway

Public IP address

k appsubnet

Azure virtual
machine

websubnet

/

Internal Load Balncer

~

o))

Azure virtual
machine

dbsubnet

Azure virtual network UK South
Azure
Application
Gateway
Azure virtual Azure virtual
ahdd machine Internal Load Balncer machine
Public IP address U
\appsubnet websubnet dbsubnet J

Azure Content Delivery Networking service
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Azure CDN

Content Delivery Network

Helps to deliver content to users across the globe by
placing content on physical nodes placed across the world

.‘-
RS

Web Application

East US

Central US
North Europe

.‘
o

N

CDN Profile
East US Web Application
Global level
Central US
Endpoint
Source

1. The user in the East US location makes a request to the CDN endpoint

2. The CDN checks whether the Point of presence location closest to the
user has the requested file.

3. If not a request is made to the source to get the required file.

4. A server in the Point of presence location will then cache the required
file.

5. The server will also send the file to the user.

6. Subsequent users from the same location will now be served the file
from the server in the point of presence location.
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Azure Redis

1. Data Cache

& @

Web Application Azure Cache for Redis Azure SQL database

CACHE

Faster memory

Top 10 courses for the day

The application would first calculate the top 10 courses
based on the data in the database

Then the application would store the top 10 courses
along with any supporting data to Azure Cache for
Redis

The application would then fetch this data for users
from Azure Cache for Redis
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The application would then update the data in Azure
Cache for Redis on a daily basis

2. Content Cache

Header
Footer
Static Content
Web page Azure Cache for Redis
. CACHE

«s

Web Application

Faster memory
3. Session store

©

Web Application

Azure Cache for Redis

CACHE

Faster memory

E-commerce application

=
s

J:

L
[ 4

Cart item
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Azure Front Door Service — Overview

Global Solution

Azure Front Door

Azure virtual network

——0

"—————

Azure virtual
machine

Subnet

Its a Content Delivery Network

solution

Its allows for fast and reliable
delivery of content to users across
the world for your static or
dynamic web applications.

Domain

This is used to represent your custom domain.

Global Solution

>

Azure Front Door

Endpoint

This is a logical grouping of one or more routes that are associated

with a domain.

What are Azure Event Hubs

Azure virtual network

° -ﬂ]

Azure virtual
machine

b}/

Subnet

\ =
(s Azure App Service

P

On-premises web
server

r/

L

Origin

This is where your application is deployed

If the response to the request is not cached ,
it is taken from the application deployment.

The applications could be deployed to various
instances across the world.

You define those various instances as part of
an origin group.

You also define a health probe for the origins

\ >
“s Azure App Service
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What are Azure Event Hubs

This is a big data streaming platform

This service can receive and process millions of events per second

You can stream log data , telemetry data, any sort of events to Azure Event Hubs

Event Hubs Architecture

—_— Consumer
=== Azure Event Hubs group 1 Event
—d T
‘?_‘l Receivers
-
Event |II|II Partition 1 > |
Producers R .
EEEEEEEN » o |
AEEEEEN |l||||| Partition 2 | .«
EEEEEEE <=
AEEEEER i
1 Ml Peritons ST T o
AEEEEEN <.-.1_ ............... a
e ——— =

,.-
|
|
1
]
]
(]
]
|
|
]
]
1)
1
|
1
|
|
1)
|
|

O

Illlllll Panition\‘ }
V = N

Consumer
group 2

https://docs. microsoft.com/en-us/azure/event-hubs/event-hubs-features

The different components

Event producers - This is an entity that sends data to an event hub. The events can be published
using the protocols - HTTPS, AMQP, Apache Kafka

Partitions - The data is split across partitions. This allows for better throughput of your data onto
Azure Event Hubs

Consumer groups - This is a view (state,position or offset) of an entire event hub

Throughput - This controls the throughput capacity of Event Hubs

Event Receivers - This is an entity that reads event data
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Azure Functions

This is a serverless solution
available on the Azure platform.

Here the entire compute
infrastructure is managed for you.

Azure Storage
Account

Event - Whenever
a blob is uploaded
to a container

Azure Storage
Account

Event - Whenever
a blob is uploaded

to a container

/7\

Azure Function
App

o E N

Process the blob

instead

LN
71

Azure Function
App

Lab- Architecture scenario- Azure Functions

™
Azure Web App

Diagnostic setting

Azure Event Hub

~

[

Azure Function

https://t. me/learningnets

You can then define different
functions in the Function App

You are charged based on how
much you consume

You can make use of Azure Functions

=~

Azure Cosmos DB



Lab- Azure Service Bus

Messaging service

Azure Storage queues Azure Service Bus
Component Component
System
Component Component

Upload Image /\O<\ Process Image /\O<\
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Azure Service Bus- Architecture Scenario- Sending data

Azure
Function

I I Azure
app ] Storage

Uploading contents to an Azure Storage

5N
7
Account
0 =

Container Container Azure
Unprocessed Processed Cosmos DB

H

H

Send a message to the Azure
Service Bus queue

Lab- Azure Logic Apps
Azure Logic App

This provides a cloud platform where you can
create and run automated workflows.

You don't need to well versed in code to
implement ther workflow

Resource Group You can set a trigger for the workflow
’ You can set various actions in the workflow
When a particular event occurs ~
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Azure APl Management Service

Azure APl Management

—
% Orders API @

Orders data store

——
% Products API @

Products data store

L
)

>

Azure APl Mangement
Instance

% Customer API

Customers data store
Allow customers to securely access backend API's

Abstract the implementation of the backend API's
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Lab- Azure APl Management- Virtual Network — Configuration

Azure virtual network

a N N
2

Azure virtual
machine

Azure APl Mangement

Instance % Web API

managementsubnet

& VAN apisubnet /
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Review of ARM templates

Azure virtual
<‘ ¢ ‘> network

Azure SQL
database

machine

| |
| |
Azure virtual I I
| |
| 1
| 7 i

Azure Availability
set

Azure storage

. account
Azure virtual

machine

You define yourinfrastruture as code

Create anmAzure Resource Manager template

This is a JavaScript Object Notation file that actually
containsthe definition of the infrastructure

You'can store the ARM templates in your source code
repository along with your application code

Migration Patterns
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Migration Patterns

—
Referred to lift-and-shift
migration.
Database Rehost Here no code changes are

required.

Here you want to move your
applications to Azure quickly

—

an application.

May need minor changes to (

Database Refactor

You want to make use of
Azure Paas$ offerings

Azure Web App

Azure Kubernetes

] X T
Monolithic
application
Database Rearchitect
Follow a DevOps

strategy

)

Microservices

Cloud Adoption Framework
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Azure SQL
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Azure Cosmos DB
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|

Define strategy

Microsoft Cloud Adoption
Framework

|aPP| |aPP||aPP||aPP|

Your business wants to move applications to the cloud

1. Why do you want to move to the cloud

3. Want to use cloud-native technologies
2. Would you be able reduce costs by

\ ) moving to the cloud
( ) 1. What are we going to need to move to
the cloud
Plan L
2. Can we move the application to the
cloud
—
-
— TB's of data , may need to
- consider how to move the data
data
The application is calling an Maybe because of legal purposes,
external service. we may not be able to move the

Ready

Adopt

Manage

data to the cloud

1. Keep our cloud estate ready

2. Design - What cloud services
are we going to use

1. Migrate your application

2. Enhance by building new cloud-
native components

Protect your resources

Manage the operations
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Data transfer options to Azure Storage

Data transfer options

Data center storage Azure Storage accounts

How much data do you want to transfer

Do you have enough bandwidth to transfer files over the Internet

Is it a one time transfer of data?

One time large transfer of data

Import Export utility

Azure Data Box

Frequent transfer of delta data
Azure storage explorer
AzCopy tool
Azure Data Factory
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Exploring Azure Migrate- Infrastructure Readiness

Our Architecture

/

/

-

-

app-network
Azure virtual network 10.2.0.0/16
webvm dbvm
\ 10.2.1.4 10.2.24
websubnet - f"gszu;";‘;;
\ 10.2.1.0/24 / \ Ll /
7 .
M Bastion e N/
AzureBastionSubnet - ; | i
10.0.0.0/24
j domainvm migratevm
10.2.0.4 10.2.3.4
domainsubnet migratesubnet

\ 10.2.0.0/24 J \ 10.2.3.0/24

)

Domain - cloud2hub.com
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