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Practical demonstration - Main application
hacking

Introduction

When we hunt, it's important to look at every target in it's own right. We are going to look at the OWASP juice shop. In this
demonstration you will be show all the topic we went over and which parameters we will be using to test. Not all of our
tests will lead to existing issues but still we Have to do all these tests. We are no longer practicing right now, this is bug
bounties.

Owasp Juice Shop

Installation

Before we can hack on the OWASP juice shop, we ofcourse need to install it first. | chose to use herokuapp for this as it's
free but you can also pick the docker image.

First navigate to https://dashboard.heroku.com/apps if you need to create an account, do that first. You will now see the
option to create a new app, select this and pick the option to create a new app.

Next navigate to https://elements.heroku.com/buttons/bkimminich/juice-shop and click the "Deploy to heroku" button.
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https://dashboard.heroku.com/apps
https://elements.heroku.com/buttons/bkimminich/juice-shop

& Add-ons @ Buttons Buildpacks

* OWASP Juice Shop
by bkimminich

) GitHub Readme.md

OWASP Juice Shop

owasp flagship project | release v12.6.1 [ AN IEEN OFeIInw rlowasp_juiceshop 160

CI/CD Pipeline |passing | A% test ¢
Contrnibutor Covenant [w2.0' adopted

The most trustworthy online shop out there. (@dschadow) — The best juice shop on the whole internet! (@shehackspurple) —
Actually the most bug-free vulnerable application in existence! (@vanderaj) — First you @ &then you @ (@kramse) — But this

doesn't have anything to do with juice. (@coderPatros' wife)

OWASP Juice Shop is probably the most modern and sophisticated insecure web application! It can be used in security trainings.
awareness demos, CTFs and as a guinea pig for security tools! Juice Shop encompasses vulnerabilities from the entire OWASP Top

Ten along with many other security flaws found in real-world applications!

[Faluice Shop Screenshot Slideshow

For a detailed introduction. full list of features and architecture overview please visit the official project page: https://owasp-

juiceshop

Pick a unique name for you app, it doesn't matter which it is but it has to be unique.

| »& maintainability S| technical debt 2% | cii best practices LM GitHub * 4.3k

| View on GitHub |

() Recent Deploys: 1,051
< Stars: 4,325

i% Forks: 2,997

Create Mew App

3 Deploy your own
OWASP Juice Shop

Probably the most modern and sophisticated insecure web application

bkimminich/juice-shop#master

App name

thexssratjuiceshop

thexssratjuiceshop is available
Choose a region

EE United States

Add to pipeline...
Deploy app
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Click the "Deploy app" button , the app will now start deploying. It will take a while before the app is deployed so give it
some take, sit back and make yourself a good coffee or tea with a nice piece of cheese.

Create New App

- Deploy your own
! OWASP Juice Shop
Probably the most modern and sophisticated insecure web application
bkimminich/juice-shop#master

App name

thexssratjuiceshop []

thexssratjuiceshop is available
Choose a region

B= |

United States

Add to pipeline...

Deploy app

Create app )
Configure environment

Build app

Run scripts & scale dynos

Deploy to Heroku
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Create Mew App

he Deploy your own
OWASP Juice Shop

Probably the most modern and sophisticated insecure web application

bkimminich/juice-shop#master

App name

thexssratjuiceshop (]

thexssratjuiceshop is available

Choose a region

ly

Add to pipeline...

Deploy app
Create app :’/
Configure environment )
Build app Show build log 9
Run scripts & scale dynos @
Deploy to Heroku (]

Your app was successfully deployed.

Manage App | | & view

We can now view our app &

Judging our target

We recognize this is a webshop so to hack this target properly we will have to make a small investment. Since this is a
webshop we want to test for at least the following functions:

« Registration
e Login
e Buying an item
o Possibly returning an item
o Our wallet functionality if exists
« Logic flaws
e XSS
« Stored

o Reflected
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o Basket functionality

e Adresses

» IDORs

o CSRF

» Broken access control if we can get to admin functions

This is an initial judgement and we might add to this as we explore the website and find more functionality.

Exploring the application

First of all we need to know what functionality exists before we can start attacking our target properly. We need to fill up
our site map in burp and we need to be able to epxlore the paramatirised requests. To do this, we need to set up burp
properly first. This includes setting up our scope and setting the options that we need. In this course we will use burp suite
but feel free to use any other MiTM proxy with the same functionality.

Setting up burp suite
It really helps to have burp suite pro, you don't have to but the fact that you can save a project is a major plus for me. | can
only hunt in bursts of 1to 3 hours so i have to revisit my target often. This means two things.

« | have to take very dilligent notes so i don't retest things 10 times needlesly and so that i make sure i do test all of my
functionality. Part of this documentation is the "Judging our target" section.

« If u can set up my project settings in burp suite, save them and reload them whenever you want, that is a major plus.
The biggest part of any activity is getting yourself to do it and if you can skip part of the setup, that will help you get
started. If you are doing something time seems to fly but if you are sitting in your sofa it takes tremendous power to get
yourself up and go hunting. Anything you can do to make this easier is a major win.

Burp Suite Professional v2021.2.1 - licensed to Avnu [single user license] - O X

® Welcome to Burp Suite Professional. Use the options below to create or open a project. Bu rp Suite
Professional

Temporary project

© New project on disk Mame: | thexssratjuiceshop |
File: | 2021-03-10-thexssratjuiceshop.burp || Choose file... |
Open existing project | Name File

File: || Choose file...

V| Pause Autormnated Tasks

=Nl o |
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First i like to setup my scope, make sure you add the propper URLs that are in scope.

Burp Project |Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options Au

Site map Scope Issue definitions

@ Target Scope

r{g} Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to configure scope is to brov
menus in the site map to include or exclude URL paths.

[ Use advanced scope control

Include in scope

Add Enabled Prefix
Edit

| J
[ Ede |
[ Remove | >
| J
| J

Exclude from scope

Add Enabled Prefix
Edit

| |
| |
|_Remove | >
| |
| load.. |

Hackerone has configuration files for burp you can download.
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Scopes

In Scope

Domain & Critical @ Ineligible
Domain & Critical ® Ineligible
Domain & Critical @ Ineligible
Domain & Critical ® Ineligible
Domain & Critical @ Ineligible
Domain & Critical ® Ineligible
Domain & Critical @ Ineligible
Domain & Critical ® Ineligible
Domain & Critical @ Ineligible

Download Burp Suite Project Configuration file (18 URLs) Viewchanges Lastupdated onMarch 10,2021.

You can then import this file via the project options import functionality under "Project > Project options > Load Project
options"

Project Intruder Repeater Window Help

1 Project options > Restore defaults >
Rename Load project options
Save copy Save project options

Import project file
your current work. This conf

Import legacy state file e or exclude URL paths.
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Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options

Site map Scope Issue definitions

@ Target Scope

r:_é:} Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to cc
menus in the site map to include or exclude URL paths.

Use advanced scope control

Inclucle in scope

|_ Add | Enabled Protocol Host / IP range Port File
|. Edit | Any thexssratjuiceshop herokuapp.c...

| Rermove | N
| Paste URL |

| Load .. |

Exclude from scope

|_ Add | ‘ Enabled Protocol Host / IP range Port File

After setting up our scope we will move on to setting up our proxy options. | always configure several options to make it
easier for myself to see things like hidden fields and to remove any javascript validation from my responses.

Dashboard Target Proxy Intrucler Repeater Sequencer

Intercept HTTP history WebSockets history Options

] R e L e

® Response Modification

I{g} These settings are used to perform automatic modification of responses.

Unhide hidden form fields
Prominently highlight unhidden fields
Enable disabled form fields
Remove input field length limits
Remove JavaScript form validation
Remove all JavaScript
Remove <object> tags
Convert HTTPS links to HTTP

Remove secure flag from cookies

This will make any hidden fields easier to see as it will unhide them and draw a big red square around them. If you see this
big red square you know you are looking at a hidden field.

Hidden field [IﬂSig] [AINFCDYAAAAAYEKxZI9gck €

Google test

Now that we have burp suite set up in the background we can start exploring our application.

Manually walking the application

Just because we are manually walking the application does not mean we should not be hacking. This is the most important
phase in bug bounties and most of you will know it as the recon phase.
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In this phase we want to get to know our application. We want to start by exploring the functionality and as we do that we
want to take note of our prvilidge levels. Even though it might not seem like it, since we don't have access to the admin
functionality (yet), but there are different levels of priviledges.

« Unauthenticated accounts (not logged in)
« Authenticated accounts
As we hack our application, there might be more levels we can add to this such as administrators.

| myself use excel to make a quick mindmap but you can use whatever tool suits you best.

Authenticated Unauthenticated Admin??

View items
Add items to cart
Buy items

View reviews A
Add reviews to items [N I
? ? ?

When i register my account, | register using an attack vector that automatically tests for JS XSS, HTML injection and HTML
tag attribute injection.

'"><u>THE XSS RAT WAS HERE

| use this attack vector wherever possible when attacking my target.

User Profile

Email:
test@gmail com

Usemame:
"><u>THE XSS RAT WAS HERE

Set Usemame

This way, whenever the application uses my username anywhere, i am automatically testing for all of the described attack
vectors. If my username is reflected in the JS context anywhere, the " will try to break out of the context it is being
reflected into. If the username is reflected in a tag, like it is in the picture above. In this picture, when we save the
username, we can see that we have broken out of the VALUE attribute of the input tag. From here, we can try to insert our
own javascript.
- <input cl_ass='-F0r:m—c0ntr'ol mdl-textfield_ input” id="usernam
e” type="text" name="username" value=""'"3>THE X55 RAT WAS HER

E" style="color: #FFFFFF;" placeholder="e.g. SuperUser"” aria-
label="Text field for the username"> =

o

I will try this WHEREVER i can, this includes adresses, nicknames, ...

On the profile page however i can still see some more things i can test for. | see a profile picture so i can test for XXE via
SVG here.
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File Upload:

Upload Picture

Image URL:

Link Image

| also see a link option here. This link will resolve to a picture which gives the option for SSRF. To test for this, i start my
burp collaborator and grab a URL that i can insert into this field. Running a public burp collaborator server is a premium
option and only available in the paid version of burp. If you don't have the paid version of burp you can use:

» Your own webserver

« If you don't configure this properly, you can only capture HTTP requests
« A public burp collaborator

« This may suffer from availability issues as it's shared between all users

Whichever option we go for, we need to copy our payload to the clipboard and paste it in our URL field that the
server tries to resolve.

Burp Collaborator client — [m| X

@ Click "Copy to dlipboard" to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from using the payloads will
appear below.

Generate Collaborator payloads

MNumber to generate: | 1 || Copy to clipboard | Include Collaborator server location

Poll Collaborator interactions

Paoll every| 60 |seconds | Poll now

# Time Type Payload Comment

We might need to put HTTP:// in front of our URL if the server checks for syntax.
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http://s5yf4ljmn9wgf95dcykd4iu7zy5otd.burpcollaborator.net/

User Profile
‘ Email:

test@gmail com
">THE XSS RAT WAS HERE

Usemame:
">THE XSS RAT WAS HERE

File Upload:
Bestand kiezen [[eECUNEELNREVGREN] Set Usemame

Upload Picture

Image UR

http:/is5yfdljmnSwgf9sdeykddiuTzy5otd burpeollabora

Link Image

If you a lot of DNS requests coming into your burp collaborator but no HTTP requests, than there probably is no way to pull
off SSRF is there is a possible egress filter in place. Egress filters can stop certain types of outgoing traffic. As of this
writing OWASP juice shop does not have any SSRF vulnerabilities but if we'd find one here, we would continue on our SSRF
path.

Burp Collaborator client — O X

@ Click "Copy to clipboard" to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from using the payloads will
appear below.

Generate Collaborator payloads

Mumber to generate: | 1 | | Copy to clipboard | Include Collaborator server location

Poll Collaborator interactions

pPall every| 60 | seconds | Poll now |
# Time Type Payload Comment
1 2021-Mar-10 20:1%:51 UTC DMNS s5yfdljmn9wgfa5deykd4iuTzySotd
2 2021-Mar-10 20:19:51 UTC DNS sSyf4ljmngwgfe5doykd4iu7zySotd
3 2021-Mar-10 20:19:51 UTC DMNS sSyf4ljmnowgfosdoykd4iu7zysotd
4 2021-Mar-10 20:19:51 UTC DNS sSyfdljmnSwgfasdoykddiu7zysotd
5 2021-Mar-10 20:1%:51 UTC HITP s5yf4ljmn9wgf9sdeykd4iuzysotd
Description Request to Collaborator Response from Collaborator

The Collaborator server received an HTTP request.

The request was received from IP address 34.242.128.128 at 2021-Mar-10 20:19:51 UTC.

My saved addresses

g a ag o 55 s
THE XSS RAT WAS HE XSS RAT WAS HERE, THE XSS RAT WAS HERE, THE XSS RAT WAS HERE

< 4
HERE HE XSS RAT WAS HERE, 13265 &

+ Add New Address
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| will try the same XSS technique for adress any stored or reflected fields i can find. If i suspect a server side template
engine is being used, i will add an SSTI attack vector.

'"><u>THE XSS RAT WAS HERES${7'*7'

if this resolves to 7777777 or 49 i will investigate further into SSTI or CSTI attack techniques.

SQLi

The previous attack vector also automically tests for SQLi as well

These special characters will also test for SQLi since these are special characters also used in SQL statements. If we get a
SQL error, i usually run a tool like SQLmap to better investigate what SQLi i have on my hands if any. See SQLi section.

Testing for IDORs

To test for IDOR's i will have to create a second account. In this case i can test for IDORs in several ways. First of all i really
need that second account. | am going to copy his session cookie or authorisation header. This may seem confusing as you
can't copy your victims cookie or headers in production but this is not our goal. We just need that cookie or header to
automate our IDOR search. How to do this has been demonstrated in the tools section.

Testing for vertical priviledge escalation

When we want to test for vertical priviledge escalation we do need accounts of different priviledge levels. Since we don't
have any admin accounts yet, we can't test for this yet. If we did have different priviledge levels, we would create accounts
of all different priviledge levels and test for BAC. Example:

e Administrator
« Content editor
e Customers

Again, how to test for this specifically has been illustrated in the tools section.

The login section

In the login section we can play around with the requests a little bit. For example if we request a password reset link, and
append our own email adress to the request, the server might send the password reset link of the victim to the email adress
of the attacker.

POST /api/resetPassword HTTP/1.1

Host: ferretshop.herokuapp.com

Connection: close

sec-ch-ua: ";Not A Brand";v="99", "Chromium";v="88"

Accept: application/json, text/plain, */*

Authorization: Bearer eyJ0eXAi0iJKV1QilLCJhbGci0iJSUzI1NiJ9.eyJzdGFOAXMi0iJzdWNjZXNzIiwiZGFOYSI6eyJpZCI6MTcsInVzZXJuYW1lIjoiliwiZWlhaWwi0iJo.
sec-ch-ua-mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://ferretshop.herokuapp.com/

Accept-Encoding: gzip, deflate

Accept-Language: nl-NL,nl;9=0.9,en-US;q=0.8,en;q=0.7

Cookie: language=en; welcomebanner_status=dismiss; token=eyJ0eXAi0iJKV1QiLCJhbGci0iJSUzI1INiJ9.eyJzdGFOAXMi01iJzdWNjZXNzIiwiZGFOYSI6eyJpZCI6M
Content-Length: 24

email: victim@gmalil.com
1" tim@ 1 "

Might turn into
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POST /api/resetPassword HTTP/1.1

Host: ferretshop.herokuapp.com

Connection: close

sec-ch-ua: ";Not A Brand";v="99", "Chromium";v="88"

Accept: application/json, text/plain, */*

Authorization: Bearer eyJ0eXAi0iJKV1QilLCJhbGci0iJSUzI1NiJ9.eyJzdGFOAXMi0iJzdWNjZXNzIiwiZGFOYSI6eyJpZCI6MTcsInVzZXJuYW1lIjoiTliwiZwlhaWwi0iJo
sec-ch-ua-mobile: ?0

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.150 Safari/537.36
Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://ferretshop.herokuapp.com/

Accept-Encoding: gzip, deflate

Accept-Language: nl-NL,nl;9=0.9,en-US;q=0.8,en;q=0.7

Cookie: language=en; welcomebanner_status=dismiss; token=eyJ0eXAi0iJKV1QiLCJhbGci0iJSUzI1INiJ9.eyJzdGFOAXMi01JzdWNjZXNzIiwiZGFOYSI6eyJpZCI6M
Content-Length: 24

{email:"victim@gmail.com"
email:"attacker@gmail.com"}

This might prompt the "GenerateLink" server to generate a password reset link for the first email address but the
"SendLink" server might send the link to the attacker.

CSRF
Whenever i see a CSRF token, i will try to replace it:
e with an empty parameter (CSRF=)
« with a parameter of the same restrictions (like same length and alphanumeric) (CSRF=2475455dfs1)
e CSRF=1
« A CSRF token that does not belong to that account

| can use the tools "Match and replace" or "Autorepeater" for this although the "Autorepeater" extensions seems to have
broken with the latets burp update though this might get fixed later on.

See the tools section.

Exploring the requests

Now comes the fun part, we are going to look at all the requests and parameters in their own right. To do this we need to
go back to burp suite and look at our site map. This has been filling up in the background while we click around.

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project option:
Site map Scope Issue definitions
|. Re-enable |
Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders
i i i Issi
® Filter by request type Filter by MIME type Filter by status code Folders T
@ show only in-scope items HTML Other text 2%x [success] Hide empty folders
Show only requested items Script Images 3xx [redirection]
Show only parameterized requests HMIL Flash A [request error]
Hide not-found items €SS Other binary Sxx [server error]
Filter by search term Filter by file extension Filter by annotation
Show only: | asp.aspxjsp.php | Show only commented items
Regex
" : Hide: | js.gif jpg.png,css | Show only highlighted items
Case sensitive MNegative search
|. Show all | | Hide all | | Revert changes | At

|9 polyfills-ess.js | : :
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Now we can see the parameterised requests, we don't really care about the static requests.

w O https://ferretshop.herokuapp.com
[~ api
[T Addresss

&/

Contents

= |{"country":" \"» <u=THE X55 RAT WAS HEI

[ challenges
[ SecurityAnswers
[ users

& profile

[ profile

[ rest

["& socketio

Host Method URL Par:
https://ferretshop.herok.. POST Japi/Addresss/ v

Request | Response

Raw o Actions ™

£ HOST: IEFFETSNOD.HASroRuUapp.com

Connection: close

Content-Length: 243

sec—ch-ua: ";Not & Brand";w="939", "Chromium";v=

Accept: application/dson, text/plain, */*

Authorization: Bearer eyJ0eXAiOiJEVIQIiLCJIhbGoiO

DIxLTAzZLTEWIDIwOjAzOJEYL)cSMiArMDAEMDAILCIkKEW=1

% sec-ch-ua-mobile: 70

o User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4

10 Content-Type: application/json

11 Origin: https://ferretshop.herokuapp.com

12 Sec-Fetch-5ite: same-origin

13 Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

15 Referer: https://ferretshop.herokuapp.com/

Accept-Encoding: gzip, deflate

17 Aepeept-Languages: nl-NL,nl;cq=0.9,2n-U5;q=0.8,en;

12 Cookie: language=esn; welcomebannser status=dismi
cSMiArMDAEMDAILCIleGRhAGVEQXQI0iIyMD IxLTAZLTEW]

I T T

"country":"'\"><u>THE X35 ERAT WAS HEEE",
"fulllame™: "' "><u>THE X535 EAT WAS HERE",
"mobileNum": 654654658,

"zipCode":"132E5",

"streetlAddress":"'\ "><u>THE X35 EAT WAS HERE"
Moity":"'\ "s<u>THE X35 EAT WAS HEERE",
"state":"'\ "><u>THE X353 EAT WAS HERE"

0 matches

OLE]

e

=]

| am going to look at all of these requests and see if i can find some parameters i can manipulate that i should not be able to

manipulate such as:

o {userType:"User"} > {userType:"Admin"}

o {accountType:"Basic"} > {accountType:"Advanced"} (might be more expensive)

« {rating:5} > {rating:-5000} (might be able to negatively affect the rating of a video on youtube)

o ... Use your imagination
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Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Compar

1 = 2 % 3 o=

Request }

Raw \n Actions ™ |

1 PUT /rest/products/&/reviews HTTE/L1.1

Z Host: ferretshop.herckuapp.com

3 Connection: close

Content-Length: 54

5 sec-ch-ua: ";MNot A Brand";w="959", "Chromium";v="88"

Accept: application/json, text/plain, */*

Authorization: Bearer eyJO0eXAiQOiJEVIQILCIhbGoiCiJSUzIlNiJY.eyJzdGFOdXMiOL.

DIxLTAzLTEWID IwOjAzOIEyLicSMiAr MDAEMD AILCIkEWx 1dGVROXQ1 CmS 1 GxEILCIp THO107]

2 sec-ch-ua-mobile: 70

o9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xE64) AppleWshKit/537.36

10 Content-Type: application/json

11 Origin: https://ferretshop.herokuapp.com

: Sec-Fetch-5ite: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://ferretshop.herokuapp.com/

Accept-Encoding: gzip, deflate

17 Accept-Language: nl-MNL,nl;q=0.59,en-Us;q=0.8,en;q=0.7

12 Cookie: language=en; welcomebanner status=dismiss; token=eyJ0eXAiOiJEV1Qil
cSMiArMDAEMDAILCT leGRhAGVEOKQIOI Ty MD IxLTAZLTEWID IwOj Az0jEyvLijcSMiAr MDAEMDA

"message": "frdfgdfgfdgdfg"™,
"author":"testlgmail . com"

In this case for example, we can change the author of a review which should not be possible.

LFI/RFI

Whenever a parameters shows that it is grabbing a file from the local file system or whenever it seems to be from a remote
location, i will try either LFI or RFI respectively. See those sections to learn more about them.

o GET /avatar.php?file=imagel.png
o GET /avatar.php?file=s3.bucket.org/imagel.png

LFI/RFI in and off- itself is usually not that impactful. If we find this issue we should try to find files on the system that we
should not be able to access like private pictures of other users or we should try to include a file which executes remote
code execution. This can cause use to create a reverse shell allowing us access on the server. If you ever achieve this, you
should stop and report, don't explore a production server with the risk of seeing data you should not or crashing the
production server.

0OS Command injection

This is the last vulnerability type i check for. The only way to check for this issue type is to fuzz all of those parameters with
your fuzzing list that you created in the OS command injection section. To do this | use the intruder tool that's built into
burp.
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Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options Autorize AutoRepeater
1 x z %
Target Positions Payloads Options.

® Payload Sets
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,

and each payload type can be customized in different ways.

Payload set: | 1 ~ ‘ Payload count: 169
Payload type: | Simple list v ‘ Request count: 1,853

® Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

| paste | {baseliimmi
{base}|| ping -i 30 127.0.0.1 ; x || ping -n 30 127.0.0..

| Load.. | {base}| ping -i 30 127.0.0.1 |

‘ Remave | {base}| ping -n 30 127.0.0.1 | -4
{base}& ping -i 30 127.0.0.1 &

L clear | pacaa ping -n 30 127.0.0.1 &
{base}; ping -c 5 127.0.0.1 ;
thasel%0a nina -i 30 127001 %0a

Add | | Enter @ new item
| Add from list ... |
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