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Initial Configuration

Remote Connection agle Jas’ 13S 2y a8 oLile Router or Switch ) e Lelasty ) dpulul) Cilalaae ) (535

/ kel anl L s Host Name - \
Connect e Jazia I |P Address -
Remote Connection Service -
Password for Enable Mode -
Jeall e Second Security Level 4 )5S glile
User Name - Password -

k Securing Physical connections - /

3all Console Cable plaaiuh Ua Jua ¢l

RS -232
Console

d’

VAN

J

Initial for Cisco Routers ) e a8 laia

Device J) JM& (e Port I &8 ) < =i g Install 4 Jwxis Driver 4d ¢ sSw Console Cable ! Real Life 4!
SisnasSl Slea 4eli Manager

v & Ports (COM & LPT)
ﬁ Communications Port (COMT)
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-1 D.Click s sV Slea o Jaranas

Port Configuration
Bits Per Second:
Data Bits:
Parity:

Stop Bits:

Flow Control:

Terminal Configuration

9600 d
E d
[Nore 7
E 7
[Nore 7

-: A sl o i

i W Commands ) e i glile i8I (e graia sill (63 1 Leld 5 aala

——— System Configuration Dialog ——

Continue with configuration dislog? [yes/nol: no

PFress RETUEN to get started!

Bouter®»! Here we are in User mode and we want to move to Enable mode

Router®»! So , we will write enabkle
Routerrenable
Bouterf

Bouterg! notice thet the §

Bouterg! in this mode you can test your configuration and using Show |,
Bouterf! now moving to Configuration ( Flokal | mode

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.

Bouter (config) #

Ruuter#cunfighﬂ

debug commands
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Bouter (config) ! Change Host MName

Bouter (config) #hostname BUSs

BUGs (config) &

BUOEs (config) ! Enabkle Bemote Connecticon " telnet "
BUGs (config) #line vty 0 4

BUGs (config-line) £! this mean that 5 Clients are abkle to Connect remotely
BUZs (config-line) fpassword ciscoli3

BUEs {config-line) #login local

BUOEs (config-line) fexit

BUGs (config) &

BUGs (configl ! Zssign IP ARddress

BUZs (config) #interface fastethernet 070

BUEs {config—if) #no shutdown

BUGs (config-if) §
SLINE-5-CHANEED: Interface FastEthernetl/0, changed state to up

BUSs {config-if) #ip address 10.0.0.1 255.0.0.0

BUEs {config-if) fexit

BUGs (config) ! Enable Password

BUGs (config) genable password ciscoli3

BUGs (config) &

BUSs {config) §! Usernamse and Password

BUEs (config) fusername Pasem password 123

BUOEs (config) fexit

BUC=#

£5¥Y5-5-CONFTIG I: Configured from conscle by conscle

BUZsg! sawve your configuration
BUOEsgcopy running-config startup-config
Destination filename [startup-config]?
Building configuration. ..

[OE]

BUC=s$

o ————— =]
) =
10.0.0.1 10.0.0.10
255.0.0.0
10.0.0.1

Verification

:Pasem

) i A Device J) e e - see Sl Remote Sessions J 2 2ass Line vty

IP, Subnet mask and Gateway 4L s Cross Cable & 5 (e JiS i sue &SI s e Router ) Jaa s 1S any
GIGED Jleall gl 34l s Gateway ) — 12 IP ) Je Telnet Jexis Router ) gl IP Al sa ) Sw Gateway I

aalixall
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Routerd) l= Remote Connection Jeat lile Putty or Secure CRT (s gl _» pladiul 2w Real Life J)

BUGs <y g &yl ~lady Caad Connection 31 dalee Lo a2y s PC Js¥) IS () Lia JaaDlia

A el dala padiviy ga Al g [P sl (ie Switch J) 4l Interfaces J) o) <Xl Switch ) e <&l shall s

Management VLAN J Laul & Su 5 IP 23k Switch J sk oo A VLAN

Routing < 058 s) Management VLAN J) 2 Member Jeall o5 Switch I Remote dexd a8 glile o 3Y

Labs Jl (8L (A Lan g S 5i8 L 5 Enabled

4 y=

BUZs-Labl
BUEs-Labl
BUZs-Lakbl
BUEZs-Labl
BUZs-Labl
BUEs-Labl
BUZs-Lakbl
BUEZs-Labl
BUEs-Labl
BUZs—-Lakbl |

BUGs-Lakl

BUEs-Lakl
BUGs-Lakl
BUGs-Lakbl
BUGEs-Lakbl
BUGEs-Lakl
BUGs-Lakl

-
Switch¥»enable
Switchfconfigure terminal
Enter configuration commands, one per line. End with CHTL/SZ.

Switch({config)#

Switch|{config) #hostname BUEs-Labl
{config) g

{config)gline vty 0 3
{config-line) fpassword ciscolZ3
{config-line) #login local
{config-line) §

{config-line) fexit

{config) g

{config)§! Open VLAN Interface
{config) §interface wlan 1

config-if) #no shutdown

{config-if) §
SLINE-5-CHANGED: Interface Wlanl, changed state to up

lconfig-if) #ip address 10.0.0.100 255.0.0.0
{config-if) fexit

{config) g

{config) fusername Hussein password ciscolZ3
{config) g

{config) fenabkle password cisco

= Telnet Jexiy Straight Cable = i sue s8Il jleaa Switch A Jaa 53 15S 223 Configuration -l Save Jexd (iluiia g

Switch !

Router or Switch Jl (e 335 50 Il Passwords U ddi Jass (Sas

- Ak 1S el

11|
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BUGs (config) §!

useing Secret rather than password
BUGs (config) #enable secret cisco

BUGs (config) fusername admin secret ciscoli3

BUGs (config) g
BUGs (config)#! Encryption command

BUEs (config) §8ervice password-encryption
BUGs (config) g
BUGs (config) &

service password-encryption (= el ,adill A 5 8 Enable Secret

g-line) !0
g—line) #pa

g-line)#
onfig-line)#line aux 0
g-line)f#!aux is an d physical connection method
onfig-line) #pa
fig-line)flogin 1

£

Sw—Serverfc
tinati
Building

filename

Console 415 Aux only on cisco Router Wa I Physical connection ! Password Jesis Wil L g dals Al

Two Commands Lxie & Configuration I Save dass lile

opy running-config startup-

[startup—config] 7
P d

mfiguration. . .

Sw—Serverfjwrite
Building configuration. ..

Command History Buffer Commands

size

switch#

terminal

Command Syntax Description
switchf show history Dasplays the comumands currently stored i the history buffer,
switchf terminal history Enables termimal history, This command can be run from either
wier or privileged EXEC maode.
switchf terminal history Configures the terminal history size. The terminal history can
size 50 maintain 0256 commmand lines,
switchf terminal no history Resets the terminal history size to the defauh value of 200 command

na history

lines in Cisco 105 15,

I "]\.IE"'IL"\ tErak ...I.. II i&l Ory.
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Switching: -

e VLAN

e Voice VLAN
® VTP, Trunking
® Port Security
e STP

e Rapid—STP

e DHCP Snooping
e DAI

e SPAN

e PoE

CCNA 200-301 | Practical Book

e Ethernet Channel
e Switch Password Recovery

e Multi-layer Switch

14|
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Security, Management (= xl a233u Switch To be Communicated ) i Sle dlaail 3 jea¥) aiais Ll gt

Router J! e Interface 4! = Switch 4 e Interface VLAN

VLAN = Tunnel

10.0.0.0/8

e
Fanl’ l!

Fa0/a10/3

Fa0,

S

4 Fal

4 ]

~J
1—/‘

>

\Y

e b, G el G e Las (lilen (mny e Ping |slexs agdl |5 0 aglS 5 53a1 5 4S04 3 LIS 5 3¢ 12 Design

LAN J (i (8 33 52 sa Interfaces ) JS | 480l

Switch ) slze Jalzin A MAC Address Table -

Vlan

[

1
Switchg

Switchfshow mac-address—-table

Mac Address Takle

000s
000a
0030
00do

-Tch5.
-4176.
-a338.
-Efbc.

e3ds
ated
Jecd
Oabg

DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC

Gi8y 5 el Default J) - MAC Table JI 4eliysaall a4 ¢lile

Switch(config)#mac address-table aging-time seconds [ vlan vian-id ]

fastethernet 0/1

SwitchZ960 (config)# mac address-table
static zazaa.aaaa.aaaa vlan 1 interface

Sets a permanent address to
port fastethernet 0/1 in
VLAN 1

15 I




CCNA 200-301 | Practical Book

Switchishow wvlan

VLAN Name

1 default

1002 fddi-default

1003 token-ring-default

1004 fddinet-default

1005 trmet-default

VLAEN Type SRID MIT

1 enet 100001 1500 -
1002 £ddi 101002 1500 -
1003 tr 101003 1500 -
1004 fdnet 101004 1500 -
1005 trmet 101005 1500 -

Status

active

act/unsup
act/unsup
act/unsup
act/unsup

RinglNo

Borts

Fa0/1, FalO/f2, Fa0/2, Fal/4
Fa0Osf5, FalO/f&, Fal/7, Fal/8
Fa0O/9, Fa0/10, Fa0/11, Fa0/1Z2
Fa0/13, F=0s14, Fals15, Fal/ls&
Fa0s17, Fa0s18, Fals13, FalO/20
FaO/21, Fals2Z, FaO/fZ3, Fal/24

BridgeMNo Stp

BrdgiMode Transl TransZ

To Create New VLAN: -

Switch{config)g!
Switchi{config)g!
Switch({config) #vlan 7
<1-1005> ISL VLAMN IDs
Switch{config) #vlan 17
Switch({config-vlan) fname
Switch{config-vlan)#§
Switch({config-vlan) fexit

to Create new wvlan

1-1005

Development

only from Z2 to 1001 are availikle

Switch{config)$#! to move the interfaces from vlam 1 to vlan 17
Switch{config) #interface fastethernet 0/2
Switch({config-if) #awitchport access wlan 17
Switchfshow vlan
VLAN MName Status Ports
1 default actiwve Fals1l, Fal/3, Fal/4, Fal/S5
FaOyse, FalOf7, Faldsf8, Fal/ss
Fa0ys10, FalO/11, Fal/1Z2, Fal/13
FaO/s14, FalO/15, Fal/lle, Fad/ 17
FaOys1l8, FalO/s1%, FalsfZ20, Fal/fZ1
FaO/s/22 Fal/23, Falysz4
17 Development active Fal/sZ
100 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trmet—-default act/unsup
VLAN Type SAID MTUO Parent BingWo BridgeMNo S5tp BrdgMode Transl TransZ
1 enet 100001 1500 - - - - - u] [u]
17 enet 100017 1500 - - - - - u] a
100z £ddi 101002 1500 - - - - - u] a
1003 tr 101003 1500 - - - - - [u] [u]
1004 fdmet 101004 1500 - - - ieee - u] [u]
16 |
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< gl ads A Interfaces ) L canai g Create VLAN Jand glile 40848 )k &

Switch (config)$! to move more that one interface to wvlan
Switch (config)$

Switch (config)f#interface range fastethernet 0/5-10
Switch (config-if-range) §awitchport accress wlan 4

% Imvalid input detected at ""' marker.

Switch (config-if-range) fawitchport access vlan 4

% Rcocess VLIAN does not exist. Creating wlan 4

Switch (config-if-range)g! we don't have wlan 4 - but it created and interfaces mowved
1

gary | )5 e Interfaces ! o

: =
Switch({config)#interface range fast 0511 , fast 014 , fast O/20
Switch({config-if-range) fswitchport access wlan 55

% RBccess VLAN does not exist. Creating vlan 55
Switch{config-if-range)§

Switch&show wlan

VLEN Hame Status DPorts

1 default actiwve FaO/1, Fa0/32, Fal/s4, Falsflz2
FaO/123, Fal/s15, FalO/l&, Fald/s17
FaO/18, Fal/1%, FalO/21, Fal/fZZ
Fal/23, Fal/Z4

< VLANOOO4 active Fals5, FalOs&, FalOs7, Falss
Eaﬂfﬂ, Fals10

17 Development actiwve Eaﬂfﬁ — _

55 VLAMNOOSS active FaO/11, Fa0/14, Fal/Z0 ]

1002 f£ddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trmet-default act/unsup

VILEN Type SLID MTT Parent BingMNo BridgeMNo Stp BrdgMode Transl TransZ

1 enet 100001 1500 - - - - - a a

4 enet 100004 1500 - - - - - a a

17 enet 100017 1500 - - - - - a a

55 enet 100055 1500 - - - - - a a

1002 £ddi 101002 1500 - - - - - a a

1003 tr 101003 1500 - - - - - a a

1004 f£dnet 101004 1500 - - - ieee - a a

1005 trmet 101005 1500 - - - ibm - a a

VLAN Database 4! Gk oe VLAN dael glile 43544, )l &

Switchi#vlan database

% Warning: It is recommended to configure VIAN from config mode,
a3 WVLAN datzbase mode is being deprecated. Please consult user
documentation for configuring VIB/VLAN in config mode.

Switchivlan)$vlan 11 name priwvate
VLAN 11 added:

Name: priwvate
Switeh (vlan) §

17|
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[ — ]

Switchiconfig)#interface fa 0/1
Switchiconfig-if) §switchport mode access

Switchi{config-if) §switchport voice wlan 20

VLAN Troubleshoot

VLAN Troubleshooting Commands

EXEC Command

Description

show wvlan

show wlan brief

Lists each VLAN and all interfaces assigned to that VLAN (but
does not include operational runks)

show wlan id num

show interfaces switchport

show interfaces type number
switchport

Lists both access and trunk ports in the VLAN

Identifies the interfaces access VLAN and voice VLAN, the
configured and operational mode {access or trunk), and the state
of the port (up or down)

show mac address-table

Lists MAC rable entries, including the associated VLAN

show interface status

Summarizes the status listing for all interfaces (connected, notcon-

nect, err-disabled), the VLAN, duplex, speed, and type of port

oadle (S5 A agn dalall Jualiil) JS jelaiy s Interfaces ) g Jalaill & dagall el Y1 (1

Swisahow lnterfeces status

Switchi{config-if) §switchport access wlan 10

Port Hame
Fald/1
Fald/2
Fald/3
Fald/ 4
Fald/s
Fald/&
Fad/7
Fald/B
Fad/o
Fad/ 10
Fald/ 11
Fald/12
Fald/13
Fald/ 14

Status Wlan Duplex Speed Type

notconnact 1 auto  auto 1@8/18@8BaseTx
notconnect 1 auto auto 18/1@8@BaseTx
notconnect 1 guta  auto 1@/18@8BaseTx
connectead 1 a-full a-108 18/188BaseTx
connected 1 a-full a-10@ 18/188BaseTx
notconnect 1 guto  auto 18/18@8BaseTx
notconnect 1 guto  auto 18/18@8BaseTx
notconnact 1 auto  auto 18/18@8BaseTx
notconnact 1 auto  auto 18/18@8BaseTx
notconnact 1 auto  auto 18/18@BaseTx
connactead 1 a-full 1@ 18/ 12@8BaseTx
connectead 1 half 102 1@8/18@BaseTX
connectead 1 a-full a-10@ 12/12@8BaseTx
disabled 1 guto  auto 18/188BaseTx

JA5 el aglamd a8 L LIS gull ¢ Negotiation ) s e Auto a¢dl aeells o2nkll Duplex dls Speed -l dwilly

Duplexdl 5Speed ! iy Interface J) A=

18 |
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Interfaces Name and Type

Today's Most Common Types of Ethernet

Common Speed Alternative Name of IEEE Cable Type,
Name Name Standard Maximum Length
Ethersiet 10 Mbps  10BASE-T 8023 Cappes, 100 m

Fast Ethernet 100 Blbops 100BASE-TX #02.3u Copper, 1040 m
Gigabit Etbernet 1000 Mbps  1000BASE-LX 802 3z Fiber, 5500 1

Gigabit Ethernet 1000 Ml 1000BASE-T B02 Sab Copper, 1040 m

10GigE (Gigabit Ethernet) 10 Ghyps I0GBASE-T 8023 Cappes, 100 m
10GigE (Gigabie Ethernet) 10 Ghps 10GBASE-S B02 3ae Fiber, 400 m

Metworking Madia

. different colors
Connectors

MNICs
Interfaces
Lasers and LEDs

Photoreceptors

Media Physical Frame Encoding Technigque Signaling Methods
Components
Copper cable UTP Manchester encoding Changes in the electromagnetic
; i faeld.
Coaxial Monreturn to zero (MRZ) rechniques
_ . Intensity of the electromagmetic
Connectors ABSEE codes wied with Mult-Level feld b
. Tranaton Level 3 {MLT-3) signaling '
NICs Phase of the electromagnetic
EBAOB
Ports wave.
~ PAMS
Imerfaces
Fiber-optic cable  Single-mode fiber  Pukes of hght A pulse equak 1.
Multimode fber  Wavelength multiplexing usng Mo pulse 1 0.

Multiglesing (OFDM)

Antennas

Wireless Acces points Direct Sequence Spresd Spectriun Radio waves,
[555]
MNICs ¢ )
. Orthogonal Frequency Division
Fadio ;

By-Default s Jxidiaa 15 1S axdiudl Cable I g 58 S Wl o) aliza s Auto-MDIX L s Switches ) 8 dsala &

Enable L Jseza

Switch2960 (config)t interface Enters interface configuration

fastethernet 0/1
mode

Switch2960 (config-if)# mdix auto Enables Auto-MDIX on the
interface

Switch2960 (config-if)# no mdix auto Disables Auto-MDIX on the
interface

m
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VTP

D Gk oo Y (AU (s e oS5 L LumaVLANS 2 and )5l Sl Switch (e VLANS &) e Ul
Trunking

SSID = S 5l Server i 5iS) agdle o) La i Servers A1 g s Access Points I ge 43 cilalasind 4 Trunk )

Interface ) 0158 ¥ s 54 a8 e 5 2 Switches e VLANS I s sie Ul gl a3 a2iiean Trunk )
Trunk <L gl o e ol 5 A

VTP Mode Characteristics

Server All VLAN and VTP configuration changes occur here. The server advertises
settings and changes to all other servers and clients in a VTP domain. (This is
the default mode for Catalyst switches.)

Client Listens to all VTP advertisements from servers in a VTP domain.
Advertisements are relayed out other trunk links. No VLAN or VTP
configuration changes can be made on a client.

Transparent  VLAN configuration changes are made locally, independent of any VTP
domain. VTP advertisements are not received but merely are relayed out other
trunk links, if possible.

Off VLAN configuration changes are made locally; incoming VTP advertisements
are not processed locally, but simply relayed instead.

= Gigoi Gig0i T—
¢ _1k-------._——1r-i-.."

Interfaces Betwesn Switches Named }I
. Gighs2

Uplinks l

And Cizco Recommend to Use Giga Interfaces I
Between Switches TGigwg

And Should be Configured as TRUMK interfaces g ’

VIP-Server{iconfig)#! configure wtp server
VIP-Server (config) #vtp mode server

Device mode already VIP SERVER.
VIP-Server (config) #vtp password cisco

%The VIP password cannot ke set for NULL domain
VWIP-Server (config) #vtp wersion 2
VIP-Server (config) #vep domain kasem.com
Changing VIP domain name from NULL to basem.com

ou e A VLANS A Allow/Deny Jaxi Switches ) g Jal JU- Interface ) s siue e (Sas

ZOI
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VIP-Server (config-if) #switchport trunk allowed wlan 7
WORD VLAN IDs of the allowed VLAENs when this port is in trunking mode
add add VLANs to the current list
all all VLANs
except all VLAENs except the following
none no VLANs
remowe remove VLANs from the current list

VIP-Client (config)#! configure VIF Client

VIP-Client (config) #vtp wersion 2

VIF mode already in VI.

VIP-Client (config) #vtp password cisco

Setting device VLAN database password to cisco
VIP-Client (config) #vtp domain basem.com

Domain name already set to basem.com.

VIP-Client (config)#! the same configuration as Serwver
VIP-Client (config) #vtp mode client

Setting device to VIP CLIENT mode .

VIP-Client (config)#

VIP-Client (config)#! let's try to create a new wlan
VIP-Client (config)#wvlan 10

VIF VLAN configuration not allowed when device is in CLIENT mode.
VIP-Client (config)$#! not allowed in client wversion
VIP-Client (config) g

Client ) Je Jaiil Server ) JeCreate 43 ddle <l W &3a show vign — u=3) Command J) iS5 L 3 jaa
Client Switch I (s siwe le 333 VLAN Y Create dexi 5o (jiajy

Sw-Servergshow vtp status

Device ID

VIP Version capable 1l to 2
VIP wersion running : 2

VIP Domain Name : basem.com
VIP Pruning Mode : Disabled
VIP Traps Feneration : Disabled

: 00e0.5C0&.CEQOD

Configuration last modified by 0.0.0.0 at 3-1-53 00:1€:13

Local updater ID is 0.0.0.0 {(no walid interface found)

Feature VLAN :

VIP Cperating Mode : Server

Maximum VLANs supported locally : 255

Number of existing VLANs : 5

Configuration Rewvision o1

MD5S digest : OxBB 0xSE OxFR 0x83 0xDE OxEB 0x37 0xlC
OxB0 0x1B 0xb0 Ox5% 0x7F O0xEE 0x78 O0xTF

Sw-Servergsh wtp password
VIP Password: 123

VTP Pruning is a feature in Cisco switches, which stops VLAN update information traffic from being
sent down trunk links if the updates are not needed, helps in increasing the available bandwidth by
reducing unnecessary flooded traffic.

Native VLAN

The native VLAN is the one into which untagged traffic will be put when it's received on a trunk port

2
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L ) JS e saal s 055 a3

Sw-Server (config-if)#int g 0/1
Sw-Server (config-if) #switchport mode trunk
Sw-Server (config-if)#switchport trunk native wlan 7
<1-40%4> WVLAN ID of the natiwve VLAN when this port is in trunking mode
Sw-Server (config-if)#switchport trunk natiwve wvlan

Switch 1 Switch 2 Interface
Status - Operation

Dynamic Desirable Dynamic Desirable , Dynamic Trunk
Auto, Trunk

Dynamic Desirable Access Access

Dynamic Auto Dynamic Desirable , Trunk Trunk

Dynamic Auto Dynamic Auto, Access Access

Trunk Dynamic Desirable , Dynamic Trunk
Auto, Trunk

Trunk Access Down

Access Dynamic Desirable , Dynamic Access
Auto, Trunk

Access Trunk Down

g 5 JsY) U5 Y Trunk 2 Interface J) ¢ Mode ) s oaai Wl Switches ) -2 Old Modes s
Cisco = p=lall lay dotlq 48 aadivdy Lala I Encapsulation

Switch(config-if)#int fa 0/1
Switch(config-if)#switchport trunk encapsulation dotlq

Switch(config-if)#switchport mode trunk

22|
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Port Secu

rity

Personal «usyas

) ) el ile — Switch ) g Port “ Interface “ b Jleall gl MAC Address -l ba ) clile
Aa8ll e e - same i 5 Al (5) Janys aleasss PC

10.0.0.0/8

o

.-d/’)

]

Switchishow mac-address-takle
Mac RZddress Takle

Tlan Mac Rddress Type Borts
| 1 0005.7c55.e39d5 DYNEMIC FaDISI
1 0030_a338_3ecd DYNRMIC Fal/s/1

1 00d0. £fbc. 0ab8 DYNAMIC Fal/Z

Static &g 5 s (63 Dynamic s — 4w Jua sidl Sleall g MAC b Interface fa0/3 Jl L i

Switchi{config) interface fastethernet 0,3

Switch{config-if) #switchport mode access

Switch{config-if) !

Switch({config-if)#switchport port-security

Switch{config-if)#! enabling port security

Switchi{config-if)§

Switch{config-if) #switchport port-security?

port-security

Switch({config-if) fswitchport port-security ?
mac-address Secure mac addreass

maHimim Max secure addresses
wvioclation Security wviclation mode
<Cr¥

Switch{config-if)#!
Switch(config-if)#!
Switch{config-if)g!

Switch{config-if) #switchport port-security mac-address ?

H.H.H
sticky Configure
Switch(config-if)#!

438 bit mac address

dynamic secure addresses
switchport port-security
Switchi{config-if)#! switchport port-security
Switch{config-if)#! switchport port-security
Switchi{config-if)#switchport port-security maximom 1
Switch({config-if)f! only ocne pc will connect
Switch({config-if) #switchport port-security viclation

protect Security viclation protect mode
restrict Security wviclation restrict mode
shutdown Security wiolation shutdown mode

as sticky
mac—address H.H.H will assign static
mac—address
mac—address

o

this command mean that i will applying a Security command

mac-address that will assigned to the interface
maximum how many devices will connect through this interface
wiglation the switch action whin anther pc connected

" manual™
sticky will assigned "automstic™
0009 _7c55.e94d45

Switch({config-if)#switchport port-security viclation shutdown
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Switchishow mac-address-table
Mac Address Table

Vlan Mac Address Type Ports
I 1 00059 _Tc55_e3d5 STATIC Fal/3
1 0030.a338_3ecd DYNAMIC Fal/s1
1 0040 _£fbc.0ak8 DYNARMIC Fal/fz
Switch]
Switchi
Switch*shcw pcrt—securityl
Secure Port MaxSecurelddr Currentiddr SecurityViolation Security Action
(Count) {Count) (Count)
Fa0/3 1 1 a Shutdown
Sw:i.tc'hi!shc:w port-security inter fa ".'l_f3|
Bort Security : Enabled
Port Status : Secure-up
Viclation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absnlute
SecureStatic Address Aging : Disabled
Maximum MAC Rddresses =1
Totel MAC Rddresses =1
Configured MAC Addresses = 0
Sticky MAC Addresses = 0
Last Source Address:Vlan : 000%.7CS5.E9D5:1
Security Viclation Count = 0
Switchi#

Use the switchport port-security aging command to enable or disable static aging for the secure

port or to set the aging time or type:

Switch(config-if)# switchport port-security aging { static | time time |
type {absolute | inactivity}]

Parameters for the port-security aging Command

Parameter Description
static Enable aging for statically configured secure addresses on this port.
time time Specify the aging time for this port. The range is 0 to 1440 minutes. If the

time is (), aging is disabled for this port.

type absolute Set the absolute aging time. All the secure addresses on this port age out exactly

after the time (in minutes) specified and are removed from the secure address list.

type inactivity Set the inactivity aging type. The secure addresses on this port age out only if there

is no data traffic from the secure source address for the 5].\0{11]CL| time period.

g2 Al 45 Range Command Gk oe Interfaces 41 JS e Port-Security 4 Configuration (sad (Sas
MAC-Address Sticky 1! 1

show interfaces status > JS&lL ekia Configured MAC-Address ) =lall Miss-Port Config 1l Alls &

Sw(config)# errdisable recovery cause link-flap
Sw(config)# errdisable recovery cause psecure-violation
Sw(config)# errdisable recovery interval 60
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STP

OV Gk oo Layer Two - Data Link & deasy (Sae Il Loop - aihy L3l s — Switch J e By Default Jatin

Glal) Jil 315k e iSH gic

Root Port Alternative Port
; Fa0f2
Falf1
- N

o S
-~ N
// ~
Designated Fort
Fad/1
Root Switch [0 Fa0/2" = a2
Root Port

Designated Port

\'\‘FE'DH Designated Port

MAC I (& sl (liadiae olile — Switch Il el Priority 4 dad Jaded (81 b (e o ymid 2l Root Switch ) uad olile

Address

Switché#show spanning-tree

VLANOOO1
Spanning tree enabled protocol ieee
Boot ID Priority 32785
Lddress 000B_BEBD.SB10O
IThis bridge is the root |
Hellg Time 2 sec Max Rge 20 sec Forward Delay 15
Bridge ID Priority 32785 (priority 32768 sys-id-ext 1)
Lddress 000B_BEBD.SB10O

Hellg Time ZE sec Max BRge 20 sec Forward Delay 15
Aging Time 20

Fec

Iec

Interface Bole| Stz Cost Prioc.Nbr Type
Fal/1 Desg| FWD 19 1z28.1 Pip
Fal/Z Desg| FWD 19 128.2 PZp

Switch(config) #spanning-tree wlan 1 ?
pricrity Set the bridge priority for the spanning tree
root Configure switch as root
<crr
Switch{config)g!
Switch(config)f!
Switch(config)f!
Switch(config)f!
% Unrecognized command
Switch(config) fspanning-tree wlan 1 priority 2
<0-£1440> bridge priocrity in increments of 403&

spanning-tree wlan 1 root " primary or Secondry "

priority walue is more interesting
spanning-tree wvlan 1 pricrity ?

Switch({config) #spanning-tree wlan 1 pricrity 4056

spanning-tree vlan 1 priority " will modify the priority wvalue

Design I JS& A juas JaaSlia

2
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Designated Port Designated Port
Fai/2

A0 N
~

-~
-~
//

-~
RootPort
-~

i el

- FanZ __—-____-————-—-?ao—llf2 'd

Root Port

Root Switch

~
\\

~,
b Designated Port
N Fa01
.

Alternative Port

show spanning-tree  -: Command << Root Switch ) A=

Switchgshow
VLANOOO1

Root ID

Bridge ID

Interface

spanning-tree

Spanning tree enabled protocol ieee

| Priority 4057 |

RLddress O0EQO.FT1D.25C8
This bridge is the root
Hellog Time 2 sec Max Rge Z0 sec Forward Delay 15 sec

Priority 4097 (priocrity 40368 sys-id-ext 1)
Lddress 00EQ.F71D.25C8
Hello Time 2 sec Max BRge Z0 sec Forward Delay 15 sec

Aging Time 20

Bole Sts Cost

Desg FWD 15
Desg FWD 1%

Brioc.Nbr Type

Switch 3} Je 35 50 M VLAN I 28 2 2 5% Priority ) 4ed

Switch({config)#spanning-tree vian & root primary diameter 7

The diameter keyword defines the madmum number of switches
between any two end stations. The range is from 2 to ¥ switches

Switch{config) # spanning-tree
vlan 5 hello-time 4

Changes the hello-delay timer to 4
seconds on VLAN 5

Switch(config) # spanning-tree
vlan 5 forward-time 20

Changes the forward-delay timer to
20 seconds on VLAN 5

Switch{config) # spanning-tree
vlan 5 max-age 25

Changes the maximum-aging timer
to 25 seconds on VLAN 5

Port Fast and BPDU

Guard

&l portfast and bpdu guard - Ju=& Jeais End Devices and Switch o Jea 53 A Interfaces ) e

Clients Interfaces 3! e (« bpdu msg Jiiuy 5l Caay 431 Switch )

BDPU Message - 43l s  Jllé Switch 43 Connected Device ) g« Jalain Switch ) By Default,
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Designated P

ort gASEE
Fa0/2
A Fa0f1 :\
~

Root Switch

r Designated Port

~
~

~

~

~
~
s fe0n

-~
-
/f
Fa0 Root Port ’/
E==e Fal/3 _.-fFaon
Fa0/+ S Fa02”
Root Port

FEDJ’ZH

Alternative Port

Designated Fort

Switch(config)finterface range fast 0/3-5

Use with CAUTION

Switch|{config-if-range) §

Switch|{config-if-range) §spanning-tree portfast

fWarning: portfast should only ke enabled on ports connected to a single
host. Connecting hubks, concentrators, switches,
interface when portfast is enabled, can cause temporary bridging loops.

bridges, etc... to this

(Portfast will be configured in 3 interfaces due to the range command
but will only have effect when the interfaces are in a non—trunking mode.
Switch(config-if-range)g! don't send any bpdu msg on these interfaces
Switch(config-if-range) gspanning-tree bpduguard enzkle
Switch|{config-if-range)g! if you recieved and bpdu msg on these interfaces shutdown them

STP Verification Commands

Description

Command

Displays STP information

Switch# show

spanning-tree

Displays STP information for active interfaces only

Switchf#f show

spanning-tree

active

Displays abbreviated information for all STP instances

Switchf#f show

spanning-tree

bridge

Displays detailed information for all STP instances

Displays STP information for the specified interface

Switchf show

Switchf show

spanning-treea

spanning-tree

interface interface-id

detail

Displays STP information for the specified VLAN

Switch# show

spanning-tree

wlan vlan-id

Displays a summary of STP port states

Switch# show

spanning-trees

Summary

2]
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Election Jl 4ke & agin BPDU msg. 4l Cahy L 5 Switches ) 48 jaiuy ol I < ) Jlail

BUCs (config) #|

BUZEs (config) fapanning-tree mode rapid-pvat
BUZs (config)#! pwvat ———» per vlan Spanning Tree

BUEZs¢show spanning-tree

Hello Time ZE sec

Bridge ID Priority 3278
Address 000z
Hello Time 2 sec
2ging Time 20

VLAMOOO1
| Spanning tree enakled protoccol rstp |
Boot ID Priority 327e59
2ddress 0002 . 4RCT _5RCE

This bridge is the root

Max Age Z0 sec Forward Delay 15 sec

{pricrity 32768 sys—-id-ext 1)

-42C7 _5ACE

Max Age Z0 sec Forward Delay 15 sec

+ Listening
* Blocking
* Disabled

MAC addresses

STP vs. RSTP

* RSTP IEEE 802.1W & STP IEEE 802.1D
* RSTP IEEE 802.1W assumes the three STP ports states

* These states do not forward Ethernet frames and they do not learn

* RSTP IEEE 802.1W places them all into a new called Discarding state.

Features of STP Varieties

Protocol Standard Resources Needed Convergence  Tree Calculation
STP 802.1D Low Slow AlVLAN:
PVST+ Cisco High Slow Per VLAN
RESTP 2021w Medinm Fast AlIVLANs
Rapid PVST+ Cisco Very high Fast Per VLAN
MSTP 802,15, Cisco Medium or high Fast Per instance
28 |
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Ethernet Channel

s e aglS ) Ity agila) e 5 Switches I (o (nlea sia Interface (o SS| gaie s Ala i lgadding
Al (58 STP ) (lile Disable ped Jsera 58S (AU Jaidos W) (s as) 5 Cable O (bl (& (lile
peie e jull mas Jeathy LS5 Interfaces Ul g2 Jexh Channel )

Layer Two High Availability lele slay (Saas

gof=========

&=l Configuration ) & b 3 &l Ethernet Channel 4

- On:Just Enable It

v =g
BUOEsl (config) ginterface range fastethernet 0/1-3
BUEsl (config-if-range) fchannel-group 1 mode on
BUGsl (config-if-range) #

Creating a port-channel interface Port-channel 1

%LINE-S5-CHANGED: Interface Port-channel 1, changed state to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface Port-channel 1, changed state to up

)Y b Restart Ll deas Interfaces ) oo a3 — G Interfaces Ul ged ety — AUl Switch I e 2SI s
Y e a8l 58

- PAGP: Cisco Only

BUDsZ (config) #interface range fastethernet 0/1-3
BUDsZ (config-if-range) #channel-protocol pagp
BUDsZ (config-if-range) #channel-group 3 mode 2

actiwve Enable LACP unconditionally
auto Enable PagP only if a PAgP device is detected
desirabkle Ensble PAgPE unconditionally
on Enable Etherchannel only
passive Enable LACE only if a2 LACPE device is detected
BUDsZ (config-if-range) #! channel-group 2 mode { in pagp there are two modes auto and desirable )

BUDsZ (config-if-range) ! channel-group 3 mode auto
BUDsZ (config-if-range) #channel-group 2 mode =auto
BUODsZ (config-if-range) §

Creating a port-channel interface Port-channel 3

Desirable osS Sl s Auto 2als e Switches J (e S (ediae - 13 IS 555 3 8 Mode lean! 4als 8
Ao pull mad ey laS 5 — Interfaces U ged Jaxy

- LACP: Standard for All Vendors

Switch({config)finterface range fastethernet 0/1-3
Switch(config-if-range) fchannel-protocol lacp
Switch({config-if-range) #channel-group Z mode passive
Switch({config-if-range) £

Creating a port-channel interface Port-channel 2
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Passive 58 QU5 Active sl S Switches ) e ) St (i=dine - b IS5 S mode leanl dala &

Ao pull ad ey JlaS 5 — Interfaces U s Jaxiy

la JSAIL o S

!ﬂr

=

AN Ll ol g PO (A el e Jale 43830 STP Il agilis L ol g

BUGs§show spanning-tree

This bridge
Hello Time

Bridge ID Priority
Eddress

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority
Rddress

32705

is the root
Z2 sec Max Rge Z0 sec Forward Delay 15 sec

327€% (priority 32768 sys-id-ext 1)

Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
Aging Time 20
Interface Fole Sts Cost Frio.NMbr Type
Pol Desg FWD 2 128.25 Shx
BUGsE
BUGsg#show etherchannel
Channel-group listing:
Eroup: Z
EFroup state = LI
Ports: 3 Maxports = 16
Port-channels: 1 Max Port-channels = 1&
Protocol: LACE
Mode Protocol Description
Auto PAgP Sets the interface to respond to PAgP negotiation packets, but the

Desirable PAgP

Cn EtherChannel

Active LACP

Passive LACP

interface will start negotiations on its own.
Sets the interface to actively attempt to negotiate a PAgP connection.

Forces the connection to bring all links up without using a protocel to
negotiate connections. This mede can only connect to ancther device
that is also set to on. When using this mede, the switch does not
negotiate the link using either PAgP or LACP.

Sets the interface to actively attempt to negotiate connections with

other LACF devices.

Sets the interface to respond to LACP data if it receives negotiation
requests from other systems.
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Switch Password Recovery

config.text

10/100/1000 ports RJ-45 console port ﬁt;\:;réztmem
Mode button and switch LEDs USB mini-Type B (console) port St

USB Type A port

file & Wil NVRAM JI & Configuration -l Save Jexy (e Switch 4! | Router J (e alida g ga gall

Flash J clalael Je Glay glile |5 pall (8 i 50 A Mode Button e bt Password -l Reset Jeai oliile

Console Jua g (5585 2 3Y asha g | aedly ie Simulation @l _» olile Real Device e o 12 2 3Y

4Ll Commands ) iy 1S any

e switch
e switch
e switch
- 13 drwx
- 11 -rwx
- 18 -rwx

= switch
= switch

: flash _init -> to Prepare Flash
:load_helper
: dir flash: = list all Flash Files

192 Mar 01 1993 22:30:48 ¢2960-mz-124-0.0.53
5825 Mar 01 1993 22:31:59 config.text
720 Mar 01 1993 02:21:30 vlan.da

Boot Jezu 525 Ignore 4d Jaxy lile Configuration I 4 ¢ ai L caldl Rename < gy Jasia

: rename flash:config.text flash:config.text.old
: boot

= Switch>enable
= Switch#rename flash:config.text.old flash:config.text
= Switch#copy flash:config.text system:running-config

4 Jaai s Running-config -l Jasi s yai glile apial) 4y Bl aa yig U Rename Jexia 105 aay

MMJWUM‘AWMMS‘A\ Password J! «a ¢ 5 show dmui\
w5 Js) (» Save Ll Jexis New Configuration Jaxd
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Multi-Layer Switch

Core
Network

Aggregation
Network

Access

=0, i ggﬁ@@ [ DG LG &

SS5s5 S55S 55

Links Nodes

—100 GE = 10 GE = 1 GE L3 Switeh == L2/L3 Rack Switch ﬁampunng Server
s

Layer—3 (config) #int fa 0/1
Layer-3 (config-if) #no switchport
Layer-3 (config-if) #ip address 10.0.0.1 255.0.0.0
Layer-3 (config-if)#
Layer—3 (config—if) #exit
Layer—3 (config) #ip routing
Layer—3 (config) #router ?
bgp Border Gateway Protocol (BGFE)
eigrp Enhanced Interior Gateway Routing Protocol (EIGRE)
ospf Open Shortest Path First (OSPF)
rip Routing Informgtion Protocol (RIP)

JS e L) B3a LSy mia g 58 La () IP Wiels Interfaces ) (ad )36 il Layer-Three Switches ) (8 Al < jaaal) (30
Routing I & il

llas Jaidi 423l (Lie |P Routing gl 1Y) @&k o= Routing ) 4xalal Enable Jexi o 3Y daill Models I 8

Internst Line 1’-]
l
Remota Netwaork -01 BR-01 Core Switch Firewall
= - = for Routin As Gateway
.,_______‘._ﬁ
Remote Network -02 BR-02 +

r—— —

- 2 S -—-— o

- T “» A \‘
= ’ Internet Line 2 i,’
Internal LAN

il a8 Internal Network ) a3 glie Default Routing<Static 4 Enable Jess 12 Lab 1 (& cas (Sas
Remote Networks 4l ge Jaal s s las g s yi)
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DHCP Snooping

dexly Un-Trust 0sSa Bl s o Trust Interface 2 0sSe 43 G2k o= DHCP Spoofing and Starvation ) g

Offer, Ack J Lea I Jia 55 L3l ;e DHCP Server Packets -l Drop

- A . A
Fa0 Fa0/1 Fa0/2 Fad

Faldi3
Un-Trusted DHCP Server Trusted DHCP Sarver

Fal

F o
DHCP Client

SW-Snoop (config) $ip dhep snooping
SW-Snoop (config-if) #interface fa 0/2
SW-Snoop (config-if) §ip dhcop snooping trust
SW-Snoop (config-if) #ip dheop snooping limit
<1-20428> DHCP snooping rate limit
SW-Snoop (config-if) #ip dhep snooping limit
SW-Snoop (config) f#ip dhep snooping vlan 72
WORD DHCP Snooping wlan first number or
SW-Snoop (config) f#ip dhep snooping vlanm 1

rate 7
rate €

wlan range, example:

1,3-5,7,5-11

DAI

VLAN ) (5 siwe e (g2 Feature I Enable Jexi (S (Sae Wil Command A & of aadlia

ARP Request <y kea ¢l e 0l s ARP Spoofing ) leas sty Dynamic ARP Inspection

51 (config)# ip arp inspection wvlan 10

2l ({config)# interface fal/24

51 (config-if)# ip arp inspection trust

Sl{configl# ip dhcp snooping
Sl{config)# ip dhcp snocoping vlan 10
81 {config)# ip arp inspection vlan 10
81 ({configl# interface fal/24
Sl {config=if)# ip dhcp sncoping trust

Sl{config=if)# ip arp inspection trust
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Sl({config)# ip arp inspection validate ?
dst-mac Validate destination MAC address
ip Validate IP addresses
src-mac Validate source MAC address
Sl (config)# ip arp inspection wvalidate src-mac
Sl (config)# ip arp inspection validate dst-mac
Sl{config)# ip arp inspection wvalidate ip
Sl(config)# do show run | include validate
ip arp inspection wvalidate ip
51 (config)# ip arp inspection validate src-mac dst-mac ip
Sl(config)# do show run | include validate
ip arp inspection wvalidate src-mac dst-mac ip

51 (config)#

SPAN

Interface or VLAN e (e 522 U Traffic I Mirror Jass cn e Ual o aaaiusy Switch Port Analyzer
U Interface e Adwi4ie 23U

Jexi yle &bl o) New Firewall Performance - Test Jaxi (p e Wil 5l Recording VOIP Calls Al & aadi
Wireshark 4! e Traffic ! Analysis

Remote Switch ¢ sSs (Ses s Switch ) uséi e Destination ) ¢ sSs (Sas

Edge A= (s Core Switch I (e aleat &lil Juady

SPAN & RSPAN

= SPAN {or Local SPAN or Part + RSPAN (Remote SPAN) allows you o
SPAM) refiers to the Source capture traffic on ona switch and send
and Destination Paorts being on it over a “Remote VLAN® to a remote
the same switch. switch that has the Destination Port.

SPAN-5W (config) # |Configure SPAN Session Numner
SPAN-5W (config) #monitor session 7
=l-g&> SPAN session ID
SPAN-SW (config) #monitor session 2 72
destination SPAN destination configuration
source SPAN source configuration
SPAN-5W (config) #monitor session 2 source 7
interface SPAN source or destination interface

remote REPRN
wlan SPEN source or destination VLAN
SPRAN-5W (config) #fmonitor session 2 source vlan 5 , 7
<1-1005=> SPAN VLAN ID
SPAN-5W (config) fmonitor session 2 source vlan 5 , 7

<l-1005> SPAN VLAN ID
SPRN-5W (config) fmonitor session
SPAN-5W (config) fmonitor session
SPAN-5W (config) fmonitor session

source wlan 5
destination inter
destination interface £a 0/10

[
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PoE

) 0583 6 3Y s Twisted Pair Cables ) ¢ 5i: 4 Pin 4l J3a e Power ) dsa ss POwer Over Ethernet
Enable L J sexs (52 Araldll By-Default — 2 raldl) ac xiy Switches

Access Points, Camera, Finger Machines 3 ¢ g adiiu

RJ-45

Nr. de pin| Identif. | Color

Tx+
Tx -

Rx+
PoE -
PoE -
Rx -
PoE +
PoE +

W |~ v B W N e
UL IR
N N
N

I& N

EoE-SWiconfig-if) #interface £a 071
EoE-SWi{config-if) fpower inline auto

OS5 Cisco g« compatible s el Model Al Detect Joxy yo8n 4lia gis dals A& 51 — 1o JSGW Interfaces ) ek
Maximum and Used Power Watts - cuaw

S 8 4l 5 aY) — Jaidi glile 43 38 Power 4alise Leloa gia (15 eal) @lily 22l Glil g dagall cilalall (1
3 pall A i gala (5530 2] e Jia 58 (Saa Buaall g Ol 5 15,4 2l ae iy

<S5y Interface I (e Jaxi )i il Y1 (8 i jle )

SW (config-if) # Power inline auto -> Enable POE on the Interface

SW (config-if) # Power inline never - Disable POE on the Interface
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Routing: -

® Direct Connect

® Static Route

e Show Version

e EIGRP - OSPF

® [nter—VLAN

® Router Password Recovery
e ACL

o NAT

® Router Service

DHCP, Syslog, NTP
CDP, SNMP, NetFlow

e High Availability

e |OS Value Explain
® Automatic Save

e VPN

® |Pvb

e BGP

® GNS3

e SSH
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Routing

W@M\&Jﬂ\ﬂ-@@hﬁd\ Q\Sg‘ﬂ\w—uchaRoutersJ\lngﬁﬁ\ﬁé:\L}

<D Interface Jl e 4dlise 4805 (40 |P 2aLn Router Jl e Interface JS

Typical show Commands and the Information Provided

IRﬂuterI show flashl |Rﬂuteri show i.nterfa:el
RAM I [ NVRAM I Flash l

Internetwork Operating System
Backup ‘Operating Interfaces
Programs Active Tables Configuration Systems
Configuration |  and Buffers File
File

Router# show processes CPU Bouter# show memory

Router# show protocals Bouter# show stacks
Routerd# show buffers

Router# show run.n:in.g-c\:mf.igl Router# show startup-config

— Bootstrap Load bootstrap

— Cisco

Internetwork Locate and load
—»|  Operating operating system

System
A
> Locate and load
Configuration configuration file
> File or
enter "setup" mode
_) p

Direct Connect

%

Fadf1
Fao/o

172.16.0.0/16 10.0.0.0/8

Fa0/1

[:] 'FE'DI 1 Fan/2 Fal
_}F}aD Fal,2 bs

l
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BUGs-HQ (config) #interface fastethernet 070
BUGs-HQ (config-if) fno shutdown

BUGs-HQ (config-if)
SLINE-S5-CHRMNGED: Interface FastEthernet0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/0, changed state to up
BUGs-HQ (config-if) #ip address 172.16.0.1 255.255.0.0

BUGs-HQ (config-if) §

BUGs-HQ (config-if) finterface fastethernet 0/1

BUEs-HQ (config-if) #no shutdown

BUGs-HQ (config-if) §
$LINE-5-CHARMGED: Interface FastEthernetl/1l, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/s/1l, changed state to up

BUGs-HQ (config-if) #ip address 10.0.0.1 255.0.0.0
BUGs-HQ (config-if) §

BUZs-HQ¢#show ip route
Codes: C - connected, 5§ - static, I - IERPF, R - RIF, M - mokile, B - BEP
o - EIGRP, EX - EIGRF externsl, O - O5PF, I& - O5PF inter area
N1 - OS5PF MN55LX external type 1, W2 - O5PF NESL external type 2
El - OSPF externzl type 1, EZ - QOS5FF externzal type Z, E - EGPF
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-2Z, ia - I5-I5 inter area
* — pandidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

GFateway of last resort is not set

c 10.0.0.0/8 is directly connected, FastEthernet0/s1

c 172.1€.0.0/1¢€ is directly connected, FastEthernet0/0
BUZs-HQ#! routing table

BUEs-HQE! C mean Direct Connect

Static Route

e dims e 5 Ll le (e gl )l AS0d 8 ()5S () olina 1o
4ielh Packet ) adde s M aaaall 5y 5kl 4 4 Router 4 s = (I sa Static I

= Static Route Types- :
- Standard static route - Default static route
- Summary static route - Floating static route

=z rop 17.0.0.0/30 ;
L —_— 'fl‘"m‘i

Fa0/1 Fa0/1

Ly

192.168.1.0/24 Fal/1 Fad/1 10.0.0.0/8

Fa0/2 Fa0/2

=]

Fal

: J
—

(7

39 |




CCNA 200-301 | Practical Book

BUZs-HQLl (config) #interface fastethernet 070
BUEs-HQ1 (config-if) §no shutdown

BUGs-HQL (config-if) §

SLINE-5-CHANGED: Interface FastEthernetl/0, changed state to up
ipi

BUZs-HQLl (config-if) §ip address 17.0.0.1 Z55.Z55.255.252
BUGs-HQL (config-if) §

BUOEs-HQ1 (config-
BUOEs-HQLl (config-if) fno shutdown

ginterface fastethermet 0/1

BUEs-HQ1 (config-if) §

2LINE-S5-CHARNGED: Interface FastEthernetl/l, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed state to up
BUZs-HQLl (config-if) #ip address 152.168.1.1 255.2Z55.255.0

BUGs-HQL (config-if) §
BUOEs-HQ1 (config-if) exit

BUEs-HQZ#show ip route

Codes: T - connected, 5 - static, I - IGRP, B - BRIP, M - mokile, B - BEP
Ir - EIGRP, E¥ - EIGRP external, O - O5BF, IA - O5PF inter area
N1 - OS5PF WS5Z externzl type 1, MZ — OS5PBF NS5A externzl type 2
El1 - OSEF external type 1, EZ - O5PBF externzal type 2, E - EEPE
i - IS-I5, L1 - IS-IS level-1l, LZ - I5-IS5 lewvel-Z2
* — pandidate default, U - per-user static route, o - QDR
B - periodic downloaded static route

ia - I5-I5 inter area

r

Fateway of last resort is not set

c 10.0.0.0/8 is directly connected, FastEthernet(0/1
17.0.0.0/30 is subnetted, 1 subnets
c 17.0.0.0 is directly connected, FastEthernetd/ 0

BUZs-HOZE! only two networks | but on Desigh we have three

BUEs-H{l (config)#! now configure Static route

BUZs-H{l (config)#! the network that routerdoesn't know then how to reach it { nest Hop )
BUGs-HQl (config) #ip route 10.0.0.0 255.0.0.0 17.0.0_.2

BUZs-HQl (config) £ ! command Missed Network the next hop

BUGE—HQl{cnnfigj{

BUEs-HQZ (config) ! configure Static Route
BUOZs-HQZ (config) #ip route 132 _168.1.0 255.255_255.0 17.0.0.1
BUEs-HQZ (config) §

. Interface  IP J1 585 Next Hop ) (Ses Static Route I 4

BUGs-HQZ&show ip route
Codes: C - connected, I - IGRE, B - RIF, M - mobile, B - BEE
D - EIGRP, EX - EIGRF externsl, O - O5PF, IZ - OS5PF inter zrea
N1 - OSPF M55SR externsl type 1, MZ - O5FF NS5A external type 2
El - OS5PF external type 1, EZ - 0OS5EF externzl type Z, E - EGPE
i - IS-I5, L1 - I5-IS5 lewvel-1l, LZ - I5-IS lewvel-Z, ia - IS-IS5 inter aresa
* — candidate default, U - per-user static route, o — OOR
P - pericdic downloaded static rzoute

Fateway of last resort is not set

c 10.0.0.0/8 is directly connected, FastEthernetl/s1
17.0.0.0/30 is subnetted, 1 subnets

c 17.0.0.0 is directly connected, FastEthernet0/0

5 152.168.1.0/24 [1/0] wia 17.0.0.1

BUEs-HQZ#! 1 Mean Metrie |

Metric = How Routing Protocol Calculate Best Path
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— RIP: Hop count

- IGRP - EIGRP: Bandwidth (used by default), Delay (used by default), Load, Reliability, MTU
- IS-IS - OSPF: Cost (Bandwidth (Cisco’s implementation))

- BGP : Path Attributes

Admin Distance = Routing Protocols Default Value

Route Source Default Distance

Connected interface o
Static route 1
EIGRP summary route 5
External BGP 20
Internal EIGRP an
IGRP 100
0OSPF 110
1818 115
RIPv1, RIPv2 120
External EIGRP 170
Internal BGP 200
Unknown 255

Default Route

A (gl Caaly e L) e Uy 5 Sall L Static ) (e e uiay
<licliy Next Hop I ¢ led daa 53 )38 mask Subnet b 4S8 s (22 0.0.0.0 0.0.0.0 = leie = 52y L

s sale

IPV6 e 51 daddiina 82058 5 Next-Hop ) Jx Traffic Al z _asS Exit Interface ) p2aiud (Saa
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Show Version

Router#show version

Cisco 10S Software, C1900 Software (C1900-UNIVERSALK9-M), Version 15.1(4)M4, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.Compiled Wed 23-Feb-11 14:19 by pt_team

ROM: System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (fcl)
Ccisc01941 uptime is 22 minutes, 53 seconds

System returned to ROM by power-on

System image file is "flash0:c1900-universalk9-mz.SPA.151-1.M4.bin"

Last reload type: Normal Reload

Cisco CISCO1941/K9 (revision 1.0) with 491520K/32768K bytes of memory.
Processor board ID FTX152400KS

2 Gigabit Ethernet interfaces

DRAM configuration is 64 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

249856K bytes of ATA System CompactFlash 0 (Read/Write)

Configuration reqgister is 0x2102

Clalall i had b 358 ) Jsaall 8 s Device oo S il slaa @l jahy s Sissn dualall Lagall el 5Y1 (1
oS Leie il a3 5 55 6 Y () dageal)

¥ Y5 Enabled — In-use Ja oS5 Sleall e 5a5a 50 I License J ce cila sbaa ity GleS

License Info:

License UDI:

Device# EID SN

*0 CISCO1941/K9 FTX1524WVWO—

Technology Package License Information for Module:'cl900!

Technology Technology-package Technology-package
Current Type Next reboot

ipbase ipbasek9 Permanent ipbasek9

security None None None

data None None None
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Dynamic Route

Evolution and Classification of Routing Protocols
OSPFv2 RIPv2 RIPng
BGPvE &
EGP IGRP RIPv1 1515 | EIGRP | BGP ‘ OSPFv3  I5-15vE
| | | | | | | |
T T I
1991 1994 1997
1982 1985 1988 1990 1992 1995 1999 2000
Interior Gateway Protocols Exterior Gateway Protocols
Distance Vector Routing Protocols Link State Routing Protocols Path Vector
Classful RIP IGRP EGP
Classless RIPv2 EIGRP OSPFv2 1S-I1S BGPv4
EIGRP for I1S-1S for
IPvE RIPng Py OSPFv3 Py MP BGP-4 (IPvE)

Aaliaall IS Jua ¢ 2 Jad ) Protocol I 4el Database I ik oo 5 aielly SIS e law Router JS
4cly Update JI (& oS5 Js¥) A A Implementation J) (8 ¢! sw Jee 44 yha 4 Protocol JS - earn

EIGRP Bonus

' ; EIGRP 11
172.16.0.0f16 Fa0/2

Fa0/1

—
=
.2? Faop 17.0.0.0/30

~
re
'FanD?l

192.168.1.0/24

IP’s Jlsinterfaces Al lavai dals J

BUEs-1{config) finterface fastethernet 070
BUEs-1 {config-if) #nc shutdown

BUEs-1{config-if) #

$LINE-5-CHANGED: Interface FastEthernetl/0, changed state to up
BUEs-1{config-if) $ip asddress 17.0.0.1 255.255_255_252

BUGE3-1 ({config-if) #interface fastethernet 071

BUEs-1 {config-if) fno shutdown

BUG3-1 (config-if) #

SLINE-5-CHANEED: Interface FastEthernet0/1, changed state to up

§LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/s1,

BUGEs-1l{config-if) #ip address 172.1&.0.1 Z55.255.0.0

changed state to up

a3 |
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BU=s

—Z (config) #interface fastethernet 0/0
BUGs-2 (config-if) #éno shutdown

BUEs-2 (config-if) ¢

%LINE-5-CHANGED: Interface FastEthernet0/0, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/0, changed state to up
-2 {config-if) #ip address 17.0.0.2 Z55.255.255_252

BUGs-2 (config-if) #interface fastethernet 0/1

5—Z (config-if) #no shutdown

BUEs-Z (config-if) §
SLINE-S5-CHRENGED: Interface FastEthernet0/1, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetls1l, changed state to up

BUEs-Z2 (config-if) §ip address 132 _168.1.1 255_255_255.0

uany e dlaie I Routers IV IS e <l 0 5 2 3Y o8 5 a5 AS Lean) EIGRP Il 2 aals &

BUOEs-1(config)§! let's Configure EIGREP with A5 11
BUZs-1 {config) §router eigrp 11

BUZs-1 {config-router) fnetwork 17.0.0.0

BUZs-1 {config-router) fnetwork 172.16.0.0

BUZs-1 {config-router) §

BUEs-1 ({config-router) fno auto-summary

BUZs-1 (config-router) §

-2 (config)$! let's configure EIGEPF with 25 11
BUGs-2 (config) §router eigrp 11
-z

{config-router) fnetwork 17.0.0.0
BUEs-Z2 (config-router)

2DUAL-5-NBERCHANGE: IP-EIGRP 1ll: Neighbor 17.0.0.1 (FastEthernet0/0) is up: new adjacency

{config-router)#! zutocmatic update

{config-router) #fnetwork 19Z.1€8.1.0

BUE=s-Z (config-router) fno auto-summsry

BUGs-Z (config-router) §

SDUAL-5-NBERCHRNGE: IP-EIGRP ll: Neighbor 17.0.0.1 (FastEthernetl/0) resync: summary confiigured

-z
-z

dima Cases ! Disable s Enable 4d Uke ¢l su Auto-summary U 4wl

BUGs-lfshow ip route
Codes: C - connected, 5 - static, I - IGRPF, R - RIPF, H - mokile, B - BEP
D - EIGRP, EX - EIGRF externzl, O - O5FF, IZ - OSPF inter ares
Wl - OSPF M55SR external type 1, N2 - OSPF NS5R external type 2
El - OSPF external type 1, EZ2 - O5PF external type Z, E - EEP
i - I5-I5, L1l - I5-I5 lewvel-1, LEZ - IS-IS lewvel-Z, ia - I5-I5 inter area
* — pandidate default, U - per—-user sStatic route, o - QDR
P - pericdic downloaded static route

Fateway of last rescrt is not set

17.0.0.0/30 is subnetted, 1 subnets

c 17.0.0.0 is directly comnected, FastEthernet0/0

C 172_.16.0.0/16 is directly connected, FastEthernet0/1

[+] 132.168.1.0/24 [30/30720] wia 17.0.0.2, 00:04:10, FastEthernet0/0
BEUZ=-1% Metric/ RZdmin Distance
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EIGRP Different AS — How can Co

mmunicate?

As 11
A5 17
£
~ze
/"L—.t Fao/i™
100.0.0.0/30 ,f \.\ 17.0.0.0/30
-~ N
,/ ~
BR-2 ot Fa0/0 Fa0/ 1l 2L BR-1
5
Fal/1 Fal,0
192,168.1.0/24  Fa0/1 Falfl  10.0.0.0/8
Fal Fa0/2 Fal/2 Fa0
— _—

Jl Configuration 2 (L Ua 35 W s ) EIGRP Configuration 3! S5 Interfaces IP’s J) &l gha Jasia

HQ s A o= & A Router

BUGs-HQ (config-router) fnetwork 100.0.0.0
BUZs-HQ (config-router) §
IP-EIGRP 17:

FUGs—HQ{CcnfigJ#rcuter eigrp 17

®DUAL-5-NBRCHRNGE : Neighbor

BUEs-HQ (config-router) §noe auto-surmary
BUZs—-HQ (config-router)

100.0.0.1 (FastEthernet(/0) is up:

new adjacency

®DUAL-5-NBRCHRNGE: IP-EIGRP 17: Neighbor 100.0.0.1 (FastEthernet0/0) resync: summary configured
BUEs-HQ (config-router) router eigrp 11

BUGs-HQ (config-router) §network 17.0.0.0

BUGs-HQ (config-router) §

%®DUAL-5-NBERCHRNEE: IP-EIGRP 1l1: Neighbor 17.0.0.1 (FastEthernet0/1l) is up: new adjacency
BUGs-HQ (config-router) §no suto-summary

BUGs-HQ (config-router)§

%®DUAL-5-NBERCHRNEE: IP-EIGRP 11: Neighbor 17.0.0.1 (FastEthernet0/l) resync: summary configured

BUEs-HQ{config) §! Now Configure Bedistribution
BUEs-HQ (config)#! A5 11 redistribute in 17 and 17 will redistribute in 11
BUGs-HQ (config) #router eigrp 11
BUEs-HQ {config-router) redistribute eigrp 17
BUEs-HQ {config-router) §router eigrp 17
BUGs-HQ (config-router) fredistribute eigrp 11
BUEs-HQ {config-router) £
BUEs-HQ {config-router) §
Branch ¢! A=
BUGs-BRZ#show ip route
Codes: C - connected, 5 - static, I - IGRPF, B - RIF, M - mokile, B - BEF
| 0 - EIGRF, EX - EIGRFE externalJ O - OSPF, IR - COS5PF inter area
Nl - OSPF NSS5A external type 1, N2 - OS5PF NS5S5A external type Z
El - O5PF externzal type 1, EZ - O5PF externzal type Z, E — EGPE
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-Z, ia - IS5-I5 inter aresa
* — candidate defsult, U - per—-user static route, o - QDR
P - peripdic downloaded static route
Fateway of last resort 1s not set
D EX 10.0.0_.0/8 [170/793€0] wi=s 100.0.0_.2, 00:00:58, FastEthernet0/0
17.0.0.0/30 is subnetted, 1 subnets
D EX 17.0.0.0 [170/537e0] wia 100.0.0.2, 00:00:58, FastEthernet0/0
100.0.0_.0/30 is subnetted, 1 subnets
c 100.0.0.0 is directly connected, FastEthernet0/0
c 152.168.1.0/24 is directly connected, FastEthernetd/1
BUE=-BREE
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OSPF

=l
&=
Fa0) Ly
VAN 100.0.0.0/30
40.0.0.0/30 // \\
// \\
Fa/1,
== ‘ﬁ——_______ﬁﬁxﬁf/ ﬁﬁﬁiﬁH Fa0f1 Fa0/1
Fa0/1 Fa070 =] | '-1.—-—_‘,_’
lﬁwl 192.168.1.0/24 enlo |
10.0.0.0/8 Fa0/2
\Fs0 \Fa0
—{ ; 4

OSPF - Configure 1S 205 laa (3l Interfaces ! Configuration Jexia

BUGz-BR1 (config) §router ospf 1

BUZ3-BRl (config-router)#! process IP

BUEs-BR1 {config-router) §router ospf 1

BUZs-BRl (config-router) #! process ID

BUZs-BR1 (config-router) fnetwork 13Z2_.168.1.0 0.0.0.2Z55 area 0
BUEs-BRl (config-router) ! Wild Card
BUSs-BRl (config-router) §bnetwork 40.0.0.0 0.0.0.3

% Incomplete command.

BUEs-BRl (config-router) fnetwork 40.0.0.0 0.0.0.3 area 0
BUGs-BR1 (config-router) §

Js25 Wildcard es! S 4als 5 Process ID lgas! dala 4

BUGs-HQ (config) #router ospf 2

BUEs-HQ (config-router) #network 40.0.0.0 0.0.0.3 ares 0
BUGs-H( (config-router) #network 100.0.0.0 0.0.0_.3 area 0
BUEs-HQ (config-router)

BUGCs-HQ (config-router)

00:20:26: %0SPF-5-ADJCHG: Process 2, Nbr 100.0.0.1 on FastEthernet(/0 from LORDING to FULL, Loading Done

BUGs-BRZ (config) §router ospf 5

BUEs-BRZ {config-router) fnet 100.0.0.0 0.0.0.3 area O

BUE=s-BRZ (config-router)fnet 10.0.0.0 0.

00:20:22: %05PF-5-ADJCHG: Process 5, Nbr 100.0.0.2 on FastEthernet0/0 from LORDING to FULL, Loading Done
255_255_255 area 0

BUG=s-BRZfshow ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mobkile, B - BGE
D - EIGRP, EX - EIGRP externzl,[0 - OSPF] IR - OSPF inter area
W1 - Q5PF H552 external type 1, WZ - OSPF N55R external type 2
El - O5PF externzl type 1, EZ - O5PF externmsl type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, Lz - IS-I5 lewvel-Z, ia - I5-IS5 inter area
* - candidate default, U - per-user static route, o - OCR
P - periodic downloaded static route

Gateway of last resocrt is not set

c 10.0.0.0/8 is directly connected, FastEthernet0/1
40.0.0.0/30 is subnetted, 1 subnets
0 40.0.0.0 [110/2] wvi= 100.0.0.2, 00:05:21, FastEthernet0/0
100.0.0.0/30 is subnetted, 1 subnets
c 100.0.0.0 is directly connected, FastEthernetl/0
0 152.1€8.1.0/24 [110/3] wvia 100.0.0.2, 00:05:21, FastEthernet0/0
BUGs-BRZE

Show ip protocols 4«w/Command -4
Yl cuas (ie Routing Table A glie Router 1 (Je (o s 50 S Routing Protocols ) JS (Jusy

Best Routing Protocol s 1 o« Admin Distance 4 & J&Y)
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BUGs-BRZgshow ip protoccols
Routing Protocol is "ospf 5™
Cutgoing update ilter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 100.0.0.1
Humber of areas in this router is 1. 1 normzal 0 stubk 0 nssa
Maximum path: 4
Routing for Networks:
100.0.0.0 0.0.0.23 area 0
10.0.0.0 0.255.255.255 area 0
Bouting Information Sources:

Cateway Distance Last Update

100.0.0.1 110 00:07:38

100.0.0.2 110 00:07:44

13z2.1¢8.1.1 110 00:08:03
Distence: (default is 110)

BUGs-BRZf#show ip ospf 7

<1l-85535>»
border-routers

Process ID number
Border and Boundary Bouter Information

database Database summary
interface Interface information
neighkbor MNeighbor list
virtual-links Virtual link information
<gr>

OSPF Multi Area

Area 1
Area 2 Area 0
2 l‘”‘}-"‘—-L Faojo Fan,fn:i 1
40.0.0.0/30 . o
al
Fa0/1
Faf1 Fa0/1
Fa0/2
Fal/2 a0,
Fa0 Fa
= _J
s
—
P—
10.0.0.0/8 172,16.0.0/16

Area 0 “ back bone area agin b Jlile Lguany b giia ISl — Lialad) L 5 ) Configuration 4 Jazi le 2 s

BUEs-1 (config) #router ospf 2
BUGs-1 (config-router) fnetwork 40.0.0.0 0.
BUGs-1 (config-router) fnetwork 10.0.0.0 0.
BUEs-1 {config-router) §
BUGEs-1 (config-router) §

0.0.3 ar
Z55.2

55.255.

L"g.'al.ﬂ\ Router 4! &c B y<all (i

BUGs-l§show ip rou
Codes: T - connected, 5 - static, I - IGRPF, B - BIF, M - mokile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSBf, I& - OSPF inter ares
1 - OSPF WS5AR external type 1, WZ - OSFEF N33R external type 2
El - OSPF external type 1, EZ - O5PF externzl type Z, E - EGP
i - IS-I5, L1 - I5-IS lewel-1l, Lz - I5-I5 level-Z2, ia - IS5-I5 inter aresa
* — pandidate default, U - per-user static route, o — ODR
P - perindic downloaded static route

Fzteway of last resort is not set

c 10.0.0.0/8 is directly connected, FastEthernetd/s1
40.0.0.0/30 is subnetted, 1 subnets
40.0.0.0 is directly connected, FastEthernet0/0
0 Iz TF.lE.0.0!lE [110/2] wvia 40.0.0.Z, 00:00:42, FastEthernet0d/0

“
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I Sle A6 (585 a Y 5 V) Galaal 4 (58508 3 5 Dead s Hello ) W 5 Lese @llly a3l 5 5Y ) dagal) cilaladl (e

Neighbors

Rl (config)# interface serial 0/0/0

Rl {config-if)# end

Rl (config=-if)# ip ospf hello-interval 5§
Rl (config=-if)# ip ospf dead-interval 20

Topology ) gl DR ) s& (2 daais LeIDA (4

Rl{config=if)# ip ospf priority 200

El{config)# interface gigabitethernmet 0/0

RZ(config=if)# dip ospf priority 100

EZ {config)# interface gigabitethernmet 0/0

LSUs Contain LSAs

Type | Packet Name Description
1 Hello Discovers neighbors and builds adjacencies between them.
2 DBD Checks for database synchronization between routers.
3 LSR Requests specific link-state records from router o router.
4 LSU Sends specifically requested link-state records.
B LSAck Acknowledges the other packet types.
LSA Type Description
1 Router LSAs
The acromyms LSA and LSU are 2 Metwork LSAs
often used interchangeably.
Jord Summary LSAs
An LSU contains one or more
LSAs. 5 Autonomous System External LSAs
LSAs contain route information 6 Multicast OSPF LSAs
for destination networks.
7 Defined for Not-So-Stubby Areas
LSA specifics are discussed in
CCMP. 8 External Attributes L SA for Border Gateway Protocol (BGP)
9,10, 11 Opaque LSAs

Multicast Routing Protocols IP Addresses

Protocol IPv4 IPv6E

EIGRP 224.0.0.10 |FF02::A/16

OSPF 224.0.0.5 |FF02::5/16

OSPF DR 224.0.0.6 |FF02::6/16
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Inter VLAN

Uam aa 5alSh o e 5 VLAN 1S gaie o)) laliaa

= VLAN 10 —> 192.198.1.0/27
;fLAN 20 > 192.168.1.32/27
Faofo VLAN 30 —> 192,168, 1.64/27
VLAN 40 > 192.168.1.96/27

! A 0 Fa0/2 VLAN 10 pag [
g FaD Fa/s 3

s Fa0/3 2

Fa0

VLAN 30 D sn—
F _—

Adlida VLAN = 4k ja 35 IS5 Sub - ( Virtual ) 1 Physical J aséa 2 Sub-Interface J«=ia Router ) e

Bouter (config) #interface fastethernet 070

Router {config-if) fno shutdown

Router {config-if) fexnit

Bouter (config)$! Configure Sub Interface

Bouter (config) $interface fastethernmet 0/0.10

Router {config-subif) #

$LINE-5-CHANGED: Interface FastEthermet0,/0.10, changed state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/0.10, changed state to up

Router {config-subif) #no shutdown

Router {config-subif) ! Confiqure Encapsulation mode

Router (config-subif) fencapsulation dotlg 10

Router (config-subkif) #ip address 1592 _168_.1_.2 Z55_Z55_255_224

Bouter (config-subif) §

Bouter (config-subkif) #interface fastethernet 0/0_Z0

Bouter (config-subif) §

2LINE-5-CHANEED: Interface FastEthernet0/0_.20, changed state to up

(LINEPROCTO-5-UFDOWHN: Line protocol on Interface FastEthernetl/0_.20, changed state to up

Router (config-subkif) fno shutdown

Router (config-subif) fencapsulation dotlg Z0

Router (config-subif) #ip address 152 _.168.1.34 Z55.2Z
Router (config-subif) #interface fastethernet 0/0.30
Router (config-subif) §

(LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up

55.255.224

:(LINEPROCTO-5-UFDOWN: Line protocol on Interface FastEthernet(/0.30, changed state to up

Router (config-subkif) fno shutdown

Router (config-subif) fencapsulation dotlg 20
Router (config-subif) #ip address 192 _.16B.1.%c
Router (config-subif) §

Router (config-subif) f#interface fastethernet 0/50.40

Router (config-subif) §

2 LINK-5-CHANGED: Interface FastEthernet0,/0.40, changed state to up

255.255.255.224

(LINEPRCTO-5-UFDOWN: Line protocol on Interface FastEthernet(/0.40, changed state to up

Router (config-subif) fno shutdown

Router (config-subif) fencapsulation dotlg 40

Router (config-subif) #ip address 132 _168.1.38 Z55.Z55.255_224
|
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Interface

Routergshow ip interface brief

IP-Address

FastEthernetd/0

FastEthernetl/s0

FastEthernet0/0

FastEthernet0/0

FastEthernet0/s0.

-10

-30

-40

unassigned

152 1e8.1.2

152 1e8.1.34

152 1e8.1. 66

152 1e8.1.38

FastEthernet0/1

Vlanl

unassigned

unassigned

OK?

YES

YES

YES

YES

YES

YES

YES

Method

unget

manual

manual

manual

manual

unset

unset

Status Protocol
up up

up up

up up

up up

up up
administratively down down
administratively down down

Clients 1 3 jeal ¢ Gateway I sa o s< 12 [P )

Trunk ¢sS Router ) (s 4 daal 3 M Interface J »3Y Switch J) e

Switch{config-if)§
SLINEEFROTO-S5-UBDOWN: Line protocol on Interface

Switchi{config) #interface fastethernet 0/1
Switch({config-if) #switchport mode trunk

2LINEPROTO-5-UBDCOWN: Line protocol on Interface

FastEthernet0/1, changed state to down

FastEthernetl/1, changed state to up

Minimum

Bj@;?\d&gPing\ﬂAs‘A

of data:
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Router Password Recovery

¢ 0x2102=load IOS from flash and then the
configuration from NVRAM. The router looks in
NVRAM for the boot sequence

¢ 0x2100=Load ROM Monitor Mode

¢ 0x2101=load Mini-IOS from ROM

¢ 0x2142=Load IOS from Flash and do not load

startup-config
Modifying the Configuration-Register @

Router#config t
Router(config)#config-register 0x2102

NVRAM ! Ignore Jaxi (lile Configuration Register ) dad A Jasi

Jani lile Ctrl+C e sl Load Jexu 58 5 Router I Reboot Jexis Console Cable Jiase (5850 3Y

Boot ! 4l Interrupt

X2 222255133 232

Self decompressing the image

monitor: command "boot"™ aborted due to user interrupt
rommon 1 > CONFREE Ox2142

rommon 2 > reset

Svystem Bootstrap, Versiom 12 _3(Exr)TEs, RELERSE SOFTHRRE (£fcol)
Inmitializing memory for ECOC

2211 processcor with 524222 Fbhytes of main memory
Main memory is configured to €4 kit mode with ECCZ enakled

Beadonly BOMMOMN initiali=zed

430l A Password -l 43 <o sdi s Show startup-config Jesd (Sas (g2 Alla) 4

Jasi Wz 5 copy startup-config running-config Js¥) dasi a 3¥ -- Password -l i cplde Wil alla i ol

las gle Save Jasi 1S 225 J5Y) (e Password

Running ! Startup 2! ¢ Configuration ) Jiii e ye (e Jaaxi () 5} Save Jilazia

NVRAM I Load Jers olile Lgieliy amulall 408l Leaa 53 5 Configuration Register ) dad ety 13S sy
Command ) Gk e 4eill 5 (Sas 5l confreg 0x2102 - st s by seall & LA ghadll s

Router(config)# configuration-register 0x2102
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Access Control List

AS.2) i Aala (sl (b Sa ADIA (e A Firewall ) (e s JES yind

Standard sle bl —Router ) (e z A3 Ll (e AlalS 4SS aial Gl ) Alls A Lgaddiog (g0

"1:99" (w--Source ! w @Y Interface

Extend — Jaids lgilService I (Bl el 5 Aima Service oo e oo e aial e d g2
" 100 — 199 " (» --Destination ! « #YlInterface ) e gkl

_: Standard ) ce AKU s

EIGRP - 100

172.16.0.0/16 n 2 3

47 Fan/1, FadjL oFA Fa0f0_ Faifi Fa/1, FaDf0, (o
a0 Fa0/2 a"'— -ty -—0——————-——-0-. ;
Eth0/1/0 100.0.0.0/30 40.0.0.0/30 Fe0/L

Fa0/1
Ea0 Faj2 o
192,168.1.0/24

BUGs-1l§show ip route
Codes: C - connected, 5 - static, I - IGRP, R - RIP, M - mokile, B - BEP
Ir — EIGRP, EX - EIGEF external, © - OS5PF, I& - O5PF inter area
N1 - OS5PF MSSA external type 1, NZ2 - OSPF NSSA external type 2
El1 - OS5PF externasl type 1, EZ - OSPF exnternzl type 2, E - EGPE
i - IS-I5, L1 - I5-I5 lewel-1l, L& - I5-I5 lewvel-Z2, ia - IS-I5 inter ares
* - candidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort is not set

ju] 10.0.0.0/8 [90/33280] wia 100.0.0.2, 00:06€:08&, FastEthernet0/0
40.0.0.0/8 is warisbkly subnetted, I subnets, Z masks

D 40.0.0.0/8 is a summary, 00:0&:1&6, Nulld

D 40.0.0.0/30 [30/30720] wia 100.0.0.2, 00:08:08, FastEthernetls0
100.0.0.0/30 is subnetted, 1 suknets

c 100.0.0.0 is directly connected, FastEthernet0/0

c 172.18.0.0/1¢ is directly connected, FastEthernetl/1

C 1%92.1eB8.1.0/24 is directly connected, Ethernet0/s1/0

BUEs-1%|

Router ) (s z sad Led) 4nlill masd G gl) (s (8 (102 172.16.0.0 45l aial 3ile
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Source -l o aY1 s clile BUGS-1 4aul U Router I e

BUGs-1 (config)§! Create Standard ACL

BUEs-1 {config) faccess-1list 17 deny 172.16.0.0 0.0.Z55.255

BUGs-1{config)$! Rllow Other Networks

BlOEa-1 (config) §Access-1ist 17 permit any

BUEs-1 {config)

BUEs-1{config)f! go to the interface that connect to Denied Metwork

BUEs-1 {config) #interface fastethernet 0/1

BUGs-1 {config-if) §ip access—group 17 in

BUOGs-1 (config-if)§! in --*> mean that this network ia an Internal network on this router

RSB ALENA
(s el Packet J) Caay s jle e 43l alias (53 Unreachable < s Gateway A ba 3 Al
ing 10.0.0.100

ging 10.0.0.100 with 3

L1z

-
1
1

D
D
- D
D

For 10.0.(

4da sudaa Ll 82U Lia
0.0.0.100

Pinging 10.0.0.100 with 32

Extend ACL J/ < guii Lisa o/
431 192.168.1.0/24483) (e Sles giain Ll aidaia W QU Jle Router ) e Jasally 4)) aiai oy jule Uial a3y Lgd
Server Al Ja s

Destination -l &Y a glileInterface External J le BUGSs-3 e Ltk

EIGRF - 100
172 16.0.0M16 3 g .
L %1 Fadl/ ] .T-L' Fal il sl Fadft Fadl .#,'__
= a0 =i r -i ' o ——— — =, 1 '_ _________ .-l '
! ¢
Ethd/10 100,0.0,8/%0 200,000 Jrajt
‘fﬁli
| . of
ol i
A = —_
2 8 i
[ Fal)2 ’ Faly3
e
10.0.0.08
192264, 1.0/ Fal
|
—
1
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S A A s A I o lead) Je e Server J e Jaxi G jaia Test Jead (lile

BUEs—-3 (config)

BUGs-3 (config)$#! Create Extend ACL 100-13%

BUGs—-3 (configl&! Detect the Source and Destination IP and the Service that i wand do disabled it
BUEs-3 (config) faccess—-1ist 117 deny tep host 192.168.1.10 host 10.0.0.100 eg www
BUEs—-3 (config) &#!

BUEs-3 (config) ! Zllow onter service

BUGs-2 (config) #access—list 117 permit tcp host 192.168.1.10 any

BUEs-3 (config) faccess—-1ist 117 permit tcp any any

BUGs—-3 (config)#! to Rllow all Diff Traffics

BUZ3-3 (config) &

BUGs-2 (configl ! Then go to interface that connectod to Destination Host

BUEs—-3 (config) #interface fast 071

BUE=-3 (config-if) #ip access-group 117 out

BUE3-3 (config-if)#! this mean that , its External Network
|
B o & pc2 # pce | o ]
_ Physical | Config | Desktop | Custom Inter|| Physical | Config | Desktop | Custom interface
BC3 -
—me | [ [ == i P ] E— [g—1| =
\Web Browser Web Browser
172.16.0.0/16 [ < J[ = ]UrL ntpey10.0.0.100 [ = ][ = ] uRL hitp:r10.0.0.100] [ e |[ swp |
. Falf1 A Request Timeout .
- =7 £ Cisco Packet Tracer
PC1 Switcho Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.
Quick Links: [
A small page
Copyrights

Image page
Image

. ? Fanft
=
—

N Fanle:ht
192.168.1.024

ot

PC2

sle 2y lay — ¥ Y5 Port Number L Ja s, ¢l Aale Leaial e I Service ) dxub aald () <54 5y

TCP or UDP (& Ja, 4 allad La I Layer J) cas

gle Wd Configuration ) deaty s aul Led Cinsaly &l Gy o yae Named Access List el Cllie 53

Telnet Connection Jaxi i) 44ms Subnets - Enable Jaxs Wil 3 ACL padiud (Sas

ﬁ)uter config)#ip access-list standard Telnet_Connection \

(

router (config-std-nacl)#fpermit 10.11.0.0 0.0.0.255
(
(

router (config-std-nacl)#permit 10.12.0.0 0.0.0.255
router (config-std-nacl)#permit 10.13.0.0 0.0.0.255

router (config)#line vty 0 4

router (config-line)#access-class Telnet_Connection in
router (config-line)#! Name Case Sensitive

router (config-line)#password cisco

Quter (config-line)#transport input all /

54|




CCNA 200-301 | Practical Book

NAT - Network Address Translation

Public IP I Private IP ) (se Jsap il alada g

Public IP Address Classes range

1st Octet Start o st Octet | ok Default
Class DEC range 1st Octet BIM atldross Finish address H|ggi;rder Hoat ! SLUbret Mask
A |1-126 0o0000001-01111110 |0,0.0.0 126.255.255.255 |0 N.H.H.H [255.0.0.0
B |128-191 |[10000000-10111111|128,0.0.0 191.,255,255,255 |10 M.N.H.H |255,255.0.0
G [192-223 |11000000-11011111)192.0.0.0 223.255.255.255 (110 M.MN.NWH (255 ,255,255.0
D |224-239 |11100000-11101111)224.0.0.0 239.255.255.255 (1110
E |240-255 |11110000-11111111(240.0.0.0 254.255.255.255 (11110

Private IP Address Classes range

MNote: Class & address 127.0.0.0 - 127.255.255.255 cannot be used and is for LOOPBACK and diagnostic

1=t Octet
1st Octet Start . . Metwiork Default
Class DEC range 1st Octet BIM atldress Finish address H|ggi;rder Host SLbret Mask
A |10 00001010 10.0.0.0 10.255,255.255 |0 M.H.H.H |255.0.0.0
B |172 10101100 172.16.0.0 |172.31.,255.255 |10 M.NW.H.H |255.255.0.0
C |192 11000000 192,168.0,0 |192,168.255.255 (110 MN.N.N.H |255.255.255.0

Deny any Request from any Private IP Js&& ISP J) JS & Policy & olile € J gty ad

MPLS calele 51 5l VPN Site to Site ) s Private - Private ¢ Jsai (Sae Ll NAT I 8 Y &

4im. Subnets J Allow Jsle 4 5 Client @« Connection

- g5l 34 NAT

Static = One Privato to One Public
Dymanic - Many to Many
PAT = One to All " The Difference in Port Number "

EIGRP - 100

172.16.0.0/16 i n 3

Fa0/1 ’lh}',—h Fa0/0 Fa0/i Fa0/1 Fa0/0 =00
L

REIJIE r0 Rl:-uter].

23 Fa0)1
Fa0/2 By
Switch0

5

100.0.0.0/28 40.0.0.0/30 Rrouf Fa0/1

Inside Outside

FaD/1

5wi1 Fa0/3
'FaU
J
—

2
PCO

10.0.0.0/8

Static NAT

Public IP Gk e Jars PCO (e Ping Jors san W PC 1 e

55 |




CCNA 200-301 | Practical Book

BUEs-1 (config)#! Assign your private and Pubklic Networks

BUEs-1 (config) #interface fast 071

BUEs-1 (config-if) #ip nat inside

BUEs-1 (config-if) #interface fast 0/0

BUEs-1 (config-if) #ip nat outside

BUEs-1 (config-if) &

BUEs-1 (config-if) fexit

BUEs-1 (config)#! Crete your HAT Role

BUEs-1 (config) #ip nat inside source static 17Z.16.0.10 100.0.0.4
BUGs—1 (config) §

4wl Command i slilee éﬁ\ O i olile
BUGs-1#debug ip nat

BUGs—-1gdebug ip nat
IF NAT debugging is on

NAT: s=172.16.0.11->100_.0.0.4, 4=10_0.0.10 [1]
NAT: s=172_16.1_100->100.0_.0.5, d4=10.0.0_.10 [Z4]
NAT: s=172.1€.0.11->100.0.0.4, 4=10.0.0.10 [Z]
NAT*: =10.0.0.10, d=100.0.0.4->172.15.0.11 [4]
NAT: s=172.16.0.11->100_.0.0.4, 4=10_0.0.10 [3]
NAT*: 5=10.0.0.10, d=100.0.0.4->172_.16.0.11 [5]
NAT: s=172.1€.0.11->100.0.0.4, 4=10.0.0.10 [4]
NAT*: ==10.0.0.10, d=100.0.0.4->172.15.0.11 [&]
NAT: s=172_16.1_100->100.0.0.5, d4=10.0.0_.10 [Z5]
NAT*: s=10.0.0.10, 4=100_.0_0_5-»172_16.1_100 [7]
NAT: s=172.1€.1.100->100.0.0.5, d4=10.0.0.10 [2&]
NAT*: =10.0.0.10, 4=100.0.0.5->172.16.1.100 [8]
NAT: s=172.1€.1.100->100.0.0.5

, d=10_0_.0_.10 [27]

NAT*: s=10.0.0.10, 4=100_0_0_5-»17Z_16.1_100 [%]

NAT*: 5=10.0.0.10, d=100.0.0.4->172_16.0_.11 [4]

NAT: 5=172_.16.0_11->100_.0.0_.4, d=10.0.0_.10 [3]
NAT*: 5=10.0.0.10, d=100.0.0.4->172_.1&.0_.11 [5]
WNAT: 2=17Z.1le.0.11->100.0.0.4, d=10.0.0.10 [4]
NAT*: 5=10.0.0.10, d=100.0.0.4->17Z.1&.0.11 [&]
NAT: 2=17Z.1&.1.100->100.0.0.5, d=10.0.0.10 [25]
NAT*: 3=10.0.0.10, d=100.0.0.5->172.1€.1.100 [7]
NAT: s=172.1%.1.100->100.0.0.5, 4=10.0.0.10 [2Z&]
WAT*: 3=10.0.0.10, d4d=100.0.0.5->»172.1%.1.100 [8]

NAT: s=172.1%.1.100->100.0.0.5, d4=10.0.0.10 [27]

NWAT*: 5=10.0.0.10, d=100.0.0.5-»172.1%.1.100 [5]
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Dynamic NAT

Inside and Outside ) 2a3 ae lubPyblic ) 4cli Pool 4l (S 5 Private ) g Range ! L aasi o 3Y

BUEs-1
BUEs-1

BUEs-1
BUEs-1
BUEs-1
BUGEs-1

BEUE=-11(
lconfig) ! Create Private Range

(config) faccess-list 4 permit 172.1e.0.0 O0.0.Z55.255
BEUE=-11(
{config) #ip nat pool BUEs 100.0.0.4 100.0.0.10 netmask Z55.2Z55.255.240
(config) ! Confige MNAT

{config) #ip nat inside source list 4 pool BUEs

{config) g

config) §

config) ! Create Public IP's Pool

PAT Port Address Translation

Overload 43le 25 % 4w Command J (i

|EUE5—1{ccnfig3#ip nat inside source list 4 pool BUSs overload

NAT: ==172.1€.1.100->100.0.0.5, d=10.0.0.10 [ZEB]

WAT*: 3=10.0.0.10, 4=100.0.0.5->»172.16.1.100 [10]

NAT: ==172.1€.1.100->100.0.0.5, d=10.0.0.10 [Z23]

WAT*: 3=10.0.0.10, 4=100.0.0.5-»172.1&6.1.100 [11]

NAT: ==172.1€.1.100->100.0.0.5, 4d=10.0.0.10 [30]

WAT*: 3=10.0.0.10, 4=100.0.0.5->»172.16.1.100 [1lZ]

NAT: ==172.1€.1.100->100.0.0.5, d=10.0.0.10 [31]

WAT*: 3=10.0.0.10, 4=100.0.0.5->»172.1&6.1.100 [13]

NAT: ==172.1€.0.11->100.0.0.5, 4d=10.0.0.10 [5]

WAT*: 3=10.0.0.10, d4=100.0.0.5->172.1.0.11 [14]

NAT: ==172.1€.0.11->100.0.0.5, d=10.0.0.10 [&]

WAT*: 3=10.0.0.10, d4=100.0.0.5->172.1&.0.11 [15]

NAT: ==172.1€.0.11->100.0.0.5, 4d=10.0.0.10 [7]

WAT*: 3=10.0.0.10, d4=100.0.0.5->172.1&.0.11 [l&]

NAT: ==172.1€.0.11->100.0.0.5, d=10.0.0.10 [E]

WAT*: 3=10.0.0.10, d4=100.0.0.5->172.1.0.11 [17]
|

el Aaling 48 54 A o) 5l VPN ) ) 4tma &Y 8 Private - Private (e s (e sl 4ca pn NAT ) aadins (Saa

Specific IP Range 2315 85 ielly Resources I Access Jexi Wl
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Router Service

DHCP
33aY U< e Automatic 4 ks Configuration g Jysw 43l 4

Bouter (config) §ip dhep pool BUEs-HNetwork
Bouter (dhcp—config) §7
default-router Default routers

dns—-server Set name server
exit Exit from DHCP pool configuration mode
network Network number and mask
no Hegate & command or set its defaults
option BRaw LCHCP options
Bouter (dhep—config) f#default-router 1592 182.1.1
Bouter (dhep—config) fnetwork 1592 1e2.1.0 255 _Z55_255.0
Bouter (dhecp—config) fexit

IP's Ac gana gl — (e ) sine 43 (s [P il e )

Fouter (config) #ip dhep excluded-address 13Z.168.1.10
Bouter (config) #ip dhep excluded-address 192 _168.1_.20 192 _.168_.1_30

IP Configuration
IP Configuration

@ DHCP () Static DHCP request successful.
IP Address 192.168.1.2

Subnet Mask 255.255.255.0

Default Gateway 192.168.1.1

DNS Server

Router (dhcp-config) # option 66 ip Provides the IP address of a TFTP
10.1.1.250 .
server for option 66

Router (dhcp-config) # option 150 ip Provides the name of a TFTP
10.1.1.250 o
server for option 150

Router (dhcp-config) # option 150 ip | Provides the names of two TFTP
10.1.1.250 10.1.1.251 .
servers for option 150

Router (dhcp-config) # option 3 ip Sets the default route
10.1.1.1
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I Falf2

lFa[J

g — Gig0/f0/0 Falil o
Fa0/1 Gig0/0/1 | ’ B .
10.0.0.0/24 192.168.1.0/24

Fad/2

| Fao

Q DHCP Client DHCP Server
[ — ]

Relay Agent - sl Helper ) «sexlCommand Jexi Client ) 4als 8 Jual dll Interface ) Ao oY

Router(config)#int g0/0/1

Router(config-if)#ip helper-address 192.168.1.250

Syslog

SyslLog Server

( Router(config)#logging 10.0.0.10
Router(config)#logging host 10.0.0.10
Router(config)#logging trap debugging
Router(config)#interface fast 0/1
Router(config-if)#no shutdown

\_

J

R#Show Logging

cm.dl; IogsJ\ J< Reload @MLAJ;JJ\_Z.'\:\ME)E‘;A DeviceJ\&s &\lm‘";j‘ &\J;;Y\jd,p.a\.iﬂ‘ IS cuaty
Data — Time ) Jraily jelai logs ) Aa5 (Lile J 52 Two Commands ) aaaius (Ses

Router(config)#service timestamps debug datetime msec
Router(config)#service timestamps log datetime msec
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& Server0 = l &
Physical | Config A Services | Desktop | Software/Services
{ SE::';:ES } i Syslog
( DHCP ] Syslog
( pHcPve | Service @ on © off
( TFTP J :
( == ] Time HostName Message
[| SYSLOG I] 1 Jan0100:00:00.000 10.0.0.1 EQLINK-S-CHANGED: Interface FastEthernet0/1, changed state to administratively down
( AAA )
( NTP. |
(. EMAIL ]
( FTP ]
Code| Severity | Description General Description
0 Emergency |System is unusable. A "panic” condition usually affecting multiple apps/servers/sites. At this level it would usually notify all tech staff on call.
1 Alert |Action must be taken  |Should be corrected immediately. therefore notify staff who can fix the problem. An example would be the loss of a
[immediately. primary ISP connection.
[ it ‘ Should be corrected immediately. but indicates failure in a secondary system, an example is a loss of a backup ISP
2 |Critical Critical conditions. 7 y i P P
| | connection.
3 :Error jError conditions. Non-urgent failures, these should be relayed to developers or admins; each item must be resolved within a given time.
‘ ; | Warning messages, not an error, but indication that an error will occur if action is not taken, e.g. file system 85% full -
4 |Warning  \warning conditions. , 9 9 s a e g. e sy :
1 each item must be resolved within a given time.
5 Notice Normal but significant  |Events that are unusual but not error conditions - might be summarized in an email to developers or admins to spot
|condition. potential problems - no immediate action required.
; Informational
6 |Informational e Normal operational messages - may be harvested for reporting, measuring throughput, etc. - no action required.
7 |Debug |Debug-level messages. |Info useful to developers for debugging the application, not useful during operations.

- Aol 7=l a8 el 5 (52 Logs J el Wil (goa yasi liile Gﬂ\ﬁem Real Life J\g

Kiwi syslog Orion

A

A

solarwinds *
Orion

KIW

Syslog Server
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NTP Network Time Protocol

R#Show Clock
*0:19:27.445 UTC Mon Mar 1 1993

NTP Server
10.0.0.0/8
oA Fa0jo
& - e e e —0
1 10

& Server0 EM
Physical | Config | services Desktop | Software/Services
SERVICES || TP
HTTP > .
DHCP. Service © On O off
DHCPV6 Authentication
TFTP = - .
) Enable @ Disable
DNS
SYSLOG Key: Password:
AAA
NTP « November, 2014 L) 4:32:52 AM =
EMAL Si M T Wed Th Fri S
=T ] un lon ue e u i at
26 27 28 29 30 31 1
2 3 4 5 6 7 8
9 10 1 12 13 14 15
16 17 18 19 20 2 2
23 24 25 2 27 28 29
30 1 2 4 5 6
¥ Serverd SE
Physical | Config | Services | Desktop | Software/Services
SERVICES - NTP
HTTP.
DHCP Service © on © off
DHCPv6 Authentication
TETP -
SYSLOG Key: 1 Password: basem
AAA
NTP | € November, 2014 | 5:23:20AM 2
EMAL Si M T Wed  Thi Fri Si
=) un on ue & u i at
26 27 28 29 30 31 1
2 3 4 5 6 7 8
9 10 1 12 13 14 15

16 17 18 19 20 21 22

23 24 25 26 27 28 29
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Router(config)#ntp server 10.0.0.10

Router(config)#ntp update-calendar
Router(config)#ntp trusted-key 1

Router(config)#do sh cloock

Router#show ntp status

Router#debug ntp packets

CCNA 200-301 | Practical Book

Router(config)#ntp authentication-key 1 md5 basem

*5:27:33.262 UTC Sun Nov 16 2014

Cisco Discovery Protocol

— Uars & Gabatia LI Cisco 3¢y Discover — Map das 431 4tk 5 5 Cisco 53¢ sle 335 sa (A clasall aal (1

Lol Enable 4 Jsers O sSn

e — 7 Gig0/o/o Falfl
Fa0/1 Gigoon T L W =
10.0.0.0/24 192.168.1.0/24
Faif2
Falf2
I | Fa0
IFaD I
Q DHCP Client DHCF Server
[ —r
BEouter#sh cdp neighbor
Capability Codes: R — Router, T - Trans Bridge, B - Source Route Bridge
8 - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Switch Gig 0/0/0 164 = 2960 Fas 0/1
Switch cig 0/0/1 167 5 2960 Fas 0/1
Local — Remote Interfaces and Platforms ) culs 43l dlia W Qutput ) & LasSlia
o ¢a¥! S e Enable 4 Jaxd » 3¥ s Non-Cisco 4 ae Jaiiin 135 LLDP 4en) (AU J S g9 0 3
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Router (config) #11dp run

Capability codes:

Device ID

Total entries displayed:

REouter (config) #do sh 1ldp neighbor

(R} Router, (B) Bridge, (T) Telephone,
(W) WLAN Access Point, (P) ERepesater,
Local Intf
Switch Gigl/0/1

1

Hold-time
120

DOCSIS Cable Device
Station, (0) Other
Capability

Fort ID
Fal/1

Cisco Priority
Run in Layer 2
Hold Time
Global config

Interface-Level Command

Yes

Yes

180 Seconds
Cdp run

no cdp run
Cdp enable
No cdp enable

Yes

Yes

120 Secons

Lidp run

No lldp run

LIdp receive

No llde receive
Lldp transmit
No lldp transmit

MOTD Message of the Day

/ Router(config)#banner motd ?

Router(config)#do wr
Building configuration...
[OK]

\ Router(config)#do reload

LINE c banner-text ¢, where 'c' is a delimiting character
Router(config)#banner motd #wlecome in CCNAXx Book#

/

-1 SIS el AMia Reload Jert e sy

initiated
wlecome in CCNAX Book

Press RETURN to get started!

%5YS-6-LOGGINGHOST STARTSTOP: Logging to host 10.0.0.10 port 514 started - CLI
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1900 Series Integrated Services Routers

C1900-universalkd hpe-mz/SPA.157-3.M9.bin

_ Digital Signature
Cryptographic idiEEtEE

Image t
?

| | :

v v H
Payload 10S File
Encryption ; Format

yp Version
Identifier
lemor 5
Memory Maintenance
Location and ey
=Rcasanang Rebuild

Compression .
S f Number
Format

Cisco Catalyst 2960-CX/2960-Plus/2960-X Series
WS-C 2960 X-247TS-L
B Series Number j
B Model Type «
CxX . Compact model
+  FE model
X GE model with stacking support ™2
XR . GE model with power supply redundancy
and stacking support
B Number of Ports -
8,24, or 48
B Downlink Ports -«
T . Deata-only port
L : Portwith PoE power supply support (Full 15.4 W power on & poris)
P : Portwith PoE power supply support (Full 15.4 W power on 24 ports) =
LP : Portwith PoE power supply support (Full 15.4 W power on 24 ports)
FP : Portwith PoE power supply support (Full 15.4 W power on 48 ports)
B Uplink Ports -«
Q : GEport
T . GEport
C : GE/SFP port
S . SFP module slot
D  SFP/SFP+ module slot
B Cisco 10S S
SorLL : LANLite
L - LAN Base
| . IP Lite
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High Availability

Multi-Layer Switches s Routers I e Jaidi — s Chapter ) gl s kil aald o 5S35 (5 5l aga

Characteristic HSRP VRRP GLBP

Cisco proprietary. Yes No Yes

Interface IP address can act as No Yes No

virtual IP address.

More than one router in a group No No Yes

can simultaneously forward traffic

for that group.

Hello timer default value. 3 seconds 1 second 3 seconds

Hold timer default value. 10 seconds 3 seconds 10 seconds

Preemption enabled by default. No Yes No for AVG,
Yes for AVFs

Default priority. 100 100 100

Default weight. - — 100

Authentication supported. Yes Yes Yes

Multicast address. 224.00.2 224.0.0.18 224.0.0.102

Virtual MAC address. V1: 0000.0c07acxx 0000.5¢00.01xx 0007.b400.xxyy

(xx = group number)(yy = AVF) V2: 0000.0¢9f.fxxx

3 36aY) ¢l Gateway 4 s 0sS» 135 Virtual IP 2a) 51 2 Physical IP's A gead Jaxit

192.168.1.0{24

Cany 43) 8 45l 5l 4 ) Router I st (s 2233 WM& (e 5 Configuration I (& W i Hasi s 100 ¢S 4l Priority ) 4a8

Packet 4!
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Bouter (config)
Bouter (config) !
Router |
Bouter
Bouter

Router |

B

Router |
Bouter |
Bouter |
Router |
Router |

config) #interface fast 070
{config-if
{config-if
config-if
%HSRP-&-S5TATECHRNGE:

$HSRP-&-STATECHRNGE:
Bouter (config-if
config-if
config-if
config-if
config-if
config-if

Configure HSRP

J#standby 1 ip 192_.1&8.1.100

tfstandby 1 pricrity 100

JE#standby 1 preem

FastEthernetl,0 Grp 1 state Speak -*» Standby

FastEthernetl/0 Grp 1 state Standby -> Rcotiwve
J#standby 1 preempt

18
lE#interface
Vfstandby 1
tEstandby 1
j#Ftandby 1

fast 071
ip 10.0.0.100
priority 100
preempt

="

{config) !

{config-if)
{config-if) &
{config-if) &

Configure HSERP

(config) #interface £a 0,0

{config-if) fstandby 17 ip 192_1&8.1.100
(config-if) §standby 17 priority 150
{config-if) ginterface f£a 0/1
{config-if) #§standby 17 ip 10.0.0.100
(config-if) §standby 17 priority 150

SHSRP-6-STATECHANGE :

SHSRP-6-STATECHANGE :

FastEthernet0/0 Grp 17 state Speak -» Standby

FastEthernet0/0 Grp 17 state Standby -> Actiwve

Client J1 3¢l 4cli Gateway Il s 5S4 Standby I e 438 e P )

nand Line 1.0

IP Configuration
IP Configuration

DHCP @ Static

1P Address 192.168.1.59

Subnet Mask 255.255.255.0

Default Gataway 192.168.1.100|

Ml DNS Server
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Bouter {config) ! Configure VERP
Bouter (config) #interface fasat 050
Bouter (config-ifigvrrp 1 ip 152_1&2.1.100

Bouter{config-ififvrrp 1 priority 100
Bouter{config-if)lfvrrp 1 preempt
Router (config-if) §interface fast 0/1
Router (config-if)fvrrp 1 ip 10.0_0.100
Fouter {config-ifigvrrp 1 priority 100
Bouter (config-if) gvrrp 1 preempt

Priority and Preempt -} Jalad ae S0l Router Il (e &l gladll i
s galeat Jyla — GLBP W aailly

Packet Tracer J) e (i s GNS3 ) e llaa | laisin VRRP — GIBP -

[“—'

UDP encapsulation using 1985 port IP encapsulation, 112 UDP encapsultion using 3222 port

.EEE o
""°"‘V Range |1, 955 pefault 100 1 to 255. Default 100 1 to 255. Default 100

|Hello = 3 Sec Default . Advertlsement Interval = 1 Default HeIIo 3 Sec Default

Timers Hold = 10 Sec Default Skew timer = (256-Priority)/ 256 Hold = 10 Sec Default
Mster_Down_Interval
=(3"Advertisement_Interval}+ Skew_time [Can Manually Change

if a router has a igher priority than te t
router and preemption is configured. It may take GLBP allow a router to pre-empt and

Freampt over as the active router using a COUP message |By default VRRP routers are configured to {become AVG. if it has higher priority than

Without

another is elected as the standby HSRP router;
Backup Router |and all the others remain in the listen HSRP AVF —Active Virtual Forwarder, secondary
‘ |state |May backup one or more virtual routers _|gateway. max 4 AVF can be configured.

preemption functio pre-empt [the current AVG.
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Automatic Save

Automatic 4% ks External Server e Save Configuration Jexi (Sas
-1 858 1 g

Kron Job

1- Create Kron Job

Router(config)#archive
path tftp://tftp/Backup/SW-run/Sh-config
write-memory
obia I Path Al (2 8 s TFTP Al e Backup 4ie 23l Jaaia Save sl o) olina 1
Switch I s) Router U TFTP 3 (1 jae 585 2 3Y Lasha g
Router(config)# ip host tftp 10.10.1.19

2- Create schedule Time
Router(config)#kron occurrence backup at 4:00 recurring
policy-list autowrite
Router(config)# kron policy-list autowrite
cli write
2Aba 5 Jaila kroon J (Ul lalae 3 Automatic Save dexia 4 delud) o g JS ) slina I
TETP ) e da

Scripting
Working with 9200 Series Switches

Switch(config)#tevent manager applet backup-config authorization bypass
event timer cron cron-entry "0 4 * * *”
action 1.0 syslog msg “Copy backup configuration to the Server”
action 1.1 cli command “enable”
action 3.0 cli command “copy run tftp://10.100.1.49/Backup/SWrun/SW1_1_S event_pub_sec.txt”
pattern “Address”
action 4.0 cli command “" pattern "Destination"
action 5.0 clicommand ""

Action & Al Y iS5 Enable Mode ) e 75 Waxs Backup 23k 43 Log Message < 4 deludl () slina
Host Name ! ¢ Device ) au) 23Lia 5 3

68
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VP N Bonus

Available

Encryption in

& Secure Media Torrent CactusVPN

Protocol Speed browsing Stability streaming downloading software
PPTP 1 = B 3 viiow
and MacOS

BTN st 3 = indows
and MacOS

operven BN B B3 B B3 veow
and MacOS

SSTP = [ Good | Windows
sonemer [ (Good |

Compatible
with

Most OS
and devices

Most OS
and devices

Most OS
and devices

Windows

Windows

Configure VPN with OSPF

10131~ ~__ 10132

_| 10.1.1.9 QP 10129
:,’ B0 “ O Tunnel0 Tunnel1) —

g

o

—= G0/0
10111 S0/0/0 \ Thelnternet _Jgq/y1
Y 1.1.1.1 2222
Figure 15-16 Summary Diagram for Upcoming GRE Examples

Example 15-1 Tunnel Configurarion on R1

10.1.2.2

R1# show running-config
! Only the related configuration is listed
interface serial 0/0/0
ip address 1.1.1.1 255.255.255.0
l
interface tunnel0
ip address 10.1.3.1 255.255.255.0
tunnel mode gre ip
tunnel source serial0/0/0

tunnel destinaticn 2.2.2.2

! The OSPF configuration enables OSPF on the tunnel interface as well.
router ospf 1

network 10.0.0.0 0.255.255.255 area 0

The Same thing in the Router 2, don’t Forget to Change the IP Address
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Cisco Site to Site VPN Technology

Cisco GET-VPN Cisco DMVPN Cisco GRE-Based VPN Cisco Easy VPN Standard IPsec VPN
Tunnel-less VPN Tunnel-based VPN
Customer - Simplifies encryption integration on IP and Multiprotocol - Simplifies encryption configura- - Enables transport of - Simplifies IPsec and remote-site - Provides encryption
Benefits Label Switching (MPLS) WANs tion and management for point- multicast and routing traffic devig:e management through dynamic between sites
- Simplifies encryption management through use of “group to-point GRE tunnels across an IPsec VPN configuration policy-push - Supports QoS
keying” instead of point-to-point key pairs » Provides on-demand spoke-to- - Supports non-IP protocols - Supports QoS
- Enables scalable and manageable any-to-any spoke tunnels - Supports QoS
connectivity between sites - Supports QoS, multicast, and
- Supports quality of service (QoS). multicast. and routing routing
When to use - Adds encryption to MPLS or [P WANs while preserving - Simplifies configuration for hub- - Use when routing must be - Use when simplifying overall VPN = Use when multivendor
any-to-any connectivity and and-spoke VPNs while support- supported across the VPN - configuration and management s interoperability is
- networking features f”g fOUt'le QoS. and multicast ] - Use for same functions as - the primary goal, but only limited required
- Offers scalable, full-time meshing for IPsec VPNs - Provides low-scale, on-demand hub-and-spoke DMVPN, networking features are required
- Enables participation of smaller routers in meshed meshing but itrequires more - Use to provide simple, unified
= : : =0 detailed configuration i o
networks configuration framework for mix of
- Simplifies encryption key management while supporting Cisco VPN products
routing, QoS, and multicast
Product Cisco routers only Cisco routers only Cisco routers only Cisco, ASA 5500 Series, Cisco VPN 3000 | Multivendor
interoperability Series, and Cisco PIX® Firewall
Scale Thousands Thousands hub and spoke; Thousands Thousands Thousands
hundreds partially meshed spoke-
to-spoke connections
Provisioning and | CLI Cisco Security Manager Cisco Security Manager and Cisco Security Managerand | Configuration automatically pushed to Cisco Security Manager
management Cisco Router and Security Device Cisco Router and Security remote sites from headend; headend and Cisco Router and
Manager Device Manager policies defined in Cisco Security Security Device Manager
Manager or Cisco Router and Security
Device Manager
Topology Hub and spoke: any-to-any Hub and spoke; on-demand spoke- | Hub and spoke; small-scale Hub and spoke Hub and spoke; small-scale
to-spoke partial mesh; spoke-to- meshing as manageability meshing as manageability
spoke connections automatically allows allows
terminated when no traffic present
Routing Supported: Cisco GET-VPN any-to-any connectivity capa- Supported Supported Not supported Not supported
bility can also be used to provide secure routing across an
entire router backbone
QoS Supported Supported Supported Supported. but QoS policy is not dynami- | Supported
cally pushed to the remote sites
Multicast Natively supported across MPLS and private |P networks; Tunneled Tunneled Not supported Not supported
tunneled across Internet-based WANs
Non-IP Protocols | Not supported Not supported Supported Not supported Not supported
Private IP Requires use of GRE or DMVPN with Cisco GET-VPN to Supported Supported Supported Supported
addressing support private addressesacross public Internet backbones
High availability Routing Routing Routing Stateless failover Stateless failover

Acronym Name Type Use

DES Data Encryption Standard Block cipher  General

3DES Triple DES Block cipher  General

AES Advanced Encryption Standard  Block cipher General

RC4 Rivest Cipher 4 Stream cipher  SSL, WEP

MD5 Message-Digest algorithm 5 Hash function ~ SASL, PKI, Kerberos, IKE

SHA1 Secure Hash Algorithm Hash function  TLS and SSL, PGP, SSH, S/MIME, and IPsec
DiffieHillman Diffie-Hillman Key exchange  General

RSA RSA Public key General

PGP Pretty Good Privacy Public key General
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IPv6

IPv6 Addresses
1 . , A B . 1
Unicast Multicast Anycast
|
| . | T |
{ Well-Known Transient Solicited-Node
ff00::/12 ff10::/12 1f02:0:0:0:0:1:ff00::/104
| | , | | | |
Global : - Unique Embedded
Urécast Link-Local Loopback Unspecified Local IPva
2000::/3 fe80::/10 ::1/128 ::/128 fc00::/7 ::/80
- "Pv6 Address Types

P01 pnofes
Fa0/1
Fa0/2

Fal

F 7

Ipv6 unicast-routing - Command Gk o= Direct Connect 4l SISl aa s Routing ) J=di o 3Y [PV6 (4

Router (config) #interface fast 070
Router (config-if) fnoc shutdown

Router (config-if)§
$LINE-S5-CHRNGED: Interface FastEthernetl/0, changed state to up

$LINEPROTCO-5-UPDOWN: Line protococl on Interface FastEthernetd/0, changed state to up

Router (config-if) §

Bouter (config-if) #ipve address a::1/64
Router (config-if) §interface fast 0/1
Router {config-if) fno shutdown

Bouter (config-if) g
$LINE-5-CHANGED: Interface FastEthernetls1, changed state to up

§LINEPROTCO-5-UEFDOWN: Line protocol on Interface FastEthernetd/1l, changed state to up

Router {config-if) §ipve address b::1/64

Router (config-if) gexitc

Router (config) ! we should allow routing when using ipwve
Router (config) #ipve unicast-routing
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Static

Routerféshow ipwé route

IBve Houting Takle — 5 entries

Codes: C - Connected, L - Loeal, 5 - Static,
U - Per-user Static route, M - MIBve
I1 - ISIS L1, Iz - ISIS L&, I& - ISIS interarea,
0 - OSPF intra, 0I - OS5PF inter,
ON1 - OSPF MSSZ ext 1, ONZ - OS5PF MSS5R ext 2
O - EIGRP, EX - EIGRP extermnal

R - RIP, B - BGP

IS5 — IS5I5 summary

0El - OQEPF ext 1, CEZ - QSPF ext 2

C L::zfed4 [0/0]

wia ::, FastEthernetd/0
L A-:z1s128 [0/01

wvia ::, FastEthernetd/0

C B::/&4 [0/0]

wvia Iz,

FastEthernetl/1
[0/0]

L Bx:-1/51z8

wia ::, FastEthernetl/S1
L [o/0]
wia -z, Mulld
IPV6 2l23iils Routing Protocols -l 4xilly
BR-2 BR-1
S Fanjo RBEED/EE Fal/0 A
& 5
f *&Ml
Fa/1
100::0/64 | 10::0/64

BUEs-BR-1{config) ! configure Static route
BUZ3-BERE-1{config) #ipve route 100::0/64 ab:-:-Z
BUEs-BR-1 {config) §

{ configure Static Houte

BUZz-BE-Z (config) £!
BUZs-BR-&Z (config) #ipve route 10::0/64 &b::1l

BUE=s-BE-lfshow ipve route

IPBvé BEouting Table - & entries

Codes: © - Comnnected, L - Local, 5 - Static,
T - Per—user Static route, M - MIBveE
Il - ISIsS L1, Iz - ISIS LZ, I& - ISIS interzrea,
& - OS5PF intra, 0I - O5PF inter,
ON1 - OSPEF MSSR ext 1,

R - RIP, B - BGE

IS5 - ISIS5 summsary
C0E1 - OSPF ext 1, OEZ - 0O5PF ext
OHZ - OSPF N5SR ext Z

O - EIGRE, EX - EIGRP externzl

c 10:z:/84 [0/0]

wia ::, FastEthernetl/1
L 10::17128 [0/0]

wia ::, FastEthernet0/1
c RR-:- /84 [0/0]

wia ::, FastEthernetl/0
L ZR::15128 [0/0]

wia ::, FastEthernet0/0
5 100:-:/e4 [1/0]

wvia RB::Z
L FFOO::/8 [0s01

wia ::, Null0

BUEs-BR-1%]

2
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RIPng

BUEs—-BE-1 {config)

BUEs-BRE-1 {config) ! configure RIF
BUEs—-BE-1l {config) #ipveé unicast-routing
BUEZs-BRE-1 {config) #ipwve router rip L&B
BUEs—-BE-1 {(config-rtr) fexit
BUEs-BE-1{config)

BUEs—-BE-]l ({config) finterface fast 0,0
BUEs-BE-1l {config-if) fipwve router rip L&B enable

BEUzs-BR-1 (config-if) #ipve rip LAB enable
BUEs-BE-]1 (config-if) f#interface fast 0/1
BUEs-BE-1 {config-if) #ipve rip LAB enakle

BUEs-BR-Z (config)$#! Configure RIPng

BUEs-BR-Z (config) #ipve unicast-routing
BUEZs-BR-Z2 (config) #

BUEs-BR-Z (config) $#ipwé router rip LAB

BUEs-BR-Z (config-rtr) gexit

BUEs-BR-Z (config) #interface fastethernet 0/0
BUEs-BR-Z2 (config-if) fipwve rip LLB enable
BUEs-BR-Z2 (config-if) #interface fastethermet 0/1
BUEs-BR-2Z (config-if) fipwe rip LLB enable
BUEs—BR—E{cnnfiq—if)ﬁ

BUOGEs-BR-l1§show ipve route

IPve Routing Table - & entries

Codes: C — Connected, L - Loczal, 5 - Static, B — BRIPF, B - BGEPE
U - Per-user Static route, M - MIBve
I1 - IS5Is L1, Iz - I5I5 L2, I& - IS5I5 interarea, I5 - I5I5 summary
& - O5PF intra, ©I - OSPF inter, 0E1 - OS5PF ext 1, 0OEZ - OSPBF ext 2
OM1 - OS5PF MSS52 ext 1, COMZ - OS5PF MSS5R ext Z
D — EIGRF, EX - EIGREP external

C 1l0::/84 [0/0]

wvia :-:, FastEthernetl/s1
L 10:-:1/5128 [0/s0]

wvia ::, FastEthernetls1
C AB::/e4 [0/0]

via :-:, FastEthernetl/0
L BBE:-:1/512Z8 [0/50]

wvia ::, FastEthernetl/s0

=] 100::/84 [120/2]

wvia FEBO0::Z210:11FF:FE75:3201, FastEthernet0/0
L FFOO:z:z/8 [0/0]

wia -z, NHulld
BUZs-BE-1§

EIGRP
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BUGs-BRE-Z (config) ! Configure EIGEP

BUEs-BR-Z (config) #ipve router eigrp 17
BUEs-BE-Z2 (config-rtr) fno shutdown

BUGs-BRE-Z (config-rtr) fexit

BUGs-BRE-Z2 (config) #interface fastethernet 070
BUZs-BR-Z (config-if) ipvEe eigrp 17

BUEs-BR-Z (config-if) ginterface fastethernet 071
BUGs-BR-Z (config-if) §ipve eigrp 17

BUZs-BR-2 (config-if) ¢

BUZs-BR-1 (config) $#! Configure EICGRPE
BUZs-BR-1 (config) $ipve router eigrp 17
BUGs-BR-1 (config-rtr) #noc shutdown
BUEs-BR-1 (config-rtr) gexit

BUZs-BRE-1 (config) $interface fast 0/1
BUZs-BR-1 {config-if) #ipvEé eigrp 17
BUZs-BR-1 (config-if) #interface fast 070
BU0za-BR-1 (config-if) #ipvé eigrp 17
BUZs-BE-1 (config-if) §

OSPF

BR-1

Bouter (config) #! Configure O5EF

Bouter (config) #ipwveé router ospf 1
505PFv3-4-NORTRID: O5PFvw3 process 1 could not pick a router-id,please configure manually
Bouter (config-rtri§! fAsking for Bouter ID
Bouter (config-rtr) #router—id 100.100.100.100
Bouter (config-rtr) fexit

Bouter {(config) #int £a 0/1

Bouter {config-if) #ipwve oapf 1 area 0

Bouter (config-if) #int £a 00

Bouter {(config-if) #ipve oapf 1 area 0

Bouter (config-if) §

BR-2

Router (config) fipwe router ospf 10

$05PFv3-4-NORTRID: OSPFv3 process 10 could not pick & router-id,please configure manually

Router (config-rtr) frouter-id 200.200.200.200

Router {config-rtr) fexit

Router (config) ginterface fa 0/0

Router (config-if) #ipve ospf 10 area 0

Router {config-if) ginterface fa 0/1

Router (config-if) #ipve ospf 10 area 0

Router (config-if)§

00:13:55: %05PFv3-5-ADJCHE: Process 10, Nbr 100.100.100.100 on FastEthernet(/0 from LORDING to FULL, Loading Done
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BUEZs-BE-2#sh ipve route

IBvé Routing Taeble — € entries

Codes: € - Connected, L - Local, 5 - Static, B - RIPF, B - BEP
U - Per—-user Static route, M - MIDPveE
I1 - ISIS5 L1, I2 - ISIS L2, IR - ISIS interarea, IS5 — ISIS summary
0 - O5PF intra, 0I - O5PF inter, OEl1l - OS5PF ext 1, OEZ - O5FF ext 2
OM1 - OSEF NSSR ext 1, ONZ - OS5PF MNSSR ext 2

o - EIGRP, EX - EIGRP external

cC 10:z:z/784 [0/0]

via ::, FastEthernet(/1
L 10d:-:1/128 [0/0]

wia ::, FastEthernetl/s1
C AB::/ 84 [0/70]

via ::, FastEthernet0/0
L BB::Z2/1Z8 [0/0]

via ::, FastEthernet0/0

o] 100::/%84 [110/72]

wia FEB0::Z30:A3FF:FECC:8601, FastEthernet0/0
L FrOO:-:/8 [0/0]

via :-:, Hullld

IPvbe ACL

Named ACL s Y asdn (e

HQ(config)#! To prevent telnet

HQ(config)#ipv6 access-list NO_TELNET
HQ(config-ipv6-acl)#permit tcp host 2001:db8:ccle:1::1 any eq 23
HQ(config-ipv6-acl)#exit

HQ(config)#line vty 0 15

HQ(config-line)#ipv6 access-class NO _TELNET in

HQ-1(config)#! Deny http and ftp traffics

HQ-1(config)#ipv6 access-list DENY WWW_FTP

HQ-1(config-ipv6-acl)#remark Deny WWW and FTP access from R1 LANs to Web Server
HQ-1(config-ipv6-acl)#deny tcp 2001:db8:ccle:1::/64 2001:db8:ccle:a::/64 eq www
HQ-1(config-ipv6-acl)#deny tcp 2001:db8:ccle:1::/64 2001:db8:ccle:a::/64 eq ftp
HQ-1(config-ipv6-acl)#deny tcp 2001:db8:ccle:2::/64 2001:db8:ccle:a::/64 eq www
HQ-1(config-ipv6-acl)#deny tcp 2001:db8:ccle:2::/64 2001:db8:ccle:a::/64 eq ftp
HQ-1(config-ipv6-acl)#permit ipv6 any any

HQ-1(config-ipv6-acl)#exit

HQ-1(config)#! Assign to the interface

HQ-1(config)# int s0/0/0

HQ-1(config-if)# ipv6 traffic-filter DENY WWW_FTP out
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As AS
200 40.0,0.0/30 100

= DU s, 1
Fan -.Eﬁﬂ11 = l'ip--—-—-—-—-—-—-—-—-——-—————‘ —g—
’

#

10.0.0.0/8
192.168.1.0/24

Bl {config)#! Basic BGP Configuration
Bl (config) #router bgp 200
Bl {config-router) #neigh

Bl {config-router) fneighkbor 40.0.0.2 re
Rl {config-router) fneighbor 40.0.0.2 remote-as 100
Rl {config-router) fnetwork 152.1€58.1.0

Bl {config-router) fnetwork 40.0.0.0

Bl {config-router)

B2 {config) #router bgp 100
B2 {config-router) gneighkbor 40.0.0.1 remot
B2 {config-router) gneighkor 40_.0.0.1 remote—as 200
2 {config-router) §%BEP-5-ADJCHANGE : neighbor 40.0.0.1 Up

B2 {config-router) ! adjancy changed to up
B2 {config-router) gnetwork 40.0.0.0
B2 (config-router) fnetwork 10.0.0.0

area

c

c
B

B2 {config-router) fdo sh ip route
Codes: C — connected, 5 - static, I - IGRF, R - RIP, M - mokile, B — BGP

L - EIGRP, EX - EIGRP external, ¢ - O5PF, IA - O5PF inter area
N1 - OSPF NS5R external type 1, H2Z2 — OS5PF NS55R external type 2
El - OS5PF external type 1, EZ - O5PF external type 2, E - EGF
i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 lewel-Z, ia - I5-IS5 inter

¥ — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/8 is directly connected, FastEthernetl/l
40.0.0.0/30 is subnetted, 1 subnets

40.0.0.0 is directly connected, FastEthernetl/,0
1%2_1€2.1.0/24 [20/0] wia 40.0.0.1, 00:07:15

B2 (config-router) #
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External BGP

Internal BGP

Meighborship

Both the Routers forming eBGP
neighborship need to be in separate AS
(Autonomous Systems)

Both the Routers forming iBGP
neighborship need to be in same AS
[Autonomous Systems)

Route advertisement

A route learnt from an eBGP peer will be
advertised back to another IBGP or eBGP
neighbor by default.

A route learnt from an IBGP peer will not
be advertised back to another iBGP
neighbor by default.

As Path addition

AS path is prepended to route when
advertised to eBGP peer

AS path is not prepended to the route
when advertized to an IBGP peer.

1, which means neighbors are assumed to
be directly connected

Attributes Attributes like local preference are not Attributes like local preference are sent to
sent to the eBGP peers but are sent to the IBGP peers but not to an EBGP peer.
iBGP peer.

Scope Used Between organization or between Used within the same organization
aorganization and Internet Service provider

TTL By default, EBGP peers are set with TTL = By default, EBGP peers are set with TTL=

255

AD (Administrative
Distance)

EBGP routes have administrative distance
of 20

IBGP routes have administrative distance
of 200

Mext Hop attribute

Mext hop is changed to local router when
it is advertised to EBEGP peer by default

Mext hop remains unchanged when route
iz advertised to iBGP peer

Topology

Doesn't reguire full mesh neighbarship

Requires full mesh ar else either of Route
reflectors or Confederation

Loop prevention
mechanism

Utilizes As Path for loop preventian

Uses BGP Split horizon i.e. non
advertisement from iBGP to iBGP neighbaor.
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SNMP

R2(config)#! Access-list is an option

R2(config)# ip access-list standard ACL_SNMP
R2(config-std-nacl)# permit host 10.20.20.201
R2(config-std-nacl)# exit

R2(config)#! Configure SNMP

R2(config)# snmp-server community Test RW ACL_SNMP
R2(config)#! Community Name , Type , link it with the ACL
R2(config)# snmp-server location New York

R2(config)# snmp-server enable traps ?
Monitor el dexi ¢ e Ual I Traps ) g s Leta s

-1 )by 4cly Status ) &l Had oLile Application aaiwy Configuration ) paliiy be e
Zenoss , PRTG

3 3¢50 Monitor dezis LdSA (e Sensors Las! dals axiiuy PRTG I

T ORK zen"o;ss

MONITOR wn [T
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N et F I OW Bonus

e Use to Monitor :-

AN NN

Layer 3 Protocol type and TOS

Source and Destination IP Address
Source and Destination port Number

Input logical interface and Throughput

R1(config)# interface GigabitEthernet0/0

R1(config-if)# ip flow ingress
R1(config-if)# ip flow egress

R1(config-if)# ! for Source and Destination
R1(config)# ip flow-export destination 10.1.10.100 9996
R1(config)# ! Collector IP , Port Number

R1(config)# ip flow-export version 9
R1(config)# ! Version

R1(config)# ! Traffic sent on UDP ports 2055, 2056, 4432, 4739, 9995, 9996, and 6343.

R1# show ip flow interface
GigabitEthernet0/0

ip flow ingress

ip flow egress

R1# show ip flow export

Flow export v9 is enabled for main cache
Export source and destination details :
VREF ID : Default

Destination(1) 10.1.10.100 (9996)
Version 9 flow records

43 flows exported in 15 udp datagrams

PRTG (™)
NETWORK
MONITOR

-: e gy Data -l Collect Jexi (lile Application padiuwi (Sas

plixer”
Scrutinizer
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Analysis and Monitor the Traffic

R1

@'m/o

R2
40.40.40.0/30

/Rl(config)#enable password cisco
R1(config)#username basem password cisco

R1(config)#line vty 0 3
R1(config-line)#login local
R1(config-line)#password 123

R1(config)#interface fastEthernet 0/0

R1(config-if)#no shut

\Rl(config-if)#ip add 40.40.40.1 255.255.255.252

J

/Rl#telnet 40.40.40.2

Username: basem
:Password

<R2

R2>en

:Password

\RZ#

\

Trying 40.40.40.2 ... Open

R1

R2
. e —®
@fo/o > Start capturing /ﬁ
i Delete

40.40.40.0/30

R

Start Capturing _Uais Two Routers =) i deal s M Link 2V e R.Click Jexia

R1

R2
40.40.40.0/30

=~ Stop capturing
i Start Wireshark

i Delete

J

Monitor for Traffic Jex OlileStart Wireshark _lias 1aS asy

-: ~YISR2 —IR1 (e Telnet Joxis
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Gl g Jid A Traffic U Analysis Jee 5 J233) Wireshark =) gl (850a

9 10.961015040.40.40.2 40.40.40.1 TCP 60 49839-23 [ACK] Se Acl Win=4128 Len=0
10 10.971015040.40.40.1 40.40.40.2 TELNET 66 Telnet Data ...
11 10. 9710150 40.40.40.2 40.40.40.1 TELNET 63 Telnet Data .
12 10.981015040.40.40.1 40.40.40.2 TELNET 96 Telnet Data

1 2 TELNET 60 Telnet Data
9510150 40.40.40. 2 A
16 11.0010150 40.40.40.1 40.40.40.2 Mark Packet (toggle) pata ...
17 11.0010150 40.40.40.2 40.40.40.1 Ignore Packet (toggle) pata .
18 11.0110150 40.40.40.1 40.40.40.2 | (©) Set Time Reference (toggle) pata ...
19 11.0110150 40.40.40.2 40.40.40.1| o Dataie:
20 11.1910150 40.40.40.2 40.40.40.1 | = TIme>nfte 23 [ACK] Seq=25 Ack=67 Win=4062 Len=0
21 11.2210150 40.40.40.1 40.40.40.2 Edit Packet 89 [ACK] Seq=67 Ack=25 Win=4104 Len=0
22 13.6710190 40.40.40.2 40.40.40.1 | ij Packet Comment... pata ...
23 13.6810190 40.40.40.1 40.40.40.2 pata
24 13.8310190 40.40.40.2 40.40.40.1 Manually Resolve Address pata .
25 13.8410190 40.40.40.1 40.40.40.2 PR , |pata .
26 14.0310190 40.40.40.2 40.40.40.1 PRy 25t Dataie.
< Prepare a Filter > o
@ Frame 15: 60 bytes on wire (480 bits), 60 byté Conv.ersationFike( > erface 0
@ Ethernet II, Src: c0:01:16:44:00:00 (cO: 6;  Colorize Conversation * £00:00 (c0:00:16:44:00:00)
@ Internet Protocol Version 4, src: 40.40.40.2 { SCTP. * 1 (40.40.40.1)
# Transmission Control Protocol, Src Port: 49834 Follow TCP Stream Seq: 10, Ack: 13, Len: 3
@ Telnet Follow UDP Stream
Follow SSL Stream
Copy »
Protocol Preferences »
== - - - - 32 Decode As...
0000 €O 00 16 44 00 00 cO 01 16 44 00 00 08 OC & print..
0010 00 2b 00 04 00 00 ff 06 1a b6 28 28 28 02 )
0020 28 01 c2 af 00 17 05 fd dO e5 39 c9 01 8¢  Show Packetin New Window

0030 10 14 29 6a 00 00 ff fd 01 00 00 00 o 2 oo

Follow TCP Stream < -- _liad s leale R.Click Jezis Telnet Packet Al Hlisia

- éyls )@.Lﬁds

M Follow TCP Stream (tcp.stream eq 0) E@g

Stream Content 8

User Access Verification

...P....bbaasseemm

uUsername:
Password: cisco
% Login invalid
username: bbaasseemm
R1>
R1>

|7 R1>eenn

Password:

Password: ciscol

R1# I
Entire conversation (266 bytes) E]

[ End ][ saveas |[ prnt |© asco ©) EBCDIC ©) HexDump ©) CArrays © Raw

[ Filter Out This Stream ] [ Close ]




CCNA 200-301 | Practical Book

SSH ( Secure Shell ) I 58 il dlee 8 aadfuall J5S 535 50

R1(config)#crypto key generate rsa
.Please define a domain-name first %
R1(config)#ip domain-name cisco.com
R1(config)#crypto key generate rsa

The name for the keys will be: R1.cisco.com \
Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take a few minutes

How many bits in the modulus [512]: 1024
[Generating 1024 bit RSA keys ...[OK %

R1(config)#line vty 0 4
R1(config-line)#login local
R1(config-line)#password cisco

\Rl(config-line)#transport input ssh /
ﬂl#ssh \

¢ Select encryption algorithm-
I Log in using this user name-
0 Specify options-

p Connect to this port-

WORD IP address or hostname of a remote system

R1#ssh -l basem 40.40.40.2

\Password: /

SSH Bonus Commands

Router(config)#ip ssh version 2

Router(config)#ip ssh server algorithm encryption aes256-cbc aes192-cbc aes128-cbc

82
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Analysis for SSH Packets aiiwia g allall 35 Wireshark = alasiuly <ol shadll (pudi Jaas

£ Capturing from Standard input  [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
codm I BEXR Aer20TLE([EBER QAR #BDB% B
Filter: B Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info . .
77 27.416041040.40.40.2 40.40.40.1 SSHvL 74 server: Encrypted packet (len=10)
78 27.426041040.40.40.2 40.40.40.1 SSHVL 74 server: Encrypted packet (len=10)
79 27.436041040.40.40.2 40.40.40.1 SSHv1 74 server: Encrypted packet (len=10)
o
81 27.456041040.40.40.2 40.40.40.1 SSHvL 74 server: Encryg
82 27.4660410 40.40.40.2 40.40.40.1 SSHVL 74 Server: Encryp  lgnorePacket (toggle)
83 27.476041040.40.40.2 40.40.40.1 SSHvVL 74 server: Encryp © Set Time Reference (toggle)
84 27.486041040.40.40.2 40.40.40.1 SSHvV1 74 server: Encry;;: © Time Shift...
85 27.496041040.40.40.2 40.40.40.1 SSHvL 74 Server: Encryp Edit Packet
86 27.506041040.40.40.2 40.40.40.1 SSHvL 122 server: Encryg _ —
87 27.5160410 40.40.40.2 40.40.40.1 SSHVL 74 server: Encryp i Packet Comment...
88 27.526041040.40.40.2 40.40.40.1 SSHvL 74 Server: Encry;:j Manually Resolve Address
89 27.536041040.40.40.2 40.40.40.1 SSHvL 74 server: Encryg
90 27.546041040.40.40.2 40.40.40.1 SSHvL 74 Server: Encry;:j Apply as Filter >
91 27.556041040.40.40.2 40.40.40.1 SSHv1L 74 server: Encryg Prepare a Filter »
92 27.566041040.40.40.1 40.40.40.2 TCP 60 37187-22 [AcK] e
93 27.5660410 40.40.40.2 40.40.40.1 SSHVL 74 server: Encryy  ConversationFilter !
94 27.5760410 40.40.40.2 40.40.40.1 SSHVL 74 server: Encryp  Colorize Conversation .4
95 27.586041040.40.40.2 40.40.40.1 SSHv1L 74 server: Encryp SCTP »
. QA 27 SQARN4ATN AN 4D 4N 2 an An 4an 1 <SHVT 74 Server* Enrr‘\/rl Follow TCP Stream
2 ! Follow UDP Stream
# Frame 80: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface Foflow SSL Stream
Ethernet II, Src: c0:01:16:44:00:00 (c0:01:16:44:00:00), Dst: c0:00:16:44:00:00 (
Internet Protocol Version 4, Src: 40.40.40.2 (40.40.40.2), Dst: 40.40.40.1 (40.4C Copy »
Transmission Control Protocol, Src Port: 22 (22), Dst Port: 37187 (37187), Seq: 1
@ SSH Protocol Protocol Preferences L4
3% Decode As...
& Print...
Show Packet in New Window

Follow TCP Stream (tcp.stream eq 0) lilm
P eq

Stream Content

SSH-1.5-Cisco-1.25
SSH-1.5-Cisco-1.25 —
...... (o0 1> S |- OEERNTRRpRpRpRERERRRRRN! =21 | (o | RIS |7 ) - 10 {0RY sp A I O RENBUR oA ~DRNRRRRRRE o
AR e N d..s..13z$..(vdr....
SECEr s oMYES

>

B....<.W....S....cc0ccucannn Xeounannas -

yH.,:."<..>!.k*p...5..o.. T 5
'.Y5.4v

Q.)D.:9R. ...>i1RN.S{...S.. ..#sD..
ZiNGA

SR LLRE LRI
. 2.dxbt;.F.9:B.

(0 el o () it onell o3 e SEvT
M...t.*.h.>Ql.e...
Sy

Moo ¥ BG..>S. ..

..Bf.I.c..ql!q.H...

.ef.a..@'j..mo.....

[ BLERR B
1

m | »

Entire conversation (2182 bytes) El

[ End |[ Saveas |[ pint | asco ©) EBCDIC © Hex Dump ©) CArrays © Raw

Filter Out This Stream ‘ [ Close J
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WAN

M@M\t;)ﬂ\dﬂm)ﬂe&uﬁ
o)
[ Private ] Public ]
[ Dedicated ] [ Switched ] Internet ]
Leased Circuit- ' Packet- Broadband
Lines Switched Switched VPN
T1/E1 PSTN Metro Ethernet DSL
T3/E3 ISDN MPLS Cable
Frame Relay Wireless
ATM

Leased Line Types and Capacities

Line Type Bit-Rate Capacity Line Type Bit-Rate Capacity
56k 56 kbps -4 466.56 Mbps
64k 64 khps OC-12 622.08 Mbps
I'l 1.544 Mbyps OC-18 933.12 Mbps
El 2.048 Mbps OC-24 124416 Mbps
n 2.048 Mbps OC-36 186624 Mbps
E3 34.064 Mbps OC-48 2485 .32 Mbps
I3 44.736 Mbps OE-496 497664 Mbps
-1 51.84 Mbps 0OC-192 9953.28 Mbps
OC-3 155.54 Mbps OC-T68 39,813.12 Mbps
g : 5y
Routerd Routers
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Bouter (config)$! Cofigure Serial Interface
Router (config) #interface Serial 07170
Bouter (config-if) #no shutdown

SLINE-5-CHRMEZED: Interface S5eriall/s1/0, changed state to down
Router (config-if) §

Bouter (config-if)#ip address 40.0.0.1 255_255_Z55_Z52

Bouter (config-if)j§! Configure Clock BRate

Bouter (config-if)#clock rate ©4000

Router (config-if) §

|Bouter(config-ifiél

Sl Router ) Je

BE-Z2 (config) #interface serial 07170
BE-Z (config-if) fnoc shutdown

BE-2 {config-if)#
(LINE-5-CHRMNEED: Interface S5eris=ld/1/0, changed state to up

BE-Z {config-if) #ip
SLINEPROTO-5-UFDOWN: Line protocol on Interface S5eriaellds1/0, changed state to up

A A -~

BE-Z (config-if) $ip address 40.0.0.2 Z55_.Z55_.255_Z5Z

Configure PPP Encapsulation on Serial Cables

BE-Z2 (config-if) fencapsulation ppp
BRE-2 {config-if)#
(LINEPROTO-5-UFDOWN: Line protocol on Inmterface Seriael(yf1/0, changed state to down

BE-Z (config—if) #ppp authentication chap

Z
BRE-2 {config-if)$
o |

Bouter (config-if) §

Bouter (config-if) encapsulation ppp
Bouter (config-if) §ppp authentication chap
|Bouter (config-if) g

Down & Interface 4 o)) aa3lia
i) & W Password Jl <l s Username S (Sl Ge Router JS <l o )Y

BE-Z2 (config) fusername Bouter password cisco

BR-Z (config) &

BE-Z (config) §

$LINEPROTO-5-UEDOWN: Line protocol on Inmterface Serisell/1/0, changed state to up

ROdCeEL OO Ig ] 7
Bouter (config) fusername BE-Z2 password cisco

Bouter (config) §

Bouter (config) §

Bouter (config) §

SLINEPROTO-5-UPDOHN: Line protocol on Interface Seriall/1/0, changed state to up
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Wireless

RF Spectrum

Frequency | Freguency
(Hz) Notation
1021 Cosmic Rays
10%°
10'° Gamma Rays
1018
107 X-Rays
1016
1015
101 Ultraviolet Light
10"
infared L
1011 100 GHz nirared by
1p10 10GHz | — - 5 GHz Wireless
10°? 1 GHz Microwave and Radar
108 100 MHz I:I )

Television and FM Radio 24 GHz Wireless
107 10 MHz
Shortwave Radio
L 1 MHe AM Radi
105 100 kHz i Fa © o \
10° 10 kHz St Radio Frequencies (RF)
3 1 kH
10 z Sound
102 100 Hz
10! 10 Hz
0 0 Hz Subsonic
2.4-GHz Channels
Channal 1 2 3 4

A i . G " T T [ N i s e

Wireless Ranges -

Wifi Channels 4

GHz = 2412 2417 2422 2437 2432 2437 2442 2447 2452 2457 2462 2467 2472 2.484
DSSS: 22 MHz
OFDM: 20 MHz
5-GHz Channels
U-NiI-1 U-NIl-2 U-NII-2 Extended U-NII-3
Channel

36 40 44 48 52 56 60 64

100104 108 112 116 120 124 128 132 136 140

149 153157 161

(VMOVIVIVOAL (VDRI A

GHz

5.180 5.240 5260 5.320

i
1
5.500 ‘I 5.700 5.745
4

| N

-~ Y
- 20 S
LT ez

5.825
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Automation

Scripts Type

Anisble, Puppet, and Chef Comparison

network devices

Feature Ansible Puppet Chef
Term for the file that liss actions ]’L{j.'ln:tak Manifest B ecipe, runlist
Protocol used to communicate with SSH, NETCOMNF HTTP (REST) HTTP (REST)

Uses agent or agentless model? Agentless Agent®

Agent

Uses a push or pull model? Push Pull

Pull

* Puppet can use an in-device agent or an external proxy agent for network devices.

Data Format Types

Data Format Comparison
Data Origin/Definition Central Purpose Common Use
Format
JSON JavaSeript (J5) language; General data modeling and REST APIs
RFC 8259 sertalization
XML Woild Wide Web Data-focused text markup, REST APLs, web pages
Consoraum (W3C.org) which allows data modeling
YAML YAML.org General data modeling Ansible

Traditional Interface Output VS. JSON

10S Router Output

GigabitEthernet0/0/0 is up, line protocol is up (connected)
Description: Wide Area Network

Internet address is 172.16.0.2/24

JSON Qutput

"ietf-interfaces:interface": {
"name": "GigabhitEthernetd/fo/o",
"description”: "Wide Area Network”,
"enabled™: true,
"ietf-ip-ipva": {

"address": [

{

ip": "172.16.0.2",

"netmask®: "255.255.255.0"
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