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Module 03 - Network Security Controls, Protocols, and Devices

Encrypting Data at Rest Using
VeraCrypt

VeraCrypt adds enbanced security fo the algorithms used for system and partitions
encryption, making it immine fo new develgpmients in brute-force affacks.

Lab Scenario

Admumistrators should ensure the secunty of data at rest through an encryption
mechamsm. It helps them to prevent data from unauthorized access. Adnunistrators
may require to encrypt data such as files, folders, disk volume, partitions, etc.
Admunistrators should consider encrypting all the sensitive data of an organization
that needs protection. As an admunistrator you should know how to handle various
encryption tools used for encrypting data at rest.

Lab Objectives

This lab will demonstrate how to encrypt data at rest.

Lab Environment

To carry out the lab, you need:

"  VeraCrypt, located at Z:\CND-Tools\CND Module 03 Network Security
Controls, Protocols, and Devices\Data Encryption Tools'VeraCrypt

" You can also download the latest version of VeraCrypt from the link
https:/ /veracrypt.codeplex.com/

" If you deade to download the latest version, then screenshots shown in the
lab may differ

" A virtual machine ranming Windows 10
B A Web browser with Internet connection

" Administrative prvileges to mun tools
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= task 1

Launching
VeraCrypt

[:-D.I JeraCrypt 15 a
software application nsed
for on-the-fly encryption
{GTFE]. It 1z distobuted
without cost and the source
code 13 available.

Module 03 - Network Security Controls, Protocols, and Devices

Lab Duration
Time: 20 Minutes

Overview of Veracrypt

VeraCrypt is a software application used for on-the-fly encryption (OTFE). It is
distributed without cost, and the source code is available. It can create a wvirtual
encrypted disk within a file, or encrypt a partition or an entire storage device.

Lab Tasks

1. Turn on Windows 10 and log 1n as an Administrator

2. Nawvigate to Z:\CND-Tools\CND Module 03 Network Security Controls,
Protocols, and Devices\Data Encryption Tools\Veracrypt and double-
click VeraCrypt Setup 1.17.exe file to start the installation

3. The User Account Control window pops up. Click Yes and follow the
wizard driven installation steps to install VeraCrypt.

ﬂ User Account Cortrol .

W Pregram name:  VeraCrypt Setup
== Verified publizsher |DRIX
File origir: Hard drive on this computer
Show details Yes Mo

Change when these notifications apoear

|- o
FIGUEE 1.1: User Account Control

4. Open the Start - All Apps and click VeraCrypt to launch it.
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FIGURE 1.2 Launch VeraCrypt
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m VeraCrypt have the
ability to create and mn a
system whose existence
may be demied.

] nMPORTANT: Note
that VeraCrypt will not
encrypt any existing files
(when creating a VeraCrypt
file contamer). If you select
an existing file in this step,
it will be overwntten and
replaced by the newly
created volume (z0 the
overwotten file will be lost,

not encrypted). You will be
able to encrypt existing files
to the VeraCrypt volume
that we are creating now.

Module 03 - Network Security Controls, Protocols, and Devices

5. The VeraCrypt main window appears; click Create Volume.

w VeraCrypt
Volumes System Favontes Tools Settings Help

Drive  Volume Size Encryption Algorithm

Create Volume Yolume Properties... Wipe Cache

Volume

< |

verCn®t ] Never save history Volume Tools...

Auto-Mount Devices

FIGURE 1.3: VeraCrypt Main Window
6. The VeraCrypt Volume Creation Wizard window appears.

7. Select Create an encrypted file container to create a file containing a
virtual, encrypted disk.

% VeraCrypt Volume Creation Wizard — -

VeraCrypt Volume Creation Wizard

(®) Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users,

Mare information

(") Encrypt a non-system partition/drive

Encrypts a non-system partiion on any internal or external
drive {e.q. a flash drive). Optionally, creates a hidden valume.

() Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

More information about system encryption

VeraCrypt

Help < Back Mext = Cancel

FIGTUERE 1.4- ?em(lqpt Volume Creation Wizard
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Module 03 - Network Security Controls, Protocols, and Devices

8. In the Volume Type wizard, select Standard VeraCrypt volume. This
creates a normal VeraCrypt volume.

9. Click Next to proceed.

M VeraCrypt Volume Creation Wizard — X
Volume Type
(® Standard VeraCrypt volume
m Select this option if you want to create a normal VeraCrypt
Note: After you copy volume,
existing unencrypted files
to a VeraCrypt volume, you
should securely erase (wipe) () Hidden VeraCrypt volume
the orignal unencrypted It may happen that you are forced by somebody to reveal the
files. There are software password to an encrypted volume. There are many situations
tools that can be used for where you cannot refuse to reveal the password (for example,
the purpose of secure due to extortion). Using a so-called hidden volume allows you to

solve such situations without revealing the password to your

erasure [man_gr of them are
volume.

free).

More information about hidden volumes

VeraCrypt

Help < Back | Next > || Cancel

FIGURE 1.5: VeraCrypt Volume Creation Wizard-Volume 'I‘jlpe

10. In the Volume Location wizard, click Select File....

e VeraCrypt Volume Creation Wizard — >

Volume Location

| v| | selectFie...

E Mever save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click ‘Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container, You will be able to encrypt existing files (later
on) by moving them to the VeraCrypt container that you are about
to create now.

VeraCrypt

Help < Back Next > Cancel

FIGURE 1.6: VeraCrypt Volume Creation Wizard-Volume Location
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m The mode of
VeraCrypt for encrypted
partitions, daves, and
virtual vohames 15 XTS.

m VeraCrypt volomes
do not contain known file
headers and their content is
random data.

Module 03 - Network Security Controls, Protocols, and Devices

11. The Specify Path and File Name window appears; navigate to the
desired location (here, Desktop), provide the File name
MyVolume, and click Save.

as

. : . |
X Specify Path and File Name ot

« « 4 M » ThisPC » Desktop v | & | Search Desktop 0

Organize * Mew folder

-

L]

Mame Date modified Type

7 Quick access

w‘ Downloads o
Documents o
&= Pictures o+
= Local Disk (C2)
J': Music

Mo items match your search.

Test documents

E Videos

. Onelrive

w g >

MyVolume
All Files (*.%]

File name:

Save as type:

Cancel

# Hide Folders

Jave I

FIGURE 1.7: Windows Stauda.-l:d-Spadfjr Path and File Name Window

12. After saving the file, the location of file contamning the VeraCrypt
volume 15 set; click Next.

% VeraCrypt Volume Creation Wizard

Volume Location

C:\Users\Woin \DesktopWMyVolume

[+ Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click "Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt wil NOT encrypt
it: the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on) by moving them to the VeraCrypt container that you are about
to areate now.

VeraCrypt

FIGTJRE 1.8: ?emﬂrgpt Volime Creation Wizard-Veohune Location
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Module 03 - Network Security Controls, Protocols, and Devices

13. In the Encryption Options wizard, select the AES Encrypton
Algorithm and SHA-512 Hash Algonthm, and click Next.

. VeraCrypt Volume Creation Wizard — oy A
Encryption Options
Encryption Algorithm
AES v| Test
0 FIPS-approved dpher (Rindas) pubished n 199) that may be
VeraCrvnt used by U.5, government departments and agendes to protect
e ﬂih dassified information up to the Top Secret level. 256-bit key,
Mpposy fhe Slines 128-bit block, 14 rounds (AES-256). Mode of operation is XTS.
alporthms:
= RIPEMD-160 More information on AES e
= 5HA-512
- Whidpool Hash Algorithm
SHA-512 ~ | Information on hash algorithms
VeraCrypt
Help <Back | MNext> Cancel
o

FIGTIRE 1.9: ?&ﬂCf}rpt Volime Creation W’iza:l:d-E.nc:rgpﬁnﬂ Dpﬁﬂﬂs

14. In the Volume Size wizard, specify the size of the VeraCrypt
container as 2 MB, and click Next.

& |
% VeraCrypt Volume Creation Wizard —_ X

Volume Size

E O |[@me| Oe O

Free space on drive C:\ is 5.28 GB

Please specify the size of the container you want to create.
If you create a dynamic (sparse-file) container, this parameter will
specify its maximum possible size.

Mote that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an exFAT volume is 424 KB, The
minimum possible size of an NTFS volume is 3792 KB.

VeraCrypt

Help < Back MNext = Cancel

FIGUERE 1.10: Ver aerrpt Volume Creation Wizard-Volome Size

7 Note: The butt . . .
.wemr.‘;;l bezﬁab;ﬁ 15. The Volume Password wizard appears; provide a good password in

until passwords in both the Password field, retype it in the Confirm field, and click Next.
input fields are the same.
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Module 03 - Network Security Controls, Protocols, and Devices

16. In tlus lab, the password used i1s qwerty@123.

M VeraCrypt Volume Creation Wizard — -

Volume Password

Pagswﬂrd: (AR R T 100}

Confirm: | #etessssss

[]use keyfies Keyfiles...

[ ]Use PIM

Itis very important that you chooss a good password. You should
avoid choosing one that contains only a sngle word that can be found
in a dictionary {or a combination of 2, 3, or 4 such waords). It should
not contain any names or dates ofhirth. [t shoud not be eazy tn
guess. A good password is 8 random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ ~ =5 * +
etc. Ve recommend dioosing & password consisting of 20 or more
characters (the longer, the better]). The maximum possible length is 64
characters,

VeraCrypt

Help < Badk Mext = Cancel

FIGURE 1.11: VemaCrypt Volume Creation Wizard-Volume Password

Note: A VeraCrypt Volume Creation Wizard warning pop-up appears;

click Yes.

IQ;] The longer you move :
the mouse, the better. This 17. The Volume Format option appears. Select FAT Filesystem, and set

B E et the cluster to Default.
cryptographic
strength of the 18. Move your mouse as randomly as possible within the Volume
encryption keys. Creation Wizard window for at least 30 seconds.
19. Click Format.
F‘-'_-L VeraCrypt Yolume Creation Wizard — . 1
Volume Format
Options
Filesystem |FAT  ~| Clster|Default ~| []Dynamic
Random Pool: —+*%+, -, /4+—, %% 4 . %4 44/ []
HEEdEfKE‘!": L P E L E R RS R I R R L RS X T
rﬂasterﬁey: L S E TR TSR LS LSRR S EEE SRS S LSRR S
abort
Done | Speed | Lv:Ft|
[MPORTAMT: Move your mouse asrandomly &s possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encrypiion keys, Then
dick Format to create the volume.
VeraCrypt
Randomness Collected From Mouse Movements
Help < Back Format Cancel
e |
FIGURE 1.12: VeraCrypt Volume Creation Wizard-Volume Format
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Module 03 - Network Security Controls, Protocols, and Devices

20. After clicking Format, VeraCrypt will create a file called MyVolume in
the provided folder. This file depends on the VeraCrypt container (it

will contain the encrypted VeraCrypt volume).

21. Depending on the size of the volume, it may take some time for
volume creation.

22. Once the volume is created, a VeraCrypt Volume Creation Wizard

dialog-box appears; click OK.

- : : =
VeraCrypt Volume Creation Wizard X
m Free space on each
VeraCrypt volume is filled
R 0 The VeraCrypt volume has been successfully created.
volume i3 created.

oK

FIGURE 1.15: VeraCrypt Volume Creation Wizard Dialog Box
23. Click OK to close the dialog box.

24. You have successfully created a VeraCrypt volume (file container).

25. In the VeraCrypt Volume Creation wizard window, click Exit.

. . . |
M VeraCrypt Volume Creation Wizard —_ X
Volume Created
m VeraCrypt 15 unable
to secare data on 3 The VeraCrypt volume has been aeated and is ready for use. If you
computer if an attacker ﬂ to create another VeraCrypt volume, dick Next. Otherwise, dick
physically accessed it and '
VeraCrypt is used on the
compromused computer by
the user again
VeraCrypt
Help < Back Next > Exit
-I
FIGURE 1.14: VeraCrypt Volume Creation Wizard-Volume Created
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H TaAask 2

Mount a Volume

m Default mount
in the main program
preferences (Settings —»

P[Ef-E;IEﬂCEE}-

Module 03 - Network Security Controls, Protocols, and Devices

26. The VeraCrypt main window appears; select a dove (here, E:), and
click Select File....

M VeraCrypt — ] 4

Volurmes  Systermm Favorites  Tools  3ettings  Help Homepage

Drve  Yolume Size  Encrypton algorithm Type

Cregte Volume Yolume Properties. .. Wipe Cache

Yaolume

u il Select Fie. ..

S Never save history Volume Todls. .. Selert Device. ..

‘ Mot ‘ Avuto-Mount Devices Dismount Al Exit

FIGURE 1.15: Vera(lqilpt Main Window with Select File Button

27. The Select a VeraCrypt Volume window appears; navigate to This
PC\Desktop, click MyVolume, and click Open.

* Select a VeraCrypt Volume bl

Fa v Ii » This PC » Desktop v {u] | Search Desktop L2

COrganize - Mew folder Bz - 11 9

- Mame Crate modified Type

w Ouick access

B Desktop *
% Downlpads  #
~
g

| MyVelume 6/30/2016 428 PM  File I

5| Documents
[E=] Pictures
r Loeal Disk (T3]
b Music

Test documents
B Videos

. Onelirve

I This PC

WL

File name: MyVolume ot All Files *.%) st

Clpen

FIGURE 1.16: Windows Standard File Selector Window
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Module 03 - Network Security Controls, Protocols, and Devices

28. The window closes and you are returned to the VeraCrypt window.
Click Mount.

M VeraCrypt — X
Volumes System Favorites Tools Settings Help Homepage

Drive Volume Size Encayption Algorithm Type M

m This option can be —=iM:
set in the password entry
dialog so that it will apply
only to that particular
mount attempt. It can also
be set as defanlt in the
Preferences.

Create Volume Volume Properties... Wipe Cache

Volume

\C

Veralrypt

C:\Users' \Desktop'MyVolume W Select File. ..

[v] Never save history Volume Tools... Select Device...

‘ Mount | Auto-Mount Devices Dismount Al Exit

FIGURE 117 Ve;raCrgpt Main Window with Mount Button

29. The Enter Password dialog-box appears; type the password you
specified earlier for this volume (in tlus lab, qwerty@123) in the
Password mput field, and click OK.

nter password for C\Users\, N\Desktop\MyVolume

m When a correct

password is cached,
volumes are autumal:i::a]l}r

Password: | esesssssss|

monnted after you click PKCS-5 PRF: .N.IthEtEC'IhI'l -.,_..-. DTFUECF?FItMDdE
Mount. If you need to
unt opti fi
mhmweﬂ;nemg e [ ]use PIM
m;mﬁdli ﬁﬁd’ [_]Cache passwords and keyfiles in memory
(Ctd) key while clicking :
Monat, o select Mount [IDisplay password
Tt Oy s ecam: Kfae [ Juse keyfiles Keyfiles... Mount Options...

Volumes mem.

FIGUEE 1.158: "i?emCr_?Pt Pazzword Window
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Module 03 - Network Security Controls, Protocols, and Devices

30. After the password is verified, VeraCrypt will mount the volume, as

shown 1in the screenshot:

M VeraCrypt o et
Volumes  Systern Favorites  Tools  Settings  Help Homepage
m No data stored on an _ _ _ _ ~
vpted volume can be Drive  Volume Size Encryption Algorithm Type
read (decrypted) without '
using the correct password CUE Cisersh . \Desktop'\MyVolume 1.84MB AES
ot correct encryption key. >

Create Volume Yolume Properties... Wipe Cache
Volume
m C:\Users\Prashant\DesktopMyVolume w Select File. ..
Vardrypt Never save history volume Tools... Select Device. ..

| Auto-Mount Devices | | Dismount All | | Exit

FIGURE 1.19: VeraCrypt Main Window

31. MyVolume has successfully mounted the container as a virtual disk
(Ez).

32. The virtual disk is entirely encrypted (including file names, allocation
tables, free space, etc.) and behaves like a real disk.

33. You can copy or move files to this virtual disk to encrypt them.

34. Create a text document on the Desktop and name it Test.

33. Open the text document, and enter some text in it.

36. Click File in the menu bar, and click Save.

| Test - Netepad — O b4
Edit Format View Help
Plews Cirl«M jumbers 123456789
Choen... Cirl+2
m VeraC. Save Ctrl+5%
E_Ia rﬂ}_t EReS Save As. .
antomatically dismount all
mounted VeraCrypt Page Setup..
volumes on system Prirtt... Ctl+P
shutdown /restart. .
Exit
FIGURE 1.20: VeraCrypt Main Window with Dismount Button
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m VeraCrypt volumes
have no "signature” or ID
strings. Until decrypted,
they appear to consist
solely of random data.

m Monnt options affect
the parameters of the
volume being mounted.
The Mount Options dialog
can be opened by clicking
on the Mount Options
button in the password

entry dialog box.

I o Local Disk [E)

Module 03 - Network Security Controls, Protocols, and Devices

37. Copy the file from the Desktop, and paste it in E:. Close the window.

“SRERED Drive Tools | Local Disk (E:] - O >
Hame Share Wiew Manage
= «~ A o + ThisPC + Local Disk (E:) w | & Search Local Disk [F; ]
B Deskeop 4 ™ Mame . Date modified Type Gine
& Downloads =] Test 6/30/2016 44T PM  Tedt Document 1 KB

[Z] Documents
i Pictures -
s Local Disk [C2)
J': Music

Test documents

l Videos
i Cnelrive

& This PC
I Deskiop
[%| Documents
4 Downloads
J’: Music
= Pictures
B Videos
e Local Disk [C3)

FIGURE 1.21: Test.txt file in Encrypted Contamner

38. Switch to VeraCrypt window, click Dismount and then click Exit.

“% VeraCrypt X
Volumes System Favortes Tools Settings Help

Homepage

Volume Size Encryption Algorithm Type M

\Desktop MyVolume 1.8MB AES

! Volume Properties. ..

Desktop\MyVolume

C:\Users
\C

VaraCrypt

[“] Never save history

FIGUIRE 1.22- vera{:r!rpt Main Window with Dismount Button
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Module 03 - Network Security Controls, Protocols, and Devices

The E:\ located in This PC disappears. In this way, you can encrypt entire data
volumes to secure your data from prying eyes. Thus, all sensitive information
located on the encrypted volume is safeguarded.

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’s security posture and exposure through free public information.

PLEASE TALEKE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

[]Yes v No
Platform Supported
] Classroom V] iLabs

CND Lab Manual Page 30

Certified Nerwork Defender Copvoght e bv EG-Gouncil
All Rights Reserved. Reproduction 13 Strctly Prohibited.

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

1
ICON KEY

" Valuable

information

o
A Test yous
knowledge

m Web exercize

UIE Workbook review

Module 03 - Network Security Controls, Protocols, and Devices

Encrypting Data in Transit Using
SSL

SSL (Secure Sockets Layer) is the standard security fechnology for establishing an
encrypred link between a web server and a browser.

Lab Scenario

Ensuring securnty of data at rest 1s not enough as data can be tampered with
during transit if not properly secured. Organizations should implement SSL on
their websites 1n order to encrypt data dunng transit. As a network
administrator, you should know how to create a SSL enabled website for the
organization.

Lab Objectives

The objective of this lab is to demonstrate how to enable SSL on a Website to
transfer data over a secure channel. In thus lab, you will learn to:

"  Buld a http website (WordPress)
* Provide SSL encryption to a website implemented on HTTP

Lab Environment
To complete this lab, you will need:

"  You can download the latest version of WAMP Server from
http: [/ mwmm.‘iﬁ’mnps&rvﬁr.comf en/ and Microsoft Visual C++ 2010
from http: / [wrwrw.microsoft.com/en-
in/download/details.aspxrid=5555

" Ifyou decide to download the latest version, screenshots and steps
might differ in your lab environment.

" Run thus lab in a Windows Server 2008 virtual machine
"  Adnunstrative provileges to run the tool

" A web browser with Internet access in both the machines

CND Lab Manual Page 51

Certified Nerwork Defender Copvoght e bv EG-Gouncil
All Rights Reserved. Reproduction 13 Strctly Prohibited.

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

H task 1

Stop lIS Service
and World Wide
Web Publishing

Service

Module 03 - Network Security Controls, Protocols, and Devices

Lab Duration
Time: 45 Minutes

Overview of Https

SSL/TLS provides communication security and puvacy over the Internet for
applications such as web, email, instant messaging (IM), and virtual private networks
(VPINs). Data flowing through the channel 1s encrypted and 1s difficult to decode.

Lab Tasks

Note: Before munming this lab, log into Windows Server 2008 and ensure that you
stop the IIS adnmun service and World Wide Web Publishing Service (if you have the
service installed on the machine.). To stop the service, go to Start =
Administrative Tools = Services, richt-click IIS Admin Service and click Stop,
nght-click World Wide Web Publishing Service and click Stop. Also ensure that
you stop the Internet Information Services (IIS) Manager and Internet Information
Services (IIS) 6.0 Manager. To stop Internet Information Services (IIS) Manager, go
to Start < Administrative Tools = Internet Information Services (11S) Manager,
nght-click on the server name in the left pane and click Stop to stop the manager.
To stop the Intemet Information Services (IIS) 6.0 Manager, go to Start =
Administrative Tools = Internet Information Services (lIS) 6.0 Manager, I:ight—
click on the server name in the left pane and click Disconnect to disconnect the

IMANASCY.

1. In Windows Server 2008, click the Start button on the lower left
corner of the screen, and then click start WampServer to launch the
WampServer application.

c- Mozl Frefo

@ Irterret Explorer

s | ristepss

1 Vyidews Lpdate
-} Control Pened

Administralve Taok k

E Coogle Chrome Heh 2rel Suppert

'ﬁ Irterret Information Services ([I15)
. MMaragsr

[@- Ease aof Acress Cenber

Ruri...

[ Hiwa Gyshog Server Consale

k &l Pragrames

FIGURE 2.1: Attempting to browse on https
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Module 03 - Network Security Controls, Protocols, and Devices

2. Open a web browser, type the URL https://localhost/cnd in the

address bar, and press Enter.

- =» & [ https:/localhost/cnd

[Y https:/ /localhost/cnd

[ https:/ /localhost/cndf - CND demao wehsite | Just another WordPress site
A, https:/flocalhostfcnd - Google Search

[ https:/ /localhost/cnd/#content

TERERETr TTFrCa

Google

India

{

FIGURE 22: Attempting to browse on https

3. You won't be able to access the webpage, as SSL mn not enabled on the
server where the cnd WordPress website 1s deployed. So, to browse the
cnd WordPress site over a secure channel (https/SSL), you need to
enable SSL. on WordPress.

[ hitps://localhost/cnd
&« - (@ [ hitps://localhost/ond

B

This site can't be reached

localhost refused o connecl

FIGURE 2.5: 351 dizabled
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= TAsSK 2

Add an
Environment
Variable

Module 03 - Network Security Controls, Protocols, and Devices

4. Go to the Start menu, right-click Computer, and select Properties in

the menu.

" Meorila Fre=fox

@ Intermet Expioner
,_r] Hoteoad
_‘: Il vandaws Undate

start WampSarver

@ Goagls Chrame

ﬁ’i" Irtermet Informatian Serozs (I15)
. Manzger

@ Ease of Access Cember

[:_ J Kiva Syslog Server Console

A

Admnstraior

Documents

Oy
CmiHere
Explore
[Famege

Map Metaork Crve. ..
Cigconnect Metrark Drve. .

Show an Degktop

¥ ]| Frograms

Start S=arch

B _o | a |

Problem Icading page - M.,

FIGURE 2 4 Selecting Computer Properties

5. System Control Panel appears on the screen, click the Advanced

system settings link

(5] system =10 x
Ul':_} |_",’- ~ Control Panel - System and Mantenanos - System - m quﬂ ch !_.;lj
Fle Edit Wew Tools Heb

Tasks @z

-

¥ Divice Manager

™ Remote settings

¥ | Acvanced system settings]

See alon

Wirdows Updatz

View basic information about veur com puter

Windows edition
‘Windows Server® S@ndand
Copyright © 2107 Mcrasoft Carporation, Al ights reserved,

Servios Pack 1

SYETRMT [:j.‘"_,
Frocessor; Intel(RY Cor={TM} i5-4530 CPL 2 3, 30GH: 3. 29 GH:
Memory {FLAM]: ZonES
Jystem tyoe; 64-0it Operating Jysiem

Computer name, damain, and workgroup setings
SERNVERZOOE
SERNER200B, CHD.com

Computer name: ¥/Change s=ttngs
Ful computer name:
Computer gescriphon:

Diamain: D com

FIGUEE 2.5: Advanced system setﬁugs
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6. The System Properties window appears; go to the Advanced tab, and
click Environment Variables....

System Properties
Computer Name I Hardware | Advanced IH-E.-n'luteI

You must be logged on as an Administrator to make most of these changes.

— Performance
Visual effects. processor scheduling, memory usage, and vitual memaony

~ Usar Profilas
Destdop seftings related to your logon

— Startup and Recovery
System startup, ailure, and debugging information

FIGURE 2.6: Selecting Environmental Variables
7. The Environment Variables window appears; click New....

Environment Variables

— User variables for Administrator N
Variable Value 2
' SGUSERPROFILE % \AppData\Local\Temp
™R %l ISERPROFILE % \AppData'LocaliTemp
New... Edit... Dalata
— System variables
Variable Value -
ComSpec C:\Windows\system32\emd. exe I

FP_NO_HOST C... NO
NUMBER_OF P... 1
05 Windows_NT :l

New... Edt.. | Delete |

FIGURE 27: Adding a new environmental variable
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8. In the New User Variable window, enter the varable name
openssl_conf, enter the variable value
C:\Wamp\bin\apache\apache2.4.2\conflopenssl.cnf and click OK.

New User Vaniable

Variable name: openss|_conf

Variable value: \bin\apache \apache2. 4, 2\conflopenssl.cnf |

oK Cancel |

FIGUERE 2.8: A.ddmg a new environumental variahle

9. C(Click OK in the Environment Variables window, and then click OK in
the System Properties window.

H Task 3 10. Navigate to the location C:\Wamp\bin\apachelapache2.4.2\bin and

open php.ini with Notepad++.
Configure php.ini _
11. Uncomment the line no. 970 by removing “;” before the code.

¥ L wamp) b’ apache\apache .2\ bin\phpini - Notepad++ [Administrator]
File Edit Ssarch view Encodng Languege Setfings Macro Rum Pugins  Window 7

o GHE 2 2w 2 @Mk 2 2 B2 S0 (E0EA = EE B |2

hitod cont :3| M :orfigincpho :3' M zorfig sample inc.ohp I:EI B corfiginc oo :EI B :orfigincpho :3| Bcronicd Eehpini Ell
sextenzion=php cmp.gdll
sextension=php intl.gll
rexXtension=pnp 1map.gll

& o Ln
(I T

]

fBEXTEnE lon=php inTCert

04 Ra

sextension=php ldarp.
Jextenelon=php ming.gl]

o My
r

u]
ok

;extension=php m==gl.g1]
cxtension=pho myagl.dll
extension=phy my2qll.dll
;extension=php ocif.gll
sextension=php ociB 1lg.gdll
extenaicn~phy openeal.dll
JEXTENS '_-._I'_r.=|_:':'.E__:-3-:_:‘_ rebird. ALl
sextension=php pdo masgl.gdll
exTenalion~ph pdo mysgl.dll

;extension=php pdo oci.gll

o M
(8]

oy
1 W m wl

4

sextension=php pdo odbo.gll
sEXtension=php pdo pgagl.dll
extension=php pdo sglite.dll
sextension=php posgl.dll
sextension=php phar.gdll
:extension=php pepell.gll
sextension=php shoop.gll

rextension=php smmp.gll

fexrension=pnp =oap.dll

sextension=php sockets. gll

ke

iifile  |length : A7 limes : 1502

FIGURE 2.9: Enabling openssldll
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12. save the notepad file.

% T Ciwamp' binapache\ apache?. 4.2 bin | phpni - Nobepad + + L1

-l Edt Search Wew Encoding Languape Setbings Maoo Run Pugne  Window 7 ¥,
e Chri 1 FRIS1ED| B BE|
Jpeni ., Cirl +HD
Eeload fram Disk
zave Chl45 ;|
Save AL, Cirl +alt+5
Save & Copy A,

Za= Al Chl +5hift+5
Rerame,,,

Chse Cirl +
Chase All

Chse All but Actve Document

Move to Recpde Sn

Load Sesgon, ..
Saue Sesion...

Frint...

Print hiow

1: i Smartle tc\snart.conf

2 CilsnartirukesompHnfourulkes

1 T isnartiiog | 192, LEF.0, 321 I0MF_ECHO, ide

41 T wampibintepachespacthe, 4. 2ycon flextra th tipd-ssl, conf

Dpen All Recent Fies
Empty Recent Files List

Exit

FIGURE 2 10: Saving the php.ini fille

13. Restart the machine.

14. Click Start, and then click WampServer.

Administrator
@ Case of Access Certer

Documents

|e=ip Windaws Update
e indows Upda

@ Interiet Explorer
=

start WampServer

Computer

Metwaork

Control Panel

| Motepad
ﬂ - Administrative Tools

. Intermet Information Services (IIS)
- Manzger Help and Support

‘I Googe Chrome Run...

;ﬁ Local Security Policy
@L Event Viewer

2 All Programs

IEtart Search

FIGURE 211: St:a.rh.nng.mPE-Eﬂﬂ
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15. The WampServer icon appears in the notification area, as shown in the

screenshot:

@;_;, e 9:53E~’

FIGURE 212 ﬁa.mpServer activated

Note: If the icon doesn’t turn green, go to Start = Administrative Tools =
Internet Information Services (1IS) Manager, nght-click on the server
name in the left pane, and click Stop to stop the manager. Then, click
Wamp Server icon in the notification area, and select Restart All Services.

You can even stop the World Wide Publishing Service.

B rasx 4 16. Navigate to C:\wamp\bin\apache\apache2.4.2, press Shift + Right-click

bin folder, and select Open Command Window Here.

Create a Private Sl
Key |IEﬂEﬁiEEEIIII!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!l-""" 10 %

9.' .-' | = Locs Oisk () = wamp = bn = apache - apachel.4.0 - ~ 3 |:;; - Fsl
L - |
Fle Edit Wview Tools Help
drganize - = Viewis = [0 Ewxplore |73 Share 'lzi'
&
Faworits Links =
Flr Doouments cgi-bin E:tlﬂl:l"l: = Falder
[ Pictures conf Open e Faldar
F!'F;. Music Erran Open Command Window Hera e Folds
Moz !1'.-:I-:|:: Share.., E:C|'.'|EI'
!_:u = A St " E;EH:I
Folders v iis Rectare previoLs Versons i ?‘Hﬁ
Leers :l Iib Ceyey aalPallh 2 :cl':|=|
- i o= . = Fold=r A
L h aaom amEm -

FIGURE 215 Launching command window Here

17. The command prompt appears, pomting to the directory location
C:\wamp'bin\apachelapache2.4.2\bin.

o [Administrator: G\Windows\system32 \cmd.exe ;IEIEI'

C:swampsbhinsapachesapache?z .4.2%bhin>

FIGURE 2 14: wamp bin

18. Type set openssl_conf -
C:\wamp'bin\apache\apache2.4.c\conflopenssl.cnf and press Enter.

c+.| Administrator: C\Windows\system32\cmd.exe

Civwannshinsanachesapache2.4_2%bhin>set openssl_conf -C:swampsbin“apachesapache?2.
4.cwconfropenssl.cnf .
openss l_cont =G:S\Wampsbinsapachesapache2 . 4.2 conf “openss]l.cnf

Cwwanpshinsapachesapache2 . 4. 2xhiny_

FIGURE 2.15: Setting environment vanable to openssl.enf
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19. Now the environment vanable is set to openssl.cnf.

20. Type openssl genrsa -des3 -out server.key 1024 and press Enter to
create a server povate key named server with 1024 bit encryption.

21. You will be asked to enter a pass phrase (password) for the generated
key. Type a password of your choice and press Enter.

22. In thus lab the password entered 1s qwerty@123.

23. You will be asked to re-enter the same password for the purpose of

verfication. So, retype the password and press Enter.

.| Administrator: G\ Windows \system32 |cmd.exe -|Eﬂ3ﬂ‘

C:swywamps~hintapache~apache2 .4_2%bin>zet openszl_rconf —-CIswampshinsapachesapache?.
4.cwconfopenssl.cnf l
openss]l_conf=C:“\Wampsbin~apache~apache?.4_.2~conf~opens=sl.cnf

Coswampshintsapachesapache2 . 4. 2%bhinZopenssl genrza —des3 —out server.key 1624
Loading ‘screen’ intoe wmandom ztate — done

Generating RSA private key, 1824 bhit long modulns

e iz 65537 (Bx18001>

Enter pass phrase for server.key:

Verifying — Enter pass phrase for server.key:

C:swamps~hintapache~apache2.4_2%bhin>_
FIGUEE 2. 1a: E:eaﬂng 4 selver Pﬁvate L:e'r
24, ﬂpach& for windows does not support pr_ivate kEt}-'s that are passwmrd

protected, so you need to remove the pass phrase from the RSA private
key.

25. Type openssl rsa -in server.key -out server.pem and press Enter.

26. You will be asked to enter the pass phrase for the server.key. Type the
password you have assigned in step 24 (here, qwerty@123), and press
Enter.

o [Administrator: C\Windows\system32 \crndlexe : ;IEIEI.

C:swampsbhinsapachesapache2 . 4.2%bin>set openss]l_conf -C:iswamprbinsapache“apache?2.
4.cwconfsopenssl.cnf .
openssl_conf =G :sHampshinsapachesapache? . 4. 2%conf~openssl.cnf

Crwwampshinsapachesapache? 4 _2“hin>openzz]l genrza —dezs3d —out zepruwepr_key 1024
Loading *'screen’ into random state - done

Generating REA ppivate key,. 16824 bit long modulwus

_________________ FEHF++

e iz 65537 (@x188081>

Enter poss phrase for server.lkouy:s

Uerifying — Enter pass phrase for servepr._key:

C:swampsbhinsapachesapache2 .4.2%binZopenss]l rsa —in server.key —out server.pem
Enter pass phrase foyr server.key:

writing RSA key

C:swampsbhinsapache~apache2 .4.2%bhin> i

FIGURE 217- Remc:v:ing pass pl'_tase from the BSA Pﬁvate L:E];'
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27. Type openssl req -new -key server.key -out server.csr and press
= TAask s Enter.

Create a self- 28. Type the passphrase you have assigned in step 24 (qwerty@123) for the
signed Certificate private key (server.key), and press Enter.

-IDlKI
Gaiswanmpshinsapache~apache2 .4.2%bin¥openss1l genrsa —desd —out server.key 1824 I’
Loading ‘'screen’ into random state — done

Generating REA private key,. 1824 bit long nodulus

e iz 65537 (Bx1600H1 >
Enter passz phrase for server.key:
Uerifying — Enter pass phraze for server.key:

Caswanpsbin~apachesapache2 . 4. 25bin>openszs]l rsa —in server.key —out server.pen
Enter pass phrase for server.key:
writing REA key

C:swanpshinsapachesapache2 .4.2%hin>openzs]l req —new —key server.key —out server.
CEP

Enter pass phrase for server.key:

Loading “screen’” into random state — done

You are about to he azked to enter information that will he incorporated

into your certificate regquest.

’hat vou are about to enter iz what iz called a Distinguished Mame or a DH.
There are guite a few fieldz but pou can leave zome blank

For zome fields there will bhe a default value,

If vou enter '.",. the field will be left blank.

Country Name (2 letter coder [AUI]: -
FIGURE 2.15: Removing pass phrase from the RSA povate key

29. You will be asked to enter information such as your country, state, city

L]

etc. Fill in your details in the respective fields. The information you
provide in these fields will be incorporated into your certificate request.

. Administrator: C:\Windows|system32\cmd.exe ;IEIEF

¥You are about to be azked to enter information that will be incorporated I!
into wvour cerbificate pequest.

’hat you are about to enter is what is called a Distinguizhed Mame or a DHN.
There are quite a few Fields but voun can leave zome hlank

For some fields there will be a default value.

If pou enter ' _*_ the Field will he left hlanlk.

Countr»y Hane (2 letter code> [AUI:US

State or Province Hame <(full name) |[Some-Statel:ZFlorida

Locality Hame Ceg. citud [I1:Miami

Organization Name <eg, company’? L[Internet Widgits Pty Ltdl:ABC
Organizational Unit Mame <eg,. section? [1:DEF

Common Hame <e.g. server FQDM or YOUR name) [l:localhost

Email Addr»ess L[1: | - 3 Ifgmail.con

Plcase enter the Following ‘extra’ attributes
to be sent with vour certificate request

A challenge password [l:igwertyP1Z3

An optional company name L l-Zaaaaa

Cowwamprhinsapachesapache2 .4.2%hin >

FIGURE 219 A= 3ign.i_1:g certificate walns

30. T}-'pe openssl x309 -req -days 365 -in server.csr -signkey server.key -
out server.crt and press Enter.
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31. Type the pass phrase (qwerty@123) for server.key, and press Enter.

.| Administrator: C\Windows\system32\cmd.exe

C:swanoshinsapachesavache? . 4. 2%bin>openssl x589 -req —dawys 365 —-in zerver.csr —=

ignkev server.kew —out seruver.crt

Loading “screen”’
Signature ok

subject=,C=US ~ST=Florida-L=HMiami-0=ABC-0U=DEF-CH=locallost-emailAddress=

into »andom stCate

Pgmail.com
Getting Private key
Enter pass phrase for server.key:

— done

Giswanpshinsapachesapached 4. 2%bin >

FIGURE 2.20: Entering the passphrase

32. All the keys have been successfully created. These can be viewed in the

location C:\wamp'bin\apache\apache2.4.2\bin.

q"- j; | ~ Locsl Dise {C:) = wamp = bin = apsche - spache2.4.2 - bin = - El"'._- 2
Fle Edit wew Toole Help
Organize * J= views ¥ o
Eavorite Links \a:E - |~r| Date modified |'| Typs | rI Zize |~r| Tags |-| :_II
|21 htcadedean 5132012 #:51PM  Aodlication 101 KB
B Documents (21 itk 5/13/2012 7:51PM  Aprlication 101 KE
b Pictures 5] htdigest C/13/2012 7:51PM  Application =6 KB
B e (8] bt 513/2012 7:51FM  Application 25 KB
More % W impd 5/13(2012 7:518M Apclcston HEE o,
Fhtixtachm 513201 As1P pAodlizafion ok
Falders o || 3 ibapr-1.dl Ef13) Apclication Exte... i85 KE
T ﬂ .i !I:-a:rn:-:-'r-.--i.:ll E_-'il_" e A:n:\lf:ﬂ:h.-:-'n Extz... HER
(3 ibapruti-1.dI 5/13/2012 7:52°M  Apolication Exta. 21TKB
2 [ ibezy32.dl 571572012 1:05 AM  Application Exte... 1,615 KB
s [ ibhttpd.dl 5/13/2012 7:54FM  Application Exte. .. 372 KB
20pE [ Ikl 2.l 332012 L1EPM  Application Exts... 1,223 KB
bin [0 lagresatve 5/13/2012 7:51FM  Apglicztion 54 KB
spache ETELR: | 3/20/2012 $23PM  Application Exts,.. 1ETKE
apache2. 4.2 (] ooenasl 5/13/2012 7:25PM  Application 454 KB
bin (3 pre.di SE/I012 74T P apdlication Exte. . 125 KE
g -hin & prp S0 2015 2 35PM Configuration Se..., = KB
corf (Z phpSisapi,dl 515/012 1:08 4M  applizafion Ext=, .. Z1ER
=rror [% prpS5is.dl Ef15/2012 1:05 aM  Application Exte... B, 258 KB
htzocs 9] rotatelogs 5/13/2012 7:51FM  Apdlication 75 KB
cone | ceruer SPZ0 2018 110458, Secwrity Certificats LEKE
ol L | server.cxr 5/30/2015 11:42.., C5R Fie L KB
b | LT ey SE0/1018 11:29... KEY Fle LKE
nge : BEFVET, DEM o300 _E'ZIlE 11:32.., PEM Fike LKB
ransal .’i ssieay32.dl 5F15/2012 1:08 &M Application Exte=. .. 156 KB
| == ity Ef13/2012 151FM  Application 15 KE
e i zib Ll E/13/2012 7:20FM  Apcliction Exte... 76 KB
o s -l -

33.

FIGURE 2.21: Keys created snccessfully

Create a directory named ssl in C:\Wamp\bin\apache\apache2.4.2\conf
and move all the created keys from
C:\Wamp'bin\apachelapache2.4.2\bin to
C:\Wamp'bintapachelapache2.4.2\confissl.

-lof=|

g el L
- = = S = 43 - = " )
@Ih__lih riamp - bin -~ apache - spache2 4.2 ~ conf -~ sl - ﬁj|._- !_]J
Fle Edit Wiew Toals Help
Organze * (= views - (7
Eavarite Links Mame & = | Date madified =T =| =iz =| Tags -
o — 5 20/2016 1143, SearityCerfiicate LK
M| Documents ... [CSAFile
Ft Flcures server. key 63016 11:1... KEY Rle
ﬂ;.h Musc SET VT, O 6,/30/M16 11:32.., PEM Fike
l_ [Mlore 3% i _‘

FIGURE 2.22: Copying the files to ssl directory
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534, Click WampServer icon from the notification area, and select Apache
= TASK 6 = Apache modules = ssl_module.

Configure
ssl_module :ﬂ Localhast

:ﬂ phpMyadmir
E www drectory

EI Yerson

EI service
EI|A|:|achE moaules |
EI Alias directories

D httpd.canf
|:| Apache error log

S
B rtr
=

MySQL

:lﬂ webGrind
Quick Admin

Start All Services
D Apache access lbog Stop All Services

WAMPSERVER 2.2

Restart All Services

Put Orline

{{E = 12:n3Ar~1J

FIGURE 2.23: Selecting Apache modules

proxy_html_module 1

proxy_http_module
proxy_scgi_module
ratelimit_module
reflector_module
remoteip_module
request_module
reqtmeout_module
rewrite_module
sed_module
session_module
session_cookie_module
sassion_crypto_module
session_dbd module

v setenvif_module
siotmem_plain_module
slotmam_shm_module
socache _dbm_module
socache_memcache_module
socache_shmch_module
speling_module

ETTE——

status_module

L) version

b
[ service k unigue_id_module
]

EJ Apache modules usardir_module

[ alias directories b usertrack_module

| | httpd.conf version maodule

substitute_module

| | apache error log vhost_alias_module
| | Apache access log watchdog_module
wml 2&nc_module

v phpS_module

o

i o il
FIGURE 224 selecting =:1_module
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35. Wampserver restarts as soon as you select ssl_module.

36. Nawvigate to C:\wamp'bin\apachelapache2.4.2\conflextra and open
httpd-ssl.conf with Notepad++.

37. Scroll down to line 39 to view the port on which apache 1s listerung.
Ensure that the port number 1s 443.

[F C\wamp bin|apsche | apached 4. 2 ywoniexbra | httpd -ssloonf - Botepad + + [Administrator]
File Edit S=arch ew Encoding Lanouage Settiges Maoro Aun Plugies Window @ |

| coOBF & 5 B|smk (e |lag|e 33 1 EIER BEGEE D@
I'tlpd.mnfﬂl B zorfiginc.chp Iﬂl B zorfig zampie inc pho ﬂi B cordic.nc php ﬂl B zorfiginc ohp ﬁi B-oin ﬂl Brtoinid [= hipd-asl.cond ﬂ

&

33 # When we nlso provide 350 we have to listen to thi:

34 £ standard ATIP port (=== esbove}l and to the= HITPS pozt

a5 &

28 # Hote: Configqurationa that wae IPve but not IBvi-mapped addrsascs nesd two -J
aT £ Listen dirsctives: "Listen [::]1:443" and "Listen 0.0.0.0:4430
o 1 =|"

33 |Listen 443

30

21 #%

42 #§ 550 Glokal Concext

43 #%

434 #% A1l 530 configuracion in chi=z concext appliss both To
45 £ thne main asrver and a2ll S55L-enabled wirtual hoats.

46 &4

37

13 £ S3L Cipher Suite:

49 = List the ciphers that che clis=nt is permitced Co negotiates.
0 §  See the mod sal documentation for o complzce liot.

Sl S50 ipherSuite HIGH:MEQTIMN: ! al[1T.1.: t HIiG

FIGURE 2.2 Viewing the port number

38. Scroll down to line 76 and comment the line by adding # before the
code.

B +wamphbin\apache\apache2.4. 3\ confiextra\httpd-ssl.conf - Notepad++ [Administrator]
Ak Sdit search view Enooding Lsngusge Setfings Macro Bun Flugine  Window 2

o JHB o v Mk 3¢ |mliy|e=|B5 H1[E0EAEMEEE|=W

hited :nrfl'.::'ll B —orfigic php l:]l B confic sempleinc php l'.:ll B —ordiginc php t:]l B corig inc php £ | Bwoini L:]I B b i 2 [ Hipd-ssl.oconf E1
: LAonorCipherOrder on o

Fasa Fhras: Ddalog:
Configure the pasa ghrase gathering procsaa.
Ine filtering gdizalog program (" RRilrin' 12 an intarnal
terminal fdialgg) has to provide the pass phrass on shdouk.
S5LPaasPhrasacbdialagy builtin
3 Inter-Frocsss Session Cachne:
£ Configure= the 35L S=ssion Cache: First the mechanism
= to wae and second the sxpiring Limsout (in accondal)
f55l5===10nCache "dbmrcr/Apachei4eslogeSesl scechs”

EFE:Sassinn:ache Tehmechie! fhpacheld loge/ 22l scache (S12000) "

S5LSeasionCacheTimeout 300
E %
#% 350 Virtual Host Context

22

SYirtualiosc  defsplrc ted5

FIGUEE 2.26: Editing ssl.conf
39. Scroll down the file and:
a. In line 86, change the path of DocumentRoot to "C:wamp/www/"

b. Inline 87, change the ServerName to localhost:443
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c. Inline 89, change the path of ErrorLog to

"C:'wampllogs/ssl_error.log"

d. In line 90, change the path of TransferLog to

"C:l'wampl/logs/ssl_access.log"

40. Also ensure that the SSLEngine is on in line 94,

B “C-\wamp)binlapache)apache 4.2\ confiextra | httpd-ssleonf - Notepad+ + [Administrator]
File Edt Search view Encoding Language Sstings Macre Bun Flugne  Window 7

cHEHE 3 E Mk e 2|tz BEMEIER BN EE D[
|. httpd.conf :ﬂl B configinc ohp EEI B corfig zample inc.php rﬂl B corfio.nc pho cﬂl B confioune pho rﬂl Bron rﬂl Booin & = hopdeel.cont B _

<VirtualHosc default :443F =

£ Fensral FeruEp Lor the viroual '.q:L:
DocunentRoot

Serverilame [} :

Serverfdmin adminfexampl=.gom

Errorlog "o /wampsloga/aal exror,log"

Tranaferlog "o/ vamg/ loga /82l access.log! |

5L Engine 3wicch:
nableS/Disabl= 350 for this wvircual host.

Jaryer Carcificarted

FIGUERE 2.27: Editing ssl.conf

41. In line 106, change the path of SSLCertificateFile to
"C:wamp/bin/apache/apache2.4.2/conf/ssl/server.crt"

42. In line 116, change the path of SSLCertificateKeyFile to
"C:iwamp/bin/apache/apache2.4.2/conf/ssl/server.pem"

B +L:\wamp|bm\apache\apache2.4.2' confledtra | httpd-ssleonf - Notepadt 4 [Admmistrator]
Fie Edit %earch View Encoding Language Setbngs Macoe Bun Plugine Window !

sHEHE 3 B FmE e Akt x BEISI1EDIFN|ICE DR D[

B tod.cort ﬂ| Bl ccrfigire ohp ﬂl Bl corfig sampla inc.pho :3' M coniip.nephe ﬂ| M confinine phio ﬂ| B ﬂl Bcoroin & = mpdeal.cont B _
10 E parzllel. -

|531C::tific:::E‘iL: "i:::'mj‘;inr'mfas::hti.*}.E,“;;;g_fj;g;l,.-’m:rvcr.m"l
c:fApache2d/gonffacrver—dan.. gxt"

Jervsr PFrivara ey
If the key is not combined with the ce=rtificate, us= this
directive to ::ijf at the key file. HEHeep in mind that if

you'we both a B and a DE& private key vou can configure

both in parallel (To alsc allow the mwae of DSL ciphars, efp.)

ECC kewz, when in use, can also be configured inm parallel

.2 ponf el server . pem )|

FIGURE 2.28: Editing ssl.conf

43. In line 206, change the Directory location to "C:/Wamp/wwwi".

44. Delete </Directory> from the line 208.
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45. Add the following lines:
a) line 208: options Indexes FollowSymLinks MultiViews
b) line 209: AllowOverride All
c) line 210: Order allow,deny
d) lLine 211: allow from all

e) line 212: </Directory>

W, “Cr\wamp'binapache)\apachel.4.2\conf\extra | httpd-ssl.oonf - Notepad++ [Administrator]
Fie Bdit Search ¥ew Enooding Langusge Setfings Macro Rum Pluging  Windaw 7

L HE -« & Wl 2 k2 ER=1E0EA NG|
Ml hiipd corf u'-]I Bl config inc php LJI Bl config sample inc php LJI Bl config ine shp u'-]I Bl -onfig inc php LJI W cho i u'-]I Bchpin & [ hitpd-sd corf E3

—— -

134 § exportation for CEI and 551 requssts only.

g StrictReguire:
This denies access when "SS5LERequireS5LY or "S5LEequire™ appli=d =ven
under & "Satisiv any" SATUATION, 1.8, WREn it applises accsess2 12 denied

and no ocher module can changes icC.

Thiz snakles optimized 551 conmection renegotiation handling when S5L

&
£
£
£
129 £ 2 OptRenegotiate:
{ ¥
flrecTlives are ugsd 1n per-direcTory CONTEXT.
£
<

202 J3l0ptions +FakeBasichuth +ExportCeztDates +3trictBeguire
203 FileaMatch "™\. (ggilahtml |phtml | gk 57>

204 S5lpriong +5TdERVVars

205 < /FilasMatchn>

206 |wDirectory "o!Swang s "

207 S5lptiona +5tdEnvWarasy

Z08 |options Indaxes F:;;:wSerﬁ:ka HMultiviews

209 JAllowlverride B11

210 |0rxder allow,deny

211 allow from 311
2132 </Dlreccorys

FIGURE 2.29: Editing 33l conf

46. In line 245, change the CustomLog path to
"C:l'wamp/logs/ssl_request.log"

— : : — - —
this only for browsers where you know that their 55L implementation

230 &

231 # works correctly.

232 ¥ Hotice: Most problems of broken clients are also related to the HITFE
233 ¥ keep—-alive facility, =o vou usually adﬁftin:a;;y want to disakle

234 ¥ keep—-alive for those clients, too. Use -wvariable "pokeepaliwve™ for thi
35 ¥ Similarly, one has to force =zome client=s to u=se HITE/1.0 to workaroun
236 : 2 their broken HTTE/1.1 implementation. Use wvariables "downgrade-1.0" aI
237 3 "force-response-1.0" for this.

238 BrowserMatch "H3IE [Z2-5]1" &

239 nekesralive sai-unclean—ghutdown |

240 downgrade-1.0 force-response-1.0

241

Per-Server Logging:

fua
[p%}

The home of a custom 55L log file. Use this when you want a

fua

%]
[T Y T R 4
= A A

compact non-error 55L logfile on a virtual host basis.

i O 3 Y O Y

2 Customlog |"c:/yamg/logs/ss1l reguest.log™| b

24 "%t %h %{55L PROTOCOL}x %{55L CIPHER}!x “"%r\" %b"
2497

248 </ VirtualHost>

FIGURE 2 30: Edih:ng 2zl conf
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47, Save the file,

W -:\wamp\bin\apacheapacheZ.4.2 \conf\extra\httpd-ssLconf - Notepad++
=1 Eoit Search View  Encoding  Language Seftngs  Macro Run Pluging Winoow

-0/ =

X

HMew Ctrl+n "!ﬂ | % 3 |,_- '_ L5 | = ELJ o] [ [k] B _|j| 1
Qpen... Cirl+0
Peload Fram Disk
I’_ZZ-E S55L¢/TLS ostandard compliant, but in ;"
Save As. .. Cirl +Alt45 connectionas with brain-derad browaers. U=
Save a Copy As... yow Know that their 35L ;:r.F;:r.::tct;;:
Save Al Cirl +5hift 45
F":E"'E'”E'" = cliencs are alsc relaced to the HITP
4!
EIDSE - Crl+y 811y additionally want to dizable
nss i i ) .
No. e wariable "nmokespalive" for this.
Clos= Al but Active Documernt . A
= clisnts to use HITEASL.D to workaround
Mawve ta Recyde Bin . g i e SO 1 — |
g - -

FIGUEE 2.31: Sat-':ing the file

48. Navigate to Ciwamp\bin\apachelapache2.4.2\conf, and
httpd.conf file with Notepad++, uncomment line 511 by removing “#”

before the code in the line.

open

& *(:\wamp\bin\apache)apache2.4.2\ conf\httpd.conf - Notepad+ + [Administrator] |
Fie Edit Semarch Vizw Encodng Lanpuape Settings Macre Fun Plugims Window ! X
ol =g - E KSR D 8%t S ==t B N RRC RO NE N = REE | £

- .
=] hitpd corf Lgl.r.'l'fgi'r nhp |.r.'\-"|':|r-.'|'|'p-'~ nc.pop .I.-’n'ri: ncpop .I.'nn'i: nc.php .|.'|'|r\-i'i .I.rh'\- i .|.|'|'|"-'I:':'-I-'.'\-'I' I

< § Distribuced suthoring and yersioning (WebDAT)
#Includs gonflextre/bbipd-dey.cond

502 & Various default settings

503 FInclude gopflfertralbtipd-defanlc.gont

onfigure mod proxy_html to understand HIMLE /XHIML1

i C
506 <IfModule proxy homl modules
Inc
-c;

= ) r o T L TR
o 1C F E= a (5EL/ 51 connec

-1

s
= I_ nclude conf/exRtra/pntpd-221.0000

512

5 ¥ Moce: The following MusSC mustT be preseEnt Lo SUppOrT

Jl4 & starting without 33L om platforms with no rdeys/random esguivelent
515 = but a statically compilesd-in mod sal,

1 T

Ol <IfModule asl module>

<

FIGURE 2.32: Saving the file

49. Click File from the menu bar, and click Save.

20.

51,

Navwvigate to C:\wamp\bin\apachelapache2.4.2, press Shift + Right-click
bin folder, and select Open command window here.

In the command prompt, type httpd -t and press Enter. If all the syntax
you entered is correct, it returns a message stating Syntax OK. This
command lets you know if there are any syntax errors. Repeat the

procedure until the command returns the message Syntax OK.
v, Administrator: C\Windows\system32 \cmd.exe

Coswampshinsapachesapache?2 .4 2%binihttpd —t
Suyntax 0K

C:swamp*bhinsapachesapache2.4.2%bhin>

FIGTUIRE 2 33: Chec}sing for syntax ecrors
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Module 03 - Network Security Controls, Protocols, and Devices

32. Click the WampServer icon in the notification area, and click Restart
All Services. Wait until the icon turns green.

53. Launch a command prompt, type the command netstat -an | more and
press Enter. This will list all the ports running on the machine. Ensure
that port 443 is Listening.

= | Administrator C=\Windows \system32 \emd_sxe

covwamphbinsapachesapache? 4 2%bhin*httpd —&
suntax 0K

cawwampshinsapacherapacheZ . 4.2~bin2netstat —an i nNOFe

Ictive Connectionz

Proto Local Address
TGF A.8.8.8:23
.B._A:-38
A_A:38
.B.@=-135
B.@=389
443

Address State
LISTEHIHNG
LISTENHING
LISTEHTHG
LISTEHING
LISTEHIHG
LISTEHIRG
Lilol EHIMG
LISTEHTHG
LISTEHING
LISTEHIHG
LISTEHIRG
LISTEHING
L1STENING
LISTEHING
LIETEHING
LISTEHIHG
LISTEHING
L1STEHING
LISTEHING
LIETEHING

L]
4=}

LoD ODE oIS

1 ] [ ] 1 1 1 ] [ ] [ ] 1 1 I 1 1 1 ] I 1 1 1 1]

GQENANIRESOARIEEDE REE E -

IGE
TGP
TCP
TCE
TCF
ITLE
TGP
TCP
TCT
TCF
ICE
TICE
TCP
TCP
TCE
TGF
TCE
TCP
TCP
Hore

oSSR EOAEAREOEORE

QUM AMNARRE WEER @ T
1

EEIOESIAIDEDERIETI

QUSROG QDGR QWSS

FIGURE 2 34: Iaslﬁr.g netstat command in command prompt

E TASK 7 54. Now, Open a web browser, type the URL l}ﬂ:l:l:ls:xr /localhost/end in the

address bar, and press Enter.
Browse on Https

Channel 55. A webpage might appear, stating that the connection is not prvate
Click Advanced.
2 Prrvacy oror b
& C' | 5 hept: //localhost/cnd | o =

This computer will no longer receive Goodle Chrome updates because Windows XP and \Windows \eta ar._. Learn mare

Your connection is not private

Attackers might be tnang to steal your information from localhost (for example,

passwords, messages, or credit cards)

| Eutomatically report details of possible securty inodents to Google, Privacy policy

FIGURE 2 35: 55L certificate error
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36. Click Proceed to localhost{unsafe) to at the bottom of browser
screen.

[N Privacy emror
€« - C' & h#rs: [ /localhost/cnd

This computer wil no longer receive Google Chrome updates because Windows XP and Windows Vista ar... Learn more
I

Attackers might be trying 1o steal your information from lecalhost (for example,

—— e g = R p— o ap—

passwords, messages, or credrt cards). I RR_CERT_ALTHORITY_TNWA

|:| Automatically report details of possible security incidents to Google. Privacy policy

This server could not prove that it is localhost; its security certificate is not trusted by vour

computer's operating system. This may be caused by a misconfiguration or an attacker

intercepting your connection.

Proceed to localhost (unsafe)

FIGURE 2.36: 55L certificate error

57. You will be redirected to the CIND Wordpress website, as shown in the

screenshot:

[ cND dema website | Just an X

C  xb#s://localhost/cnd/

i Lo content

{CND demo website

Just another WordPress site

Menu and widgats |
mearch for: | Search

Recent Posts

« Hello world!

Recent Comments

o M WordPress on Hello woddd!

Archives
* June 2016

FIGURE 2.37T: Bmmmg website on http@ channel
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58. Now you can transfer data over the secure channel to prevent hackers
from smffing information in plain text, as the https channel offers
encryption to the data traversing through it.

Lab Analysis

Analyze and document the results related to thus lab exercise. Provide your opinion
of your target’s secunty posture and exposure through public and free information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
RELATED TO THIS LAB.

Internet Connection Required

L] Yes V] No
Platform Supported
¥ Classroom V] il abs
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ICON KEY

"~ Valuable

information

o
¥ T-E-'E'l' oL

knowledge

m Web exercize

e

A Woikbook review

"~ Tools
demonstrated in
this lab are
available in
Z:\CND-
Tools\CND
Module 03

Network Security

Controls,
Protocols, and
Devices

Module 03 - Network Security Controls, Protocols, and Devices

Ensuring Secure Emaiil

Communication using PGP

Gpetwin (GINU Privacy Guard for Windows) is encryption soffware for files and
emails. Gbgdwin enables users fo securely fransport emails and files with the belp of
encryption and digital signatures.

Lab Scenario

Encryption protects the contents agamnst unauthornized access. Digital signatures
make sure that it 1s not modified and comes from a specific sender. It 1s essential to
use digital signatures for email communication in order to avoid having the email

stuffed.

Lab Objectives

This lab will teach you how to secure email commumication using PGP.

Lab Environment

To carry out the lab, you need:

"  Gpgdwin located at Z:\CND-Tools\CND Module 03 Network Security
Controls, Protocols, and Devices\Data Encryption Tools\Gpg4win

"  You can also download the latest version of Gpgdwin from the following
link: https:/ /www.gpgdwin.org/ download.html

" If you deade to download the latest version, then the screenshots shown n
the lab may differ

" A virtual machine manning Windows Server 2012
" A virtual machine runming Windows 10
" A Web browser with an Internet connection

" Administrative prvileges to mun tools
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= Task 1

Install Gpgdwin

Module 03 - Network Security Controls, Protocols, and Devices

Lab Duration
Time: 45 Minutes

Overview of PGP

Pretty Good Pavacy (PGP) 1s a data encryption and decryption computer program
that prowides cryptographic prvacy and authentication for data communication.
PGP 1s often used for signing, encrypting, and decrypting texts, emails, files,
directonies, and whole disk partitions as well as to mncrease the secunty of email

commuuuucation.

Lab Tasks

1.

To perform this lab, you need to have two email accounts. Create two
new email accounts if you don’t have them before starting the lab.

In thus lab, we are going to use two email accounts that we have created
for demonstration purposes. They are cnduseri@gmail.com and
cnduser2@gmail.com.

Launch Windows Server 2012 and create two folders on the desktop
with the names PGP keys and Public keys

Navigate to Z:\CND-Tools\CND Module 03 Network Security Controls,
Protocols, and Devices\Data Encryption Tools\Gpg4win and double-
click the gpgforwin-2.3.2.exe

If an Open File - Security Warning window appears, click Run.

Open File - Security Warning

Do you want to run this file?

‘. |\ Name: . tor. WIN-NEMVGGEGILE\Downloads\gpgdwin-2.3.2.exe

Publisher: Intevation GmbH
Type: Application
From: CA\Users\Administrator. WIN-NEMVGG9G3LE\Downloa...

Run Cancel

] Always ask before opening this file

While files from the Internet can be useful, this file type can potentially

harm your computer. Only run software from publishers you trust.
What's the nsk?

FIGUERE 3.1: Windows Secuﬂtjr Wa.f_umg
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Module 03 - Network Security Controls, Protocols, and Devices

6. The Installer Language window pops up. Click OK.

Please choose a language for the setup.
Bitte die Sprache des
Installations-Vorgangs angeben.

English

FIGURE 3.2: Selecting Language

Note: The default language 1s English. You can change the language to
something else 1f you want to.

7. The Gpg4win Setup window appears. Click Next.

Welcome to the installation of
Gpg4win

Gpg4win is a installer package for Windows for EMail and file
encryption using the core component GnuPG for Windows,
Both relevant cryptography standards are supported,
OpenPGP and 5/MIME. Gpg4win and the software induded
with Gpg4win are Free Software.

Click Next to continue.,

This is Gpg4win version 2.3.2
file version 2.3.2.61025

release date 2016-07-05

FIGURE 3.3 Installing Gpg for Windows
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8. The License Agreement window appears. Click Next.

License Agreement
This software is licensed under the terms of the GNU General
Public License (GPL).

Press Page Down to see the rest of the agreement.

Spg4win consist of several independent developed packages, available under
different license conditions. Most of these packages however are available
under the GNU General Public License (GNU GPL). Common to all is that they
are free to use without restrictions, may be modified and that modifications
may be distributed, If the source files (j.e. gpgdwin-src-x.y.z.exe) are
distributed along with the binaries and the use of the GNU GPL has been
pointed out, distribution is in in all cases possible.

What follows are the terms of the GNU GPL; for a list of individual
copyright and license notices please see the installed README file.

b4

In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the redpients the same rights you have received.

Gpg4win-2.3.2

FIGURE 3.4: ﬁm&pﬁng the Licenze ﬁgmemeﬂt

9. The Choose Components window appears. Ensure that only the GPA
component 1s selected and click Next.

Choose Components
Choose which features of Gpg4win you want to install.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

. Description
Select com ts to install:
ponen GnuPG GrUPG Shell Extensi
[ 1 Kleopatra

[ GpgoL
[_] GpgEX
[ ] Gpg4win Compendium

Space required: 60. 1MB

-

Epgdwin-2.3.:

FIGURE 3.5: SElectmg the Cnmpanents
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10. Follow the wizard doven instructions and complete the installation. In
the final step of the installation, ensure the Show the README File
option 1s unchecked and click Finish.

H task 2 11. Nawigate to Windows the Apps screen and click GPA.

ﬂreat:: a Public A p p S

[F] Unirstall Cisco L Op=nPH Web Site
“ﬁ Hacket Iracer . )

Mma [+ R LENMA p aenerate 3 static L} =n W Wa
Gl OpenvPN key

- O AT SR Ohpany b Op=nyPM
nypErIsor : HIEYWY ! configuratian file Windows Mokes

@ LML . angewin HOA T - o BT 1] Can e G Uninstall Lipeny PN
SMIME -

Gogdwin READKI

- ooptack Manager

—

e device i Ininsial CpenyPi log Nle A Met Conflauration
L2 wew y : directory Assistant

NetSurveyor CroenVPN Wans: s Met Manager

l~_'|,-1 et r'-'1u'r'-5||:!';-.r ‘E H.."I"l:j'._- [' = ._.l-||-.|'__1_-5|”
Methuansaor

FIGURE 3 6: Navigatine to GPA

12. The GNU Privacy Assistant - Key Manager window appears. Click
Generate key now.

& GNU Privacy Assistant - Key Manager =T x ]
File Edit Keys Windows 5Server Help

@ & & & (¢ O Fo B &
Edit Delete Sign Import Exgport || Brnef | Detailed | Preferences  Refresh | Files Clipboard Card

ﬁ Key Manager

= Key Il +  Created +  User Name -

& =N

You do not have a pnvite key yet. Do you want
to generate one now (recommended) or do it
later?

Generate key now: Do it later

Cetails

FIGURE 3.7: Genemti_ug IC_E];'
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13. The GNU Privacy Assistant - Generate key window appears. Enter
CND user1 in1 the Your Name: field and click Forward.

Generate key

Please insert your full name,

Your name will be part of the new key to make it easier
for others to identify keys.

Your Name: |CND User1| |

Forward | | Cancel

FIGUEE 3.58: vaidiﬂg KE.'_? Mame

14. Enter your first email account’s ID (in this lab, we have used
cnduseri@gmail.com) in the Your Email Address: field and click
Forward.

Generate key

Please insert your email address.

N Your email address will be part of the new key to make it
easier for others to identify keys. If you have several email
addresses, you can add further email addresses later.

Your Email Address: |cnduser1 @gmail.com)

Back IEarwal:II

FIGURE 3.9: Promding Key Mail Details
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15. Ensure the Create backup copy radio button is selected. Next, click

Forward.

Generate key

It is recommended that you create a backup copy of your
new key, once it has been generated.

Do you want to create a backup copy?

|® iCreate backup copy

(O Do it later

FIGURE 3.10: creating Back Up

16. The pinentry window will pop up. Enter qwerty@123 in the
Passphrase ficeld then click OK.

pinentry

Q‘ Enter passphrase

Passphrase |ssssssssss

s

QK Cancel

1

Back ||Enrward_ Cancel

FIGUEE 3.11: Cj:eaﬁ:l:l.g Passphrase
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17. Re-enter the Passphrase (qwerty(@123) in the Passphrase field and
click OK.

GNU Privacy Assistant - Generate key

Generate key
our key is being generated.

N Even on fast computers this may take a while. Please be patient.
i pinentry

b 4

‘Q‘ Please re-enter this passphrase

Passphrasze (esesssssses

oK Cancel

Forward| | Cancel

FIGURE 3.12: Reentenng the Passphrase

18. The Backup key to file window appears. Select the PGP keys folder on
the Desktop (created in step 2) then click Save.

Marme: Ch Userst Administraton WIR-NERMYG 63 LE Ap pDatat Roaming gnupohsecret-key- FSE0D201 acc

|5-we infolder |4 ||EI Administrator.WIM-MENYGGRGILE Create Folder

Places

L Search

& Recently Uted

[ Administrator WIN- .
=) Desktop

< Floppy Disk Drive (A)
L Local Dhsk ()

< DVD Drive (Dx)

Generating backup of key, GeTSE0D2(N

FIGURE 3.13: Saving a Backup of Keys
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Module 03 - Network Security Controls, Protocols, and Devices

19. A pop up window will appear. Click Close.

A copy of your secret key has been made to the file:

"C:\Users\Administrator. WIN-NEMVGGIG3ILE\AppData
\Roaming\gnupg\{secret-key-75E0D201.asc"

This is sensitive information, and should be stored carefully
(for example, on a USE stick kept in a safe place).

Close

FIGURE J5.14: Secret Keys Saved
Note: Due to some restrictions, sometimes the PGP key i1s stored only in

the default location, and the location given in these steps 1s ignored. Make a
note of the location to retrieve the key when needed. You can see the new
key appear on the GPG window.

File Edit Keys Windows Server Help
| &

o
Brief | Detailed Preferences

ﬁﬁ|a B O
Refrech

Filez Clpboard Card

- Key ID =~ Created «  Us=sr Mame
F@ P TSEOD201 2016-07-22 CMD Uszer! <cnduserl@gmail.coms

FIGURE 3.15: CIND User 1 Key Created

20. Launch the Public keys folder on the desktop (created in step 3) and

create a text document with name end user1 public keys and launch it.

NiEn-I

Home Shars Wiawr

T | .o v Public Keys Search Public Keys

“r Faverites Mame Date modified Type

B Desktop || end user] public keys.bd S2018 11:5TAM - TXT File
8 Downloads
'?-T'-_'_ Fecent places

1M This PC

i" M etweark

i

1item  1itern selected O bytes

FIGURE 3.16: CIND User 1 Public Key File Created
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Module 03 - Network Security Controls, Protocols, and Devices

21. Swntch back to the GNU Privacy Assistant - Key Manager window and
right click on cnd user1 then select Copy from the context menu.

File Edit EKeys Windows 3erver Help
&

# E 0 o

< | | =
Brief | Detailed | Preferences | Refresh | Files Clipbeard Card

- KeylD &  Created «  Uzer Mame

ﬁ P 73E0C2001 2008-07-22 CHND Userl <cnduser] @amail.com:
[ | Copy
[ Paste

F Delete keys

# Sign Keys...
Set Owner Trust..

&= Edit Private Eey...

& Export Keys...

FIGURE 3.17: Copying CND User 1 Public Keys

22. Another Pop up window will appear. Click Close.

The keys have been copied to the clipboard.

FIGURE 3.18: Keys Copied Successfully
23. Switch back to the end user1 public keys text file, night click and select

Paste.

File Edit Format View Help

Undo
Cut

Copy
Paste

Delete

Select All

Right to left Reading order

Show Unicode cortrol characters

Inzert Unicode cortrol character

Open IME

Reconversion

FIGURE 3.19: Pasting the Keys
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H task 3

Share the Folder

Module 03 - Network Security Controls, Protocols, and Devices

24. You will see text in the file. It 1s the public key for cnd user1.

File Edit Format View Help

cnd user1 public keys - Notepa

----- BEGIN PGP PUELIC KEY BLOCK-----
Version: GnuPG w2

mQENBFeRy 7ABCADFAA IVHE Y XmA s 6 1M3 Ay i sz IHBEFETTOARDrsy 9T G17uME L
Lz INhTEKS1vAGRZRNdsKnwBOMS4p 35TECDe cwWSe IXF SvazBVE2GkaY I I pwitx9f
¥G7 WFEFEH7E8bHEY SohDvousyiz LwH2xeNO+sx7d T 1vUUpe 2 y+qhPVIHh B 1xZ dmd
ovbMPF8tYorgke j EAM TS50GVRmAWUEHAF XAS VA I Tu l vz ek 7 fmo / POLxBuln+X
eX/fsTacjEOHRIDhgLeALVFEQEee [wdSsglibMambxY G T au+o3 ZWAEQ+xpnlyFL]je
1PORgy1lqcTM=R+TgBxUbx@dIbEHL5 ) FAcVpud ABEBAAGBHKNORCBVCZVYM5AEY 25k
dXMN1cjFALZ 21 habhwuY 29tPokBOQOTAQEATWUCVSHLvg I b LCQEHM IBBAULAgK
CrulAgMBARABAReAMAC JECrsHDRIANIEr&4H// je¥hyxgldz5PuZIAV5 31 hkd/ LA]
NdjdmHgZ5ySb17)gD8+VjFp2akbaxPOkil8plzXtpVPV gy SChs DyaHYNthwid8il
nX3LPI joy3cs /bLEbmVswC JASRTexgG//RIR1IoIDC ] phomUapBgeYohrHe855FF
vsfsC9oLawYocqUeMabQUI LoCVDE 3 FqOeChxi /xBMe1 DAL 2e s 5RKUQuGLG3cjNjLL
7 dgByg@d 3e8uInrIL0DSLITAIThWVE JoLh K1 THZRw) XwI TSmomGnQuse /YRENFTAN
BEXAPE]bMXGad lwdpIS53BUnEtmnIR2Y d+ IKk /0hRziRDEFIMxS2dPsc 3T 7uSAQBE
VoHLVEETARPG+ciagiexr+gqustdeAsVayInF DKM 9TFxib6TEvscRcihhnkK2ASn
590cBt1BG2bRVdtBomKLRiadauyPVBIYptGo /rbcDxvx1Eh9 71520 4VTHzUnIkI
37T6 /ORUEKafePphzx 1BomfHUBAITF+RINGpZ TS vNWIHYIvWOVBTFFwqRART Tv
2mmeS1162Y8g7 2 jel=xmOR zQIWInGkrCMIAey JGOKYD fhsEN T SKAZ 0t s FKMmAX
2t1Fod I5A49YBHFPchEo 2 2X5aCL 1 INdWSowFp /mOj5p f 1znKSHDUDN I TL sd=hWgli
SAGKWOGET zBg0utdP /2PRHGN+GE T48 6k AEQEAAYKBHWOY A0g ACQUCVEH L v g TEDAAK
CREBK7BwddelSAcqHS SbyBdjGDUI adFe@hwILOhOQzwgl1pixBond 3UNdx+1agk
StqulkiEqBpl2Bgxfizg T ZmmOk I IwKACmAG /Mv]12RESBEAWIdEu+hIbYh/oFcv /n
F1/2K9mXBFFul T s znk(+01 tokQ@xkE2S06P 1 gl sXGuvlGridurpdrL8XW3iRa]jrzs
815fGv 7/ MbsmjTeciBELSFAF1EBPX T CxcaeNVaBxs Idob3evl /My ]+osQ0cdIVpiIm
AUNpeNBLAWz3rdvolFbmtblFEXciBol Iw9dysa] IRIMISxsbZPbHs PknvaXDiEW
BICSnCAR2BIYGIY31al/1+10v+L] 18rUB0OW JTSCHW

=jdVs

FIGURE 320 Cnd Userl Public Keys

25. Save the text file and close it. Right-click on the Public keys folder and

select Properties.

Open
Share writh *
Restore previous versions

Include in library b
Pin to Start

Send to ,

Cut

Copy

Create shortcut
Delete

Rename

Properties

FIGURE 3.21- Naﬁgﬂﬂng to Pubic I{Ej;'s Pmperﬂes
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Module 03 - Network Security Controls, Protocols, and Devices

26. The Public keys Properties window appears. Click the Sharing tab.

General ISha‘ng | Securty | Previous Versions | Customize

l Public keys

Type: File folder

Location: C:\Users\Administrator WIN-NEMVGGSG3L6\Deskt
Size: 1.68 KB (1,728 bytes)

Size ondisk: 4.00 KB (4,096 bytes)

Contains: 1 Files, 0 Folders

Created: Today, July 22, 2016, 37 minutes ago

Aftributes: Read-only (Only applies to files in folder)
Hidden Advanced...

FIGURE 3.22: Navigating to Shasing Tab

27. The Sharing tab appears. Click Share....

General | Shanng | Security I Previous Versions

Network File and Folder Sharing

Public keys
l . Shared

MNetwork Path:
WWIN-NEMVGGSG L6 \Users \ Administrator. WIN-NEMVGGSG

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharng options.

FIGURE 3.23: Navigating to Share Option

CND Lab Manual Page 51

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

Module 03 - Network Security Controls, Protocols, and Devices

28. The File Sharing window appears. Click Administrator then click
Share.

Choose people to share with

Type a name and then click Add, or click the arrow 1o find someone

LY

MNeme Permission Level

2 Administrator Chwner

I'rn having troukle sharing

FIGURE 3.24: Shanng with Admimstrator
Note: Tlhﬁ account name may vary in your environment.

If a Network discovery and file sharing pop-up appears, select Yes, turn
on network discovery and file sharing for all public networks.

29. Click Done.

Your folder 1= shared.

Individual ltems

1. Public keys

v WY IN-MEPVGLIGILE Ussrsl Administrator, WIN-MNEMYGGIGIL B DesktopiPullic keys

Show me all the network shares on this computer.

FIGURE 3.2%: File Shared Successfully

30. Close the Public Keys properties window and login as the Local
Administrator to the Windows 10 machine.
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EH TAskK a4

Install Gpg4win

Module 03 - Network Security Controls, Protocols, and Devices

31. Create two folders on the desktop with the names of PGP keys and

Public keys.

32. Nawvigate to Z:\CND-Tools\CND Module 03 Network Security Controls,

Protocols, an

d Devices\Data Encryption Tools\Gpgd4win, double-click

gpgdwin-2.3.2.exe and follow steps 4-10 to complete the mstallation of

the GPA tool.

Note: If a User Account Control pop-up appears, click Yes.

33. Nawvigate to Start = All apps < Gpg4win and click GPA.

Contact Support

Cortana

O=t Ofice
Gt Skype
[imt Sharted
O
= G
B Gpgebwin HOWTO SMIME  Flew
B Gpgbwin README
B Groouve Msi
%)
& Mail
B | Maps
B Resssging

ife st & glance Play snd explore

Friday

2

We speak Yahoo

wan

bovies & TY

®

Groove Music

e IS

Micromoft Edge

O

Cortans

al

I LT
L] ] {fr
T De
AIELRWE 2/
- L"'f
Phiabos )

Ilosthy Clear Byeal DonaldTw Hiow
‘Wiow, Ted Cruz
ot booed off

‘the stage, did_

4 he hurmees
5t B0 into &
_I,-":_l = = meassie bus
empire

‘Weshmgton, i Money ﬂ M=y el

r

Try Cffice 305
fior Frose

Onebiote Get O 0

B Micsosoft Baseline Secunty Analyz.. =

= Bk

Search the web and Windows

FIGURE 3.26: Launching GPA Tool

34. The GNU Privacy Assistant - Key Manager window appears. Click

Generate key now.
G o<l
_EII: Edit Eeys Windows Server Help
w B kb oa 4 | & O 3 £ B 0O
Edit Delste Sign Import Beport | Briet Detailed | Preterences | Refresh | Files Clipboard Card
ﬁ Key Manager
- key ID =  Created = LUser Name -
a’ X
You do not have a private key yet. Do you want
to generate one now (recommended] or do it
later?
Generate key now Do it |ater
L u

FIGURE 3.27: namgating to Key Generation
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= TaAask s

Create Public Key

Module 03 - Network Security Controls, Protocols, and Devices

35. The GNU Privacy Assistant - Generate key window appears. Enter
CND user2 in1 the Your Name: field then click Forward.

ﬂ? GNU Privacy Assistant - Generate key

Generate key

Please insert your full name.

Your name will be part of the new key to make it easier
for others to identify keys,

Your Name: | CND userEI

FIGURE 3.28: CIND User2 Name Creation

Enmardl | Cancel

36. Enter your second email account’s ID (in this lab, we have used
cnduser2@gmail.com) in the Your Email Address: ficld then click

Forward.

& GNU Privacy Assistant - Generate key

Generate key

Your Email Address:

Please insert your email address.

Your email address will be part of the new key to make it
easier for others to identify keys. If you have several email
addresses, you can add further email addresses later.

cnduser2@gmail.com|

Back

FIGURE 3.29: CND User2 Mail Creation

Forward

| Cancel |
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Module 03 - Network Security Controls, Protocols, and Devices

37. Ensure the Create backup copy radio button is clicked. Then click
Forward.

# GNU Privacy Assistant - Generate key — [ ey

Generate key

t is recommended that you create a backup copy of your
ew key, once it has been generated.

Do you want to create a backup copy?

@) Create backup copy

() Do it later

Back Forward] @ Cancel

FIGURE 3.30: Creating Back Up of the Key

38. The pinentry window pops up. Enter qwerty@321 in the Passphrase
field and click OK.

jf" GMU Privacy Assistant - Generate key

¥ pinentry

Q Enter passphrase
| - | nle. Please be patient.

Passphraze |esssessnns

Quality: 10085

Cancel

FIGURE 3.31: Cl:eaﬁ:l:l.g Passph.tase

39. Re-enter the Passphrase (qwerty@ﬁEl) in the Passphrase ficld and
click OK.

jf" GMU Privacy Assistant - Generate key

Generate key

@ pinentry

Q Pleasze re-enter this passphrase
|_| Passphrase |esesssssss

Ok

e patient.

FIGURE 5.32: Re-Entenng Passphraze
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E TaAsK 6

Paste the Public
Key

Module 03 - Network Security Controls, Protocols, and Devices

40. The Backup key to file window appears. Select the PGP keys folder on

the Desktop (created in step 31) and click Save.

41. A Pop up window appears. Click Close.
- .

o X

A copy of your secret key has been made to the file:

J "C:\Users\ \AppData\Roaming\gnupg\secret-key-

ACOMOFCE.asc"

This is sensitive information, and should be stored carefully
(for example, on a USB stick kept in a safe place).

Close

e >

FIGURE 3.33: Secret Key Copied
Note: Due to some restrictions, sometimes the PGP key 1s stored 1n the

default location, and the location given in these steps 1s ignored. Make a
note of the location to retrieve the key when needed.

42. You can see the new key appear in the GPG window.

rﬂ‘; GMU Prvacy Azsistant - Key Manager — U X 1
_Eili: Edit EKeys Windows 3Server Hep
~ B LiAd 4 ¢ @ % 2 B b
Edit  Delete Sign Irnpnrl' txport | Briet Detailed | Preferences | Refresh | Files Clipboard Card
ﬁ Key Manager
- Key D « Created «  Ucer Mame -
=3 P ACOMOFCE 2016-07-22 CMND userl <cndusei2@gmail.com>
' i

FIGURE j.34: CIND User2 Key Created

43. Mimimize the window and press Windows + R keys. The Run window

appears. Enter 110.10.10.12 in the Open: field and click OK.
r 1
>

= Run

=/ Tyoe the name of a program, folder, document, or Internet
= resource, and Windows will cpen it for you,

Open: '\ 10.10.10.12) >

QK Cancel Browse...

FIGURE 3.35: Launc‘.hmg Run
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Module 03 - Network Security Controls, Protocols, and Devices

44, The Windows Security appears. Enter the credentials for the Windows
Server 2012 and click OK. The credentials are
Administrator/Pa$$woOrd.

Windows Security X

Enter network credentials
Enter your credentials to connect to: 10.10.10.12

l Administrator I

2 e |

Domain: CND

Remember my credentials

e The user name or password is incorrect.

0K . Cancel

4

FIGURE 3.36: Eﬂtes:mg Windowrz Server 2012 Credentials

45. Nawvigate to the Windows Server 2012 machine’s Desktop, open the
Public Keys folder and launch the end user1 public keys.txt file.

U 1w | = | Public Keys = J X 1
Home Share Wiew (7]
— - 1’~| w MLIDLTRIZ # Users ¢ Administrator + Desktop & Public Keys [ |:_,|| Search Public Keys o
* I.'_Euicl: access Ha ITE - De:lr I'I1l:::|i'- =1 T'.l'::!"' F:-iﬂ."
= DEM&F #+ I j cnd userl puh-lic kl::,'g.t:-.'l: Er372006 12:01 PR Text ocument 2 KB I

& Dowmloads #
=| Documents o
[ Pictures *
Jb Music
B Videos

i CTnelrive
3 This PC

¥ Menwork

1 iterm

m

FIGURE 3.37: Navigating to User Publiv Keys
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Module 03 - Network Security Controls, Protocols, and Devices

46. Hit the Ctrl + A keys to select all of the contents in the file. Right click
and select Copy from the context menu.

cnd user] public keys - Notepad
File Edit Formmat WView Hep

Jersion: GnuPG w2

Lz INhTBES1vAGR LRndskKnwBDMS4p 15 TBCDecwWSel Kt SvazBYE2Gk:
x®G7 /WFETEH7@bHBYSohDvousvizLwH2xE8Y0+sx7d71vUUpB2y+qhP
ovbMPFEtYorgke ] EAAFTS0GVEmA WU EHAFXAS VA ITu vz 3¥gk 7fmo
eX/EZs7acJEOHhIDhg LeALVFBQEeeIwdSsgieMenHxYGTau+03 ZWAE(
jp9RgylqcTMxR+TgB8xlbxBdIbHi5 IO Vpud ABEBAAGBHENORCEV Paste
dXNLcjFAZ21hakwuy 25tPokBOQOTAQEAIWUCVSHLYEIbAWCLCQgHA
CwQWAsMEAhABAhe AAMCJEErsHDR1IANIEr64H /je YRy gl dz5PuZ] 4
NdjImHgZ%y9b171eD84ViFe2dKGaxPDkil8pZzXGpVPVoySCGs9ya Select Al
nHELFI]u}”sbeEmeJHCjAJF?H\ﬂG JR1Hqu1Dl1phquupBgE ] )

vsFsC9al awYcqlcMad Right to l=ft Reading order
hdnﬁyﬂﬂ4ﬂEﬂuImr3LD'LTIEﬂthVF]bLhKLTH ﬁwHHwI[ meEnDu' Show Unicede control characters
BXAPEIbMYGa21wQp9S53BUmME tmmIR2Yd+TKk70hRziR9A+OMxS3dP Insert Unicede control character
VSHLvEEIAPG+clagjeXr+ggqustdeAsV2yIhFZbKM29TFFxi6TEVSCH
590cBtIBG2bRVdtBonKLRiadauyPVEIYptGo 7rilcDivx 1 ERSTiS 294 Upen IME

3zKL6 /@BUEK ZateXPpGzx]BomfNUEAITF+RING pZ7 SxNwIHvINVOVE Reconversion

2mme9§i162Y8g/72 jelxmORzQIWImElkrCMIAey]60KYS /hsBNTSKOAZwxt s
2t fedZ5A9YE6HFPchEo22X5a( L) ZNdW5Sowtp/mDjSp/ JznKSHOUDh /T LsdeNWzUqg
BAGXWQLT zBgOub4P/ 2PRHNGN+GtTA86KAEQEAAY KBHW(Y AQgACQUCVSHLvg IbDAAK
CRBK/BuBdeDSAcqHB /SbyBdja0U3adFbBhwlUTLOROQzwql 1pixBon23Ukdx+ 1agh
StquLkZEgBpl2BgxfizgTZmmIkIMWKACmAGTMy12RESBETWIdEU+W3bVh/oFcv/n
Ti/2K9mX8F fu77 s znk(+01t6kQBxkE2506PigC S XGuvOGrZdurpdrLBXW3Ra jrzS
a15FGv/Mesm]Tgc1BELSFOF1EEPXfUxcaeNVAS X/ 3doBIevl MMvI+osQUcdIVp3m
AUNpENALAWz j3rdvolFbmtbl fEXci8blIwddysajIRIMLSxsbZPbHsPknvaXDiEW
63csnCAFZ2BIYGAY31qi/i+10yv+L i 18rUBOUI TS

Delete

END PGP PUBLIC KEY BLOCK-----

FIGURE 3.38: Copying User] Public Keys
47. Switch back to the GNU pnvacy assistant window.

GMU Privacy Assistant - Key Manager - O #

File Edit Keys Windows 3Server Help

#

Edit Delete Sign Irnpﬂ-rt Export | Erief Detalled Preferences

.
a o

Refresh | Files Clipboard Card

Key Manager

™ KeylD + Created - LUserMName =
& P ACMMOFCE 2016-07-22 CND user2 < cnduserd @gmail.com:

FIGURE 3.39: GINU Pﬂ'ﬂfﬂl:'l.'-' Aszzistant Window
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E TAask 7

Encrypt the Email
Communication

Module 03 - Network Security Controls, Protocols, and Devices

48. Hit the Ctrl + V keys to paste the copied content. The CIND userl’s
public keys appear. You also get a pop up window. Click Close.

f GMLU Privacy Assistant - Key Manager = m e
File Edit Esys Windows Server Hezlp
m W & & & | 2 O | # | = | B O

Ecit Delete 5ign Import Export | | Brief | Detailed | Preferences | Refresh | Files Clipboard Card
Key Manager
o KeylD & Crezted & User Mame -

S P ACD4OFCE 2016-07-22 CND user? wcnduser2 @gmail . come
=3 P TS5E0D201 2016-07-22 CND User1 <cnduser] @gmail.coms

& w

1 public keys read

1 pubhic keys imported
g 0 public keys unchanged

U cecret kieys read

0 secret keys imported

0 secret keys unchanged

Cloze

FIGURE 3.40x Userl Public Keys Imported

49. Next, 1s to send some data from the Windows 10 machine to the
Windows Server 2012 machine. The data will be encrypted using Gmail.

30. Click Clipboard.

f GHU Privacy Bssistant - Key Manager = O >
File Edit Keys Windows 5Server Help

= @ & & .« 4 = B 4G

Edit Delete Sign Import Export Brief Detailed Dreferences Eefrech Files |Cligboard| Card

Key Manager

= Fey D = Cregted ~  User Mame -
=3 P ACMOFCE 2016-07-21 CMD user? <cnduser @gmail.com>
=3 P TIEODZD 2016-07-22 CND Userl <cnduser! @gmail.com:>

FIGURE 341 Navigating to Cliphoard
51. The Clipboard window appears. Enter random data.

fGNUPrh.racy-ﬂ-.';sistant-Clipbc-ard = ] b4
File Edit Windows Help

& ¢ B 0 & @ 8 6 | | & B

Clear | Cut Copy Paste | Sign Verfy Encrypt Decrypt | Preferences | Keyring Files Card

Clipboard

Secret code 1; abed1234

secret code 2: efghJ3G73

Yecret code 32kl 2468

Secret code 4: rnop1 357

FIGURE j.42: Entering Diata in Clipboard
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Module 03 - Network Security Controls, Protocols, and Devices

32, Click Sign.

ﬂﬁ GMU Privacy Assistant - Clipboard — O ot
File Edit Windows Help

é%ﬁiﬁﬂ#—‘r’.ﬁ@ﬁ|% W B —

Cl=ar Cut Copy Paste Sign | Verfy Encrypt Decrypt Preferences Keyring Files Card

Clipboard

Secret code 1: abod1234

Secret code & efgh3678
Secret code 30 ijkl34A8

Cecret code 4 mn-:lp'|35_.-'|

FIGURE 3.43: Signing the Data

53. The Sign documents window appears. Select user 2 and click OK.

ﬂ"‘ GNU Privacy Assistant - Sign documents X
Sign as
KeyID 4 User Name 14

ACO40FCE CND user? <cnduserZ@gmail.com>

FIGURE J3.44: Sipning the Document

54. The pinentry window appears. Enter the passphrase for user2
(qwerty(@321) and Click OK.

'; pinentry w

' Please enter the passphrase to unlock the secret key for the OpenPGP certificate:
| “CND user2 <cnduser2@gmail,com>"

2048-bit RSA key, ID ACO40FCE,

created 2016-07-22.

Passphrase |sssssssses

FIGURE J.45: Entening Passphrase of User2
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Module 03 - Network Security Controls, Protocols, and Devices

33. You will see the signature appear at the bottom of the message in an
encrypted form.

F
#” GNU Privacy Assistant - Clipboard — O x
File Edit Windows Help

5@%%‘0#—‘&1@ﬂ|ﬁ

Cut Copy Paste | Sign Verfy Encrypt Decrypt

Clear
n Clipboard

---——-BEGIM PGP SIGMED MESSAGE-----
Hash: SHAZSE

# O

Keyring Files Card

Preferences

Secrat code 1t abed1224
5ecret code 2 efgh3o7a
Secret code 3 ijkl?468
Secr=t code & mnopl357

--——-BEGIMN PGP SIGMATLURE-----
Version: GnuPG w2

{QEcBAEBCAAGBO ¥k TAAJEHLRmYEsBA/OKEEH/ 22k a5 0 ¥ s gpnASMMGHoSed
JUTFu+GvHAKIP kessTHNMueazlg+)diw+ Sfudf+ E0nyudd92KCIG3K FyhYpidce
RmfzPESetwrivCkHiuUs3gtes FeCVicIDEPuRPeHZ Dokl Glen T X2 TBy 2wkMNIPC
Atop/MNpYeg/ oSvkaEWIYSIK+RYTZYIEbvW P RhghpCuTT KRV V3 cEVECN
tFIREH3Buy Z d K80 3T RIDBYdheZSIVZaInELIDd 02/ Q5 Aul dMER D147 kesne

Oy 3 SWBhfWE] Be3ctiUsBf7SMPPbuElgKApzy 1)MrGlEFSrzg3 dAcud FGuTloUA=
=wiheC

-----END PGP SIGNATURE-----

FIGURE 3.46: Signature Created
56. Click Encrypt.

& GMU Privacy Assistant - Clipboard — O
File Edit Windows Help

2 % 0 0O | & 2| @ | & ‘ # # &

Clear | Cut Copy Paste | Sign Venfy | Encrypt | Decrypt | Preferences | Keyring Files Card
Clipboard

----- BEGIM PGP SIGMED MESSAGE-----

Hash: 5SHAZ56

Secret code 1: abed1234
Secret code 2: efgh3e78
secret code 3 ijkl2468

Secret code & mnop1337
----- BEGIM PGP SIGMATURE-----

FIGUEE 347- Namgahng to E.tltI_?Pﬁ.‘llg the data
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Module 03 - Network Security Controls, Protocols, and Devices

57. The Public keys window appears. Select CND user1 and click OK.

ﬂ" GNU Privacy Assistant - Encrypt documents

Public Keys
KeyID ¢ User Name

ACOA0FCE CND user2 <cnduserd@gmail.com>
ACO4DFCE CND userd <cnduserd@gmail.com>

75E0D201 CND User1 <cnduserl@gmail.com>

[] Sign

Sign as

KeyID 4 User Name
ACO40FCE CND userd <cnduserd@gmail.com>

FIGURE 3 .48: Encrypting with CND Userl Public Keys

58. When the Unknown Key window pops up. Click Yes.

ﬂ‘* Unknown Key

You are going to encrypt a document using the following key:

User Name: CND Userl <cnduserl@gmail.com>
Key ID: 75E0D201
Fingerprint: B620 F66A D20A ASC4 5BB3 264B 4AEC 1C34 75ED D201

However, it is not certain that the key belongs to that person.

Do you really want to use this key?

No

FIGURE 3.49: Unknown Key Window
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Module 03 - Network Security Controls, Protocols, and Devices

39. You can see that the message was encrypted.

= |
?:ﬂ."" GRU Privacy Assistant - Clipboard = O ~
Eile Edit Windows Help
S % B 0| & B B @ % R B
Clear | Cut Copy Paste | Sign Verify Encrypt Decrypt | Preferences | Keyring FRles Card
Clipboard

Versign: GRuPG vl

hZEME+ Od I Cdg DV AT g AN w MMELES K at dGMm Grc kMK TR TN 3 eEqf o HIWE
MBy2FbalHn %+ ' Wha AW RP pupZed Tu+ ew, Tluh CiksjFlT o3 CAE8k 1 ECFIE 5y

WIF sz DvbsireT o3P HMayny g Ty Ko FEINLIMHRFI=Z LijlaV gy Chéis Kngq ¥V Cv
HawpySL ok DHalK RSy 1 o5l Tlolid Y pt GehPIL K mw KL P2 14d G ok Tt SFMUBWo gm
ufK g LEweg ouWE A TEW R h 85Vl g YHC mp B et Kp b/ 1y 2 Bb pD Do DkvaF2
LurE/ r3Fyj+ COAPzExrn) DSRFT3S2/HeYUBNUAL GILdL pAwBjdjmiOr Sl gif Gen Y p
BBjRgDZEY KRN+ [+ HC D 8zjNO g Zjuol:ISeKn0+ M o3 kUObS 1 Oind/ gaAXiEUmHS
K+ UuhkEcr YR coCeoSKDs WK T D ShEH rtld KERMpre MO W ER bSL3xpyiog 20
Cga/IPYE2MOUudUMLNal FOad OFacAzw ATz 21hcL0Cron 3282 A UdTknyeh LS5
Aeh 122 rMVE-TXMMNg reC 8 So Lyb EC) 3h nHU TR T T = FERING | BT 3ccdywipi
bbmpedGsTzHEM e Drngl+ Red T MaPRam GeL ol TSChabwnws MLAY s n 5 THvAdgziOWh
G GEHWI gZf Dl bk Xe T del CTYmICInFwiohzhhvd M hUPshaEZr TRADNhED
30+ les DT ey tiK ASMO hT1 CWEeFT Carul = INWGJpZ8y3panwahc 2U DtURH g
MSRDMEDjfogffba’ Lg LCW 1 SV id Ay ni exdt L33 CONdaH TES 1 bl dSwiceMS 23110

% 0P BwlulS T+ cod/SV 064 TvdpajyUT pjrmBTSym YIS0+ AG)oxtpNLNOROIEnSz]

oV B BN hLIgWuurmnl DV ozlpgUEP/ Byndh i 022 2 LDyl el TG [+ rnt D0 oAk
T okTY AhfpAZa S5 8ukUBIEZm e DyMN D+ YEMZAKIZulDd MO G2 GvMob2dA= =
=c{ru

FIGURE 3.50: Message Encrypted

60. Next, transmut this message to CND User1 using the Gmail account for
CND user 2 or any other insecure media over the Internet.

61. Copy the entire encrypted message, log into Gmail with your second
email ID (here, we are using the cnduser2 user account) and compose a
mail to the first email ID (here, we are using enduseri@gmail.com).
Paste the encrypted message and click Send.

Encrypted message

To |cnduser!@gmail.com| Cc Bec

Encrypted message

-—EBEGIN PGP MESSAGE-—
Version: GnuPG v2

hQEMA+O4IMCdqdVQAQgADNIWMMXvEIK ZiatdGMmGrckNX Xk TR 1vW3ieEqgfc/H
MBy3FbalHn9+tYWJwWRPjxupZe3Tu+ew/0OJuhOiks Fk7c3C468k1ECxFIK/s|fY
WIFfxaDvesircTo9JPHMaynyqg1ykxaF KINLIMHhfkzZLijlbVgyChdj25KnqqY Cv
HdvpysL6kDHaUKRSv10sJ700JidYptGehP3LK1mwXLP2fd14dGek 7 dtSFNUSWoc
ufg L DwgouWivZEWT Y h3SVdflgY | ICmplXetKpblyZcY DblpDEZYTglDkYsI 2
LviE/r5Fxj+C0APzExmJDSR7T352/HcY vBMA/NGJLdLpAXwBj4jmI0rEbgifGmYp
BEjRgDZKYKRM+I+HCyJDEzjNCogljucDUS8KnO+iNo 3kUQb910in5/goAXieUmk
K+IUuhkEczYXcoCeoSKOsyWIXTIZkAIShEHMIdKERNpivNOr'VRMbS LdxpyXogZ(
Cga/lPYE2ZM{UudUMLNalFOadCFacfAzwATXad1hcL0Oron32A2AJUd T kryehlL/55
Aeh12zZrNVH+TXNNgrvCB5oLybKCI3hnHufX2VT1+FEK3NG1ExT 3ccd Y vV pN|
bbmpedGs1zHENuysOImgD+RriTMaRamGzLuQTSOwEwwsML44snbjTiivAdqgziO
GCbfOSHW 33ZfDIvblkX e T de/C1VmICInFwichzhOvskx@hUPsMaEZrTMDNhEZQ
3G+ cs2xs ThyytiKAIMOrh 7 1CW9eF CCaz 3xQ+JNWGyJpZ8y9panwEhc2 U OtUhH
M5RDMBEDjfogffbaY LqUCV1aVQVidAvniexltU3v30V4aHt 766 1bbd9wkxMSe91tQ

g I ) e (S [FRON | o Ty SR I f L O o T [ (R | O Uy R S T PRI N T TNUIN N I [ TR Ty U T R g ] SR

FIGURE 3.51: Mail to Tzerl
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Module 03 - Network Security Controls, Protocols, and Devices

62. Switch to the Windows Server 2012 machine and log into your first
Gmail account (here, we are logging in to enduseri@gmail.com). You
can see the mail from your second emal account (in this case,

cnduser2@gmail.com). Next, open the mail.

M Inbo (1) - enduserld@gm x & ¥

€ - C | & https://mail.google.com/mail/u/0/#inbox

Google KN

Gmail - 1-30f3 | £

&a Primary & Social ¥ Promations

Inbox (1) cnduser # [no subject) - BEGIN PGP MESSAGE Wi

Stancd Meszus Registration Tenable Nessus Home Activation Code - TF
Sent Mal

Dirafts Meszus Registration Tenable Nessus Home Activation Code - TF

b -

* crnduser Q, i) G.H [0¥%) of 15 GB used Terms - Privacy

Lagl account activity: 5 days ag

FIGURE 3.52: Mail from User2

E task s 63. Select the entire message, nght click and select Copy from the context

IMeEn.

Decrypt the Email
Content

to me |[»

arsion: GouPG w2

hIEMA+O4 M CdqUVQAQgADDIWMMXvBIK ZiatdGMm GrekNX Xk TR1W/ 3eEgfic’HIWE c
MBy3FbalHn S+ YWIWWRP paupse3 FuewOuuhOiksjFk Fe3C 468k 1 E Cuf 1K/ sy
W F xeaOwsine To9P HMaynyq Ty KaxaF KINLIMHBflzZ LijibV gyCh4aj25Kngg Y Cv
HavpyblekDHaUKRSv1 os7 (o kdYpiGehP 3LK 1muwX L P2id 1 4dGokT dt S FN LS ogm
ufKgY'LE wooudWFvZ BAF XY hASY dfl g HOmpBX et KphilyZ Y Bbl pDEZY fq8DkY sF 2
LwErSFxj+C0APzEmmJDSRIT 352/ HeYvBMAI GJILALpAXwEBdmIOrcbgifGmYp
BBjRgDZKYkRMH+HCy JDAZjNDEgZjusDOI9BK N0+ No 3kLIQBY1 OinklgoA XiGUImH/
K +1UuhkE =Y XcoCeoSK OsyWIX 71 ZkAIS hEHrtdK 6RMNpivM OV RMbSL4xpyXog
Cga/iPYeZMOUud UM LNalF Dad4OF aoSawAT X a8 1hel
Aeh 122 TN+ T XNNgreCHB 5ol yb K C3hn HulC2 71
bbmped Gs1zHENuysImgD+RiTMaRamGzLuQT S0
GCHROSHW3gZ DI bk e Tdaf C1Vmi CunFuwiohzhiy
IGH csPes ThyyliKAIMOMT1CWIeF CCaz Jx() +INW
M5RDMBDfogifbaY LgUCV1aVQVidAwniesdtUvIOV
BjoPBwLIS T+cod/SVOG4 twdpglyUTpjmRTSyny/5 S0 [N

oVwaMLL6VhUgVWuumiOVoz pg 08P, By 02 | | —
pAF asSs BvkUe EXmeDy NS O+ BhzAkl Zul Ddzkt OG2 Gvidob3dA—

Copy
Search Google for *--—- BEGIM PGP MESSAGE----- Version: GnuPG w2.°
Frint..

----- END PGP MES

SAGE—

FIGURE 3.53: Cnpjlmg the Ii.-![essage

64. Switch to the GNU Privacy Assistant window then click Clipboard.

Edit Keys Windows Server Help

i%&ﬁﬂ|@|% = B 0O |D

Ddete Sign Import Bport Detailed Preferences | Refresh Files | Clipboard| Car

Key Manager

Koy ID +  Created = User Name

=%, P TIEDD201 2016-07-22 CMD User] <cnduser! @gmailcom>

FIGURE 3.54: Namgating to Userl’s Chipboard
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Module 03 - Network Security Controls, Protocols, and Devices

65. The Clipboard window appears. Right click and select Paste.

File Edit Windows Help

é‘%f?@?@ﬂ‘#‘iﬂ@ ﬁ‘ ¥ | W B
Clear

Cut Copy Paste | Sign Verify Encrypt Decrypt | Preferences | Keyring Files

a Clipboard
|

#s Cut
B2 Copy
[ | Paste

8 Delete

B Select All

Input Methods
Insert Unicode Control Character

FIGURE 3.55: Pasting the Encrypted Message
66. The encrypted message is pasted. Click Decrypt.

Eile Edit Windows Help

‘ﬁé’-‘ﬂl_

Preferences | Keyring Files Card

Clear | Cut Copy Paste | Sign Verify Encrypt

a Clipboard

BEGIN PGP MESSAGE-----
Version: GnuPG v2

hQEMA+ 04IMCdg0VQAQgAOOWMMXvEIKZiatdGMmGrekNXXkTR1vW3eEqfc/HIWBC
MBy3FbalHn9+ tYWIwWRPjxupZe3Tu+ew/QJuhQiksjFk7c3C468k 1 ECxFIK/sjfY
WIF/xaDvésirc To9JPHMaynyq1yKxaFKINLIMHhfkzZLijlbVgyCh4j25Knqq Y Cv
HavpySL6kDHaUKRSv1 0s)700)idYptGehP3LK1 mwXLP2fd 14dGek 7dtSFNUSWogm
ufKgYLEwqouWF/vZtWFxYh35VdflgYHCmp8XetKpb/lyZcYBblpDkZYfq8DkYsF2
LvrE/rSFxj+ COAPzExmIDSRF735z/HeYwBMA/IGILdL pAXwBj4jmIOrEbgifGmYp
BBjRgDZKYKRM+ |+ HCy)DEzjNO6gZjuocDQ98KN0+tNo3kUQbI10in5/goAXiEUmH/
K+IUuhkEcz¥XcoCeoSKOsyWIXTIZKAISh8HIdKERNpivNOrVRMbSLAxpyXoqZ0
Cqa/IPY62MOUudUMLNaIFOadOFaoAzwATXa81hcL0Oron32424)Ud 1kryehl/55a
Aeh12zZrNV+ TXNNgrvCH850LybKCI3hnHUfX2V 71+ FEK3n61ExT 3ccdYvWphj
bbmpedGs1zHENuysDmgD+ROTMaRamGzLuQTSQwEwwsML44sn5j/ TifvAdqziOVh
GCbfOSHW3gZfDIlvblkX e 7de/C1VmICInFwiohzhOviSlo@hUPsMakZrTMDMNhEzQ
3G+Ics2xsT fayytiKASMOrh71CW9eFC Caz3xQ+ INWGy)pZ8ySpanwihc2UOtUhHg
MSRDMBDjfoqffba¥YLqUCV1aVQVidAvniexitU3v30V4aHt7861bbdIwkodMSed 1t0)
B8joPBwlulST+ cod/SVO641vdpqiyUTpimRTSynV350+ AlGJoxStpNLNOROIBnezj
oVwdMIZEVhUgWuumlOVoz)pg08P/Byxhri%02Z2UlkdyldeK/T09D+ mtDOwcAab
TxYokTYAhfpAZa558vkUBIKZmcDyNSD+ YENzAKIZul0dzNtOG2GyMob3dA==
=ccx

——---END PGP MESSAGE----

FIGURE 3.56: Decrypting the Message
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Module 03 - Network Security Controls, Protocols, and Devices

67. The pinentry window appears. Enter the Passphrase for the CND user1
(qwerty(@123) then click OK.

Please enter the passphrase to unlock the secret key for the OpenPGP certificate:
"CND User 1 <onduser 1@gmail.com=>"

2048-bit RSA key, ID SDAB4550,

created 2016-07-22 (main key ID 75E0D201).

Passphrase |essssssses

FIGURE 3.57- Eﬂtmng Uzerl Passp]ltase

68. You can see the decrypted message appear on the clipboard.

File Edit Windows Help

2 ¢ B 0O & 2 8 @ | W B

Clear | Cut Copy Paste = Sign Verify Encrypt Decrypt | Preferences = Keyring Files

a Clipboard

Hash: SHA256

Secret code 1: abed1234
Secret code Z: efgh5678

Secret code 3: )kl2468

Secret code 4: mnop1357

Version: GnuPG v2

IQEcBAEBCAAGBQIXkgY7AACJEHLEmMYKsBA/OKEEH/22kVaS0XXsgpnASMMGHo5ed
JUfFu+ GvH4AKIPkess THNMueazlg+JZw+ S5fuCOf+ 80nyul d92K0J65kIFyhVp3Zce
RmfaPB55etwRvCkHtuls3qtcs7cCVfclDtPuFPeHZIDoKIGIon11X2TBy2wFNtPC
Atop)NpY6g/o5vkaEWcIYSiK+RYTZxYiEbvWrigRhgljpCuTT1KnV575/cxEVKCN
xFIRbH9Buy/ZdKAu37yRZDBYd0xZSIVZoInELIDAQO2/05AulXXdMXRQcl4ZksxC
rOy95WEBhfWE1Be3ctiUs8f ISMPPbublgKApzY1)MrGIEf9rzq3dAeudFGuTloUA=
=wiheC

FIGURE 3.58: Mﬁsage Deurjpta:l
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Module 03 - Network Security Controls, Protocols, and Devices

Note: CIND userl encrypted a message with CND userl’s public key and
sent it to the second user. If the message 1s encrypted with CND userl’s
public key it can only be decrypted with CND userl’s pnvate key
(passphrase). Sumilarly, you can get CIND user2’s public key on Server 2012
and send an encrypted message using that public key and then nawigate to
the Windows 10 machine and decrypt it with CIND user2’s prvate key.

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on your
target’'s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform Supported
v Classroom []ilabs
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