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Meodule 07 - Secure Firewall Configuration and Management

Designing Firewall Rules on a

Windows Firewall

The Windows Firewall is a soffware component of Microsoft Windows that provides
Jirenalling and packet filtering functions.

Lab Scenario

Firewall rules are created to put restriction on sending traffic to, or receving
traffic from, programs, system services, computers, or users. Configuning
mbound and outbound traffic rules on a firewall 1s one of the important tasks in
network security. These rules are configured based on the organizational policy.
It prevents malicious tratfic from entering into the network. As a network
administrator, you should be able to configure inbound and outbound rules in a

Windows firewall.

Lab Objectives

The objective of this lab i1s to demonstrate you how to create inbound and
outhbound miles in a Windows firewall.

Lab Environment
To pertorm this lab, you need:

* A virtual machine minning Windows 10
*  Admunstrative Pravileges

Lab Duration

Time: 25 Minutes

Overview of Firewall Rules

Firewall males can be created for either inbound or outbound traffic.

®* An mbound firewall rule protects the network against mcoming malicious
traffic from the Intemet or other network segments.
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Meodule 07 - Secure Firewall Configuration and Management

" An outbound firewall protects against outgomng traffic originating inside an
enterprise network.

The rule can be configured to specify the computers, users, program, service, port

and protocol.

Lab Tasks

1. Logon to the Windows 10 virtual machine, right-click on the Windows
H task1 icon, and select Control Panel.

Launch Windows
Firewall

Frograms anad Feshures
Power Cptions

Event ¥iewer

Systemn

Device Manager
Mebaork Conrections
Dizle Management
Computer Management
Command Prompt

Command Prompt (Admin]

Task Warager
Conbicl Pang
Fila Explores
Saarch

AT

Shut down or sign cart

Desktop

O

FIGURE 1.1: Namgatng to the Control panel
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Meodule 07 - Secure Firewall Configuration and Management

2. Control Panel appears; if you are in category view, you may switch to
the Large icons view by selecting Large icons from the Category drop-

down list.
Control Panel = O i .
4 [EH » Conrtrol Pansl » w Szarch Control Panel A
Adjust your computer's settings View by:| Category =
& Category
Systemn and Security User Accounts Large icons
Revies your computer's skatus $ Change account type Cmall icons

Save backup copiss of your files with File
Hisktory

Backup and Restore [Windows )

Find and fix problems

N MNetwork and Internat
Wiew nebaork status and tasks

Choose hemegroug and shanng options

Appearance and Personalization
Change=the theme
Adjust screen resolution

Clock, Language, and Region
Add a language
Changs input methods

' Hardware and Sound Change date time, or number formats

%‘ View devices and printers

© Add z device
Programs

EI Uninstall a program

Get programs

Ease ot Access
Let Windows suggest settings
Optirmize wvisual dizplay

FIGURE 1.2 Switching to the Larre icons view

3. The All Control Panel Items window appears, scroll the window down
and click on the Windows Firewall.

Al Contral Panel lbens — O o 1
— w o [EH » Conrtrol Pansl » Al Control Panel [tems s wo @ Search Control Fanel o
Adjust your computer’s settings View by Largeicons ¥
Mouse ~ gy rersonalization
= Center - 1

Programs and Features

RemotefApp and Deskiop
Connections

=
Phone and Modem @ Power Options
Recovery ‘1';_’ Region
Security and Maintenance
System

Storage Spaces Sync Center

User Accounts

Windows Defender Windows Firewall Windows To Go

0
L}
Sound E} Speech Recognition
L2
8

D,
Taskbar and Navigation E Troubleshoating

o
‘?v
&y

#

Work Folders

FIGURE 1.3: Opening the Windows Firewall
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[ You can uze the
VWindows Firewall with
Advanced Secuty to help
protect the computers on
vour network

Meodule 07 - Secure Firewall Configuration and Management

4. The Windows Firewall setting window will be displayed. Click Advanced

Settings in the left pane.
& |
ﬂ Windows Firewsall = O e
e~ = + 4 @ » Contrcl Parel > All Control Panel ltems » Windows Firewall w Search Control Panel =)
T R T Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicieus software from gaining access to your PO
Allow an app of Feature through the Internet or a network.
throwgh Windows Firewall |
By Change notification ssttings . a Domain networks Connected [~
Q Turn Windows Firewall on or
off Metworke at 3 workplace that are sttached to a domain
Fectore defaults :
Q Windows Firewal stete On
E Advanced sethngs ) ) )
Incoming connections: Elock all connections to apps that are not on the
Trowbleshoot my network list of allowed apps
Active domain networks: l; C RO e
Motfication state: Motify mewhen Windows Firewall blocks a new
app
. E Private networks Not connected |~
See also l E Guest or public networks MNot connected |~
d

FIGURE 1.4: Navigating to Advanced Settings in Window Firewall
5. The Advanced Settings operate at three levels described below:
a. Domain: Applies to the network adapter, when the device 1s part of

a Domain
b. Private: Applies to a network adapter when the device 1s connected

to a network indirectly through a router or some other secunty
device

c. Public: Applies to a network adapter when the device is directly
connected to a network. This is the default profile.

B Windows Firawall with Advanced Security = O -
File Action View Hep
= @ =
LG LR R T L P R Windows Firewall with Advanced Security on Local Computer
B Inbound Rules Y

Outheund Rules

W Connection Security Rules ‘ Windows Frewsal with Advarced Security provides nebwork s=curty far Windows comg 3 Import Policy...

» B Menitoring dm  Export Policy..
Orvendiews Restore Default Policy
|Duma'n Profile is Ar.li'l'el Dizgnose / Repair
@ Wincows Firewallis cn View ,
5 rourd connectiona tha da nat mach @ rule ane blacked.
& Refresh
ﬁ Qutbound cennactions that da not match & rulke aes alowed . -
] Properties
| Private Profile |
B Hee

@ Windows Firewallis on
5 nbourd connedtions that da nat match a rule ane blacked.
ﬁ Dutbound connachons than da nat match & ruks ame alowead .

| Public Profile |
& Windows Firewallis on
5 nbourd connedtiona that da nat match a rule ane blacked.
ﬁ Cutbound cennactions that da not match 2 rule ae alowed .

B Windows Firewall Froperties

FIGTIRE 1.5 Thaelwdsatwhiuhﬁdmu:&dseﬂingsnpﬂam
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Changing Firewall
Settings

L Windows Firewall with
Advanced Security includes
a stateful firewrall that
allows you to determine
which network traffic 13
permitted to pass between
vour computer and the
network

Meodule 07 - Secure Firewall Configuration and Management

6. Click Windows Firewall Properties

Windows Firewall with Advanced Security
File  Action Wiew Help
= | 7| M [

LT AR T ERE R Pt L Windows Firewall with Advanced Security on Local Computer Actions
| Windows: Firewall wakh Achr.. “

E3 Inbound Fules
EY Outhound Rules Crerdiew

¥ Connection Security Rules Domain Profile ic Active
» & Monitering :_ﬂ' Windowe Frawall le on.
5 hbeurd connections that do not match 2 rule zne blocked.
@ Outbourd connections that o net mabch a ne ane vwed.

Private Profile

B Windows Firewellis on. G
(5 nbourd connactions that da nat match a nle o bocked =]
@ Oubourd connacticns that do net mateh 3 nie e iewsd. 7
Public Profile

ﬁ' ‘Windawe Firewelliz on.
G inbourd connedtions that do not mabch 2 ulke ee blodoeed
ﬂ Outheurd conrecticns that do rot makzh a e are alloeed.

|E Windawe Firmwall Fropartiea

FIGURE 1.6: The Window Firewall Pmpeu:tﬂawnﬂuw

k| Import Policy..
4=| Export Policy...

Rectore Default Policy
Diagrase S Repair

iew k
Refresh

Propertics

Hzlp

7. The Windows Firewall Properties window allows you to view and
configure the firewall properties for a Domain, Private and Public

Profiles. Click OK to close the window.

Windows Firewall with Advanced Securty on Local Computer Fro... X

Domain Profile  Private Profile  Public Profile  IPsec Settings

Specify behavior for when a computer is connected to its corporate

daomain.
State
ﬂ Firewall state: On (recommended) ~
Inbound connections: Block (default) ~
Outbound connections: Allow (default) ~
Protected network connections: Customize ..
Settings
:?E .Efeﬂ Ezﬂhi;?-ii:hat control Windows Customize
Legging
" [t St
oK . Cancel . Apphy

FIGURE 1.7: Default settings for Domain profile

Note: It i1s recommended that you do not alter the default
of the profiles.

settings for any

CND Lab Manual Page 235

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

-

_

TASK?23

Creating Inbound
Rules

[d Inbound mles explicitly
allow, or exphcitly block,
inbound network traffic
that matches the critena in
the mle.

Meodule 07 - Secure Firewall Configuration and Management

8. Now, keep the Windows Firewall with Advanced Security window
intact, switch to the Ubuntu virtual machine and login.
9. Once you are logged on to the machine, launch a command lne

termunal, type ftp 10.10.10.10 in the command line termunal and press
Enter. You will notice the connection has timed out, which means, the
firewall n Windows 10 1s preventing the Ubuntu machine from
accessing it. Type bye and press Enter to exit the ftp shell.

ubuntu@ubunku; ~

ibuntu@ubuntu:~5 |ftp 16.10.
ftp: connect: Connection time
Ftp>

ibuntu@ubuntu:~%5

FIGURE 1.8: Establishing FTP Connection

10. Next, we will add an inbound Firewall rule in Windows 10 to allow ftp
to access the computers in the domain. To add the rule, switch back to
Windows 10 and click Inbound Rules in the left pane.

rﬂ Windows Firewall with Advanced Security - O s .
File Action View Help
i e | E :

Iﬁ Windows Firewall with &dvanci
lﬂ Inkbcund Bules
ES Qutbound Rules

Bu Connection Security Rules

Windows Firewall with Advanced Security on Local Computer

* | Windows Firewall with &dv.. == l

Actions

3
i Windowe Firewsll with Advanced Securty providss netwarns secunty for o Impart Policy..

& Monitoring Export Policy...

o
-

Owerview Rectore Default Policy

Domain Profile Diagnose ¢ Repair

&' Windows Firewall o on.

Wiew k
'@ Inbound connections that do nat malch a ruke are blocked
i Refresh
8 Owbound connectione that da not match a nule are alowed. —
-] Properties
Private Profile is Active B Heb

-ﬂ Windowe Firewsll £ on.
'E Inbound connectone that do not match a nule are bloched.
"E} Cibound connedtiors thal do rot metch 8 nle ae sllwed

Public Profile
® Windows Firenall = on.
'@ Inbound connections that do not malch a rulke are blocked

i Oubound connectiore that do rct match a nile are sliowed.

FIGURE 1.9: Navigating to Inbound rule

CND Lab Manual Page 234

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

[d Inbound mles filter
traffic passing from the
network to the local
computer based on the
filtenng conditions
specified in the mle.
Converzely, outhound miles
filter traffic passing from
the local computer to the
network based on the
filtenng conditions
specified in the mle. Both
mbound and outbound

mles can be confipured to
allow or block traffic as

needad.

Meodule 07 - Secure Firewall Configuration and Management

11. Click New Rule... in the right pane

W Windows Firewsall with Advanced Securty

File  Action

Wimw  Help
w | # 51| & | HE

L

2

Windows Firewall with Adwvanc
E3 Inbound Rules

BT Cutbound Rules

%% Connzction Security Rules
B Maontonng

Marme

& Firefox [T\ Program Files (x84 Mazilla Fir..
Firefox [CAProgram Files (x88)Mazilla Fir...
& &lUeyn Router (TCP-In)
& AlUeyn Router (UDP-In)
BranchCache Content Retrieval (HTTP-Im)
BranchCache Hosted Cache Server (HTT..
BranchCache Peer Discovery (WSD-In)
@ Cast to Device Functionality (gWave-TCP...
Cast bo Device Functionaliby (qWeave-LUDP...
&) Cast to Device S50P Discovery (UDP-In)
& Cost to Device streaming server (HTTP-5t..
Cast to Device streaming server (HTTP-5..,
@) Cact 1o Devics streaming server (HTTP-5t.,
) Cast to Device streaming server (RTCP-5t..
Cast to Device streaming server (RTCP-St.,
€ Cast to Device streaming server (RTCR-5E.
) Cast to Device streaming server (RTSP-Str...
Cast to Device streaming server (RTSP-Sr,
Caxt bo Devic= shr=a ming s=peer (RTSP-Skr
{

-

Group

Allloyn Router
Allloyn Fouter

Branchiache - Content Retr..,
BranchZache - Hosted Cach...
BranchZache - Peer Discove..

Cast to Device functional iy
Cast to Device functional rl'_l,r
Cazt to Device functionality
Castto Device functional ity
Cast to Device funchional ity
Cast to Device functionality
Cast to Device functionaly
Castto Device funchionalhy
Cast to Device functionality
Cast to Device functionality
Cost to Device funchionaltty
Cast to Device functionaliy

@ New Inbound Rule Wizard

12. The New Inbound Rule Wizard window appears, select the Port radio

FIGURE 1.10: Creating a New Rule

button and click Next

Actions

Inbound Rules

Mew Rule,.,

Filter by Profile
Filter by State
Filter by Group
Vi=w

"G

Refresh
li= Export List...

Help

- |l T v

Rule Type
elect the type of firewal nle to credte.

Rule Type
Protocal and Forts
Action

Profile

Mame

What type of rule would you like to create ?

() Program

Fule that controle connectiona for a program.

(®) Port

Rule that controls connectians for 3 TCP or UDP port

) Predefined:
AlJoyn Router

Rule that controls connections for 3 Windows experience.

() Custom
Custom rule.

FIGURE l-ll:CmaliﬂganInhDuuﬂRule ﬁ:{ﬁ]bl::'ingaPc:ﬂ

Zancel

CND Lab Manual Page 235

Certified Nerwork Defender Copyoght (& by EG-Gouncil
All Rights Reserved. Reproduction 13 Stnctly Prohibrted.

https://t.me/learningnets



https://technet24.ir
https://technet24.ir

[l To allow a certain type
of nnzolicited inbound
traffic, you mmst create an
mbound mile that descobes
that traffic. For example, if
von want to mn a Web
-ser':rer, then you must
create a mile that allows
unsolicited mbonnd
network traffic on TCP
port S0.

Meodule 07 - Secure Firewall Configuration and Management

15.

14.

There are four types of rules you can create with a Windows firewall:

a. Program: Related to programs and controls connections to

programs installed on the device
b. Port: These rules govern the access to TCP and UDP ports on the

S‘E’Stﬂm

c. Predefined: These rules govern the connections related to any
Windows feature

d. Custom: It applies to any specific program or service

Protocols and Ports section appears, enter port 21 in the Specific
local ports ficld and click Next

f Mew Inbound Rule Wizard K.‘

Frotocol and Ports
Specify the protocas and poris to which this rule applies.

Steps:
Fule: Type Doz this nue apphy to TCP ar UDOP?
Prolocel and Ports ") TCP
Action ) UDP
Frodile
Name

Cloes thiz nie appiy to al local ports or specific local porta?

(") All local ports
(@ Specific lnca ports: 21
Ex=mpla: 20, 443, 5000-5010

= Back Mexd = Cancedl

FIGURE 1.12 Specifying a Port
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15. The Action section appears, select the Allow the connection radio
button and click Next.

rﬂ' Mew Inbound Rule Wzard }{-’

Achion
Spedfy the action to be faken when a comnedtion matches the conditions speciied in the nile

Silepes:

e Tine Wihat action should be taken when a correction matches the specified conditiona?

W Hrotocol and Ports

k ) (@ Allow the connedtion

b This includes comrediions that are potectied with IPsec a5 well as those am not.

@ Piadfil=

(1) The default behavior of b Home i
; Thiz includes only connectone that heve been authanticated by using IPsac. Connections

Firewall iz to block wil be secured Lsing the settings in IPsec properties 2nd rdes in the Cornection Secorty
unsolicited mmbound Fue node.
network traffic, but to Cietomige .
allowr all ontbound network
traffic. You can change the ) Biock the connection
defanlt behawmor on the

Domain Profile, Private
Profile, and Public Profile

tabs of the Windows
Firewall with Advanced
Secudty Properties dialog
box.
< Back Cancsl
|- J
FIGURE 1.13: Allowang the Connechon
16. The Profile section appears, check the Domain option, uncheck both
the Private and Public options, then click Next.
rﬂ' Mew Inbowund Rule Wizard }i1
Profie
Spechy the profiles for which this rue =pples.
Steps:
@ Ruk= Type Vuhen does thie rule apphr?
@ FProtocol and Ports
E] Domain Profile: & Action [~ Domain
ﬁ.PP]i-Ed to a network o Profie Apclies when 2 computer ie connected to te comporste domain.
adapter when it iz N L Name FlPrivate
Em:_'ﬂ ) to a netwrork an Applies when & computer is connecled to a private retwoik beation, such as a home
which it can detect a of wark place.
domain controller of the [|Public
domain to which the Applies when 2 computer ie connecied to a public netwar: location.
computer is jomned.
= Back Mest = Czncal
e |

FIGURE 1.14 Choosmg the Profiles
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17. The Name section appears, enter the name as Port 21 Opened, then
click Finish.

ﬂ Mew Inbound Rule Wizard ot

MName

Specify the name and description of this rule.

Sheps:
Rule Type
Fratacol and Pars
Action
Frofile i

[ Prvate Profile: Mame [Part 21 Gpsned |
Applied to a network Dasiiption (sptioral):

adapter when it iz |
connected to a network
that 15 identifbed by the nser
of administrator as a
povate network. A private
network iz one that i3 not
connected directly to the
Internet, but iz behind
some kind of securty
dewice, such as a network
address translation (NAT)
router or hardware firewall

FIGURE 1.15: Finalezing the Rule

18. The added rule appears under the list of inbound rules as shown in the
following screenshot:

W Windows Frrewall with Advanced Security — [ =
File Action View Help
w | #1 |5 (= | 3|5

() Public Profile: Winidows Frewsll with Advanc Actions
Applied to a network E !;Eﬂ:ﬁﬂ MName Groug B # || Inbound Rules
adapter when itis %, Connection Securty Rules @ MewRue,.
connected to a P’L‘lb].lc ~ % Lonitoring Firefox (0P rogram Files GBE)1Moalla Fir... T Filter by Profile ,
network such as thosze & Firefox (C:\Program Files («B6)\Mozillz Fir.. ]
available in airports and @ 2oy Rouser (TCP-In) Allloyn Ro uter ¥ Filter by Stake o
coffee shops. When the & 2lUeyn Router (UDP-In) Allleyn Router 7 Filter by Group *
PIG.E].E iz not zet to Domain BranchCache Contert Aetrieval (HTTP-In}  BranchCache - Contert Retr... View b
ot Private, the defanlt BranchiCackhe Hosted Cachs Server (HTT.. BranchCache - Hosted Cach.. = Pebvach
Prﬂﬁle iz Public. EBranchCache Peer Discovery [WSD-In] BranchCache - Peer Discove., o _

Cast to Device funchonabty igWave-TCP...  Cast to Device functionality =y Export List..

) Cast to Device functionality (gWave-UDP... Cast to Device functionality ﬂ Help

& Cast to Device S5DP Discovery [UDP-1M) Cast te Device functionality

Cast to Device streaming server (HTTP-51,., Cast to Device Funchionality Part 21 Dpened ’

b Cast to Device streaming server (HTTP-5t.. Cast to Device functionality # [hsable Rule

& Cact to Device stresming server (HTTP-5t... Cast to Device functionality -E Cut

& Cast to Device streaming server (ATCP-5t..  Cast to Device functionality .

Cast to Devics 5-‘|:r=am|n5 EETVET I:H.TE Pt Cast bo Devie= Functictnaﬁl:_,l = '-':l.'.lpfp'

& Cast to Device streaming server (ATCP-5t.. Cast to Device functionality K Delzte

& Cast to Device streaming server (TSP-Str... Cast to Device functionality E,' Properties

Cast to Device streaming server (ATSP-5tr,., Cast to Device Funchionshty o ﬂ Help

£ || £ 3

FIGURE 1.16: New Rule Created Successfully
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19. Now, switch to the Ubuntu virtual machine, type ftp 10.10.10.10 in the
command line terminal and press Enter.

ubuntu@ubuntu: ~

buntugubuntu:~$ ftp 16.10.10.10
Ftp: connect: Connection timed out
ftp> bye

buntu@ubuntu:~5 |[ftp 16.16.160.16
“onnected to 10.16.106.18.

7?20 Microsoft FTP Service

jame (18.18.10.16:ubuntu): |

FIGURE 1.17: FTP Connection Attained Successfully

20. It 1s evident that you are able to connect to the FTIP server hosted on
the Windows 10 machine, by adding an inbound rule to open port 21

21. In the same way, you may create inbound rules to allow or block access
to ports, programs and services on the machine

22. Now, switch to the Windows 10 wvirtual machine, mumimize the
Windows Firewall with Advanced Security window, launch a web
browser, type http://iwww.certifiedhacker.com in the address bar and
press Enter. You will be able to access the webpage as shown in the
following screenshot:

[% Carfizd Hackar b4

= C | www.certifiedhacker.com | =

certifiedhacker.com

i L]

lucevBoy

P FOLin
) T " 4 b

HOME ABOUT PORTFOLIO BLOG CONTACT

e o Howe o Creste a Wide Syl »
g}r Siring Patch

FIGURE 1.18: Browsing an HI'TP Webpage
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B sidica 23. Now, we shall create an outbound rule to restrict a user from accessing

HTTP enabled websites (by blocking port 80), so that they will access

Creating only https enabled websites on the Internet.

Outbound rule C e .
24, Minimize the web browser, maximize the Windows Firewall with

Advanced Security window, and click Outbound Rules in the left pane.

25. The Outbound Rules window appears, click New rule in the right pane.

rﬂ Windows Firewall with Advanced Security = O E_‘
File Action View Help
e 2E| 2 HE
i Windows Firewall with Advanc: [Tl ey Actions
L Outbound rmles IE E:;“D'Lﬁﬂjgl Mlame Group = ~ || Qutbound Rules a ™
2 e 4
exphicitly allow, or explicitly . - 7130 Builder 30 Builder Y Mew Rule..
hlock. net k traffi ol Connection Security Rules
= ﬂ + B, Monitoring ¥ 2loyn Router (TCP-0ut) Allloyn Router T Filter by Profilc .
onginating from the Allayn Router (UDE-Out) Allloyn Rauter _
computer that matches the App connector App connector “F Filter by State .
criteria in the mle For BranchCache Hosted Cache Clisnt (HTT...  BranchCache - Hosted ¢ || ST Filter by Group 3
E‘Eﬂﬂ.‘l.PlE, you can c:c:nuﬂgute EBranchiCache Hosted Cache ServeriHT TP .. BranchiCache - Hosted © View E
a mile to T BranchZache Pesr Discov - Chut Branchiache - Peer Dis
explicitly block ery (W3 | g

onthound toaffic to a Candy Crush Soda Saga Candy Crush 5oda Saga —
computer (by IP address) @ Castto Device functionality (gWave TCP... Castto Devicefunction: || L= ExportList.
th.mugh the -.IEI.'EWE.I.L but Cast to Device functionality (gWave-UDP... Cast to Dence funchion: H Help

Castto Device streaming server (HTP-5tre.., Castto Dence funchion:
allowr the zame traffic for i ' _ ki 30 Builder -
ofl ters {J Cast to Device streaming server (ATP-Stre... Cast to Device function:

i ¥ Cast to Device stream Ing sErver (ATP-Stre.. Castto D=wce funchion: & [isable Aule

Contact Support Contact Support ¥ ocuw

Core Metworking - DME (JDE-Out) Corz Metworking By Comy

¥ Core Networking - amic Host Config... Cor= Bletwarkin = oFy

| g 1
Fl m rre Mebsarsina - Chemamie Hace Caefis I s Bletosnrlimm o x Oelete
< ¥ || € > — . - -

FIGURE 1.19: N:Wg:atmg tomrands creation of a Mew Ouathonnd Bule

26. The New Outlook Rule Wizard appears, select the Port radio button and
click Next.

@ New Outbound Fule Wizard s

Rule Type
ESalact tha typa of frewall ruke to oeate.

Rule Type ¥ihat type of rule would you k= o o=ate?
Frotecol znd Paits

Bction () Program

Profie Aude that contrels connactions for 2 pregram.

s ]

m Yoo can also T = Auls thd cantrels connechions for s TCP ar UOP post.
the defanlt action the (L) Predefined:
Windows Firewall wnth Allloyn Router
Advanced Security takes, Aule that cantols connecions for & Windows experence.
whether outhound () Gl
connections are allowed or Custom nike
blocked, when no
outbound mile applies.
< Back Cancsl
—
FIGURE 1.20: Creating a new Program mile
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27. The Ports and Protocols section appears, enter port 80 for the Specific
remote ports field and click Next.

Mew Dutbound Fule Wizard L

Protocol and Porls
pecify the protocols and poits 1o which this ule apples

Fule Tvpe Does this nule 2pphy io TCP or UOP?
Protocal and Porta W ICP

Achan [ UDp

Profile

hlame

Does this ule spply 1o al remote pors or specilic emole ports?

1 Al remote ports
i#® Specific remote ports: Bl
Ecarple: BO. 443, S000-5010

<Bocke |[ Het> | Cocel
L >

FIGURE 1.21: Specifying a Port

28. In the Action section, select the Block the connection radio button and
click Next.

Mew Dutbound Rule Wizard .‘-‘{1
Action
pecity the ection fo be teken when a cornection meatches the condtions specified in the rue
Fuls Type ¥ihat action eholld be taken when = connection matcheas the epacfisd condtione?
Protacal and Parts
y ) Allow the connection
Action Thiz ncludes cornections that are protected with |Pesc as well as those are not.
Privike
e ) Allow the connection if it 12 securs
= This ncludes only cormmeclions that hawvs been autherticated by using IPs=c. Connedtions
wil be secured wsing the sctings in IPaec properiies ond rules in the Connection Security
Fule nods.
Customize...
Ii_g“.l Block the connection |
< Bock Cance!
L —
FIGURE 1.22: Blocking the Rule
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29. The Profile section appears, check the Domain, Private and Public
options, then click Next.

Mew Dutbound Fule Wizard >
Profile
pecily the profiles for wehich this rue apcliss .

Rk Type When doaa this rule apphy?
Protocal and Forts
Action Lomain
Profie Aoples when a computeria connecicd to its comonate domain.
hame "'it'“'
Aoples when a computer is commecied 1o 3 private netwaik locstion, such as a home
or work place.
Fublic

Aoplee when a computer g comnecied to 3 publc network location.

FIGURE 1.23: Selecting the Profiles

30. The Name section appears, enter the name as Port 80 Blocked, and
click Finish.

‘ Mlew Outbound Fule Wizard x

Mame

pecily the rame and descriplion of this nd=.

Fulz Typa

Protocal and Paorts

Actian

Profie —

- |Port B0 Blockad
Deecription fptioral):

| «<Back || Eneh Carcel

FIGURE 1.24: Finalizing the Rule
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31. The added rule appears under the list of outbound rules as shown in the
following screenshot:

ﬂ' Windows Firewall with Advanced Security

File Action Yiew Help

IEEN 1=

Windows Firewall with Achvance

B Inbound Rules

&% Dutbound Rules

% Connection Security Rules
» & Monitaring

Trutbound Rules

|

Mame

3 30 Builder
G Alloyn Reuter (TCP-Out)
ﬁ Allleyn Reuter (UDP- Cut)
& App connector
BranchCache Hosted Cachie Chert (HTT..

BranchiCache Peer Discovery (W SD-0hut)
& Candy Crush Soda Saga

ﬂ Contact Support

& Core Netwaorking - DMS (UDP-Dut)

ﬁ' i rnre Metusmrdann - Monamee Heok 1 anfin
€

BranchCache Hosted Cache ServerHTTR ..

£ Cast to Device functionality [qWave-TCP..,
& Cast to Device functionality [qWave-UDP...
ﬁ Last to Device strearming server (RTP-5tre.
@ Cast to Device strearming senser (RTP-5Stre..
& Cast to Device streaming server (RTP-Stre..,

Group

¥ P ort 30 Blocked

30 Builder

Allloyn Router

AllJoyn Router

App connector
BranchiCache - Hosted {
BranchCache - Hosted C
BranchZache - Peer Disc
Candy Crush Soda Saga
Cast to Device functionz
Cast to Device functions
Cast to Device functions
Cast to Device functions
Cast to Device functionz
Contact Support

Core Metworking
i rrs hlehasnrinn

Actions

Ciuthound Rulss o

P=we Bule..
Filter by Profile
Filter by State

'EEL

b
[
Filter by Group k
View F
|7i  Refresh

= Enport List..,

H Help

Port 80 Blocksd -

& [hsahle Aule

& Cut
S= Copy

K Delete

— bt

T i

FIGURE 1.25: New Rule created successfully

32. Now, maximize the web browser, and reload the certifiedhacker website.
You will notice the Internet access i1s blocked, stating the firewall or

antivirus has blocked the connection as shown in the following screenshot:

F/i http:/ fvrww.cerbfiedhacks

X

ﬂ—u:x:']

« > c

| www.certifiedhacker.com

e

B

Your Internet access is blocked

Firewall or antivirus software may have blocked the connection.

Try:

* Checking the connection

o Checking firewall

DETAILS

and antivirus configurations

FIGURE 1 26: Webszite Restnicted by Firewall
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33. Open a new tab, type https://www.eccouncil.org and press Enter. You
will be able to browse the website as shown in the following screenshot:
= O X

hrr|~. fRosarw, cartifiedhac) b E Cermifiad Ethical Hacker 5

=

&« C | & https://www.eccouncilorg

- -
- .

& PROGRAMS ¥ FIMD TRAINING EVENTS i RESOURCES ABOUT Q

WORLD-LEADER IN
INFOSEC TRAINING & CERTIFICATION

2000+

TRAINING
EVENTS

1000+

LOCATIONS

140+

COUNTRIES

FIGURE 1.27: HTTPS Website Successfully Accessed

34. This signifies the firewall is blocking all websites that can be accessed
through port 80, and allowing only websites using https, ensunng that the
data is not flowing in plain-text.

Lab Analysis

Analyze and document the results of the lab exercise. Give your opinion on
your target’s securty posture and exposure through free public information.

PLEASE TALEKE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes [ 1 No
Platform Supported
M Classroom []ilabs
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