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CYBER ATTACK SURFACE ANALYSIS

Evaluate Third Party Cyber Risk to Your Organization

The LookingGlass™ Cyber Attack Surface Analysis provides
organizations with a detailed, measurable way to examine
their or their vendors’ security posture across six categories of
risk. Each report is reviewed and analyzed by LookingGlass
expert security analysts who provide actionable intelligence
on six critical areas of cyber risk.

Six Categories of Cyber Risk:

* System Compromise: |dentifies evidence of live or recent
infections on your network from botnets, viruses and
malware.

* Compromised User Accounts: Identifies account
credentials among billions of breached records.

* Configuration and Vulnerabilities: Maps your public
facing Internet footprint and itemizes the type, number and
severity of vulnerabilities available to an outside threat
actor.

* Domain Portfolio and Spear Phishing Risk: Analyzes
registered domain names for fakes and look-alikes to
identify likely vectors for spear phishing.

* Online Indications and Warnings: Examines feeds, posts
and online chatter from more than 6,000 known actors and
groups, as well as hacker channels and the dark web.

* Vendor Breach Monitoring: Near real-time data breach
notifications for your third party vendors. All incidents are
vetted and validated by LookingGlass security analysists
to eliminate false positives.

Unlike other risk assessment reports currently in the market,
the Cyber Attack Surface Analysis extends beyond
vulnerabilities and network issues to provide actionable
intelligence on your organizations’ risk from threat actors,
spear phishing and possible data breaches.
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Leverage Cyber Attack Surface Analysis to:

*  Minimize your attack surface by providing a deep dive
evaluation of you or your vendors security vulnerabilities.

* Save valuable man hours evaluating your security posture.

* Gain insight into you or your vendors application
vulnerabilities to inform more effective management.

* Proactively look for potential leaks, theft of sensitive
data or other holes in you or your vendors security posture.
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BENEFITS TO YOUR ORGANIZATION

Expert Advice

This isn’t a pushbutton scorecard based on automated scans. LookingGlass provides full human vetting/analyst review of

every finding to ensure that the false positives and “noise” common to many automated scorecard services are eliminated.

Industry’s Most Comprehensive Intelligence

We source from nearly 100 types of structured threat data feeds — including LookingGlass proprietary feeds — as well

as coverage of unstructured content from the surface, Deep Web, and Dark Web to provide a single, unified view of your

cyber risk footprint. You can quantifiably assess and measure your internal security posture as threats and information

assets continually evolve.

The Power of LookingGlass Behind You

Leverage LookingGlass’ infrastructure, people, systems, and 20+ years of industry experience for real-time, actionable

threat intelligence.

ABOUT LOOKINGGLASS
CYBER SOLUTIONS

LookingGlass Cyber Solutions delivers unified threat protection
against sophisticated cyber attacks to global enterprises and
government agencies by operationalizing threat intelligence across
its end-to-end portfolio. Scalable threat intelligence platforms and
network-based threat response products consume our machine-
readable data feeds to provide comprehensive threat-driven

security. Augmenting the solutions portfolio is a worldwide team of

security analysts who continuously enrich our data feeds and provide
customers unprecedented understanding and response capability
into cyber, physical, and third party risks. Prioritized, relevant and
timely insights enable customers to take action on threat intelligence
across the different stages of the attack life cycle. Learn more at

hitps://www.lookingglasscyber.com/.

Know More. Risk Less.
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