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Assignment #1
Network — Command Line Tools

Practice the Command Line Tools and complete the assignment:
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Which command shows you the
configured network adapter’s
information, such as IP address,
subnet mask and gateway?

ipconfig




SOC Experts
Cybersecurity Career Launcher EXPERTS

EX Telnet facebook.com

Which command is used to check telnet
2 whether facebook.com is available | facebook.com
on port 443 or not? 443

https://t.
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Which command is used to check
3 whether a system is reachable or
not?

ping
google.com

https://t.
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Which command is used to find
4 the IP Address of a domain
Example: google.com?

nslookup
google.com

BN CAWINDOWS system32iomd.exe

osoft Windows

[Version 18.8.

48.203
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Which command is used to
display the hops that packets take
5 when traveling to their

destination?
Example: www.google.com

tracert
google.com

https://t.
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m C: ikUINDGRUSisystemEEicmd exe - netstat

Proto Local

TCP 1:45 .
TCP g.8.1: LAPTOP -
TCP g.8.1: 7 LAPTOP -
TCP 9.0.1: LAPTOP-
TCP 9.0.1: LAPTOP-
TCP 9.0.1: LAPTOP-
TCP 3.0.1: LAPTOP-
TCP 3.0.1:49702 LAPTOP-
TCP  127.0.8.1:497¢ LAPTOP-
TCP .0.0.1:40; LAPTOP-
TCP p.0.1:497 LAPTOP-
TCP : LAPTOP-
TCP LAPTOP-

Which command is used to know

nd _ TCP .0.0. 6 LAPTOP-
6 network statistics and displays netstat TCP F LAPTOP-
which ports are open or have TCP oo - LAPTOP-
established connections? TCP 127.0.0.1: 56 LAPTOP-

TCP §.08.1:569 LAPTOP-

TCP 6.0.1:56962 LAPTOP-
TCP 6.9. 3 LAPTOP-
TCP 6.0.1:5696 LAPTOP-
TCP 5.6.1 LAPTOP-
o oo A

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
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Which command is used to list the
7 table of IP addresses with their arp -a
corresponding MAC Address?




SOC Experts
Cybersecurity Career Launcher EXPERTS

BN CUWINDOWS\systemn3

Dvemd.exe

dows [Version 18.8.1f
819 Microsoft Corporation.

*hostname

Which command is used to
8 display the Hostname of your hostname
system?
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How do you identify the public IP
address assigned to your router?

what is my ip

https://t.i

& what iz my ip - Google Search b4 =+

< C & google.com/search?q=what+is+my+ip&riz=1C1CHZL_enlN

i= Apps ¥ Downloads

Google

me/learningnets

@ Profit and Loss Pro... B YouTube @ Duedateis 4

what is my ip

7, Al [ Books ¢ Shopping [ News

About 1,98,00,00,000 resulis (0.38 seconds)

What's my IP

2401:4900:51d2:d6bd:25a2:8543:4

Your public IP address

— Learn more about |P addresses

https:/iwhatismyipaddress.com v

What Is My IP Address - See Your Pu

Find out what your public IPv4 and IPv6 address is re
information shows your location; city, region, country,

IP Lookup@ \
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