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Abstract

The use of generative artificial intelligence has become extremely popular recently. This
has presented a difficult problem for organizations that seek to embrace the use of the
technology and the improved efficiency it provides, but it also introduces risk to the
organization. There have been many high-profile reports of sensitive information being
uploaded to these applications. As a result, many organizations have taken the approach
of blocking all access to the technology. While this does stop users from uploading
sensitive information, it also removes the ability to take advantage of the added efficiency
the technology provides. This research looks for an alternative tool that can be used
within an organization that also blocks users from uploading sensitive information.
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1. Introduction

With the recent explosion of generative artificial intelligence (GenAl) tools many
have seen the efficiency benefits of its use. The productivity benefits are obvious—it can
perform research, write code, and take meeting notes. These types of tasks are usually
manual and require significant time to complete, so automating most tasks can make
employees much more efficient. While these tools have many benefits, some
organizations have also started to realize that using these services can also be very risky.

As a result, organizations have started to ban GenAl usage from corporate devices.

A recent Wall Street Journal article discussed how Apple, JPMorgan, and Verizon
had all barred using these types of technologies (Tilley, 2023). When users ask questions
or input data into these prompts the information they enter is captured by the system.
Developers and engineers review and use these responses to improve the product.
Companies are concerned that users could unintentionally share proprietary or
confidential information. They are also worried about breaking regulatory compliance if a

user leaks protected information (Fern, 2023).

While blocking all access is one way to mitigate this risk, it does so at the expense
of losing all the benefits this transformative technology provides (Derose, 2023). A much
better approach would be to allow use but filter what users are allowed to enter in the
prompt. This allows users to utilize the benefits while reducing the risk. There are
commercially available security tools that provide this capability, but they are very
expensive and may not provide the ability to customize the blocking or alerting within
their platform. The purpose of this research paper is to demonstrate how organizations
can use open-source or free security tools to provide access to these business-enabling

technologies but do so in a manner that does not also introduce significant risk.

2. Research Method

When analyzing the problem, the method was first to understand the problem and

how users interact with common GenAl sites such as ChatGPT. Next, research was
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performed to know if there were any tools or capabilities already on the market that could
solve this problem. If so, what were their limitations and costs? After understanding the
problem and solutions on the market, the commercial solutions could then be compared
to open-source or free tools to see if any could provide the same or better level of
protection. After choosing a solution and various configurations, the use cases were

tested to see if the hypothesis was correct and to record any findings.

2.1. Understand the Problem

OpenAl’s ChatGPT was chosen for this research since it is very well-known.
Research began by interacting with the website and doing research on the network traffic
profile to understand the protocols used and how the website functioned. There was a
great breakdown on the keysight.com blog of ChatGPT’s traffic (Sahu, 2023). Some of
the important findings are the website traffic is SSL/TLS encrypted, QUIC version 1 is
used to chat with the chatbot, and the input or question is sent through a POST request to

the conversation API of the chat.openai.com server.

Another item that needed to be understood was what were common risky
behaviors that an organization would want to monitor. The most common were related to
inputting financial data and PIl, uploading documents (spreadsheets, word documents,
PDFs, etc.) with sensitive information, and uploading source code of proprietary

applications. This will be important in designing the protections or monitoring use cases.

2.2. Analyzing Solutions

After understanding the problem and defining the risky behaviors, possible
solutions began to come into focus. The current commercial tools were evaluated along
with their pros and cons. Then, various free and open-source tools were compared to
understand which may best suit the current requirements and use cases. After looking at
the options, both the network and host solutions came with their respective pros and cons.

Here are some of the requirements for this testing to be successful:
1. Visibility into encrypted network traffic (Network)
2. IDS/IPS rules of the defined risky behavior (Network)

3. Agent or browser extension to filter content before leaving the host (Host)
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4. Forward web traffic logs to SIEM for monitoring alerts (Network or Host)

The main challenge from the network perspective is SSL/TLS decryption. It is difficult to
do, and adding the QUIC protocol makes it more complicated. From the host’s
perspective, the biggest challenge is coding ability and the time it takes.

2.3. Experiments and Testing
Based on the requirements, multiple tools have the capability needed. Below is a

table displaying the requirements and associated tools needed:

Capability Potential Tool

SSL/TLS Inspection Squid Proxy, Wireshark, Fiddler
Proxy, Burpsuite, PolarProxy

IDS/IPS Suricata, SNORT, Zeek

SIEM Elastic Logstash Kibana (ELK),
Spunk (Community Edition)

Figure 1. Tool Capability Matrix

3. Findings and Discussion

The problem trying to be solved is to allow access to generative Al websites, such
as ChatGPT while reducing the risk that a user could enter sensitive information.
Protections can be implemented at the host or network level. It is also possible to forward
logs from the host or network level to a SIEM to create alerts that detect when sensitive

information has been inputted.

3.1. Network Traffic Profile

The first step in beginning the testing phase is to understand what the network
traffic profile looks like. This will inform which tools may be better suited for a particular
use case. It is also important to know how to create alert or blocking rules based on the
traffic. When creating alerts or blocking rules, it is better to be as granular as possible to

reduce false positives and ensure legitimate business traffic is not blocked.
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A combination of Burpsuite and open-source research was used to understand the

network traffic profile for chat.openai.com. Burpsuite is a great tool for this as it has a

built-in proxy and browser that make it much easier to see HTTP and HTTPS traffic.

[ ] [ ] Burp Suite Community Edition v2023.10.1.2 - Temporary Project
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer
Extensions Learn
Intercept HTTP history WebSockets history {5} Proxy settings

Intercept is off Actior Open browser

‘

Intercept is off

When enabled, requests sent by Burp's browser are held here

so that you can analyze and modify them before forwarding

them to the target server.

Lo s

Figure 2. Burpsuite Proxy GUI

Logger

Organizer

While Burpsuite is a commercial tool, there is a free version that can be used. The

functionality is limited compared to the commercial version, but it can handle this type of

task easily. It makes it easy to filter based on GET or POST requests, and also shows the

IPs, full URI path, and many more details about the traffic.
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968 https://help.openai.com GET /assets/svg/icon:social-twitter/909aa5
969 https://chat.openai.com GET /backend-api/accounts/check/v4-2023-04-27
970 https://chat.openai.com GET /backend-api/models ?history_and_training_disabled=false
971 https://chat.openai.com GET /backend-api/conversations ?offset=08&limit=28&order=updated
972 https://chat.openai.com POST /backend-api/conversation
973 https://chat.openai.com POST /backend-api/conversation
974 https://chat.openai.com POST /backend-api/conversation
975 https://chat.openai.com POST /backend-api/conversation
976 https://chat.openai.com POST /backend-api/conversation
977 https://chat.openai.com GET /
978 https://chat.openai.com GET /backend-api/accounts/check/v4-2023-04-27
979 https://chat.openai.com GET /backend-api/conversations?offset=0&limit=28&order=updated
Request
Pretty Raw Hex = N =
S61E20h8ry6IfMe JI2qOYuouV yZbOPdtupTbLce-8ZLd65hF1AE_GCQCP2KuwsVMcPUdjyxnPoLdcRrlAcnS——Fe
YFeRzM46CjBZh0OBcIQ

9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/117.0.5938.132 Safari/537.36
10 Content-Type: application/json

11 Accept:

12 Sec-Ch-Ua-Platform:
13 Origin: https://chat.openai.com

20

text/event-stream

Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: empty

Referer: https://chat.openai.com/
Accept-Encoding: gzip, deflate, br

{

"action":"variant",

"messages":[

{

"id":"aaa2fe3l-f3e6-4a8e-b74a-6e7c4d4123£f6",

"author":{

"role":"user"

b

"content":{

"content_type":"text",

"parts":[

"how are you?"

1
T
"metadata":{

}

L@ @ .(— - | | Search

0

Figure 3. Burpsuite Proxy GUI with HTTPS Traffic

Within the body of the HTTPS packet, the actual text of the question submitted to

chat.openai.com can be seen. It is important to take note of this field because it will be

0 highlights

the focus for writing alerts or parsing within a SIEM for monitoring. See Figure 4, below.
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"author":{
"role":"user"

content": {

"metadata":{

}

}
1;

am e - 4~ T A - TAAT TrAmeE W

Figure 4. ChatGPT Prompt Text

3.2. Tools
After profiling the network traffic and understanding the telemetry, tools can now
be evaluated to see which would work best. The full list of tools that were considered can

be found in Figure 1: Tool Capability Matrix found in Section 2.3.

3.2.1. IPS/IDS

The IPS/IDS tools listed are all very capable, but there are some slight differences
between the three. Zeek (formerly Bro) is a pure IDS and does not have IPS capabilities.
Since it is much better to block this type of activity versus alerting, Snort or Suricata
would be more beneficial in this scenario. Snort and Suricata are both very similar and
the rule structure is as well. They can both serve as an IDS or IPS and have a large
support community. The main difference between the two is Suricata was developed to
make up for some shortcomings found in Snort. Most importantly, it is multi-threaded,

and Snort is single-threaded. Due to these reasons, Suricata was chosen for this research.

3.2.2. Proxy

There were multiple proxies to choose from and multiple used throughout the
project. Burpsuite’s built-in proxy was used in profiling the network traffic as well as to
troubleshoot issues when they arose. Squid proxy and Fiddler proxy were used as well for
SSL inspection. Seeing the encrypted traffic was one of the most challenging parts of this
project, so all three were used in some capacity. In the end, PolarProxy worked best for
the identified use cases and was able to provide the SSL/TLS inspection needed for the
project.
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3.2.3. Browser Extension

Throughout the course of the network testing there were many challenges.
Implementing a solution like this with open-source tools requires a high degree of
technical expertise to execute in a way where the solution works as expected and does not
affect normal business traffic. Also, due to the changing work environment of more and
more employees working outside of the office, there are many shortcomings to
implementing a pure network solution. When taking all these factors into consideration,
having a host-based solution could be very beneficial to a lot of organizations. After
researching it was discovered that an open-source browser extension named LakeraAl
had many of the core capabilities already built into the product. It can also be customized
to fit other use cases if the default ones are insufficient. The GitHub repository can be

found here: https://github.com/lakeraai/chrome-extension and it can also be downloaded

from the Chrome Store here: https://chrome.google.com/webstore/detail/lakera-chatgpt-

data-leak/npdeilagbbimhnbbdjmagmedchnpijeid .

Some of the native capabilities are being able to block or obfuscate the following data
types:

e Credit card numbers

e Anglophone names

e Email addresses

e Phone numbers

e US street addresses

e US social security numbers

e Secret keys

3.2.4. Other tools
Wireshark and Splunk (Community Edition) were also used in testing. Wireshark
was used to capture and inspect the traffic, and Splunk as the SIEM for logging data and

events. Wireshark is extremely useful because it can capture the traffic, filter out some of
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the noise, and then allow the replay the traffic in Suricata to check if alerts are tuned
correctly. There are some limitations to the Splunk Community Edition compared to the
full commercial version. The main issue is limits on the amount of data one can put in per
day (max 500 MB), but there are also some alerting capabilities that do not work in this

version.

3.3. Defining Risky Behaviors

There are many risks associated with Generative Al technologies, but for the
scope of this paper, at the focus will be on risks associated with user inputs. One type of
risk concerns compliance, such as a user inadvertently inputting financial data, Personally
Identifiable Information (PI1), and medical data. Another risk is the inputting of
intellectual property or company proprietary information. One example is the source code
of a company-created application or details of a possible merger and acquisition. Leaking

this type of information could be very costly.

One of the main advantages of using open-source tools is the ability to customize
to an organization’s specific requirements. Financial data and PII are straightforward use
cases. Others that a company may want to consider could be a dirty word search of terms
associated with highly sensitive data or programs. Another approach could be to block
users from inputting specific document types, such as Excel or PDF documents. Finally,
restricting code (Python, Java, etc.) from being inputted may be another way to safeguard
company information. The important thing is that a company knows the data they are

trying to protect and then builds use cases to protect that type of data.

3.4. Testing

There are benefits and drawbacks to going with the network or host-based
protections. Network-based protections are beneficial in that they do not require coding.
The solutions are comprehensive and provide a high degree of customization when
implementing rules. Another benefit is there are a variety of solutions to choose from
with the most common being Snort, Zeek, and Suricata. However, they still require a
significant amount of technical expertise to deploy and maintain. It is not uncommon for

network security solutions to introduce delays or block normal business traffic. Another
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drawback of network-based solutions is that encryption is getting better and, thus, harder
to perform SSL/TLS inspection, which can limit some of the effectiveness of the security
controls. Even where SSL/TLS inspection is possible, it introduces privacy issues for the
organization. This is why ensuring that network-based solutions are implemented
thoughtfully and tested thoroughly is important.

Open-source host-based solutions are much harder to find and the functionality
seems much more limited than the network solutions. These solutions can either exist as
agents running on the host or as browser extensions. Another downside of open-source
host-based solutions is they can require a significant amount of coding and endpoint
expertise to customize existing solutions for specific use cases. However, there are
benefits to using these types of solutions as well. One benefit of host-based solutions is it
is possible to see some kinds of traffic before it is encrypted. It also can pop up
customized warning messages for users to help with training around security. Finally, the
main benefit to these types of protections is that they follow the user whether they are on
the company network or not, which is very important in today’s world of remote

working.

3.4.1. Network-Based Testing

Network-based testing was approached from many angles due to the challenges
provided by SSL/TLS inspection. The original plan was to implement Security Onion,
which contains a variety of security tools built into the Operating System. The main tools
were Suricata, Zeek, and a built-in SIEM to collect log traffic. Additionally, it is
recommended use PFsense to direct traffic and Squid proxy for web traffic logging and
SSL/TLS inspection. Due to the technical limitations of the virtual infrastructure this

architecture had to change.

From there Pfsense was implemented with Suricata and Squid proxy as part of that

implementation with Splunk as the SIEM.
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192.168.174.128/suricata/suricata_alerts.php

fisense  sysen -

Services / Suricata/ Alerts

Interfaces Global Settings Updates Alerts Blocks Files Pass Lists

IP Lists

Suppress Logs View Logs Mgmt

Alert Log View Settings

Instance to View (LAM) LAN
which instance alerts you want 1o inspect
Save or Remove Logs
All alert log files for selected interface will be downloaded All log files will be clearec
sovesetings  [C10 Retesh
Save auto-refresh and view settings yefault is ON Number of alerts to display. Defau
Alert Log View Filter [ +]

Last 250 Alert Entries. (Most recent entries are listed first)

Date Action Pri Proto Class Sre SPort Dst DPort GID:SID
10/06/2023 3 TCcP Generic Protocol Commany d 192168174128 80 192.168.1741 60175 22210
00:47:29 Decode Q Q x
10/06/2023 3 TCcP Generic Protocol Command 1921681741 60175 192.168.174.128 80

00:47:29 Decode Q Q X

Figure 5. PFsesnse with Suricata

9 SURICATA HTTP compression

2221049 SURICATA HTTP compression

Squid was configured with SSL bump to allow for SSL/TLS inspection. Initial rules

were created within Suricata to detect Social Security Numbers being inputted into

chat.openai.com. Even though it appeared to be decrypting the packets based on the
Squid logs, the cleartext traffic that was input into ChatGPT could not be found. Further

research indicated that the headers may have been decrypted but the body of the packets

was not, which is where the input text is located.

Next, traffic was captured within Wireshark and decrypted using the SSLKeyLog

file. The plan was to export the relevant packets from Wireshark and then run them

through Suricata to check if the alert rules were firing as expected.
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No. Time Source Destination Protocol  Length Info Sm——

486 1.443900 192.168.144.148 104.18.37.228

54 51703 » 443 [ACK) Seqs2 Acks2 Win=64240 Len=@

594 8.567062 192.168.144.148 104.18.37.228

54 51716 » 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0

607 8.870300 192.168.144.148 104.18.37.228 TP 54 51721 » 443 [ACK] Seq=1 Ack=1 Win=64240 Len=0 =t
610 9.341047 192.168.144.148 104.18.37.228 TiSvi.3 621 Client Hello
620 9.406138 192.168.144.148 104.18.37.228 TP 54 51716 + 443 [ACK] Seq=568 Ack=2200 Win=64240 Len=0 =
636 9.556002 192.168.144.148 104.18.37.228 TLSv1.3 589 Client Hello
638 9.557284 192.168.144.148 104.18.37.228 TLSv1.3 118 Change Cipher Spec, Finished =
641 9.558883 192.168.144.148 104.18.37.228 7054 HEADERS[3]: GET /cdn-cgi/challenge-platform/scripts/jsd/main.js
672 9.613588 192.168.144.148 104.18.37.228 P 54 51716 » 443 [ACK] Sequ7632 Ack=2759 Win=63681 Len=@
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701 9.674733 192.168.144.148 104.18.37.228 Tce 54 51716 + 443 [ACK] Seq=7663 Ack=9986 Win=64240 Len=0
712 10.434314  192.168.144.148 104.18.37.228 HTTP2 4273 HEADERS[S]: GET /backend-api/accounts/check/vd-2023-04-27
713 10.438021 192.168.144.148 104.18.37.228 HTTP2 4476 HEADERS[7]: GET /backend-api/models?history_and_training_disabled=false
714 10.438734  192.168.144.148 104.18.37.228 HTTP2 4458 HEADERS[9]: GET /public-api/conversation_limit
721 10.441062 192.168.144.148 104.18.37.228 HTTP2 3657 HEADERS[11]: GET /_next/image %2F1h3 tent. comX2Fa%2FACg8oC zZSr..
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> Frame 473: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\ ~ ) 00 50 56 ff 85 ee 00 Oc 29 e6 3a 42 @8 00 45 00 PV ) B E
v Ethernet II, Src: VMware_e6:3a:42 (00: :42), Dst: VMware_ff:85:ee (00:50:56:Ff:¢ 86 00 0@ cO a8 90 94 68 12  ( h
> Destination: VMware_ff:85:ee ( 9. 3307198195011 % N ® P

> Source: VMware_e6:3a:42 (00:0c:
Type: IPv4 (9x@800)
Internet Protocol Version 4, Src: 192.168.144.148, Dst: 104.18.37.228
100 .. = Version: 4
.... @101 = Header Length: 20 bytes (5)
> Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 4@
Identification: ©x9242 (37442)
> e1e. .. = Flags: Ox2, Don't fragment
...0 0000 0000 0000 = Fragment Offset: @
Time to Live: 128
Protocol: TCP (6)
Header Checksum: 0x800@ [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.144.148
Destination Address: 104.18.37.228
Transmission Control Protocol, Src Port: 51703, Dst Port: 443, Seq: 1, Ack: 1, Len: @
Source Port: 51703
Destination Port: 443
[Stroam inday: €1

<

<

Figure 6. Wireshark with Decrypted Traffic
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Header: cookie: ajs_user_idsuser-EhbJjrsk)jNs200W7FnEmels 0e80
Header: cookie: ajs_anonymous_id=5£42290c-d339-42b4-b410-8d1c8dd82e51 0e90
» Header: cookie: intercom-device-id-dgkjq2bp=783a0397-e1d8-4a2a-bdc9-521093452a89 o
» Header: cookie: _Host-next-auth.csrf-token=10162450e9832674677279bb422d3d1€0106972  pucer
» Header: cookie: __Secure-next-auth.callback-url=httpsX3AX2FX2Fchat.openai.con Bedo
> Header: cookie: __cf_bm=uXPnYi3FR_aDKPywSvDm3dguulj4Z4aku3YpfVZUIvEc-1697750537-0-AWk Beed
> Header: cookie: _cfuvid=ALShDn2VmuJpFFx9CeESczPNbCstIZRNDYNOAPNrerE-1697750537943-0- | 9ef@
Header: cookie: _ Secure-next-auth.session-tokenseyIhbGci0iJkaXIiLCI1bmMi0iIBMjUZRON g:?g
» Header: cookie: cf_clearances=UE13I1 7@3DcpyaMI i L ZcFwevKU-1697750556 - oF20
Header: cookie: intercom-session-dgkjq2bp=cS9oendSbk5iK2haRORIQzRZCOIISEA2LORSCEVQST | of30
) Header: cookie: _uasid= QrxhiRUOT g 6 | ofd0
Header: cookie: _dd_s=rum=0&expire=1697751472014 ‘;:‘;

[Eu11 renusct LIRT: httnc://rhat ananai rom/eac/ul/hl

Figure 7. Wireshark — Only Headers Decrypted

Unfortunately, this solution had similar issues as the previous environment. The
GET and POST requests were visible indicating the packets were decrypted, but the input
text could not be found. To ensure that the QUIC protocol was not causing the issue, it

was disabled within the Chrome browser.
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hiomi

//flags

Q, Search flags

Experiments

mise your security or pri
admin you should not be using these flags in production.

Interested in cool new Chrome features? Try our beta channe

® Experimental QUIC protocol
Jble experimental QUIC protocol support. — M

Temporarily unexpire M116 flags.

dows, Linux,
¢-flags-m116

Temporarily unexpire M117 flags

Enable benchmarking

Override software rendering list

rides th

Accelerated 2D canvas
Enables the .f the GPU to perform 2d can

Select HW overlay strategies

Figure 8. QUIC Disabled

Reset all

RIMENTAL FEATURES AHEAD! By enabling these features, you could lose browser data or
y. Enabled features apply to all users of this browser. If you are an enterprise

Unavailable

w4 9 0@ :

The next attempt was to use Fiddler Proxy or Burpsuite Proxy to record the traffic,

forward the logs to Splunk, and create an alert in Splunk to at least detect suspicious text

being input into ChatGPT. This, however, failed as well. 403 HTTP status codes were

received when SSL/TLS inspection was turned on for these browsers.
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& c :f/chat.openai.com/?model=text-davinci-002-render-sha |’I‘| ¥r A a O &

+ New Chat Default

How do | make an HTTP request in Javascript?

Something went wrong. If this issue persists please contact us through our
help center at help.openai.com.

Figure 9. Burpsuite Browser Error

@ ChatGPT X |+ v - u] X

openai.com w ®@ g =

+ MNewChat Default (GPT-35)

How are you?
(2 Title: User Requested Assis

Eo Something went wrong. If this issue persists please contact us through our

help center at help.openai.com

Figure 10. FireFox Browser Error

© Progress Telerik Fiddler Classic - a X -
File Edit Rules Tools View Help
B8 WinConfig 4 Replay X+ b Go | Stream [illi Decode | Keep: All sessions = € Any Process 3 Find [l Save 1) (@) @ Browse ~ Q& Clear Cache [T TextWizard | [ Tearoff

Result  Protocol Host URL Body Caching Content-Type Process Comn | [§% Fiddler OrchestraBeta  iG: FiddlerSaipt (=] Log [ Fiters — Timeline
GetStarted  (3) Statistics 4 Inspectors  # AutoResponder | #] Composer

chat.opendl.com _fbackend-apijconversation texthin; c... frefox:.. Progress Telerik’ Fiddler-Classic s

11,906 private...

Figure 11. Fiddler HTTP Status 403

Other researchers had also seen this issue, but only in Chromium browsers. The

Firefox web browser was downloaded, and it was confirmed there was still an issue.
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Further research indicated it is related to TLS 1.3, so the browser was forced to use TLS
1.2. That did not resolve the issue and errors continued from the ChatGPT application.

After all other choices had failed, PolarProxy was installed and configured. This is a
useful tool in that it has great support and documentation to help users get set up quickly.
Some of the best features allow it to decrypt traffic and output to a packet capture file
easily. This makes it easy to load into Wireshark and determine if it is performing as
expected. PolarProxy was able to decrypt the ChatGPT traffic to allow Suricata to detect
suspicious usage. Figure 12 below shows text entered into ChatGPT and then identified

in Wireshark.

&2 O~ https://chat.openai.com/c/aB862be09-8305-438c-8bef-daace3c391a1 ki

ChatGPT 3.5 ~

@ You

Bob Jones 555-43-2345

ChatGPT

It looks like you've entered what appears to be a name ("Bob Jones") and a number
("555-43-2345"). If this is a placeholder or an example, please provide more context or let me
know how | can assist you. If you have a specific question or topic you'd like information about, feel
free to ask!

Figure 12. ChatGPT Text

Frame 364: 155 bytes on wire (1240 bits), 155 bytes captured (1240 bits)
Ethernet II, Src: ©0:00:00_00:00:00 (00:00:00:00:00:00), Dst: P0:00:00_00:00:00 (PO:P0:00:00:00:00)
Internet Protocol Version 4, Src: 192.168.144.147, Dst: 172.64.150.28
Transmission Control Protocol, Src Port: 56938, Dst Port: 80, Seq: 35486, Ack: 7883, Len: 101
[2 Reassembled TCP Segments (835 bytes): #363(734), #364(101)]
[Frame: 363, payload: ©-733 (734 bytes)]
[Frame: 364, payload: 734-834 (101 bytes)]

[Segment count: 2]
[Reassembled TCP length: 835]
[Reassembled TCP Data: 00033a00010000001f7b22616374696F6£223a226e657874222¢226d6573736167657322...]

9030 32 64 34 39 32 2d 36 38 34 61 2d 34 36 36 61 2d 2d492-68 4a-466a-
04 62 32 66 66 2d 38 34 30 34 39 66 35 30 64 34 31 b2ff-840 49f50d41
E 39 22 2¢c 22 61 75 74 68 &f 72 22 3a 7b 22 72 6f 9", "auth or":{"ro

9060 6Cc 65 22 3a 22 75 73 65 72 22 7d 2c 22 63 6f 6e

1070 74 65 6e 74 22 3a 7b 22 63 6f 6e 74 65 6e 74 5f

90860 T4 79 70 65 22 3a 22 74 65 78 74 22 2c 22 70 61

0090 72 74 73 22 3a 5b FFEFVIEETVEPTRFENGT SRR E

CISETCINN®0 35 35 35 2d 34 33 2d 32 33 34 35 220G IED

90be 22 6d 65 74 61 64 61 74 61 22 3a 7b 7d 7d 5d 2c

Frame (155 bytes) = Reassembled TCP (835 bytes)

L R R 0 M POV ; SN IO Jg § Peclonbe. 4288 Picalacad. a2nn

Figure 13. Cleartext in Wireshark
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Once that SSL/TLS inspection was successful, the next step was to test Suricata
rules against the traffic to see if an alert could be created. Suricata was installed on
Ubuntu and alert rules were created. Custom alert rules were placed in the
letc/suricata/rules/local.rules file for testing. Next, the suricata.yaml was configured to set
the $HOME_NET and $SEXTERNAL_NET variables. A simple rule to alert on any
traffic to the ChatGPT destination IP (alert http2 any any -> 172.64.150.28 any
(msg:"Detect HTTP/2 traffic to 172.64.150.28™; sid:1000003;)) was created to test if
everything was working and was successful.

Next, a rule was created to look for Social Security Numbers within any traffic
destined for chat.openai.com.
alert http2 any any -> 172.64.150.28 any (msg:"Detect SSN in decrypted HTTP/2
traffic”; content:"\\d{3}-\\d{2}-\\d{4}"; sid:1000005;)

The rule was able to find the packet that contain the Social Security Number as seen

in Figure 14:
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analyst@analyst-virtual-machine: Jetc/suricata/rules
S nano local.rules
arProxy/proxy-231115-183520.pcap -v

: CPUs/cores online: 2
: Setting engine mode to IDS mode by default
: master exception-policy set to: auto
: fast output device (regular) initialized: fast.log
: eve-log output device (regular) initialized: eve.json
: stats output device (regular) initialized: stats.log

: 2 rule files processed. 1 rules successfully loaded, 0 rules failed
: Threshold config parsed: © rule(s) found

$ sudo suricata -c /etc/suricata/suricata.yaml -r /var/log/Pol

: 1 signatures processed. 0 are IP-only rules, 1 are inspecting packet payload, © inspect application

layer, 0 are decoder event only
: Starting file run for /var/log/PolarProxy/proxy-231115-183520.pcap
: No packets with invalid checksum, assuming checksum offloading is NOT used
: pcap file /var/log/PolarProxy/proxy-231115-183520.pcap end of file reached (pcap err code 0)

: time-elapsed 0.085s

‘ i Alerts: 1
. .

—— T YN S ST W Y T

" analyst@analyst-virtual-machine: /etc/suricata/rules

£ $ tail -f fast.log
11/15/2023-13:04:20.253397 [**] [1:1000005:0] Detect SSN in decrypted HTTP/2 traffic [**] [Classification:
[Priority: 3] {TCP} 192.168.144.147:56938 -> 172.64.150.28:80

Figure 14. Suricata Alert

Once visibility into the encrypted web traffic was established, dashboards and alerts
could be created in the SIEM for further monitoring. The unencrypted web traffic was
imported into Splunk and dashboards were created to demonstrate which users are using
the service more than others, how often they visit, and even their queries. From this data
monitoring, rules and alerts can be created to ensure visibility into the organizations

GenAl usage.
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splunk

Search  Analytics  Dataset port Alert D: y B Search & Reporting

New Search Save Asv  Create Table View  Close
sourcetype=proxy | Table User,Hostname,Domain,DestIP,query I Last 24 hours v n
49 events (11/16/23 1:00:00.000 PM to 1117/23 1:20:51.000 PM) No Event Sampling * Job * - & 4 ¥ Smart Mode v

Events Patterns Statistics (49) Visualization

20 Per Page # Format Preview v 112 3 Next >

User = Vs Hostname = / Domain = 4 DestiP = /s query = s
Amber Desktop6 chat.openai.com 72.64.150.28 When should I potty train my child
Susan Desktopl chat .openai.com 172.64.150.28 What is the best National Park and why?
John Desktopl chat.openai.com 72.64.150.28 Tell me the quickest way to learn Mandarin
Sam Desktop2 chat .openai .com 172.64.150.28 what are ways to save on car insurance?
Amber Desktopé chat . openai.com 172.64.150.28 what are the lyrics to Bye Bye Bye?
Jennifer Desktop5 chat . openai .com 172.64.150.28 what is the average monthly weather on San Diego?
Sam Desktop2 chat . openai.com 172.64.150.28 Are ghosts real?
8 Jennifer Desktop5 chat.openai.com 172.64.150.28 What is the optimal age?

Amber Desktop6 chat .openai.com 172.64.150.28 Write a story about a horse.

[} John Desktopl chat . openai .com 172.64.158.28 How long will it take to lose ten pounds?

Figure 15. Splunk Dashboard

splunk \ Ad m ! Sett ity Help* |QF
Search Analytics Datasets Reports Alerts > Search & Reporting
New Search SaveAs>  Create TableView  Close
sourcetype=proxy || stats count User | Lasl 24 hours * n
49 events (1116/23 1:00:00.000 PM to 11/17/23 1:24:10.000 PM) No Event Sampling * Job~ Led & 4 * Smart Mode ¥
Events Patterns Statistics (9) Visualization
20 Per Page » # Format Preview «
User < 4 count s ~
mbe 6
Bill
alvin
mes 4
ennifer
ohn
Sam
usan 6
Timothy

Figure 16. Splunk User Count

The figures above are examples for ChatGPT, but with full web traffic visibility
organizations can add other domains as well, such as Google’s Bard. However, as more
and more GenAl websites come online, this will become more and more difficult to

manage with some type of automation built in.
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3.4.2. Host-Based Testing

A host-based solution offers many advantages when compared to a pure network
solution. Unfortunately, an open-source DLP agent or EDR solution could not be found
that would meet our use case. However, a browser extension was discovered that offered
potential. LakeraAl seemed to meet the criteria needed and had some functionality
already built in. This would save significant time versus trying to code a browser

extension from scratch.

The browser extension was written to be used in the Chrome browser. This is a
common browser, so that would not be a limitation for many organizations. The
installation was easy and can be automated in all company web browsers to simplify the
process. As mentioned above, the native capabilities included are being able to block or

obfuscate the following data types from being input into ChatGPT:
e Credit card numbers
e Anglophone names
e Email addresses
e Phone numbers
e US street addresses
e US Social Security Numbers

e Secret keys
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[ <" Lakera
4 ePr-as

JohnDoe  555-55-1234 u

Figure 17. LakeraAl Detectors

After installation, testing the various data types began to see what would happen.
Random social security number were inputted, and a pop-up alert was received. More
testing was completed with names, addresses, and phone numbers and all alerted as

expected.
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4 aPT-as N

Lakera

Lakera extension detected the following issues:

Please remove the sensitive data to proceed!

Tell me a fun fact Design a database schema

Help me study Give me ideas

JohnDoe 555-55-1234 B

Figure 18. LakeraAl Pop Up Alert

The only issue discovered was with phone numbers. The regular expression needs to

be modified because it only alerts on phone numbers when 1 is added in front of the area
code.

* @a»0

n 867-5309

n "867-5309" is a famous phone number that gained popularity in the United States due to the
hit song "867-5

'867-5309/Jenny” by Tommy Tutone. In the song, the narrator finds a phone

number written on a bathroom wall and decides to call it. The number, 867-5308, became
wi o - : - - - 1se note
that or
“ 202-86
Lakera
u f'm sorry, Lakera extension detected the following issues:
+ phone number: *+12028675309
Please remove the sensitive data to proceed!
Backtoediting ] Proceed anyway
ith . by Laks
1202-867-5309 8
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Figure 19. LakeraAl Phone Number Pop Up Alert

After testing multiple times, the browser extension’s code located in LakeraAl’s
GitHub repository was reviewed to see how it worked behind the scenes and see how it
could be customized. Some easy changes would be to change the native icons with a
company logo or brand. This would make it look very legitimate and credible with end
users. Another thought was to change the popup.html file with one that explained why it

was blocked and had a link to the company GenAl usage policy.

G @ 127.0.0.1:80/popup.html

Warning!

You are attempting to enter sensitive information.

Please read our security policy before proceeding.

Figure 20. ChatGPT Prompt Text

Overall, this was a great success. There are many customizations that can be made
to improve the product. For example, a regular expression could be added that would
match specific code, such as Python or JavaScript. Another customization would be to
block users who were trying to input specific keywords that may be related to special
programs within our organization. These use cases would apply to many organizations

and would provide an effective GenAl DLP capability.

While there are many benefits to the host-based solutions there are also some
limitations. First, these are only specific to ChatGPT. Many GenAl websites exist where
these protections would not help, such as Google’s Bard. Also, this requires the use of

Chrome browsers, which, while it is a very popular browser, many organizations are
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hesitant to force users only to use one specific browser. Sometimes applications only

work with specific browsers, which could complicate the issue.

4. Recommendations and Implications

While organizations can allow the usage of ChatGPT and other GenAl tools
without introducing undue risk to their organization, some considerations will need to be
made before introducing them into a production environment. These considerations and

how this research can be improved upon, will be discussed in the following sections.

4.1. Recommendations for Practice

It is important to understand that implementing any inline IPS solution will have
many challenges. Adding SSL/TLS inspection adds to these challenges. Some challenges
include blocking legitimate business traffic, network delays, and privacy risks associated
with decryption. Using network or host-based protections will require continued

maintenance to keep up with new GenAl web applications and websites.

4.2. Implications for Future Research

With the change to a more remote and distributed working environment, having a
pure network solution will not be a comprehensive solution. For these use cases, it is
important to push the protections to the endpoint as much as possible. Any research that
will add to this capability, especially from an open-source perspective, would be

extremely helpful to the security community going forward.

5. Conclusion

GenAl technologies are completely changing how companies do business. It is
equipping employees with tools to do their job better and faster. As more users interact
and use these technologies, they will get better and more accurate. Because of this
growing prevalence, companies must be aware of the risks these tools introduce as well
as the benefits (Addington, 2023). The risks are small compared to benefits but still need
to be reduced and mitigated where possible.
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There are commercial solutions available to help with these risks (Sridhar, 2023),
but for many organizations the ability to purchase these tools is too high. Thanks to the
open-source community there are other cost-effective, viable solutions that organizations
can consider. Along with these technical solutions, companies must also make sure they
have policies and training in place for users to know what is acceptable when interacting
with these technologies and what can add additional risk. Having wholistic administrative
and technical controls around GenAl can go a long way to reducing risk while taking

advantage of the benefits of this transforming technology.
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