Design a Vulnerable AD set
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Hi Folks, today | would like to share how did | design and build a vulnerable AD
set. Before moving to this topic, let me introduce the motivation and some
features of this AD set.

Motivation

| know there are few scripts can automate the process of generating common AD
misconfigurations such as DACL abuse, weak credential, kerberoasting, etc. If
you are interested in them, here are the github repo:
https://github.com/WaterExecution/vulnerable-AD-plus and
https://github.com/Orange-Cyberdefense/GOAD. These authors already did a
great job, they make the process simple and fast. However, some other common
elements in AD exploitation cannot be produced easily only with script, so some
manual configuration and setup is also very important. Besides, | do not want my
vulnerable AD set to be a purely AD exploitation. | hope it is more complex,
difficult, and realistic.

Features

1: Itis not CTF style, no side quest. All flags are on Linux home folder or
Windows Desktop. Its style is similar to many famous AD labs like CPTX,
Cybernetics, CRTP, etc.

2: The AD consists of 6 machines, including 2 Linux domain joint machines.
Many people are already familiar with AD exploitation in Windows environment,
but how about Linux domain joint machines? You even need to exploit the AD
from your Kali VM.

3: Multiple services and apps make the vulnerable AD more fun and complex,
such as FTP, SMTP, POP3, IMAP, Samba, ElasticSearch, WordPress, Kibana,
etc.

4: Few rabbit holes, but not just for misleading you. They are reasonable. Get
RCE from a web app? But it will not help too much. A lot of privilege escalation
vectors? But they are not necessary.

5: Basic OSINT and inference according to context.

6: Hardened machines. They implemented latest Windows Defender, AppLocker,
etc. But | don’t think they will be the biggest issue, enumeration does matter.

7: Classic elements in AD: SQL Linked Server, Kerberos Delegation,
Kerberoasting/ASREPRoasting, Credential Reuse
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8: Some barriers during typical exploitation. Copy and paste steps in an AD
exploitation cheat sheet? They will not work, you need to understand why your
exploitation failed.

Preparation

During the design, | downloaded multiple apps/tools, and referred many articles.
But before building the AD set, only 2 things are required.

Windows Server 2019: https://www.microsoft.com/en-us/evalcenter/evaluate-
windows-server-2019

Windows 10: https://www.microsoft.com/en-us/software-
download/windows10%20 (You can also use Windows Server 2019 instead)

Ubuntu 22.04: https://ubuntu.com/download/desktop

| used VMWare workstation to host these VMs, and | used Bridged Network. |
tested NAT network, it also works well! After creating a Windows Server 2019
VM, do not forget to uncheck Connect at Power Up (in screenshot), in section
floppy disk, otherwise you cannot install the OS successfully.
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How to assign hardware resource to these VM? | list them on the following table.
In my opinion, they are all above the required resources, | feel each VM runs
smoothly.

0S RAM CPU Hard Drive
Domain controller 6G 1*2 80G
*1
Other Windows 4G 1*2 35G
computers *3
Ubuntu domain 4G 1*2 30G
computers *2
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Forget to mention that, | used a Windows 10 pro as the client server in domain. |
cannot remember clearly where did | download the image. If it is not convenient
for you to download a Windows 10 pro image, you can absolutely use Windows
Server 2019 instead, it does not matter. After installing all VM, we can start to
configure the OS.

Configurations and Design

Just clarify, this part is not a detailed guidance for building an AD environment.
Instead, this part focuses more on the design. Of course, | will absolutely go
through some technique difficulties and how did | resolved them.

Let’s take a look at all machines and their roles.

Computer P Role

dc.blackops.local 192.168.0.56 Domain Controller
web01.blackops.local 192.168.0.51 Public Web Server
file01.blackops.local 192.168.0.52 File Server in Domain
clientO1.blackops.local 192.168.0.53 Client Server in Domain
srv01.blackops.local 192.168.0.54 SQL Server 1
srv02.blackops.local 192.168.0.55 SQL Server 2

Web01 simulates a public-facing server in the domain, external user has access
to its services. It hosts multiple services, including web apps, SMB, SMTP,
POP3, etc.

FileO1 simulates an internal file server in the domain, because it is running a FTP
server. Domain user can exchange file on this host.

Client01 simulates a client computer in the domain. Domain user Helen Park is
the owner of it. Helen is a member of Help Desk group, so she has some
permissions.

SRVO01 simulates a normal server in the domain, it has an SQL instance. It is
also linked to an SQL instance on SRV02

SRV02 simulates another server in the domain, it not only has an SQL instance,
but also is able to delegate other domain users, except those protected high-
privileged ones.
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Domain Controller
dc.blackops.local

First, we need to configure the domain controller. There are already many
articles about it, so | recommend you to check this article: https://kamran-
bilgrami.medium.com/ethical-hacking-lessons-building-free-active-directory-lab-
in-azure-6¢67a7eddd7f. You can jump to [Configuring Services] and continue.

Configuring Services

Now that we are connected to the machine, its time to configure it as a Domain

Controller. Let’s launch the Server Manager and click on Add roles and features

option.

If you just want to replicate my AD set, you can stop at [Configuring Certificate
Services] since | did not adopt ADCS this time. If you are interested in this part,
you can absolutely continue to read. And | plan to add ADCS feature to my next
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AD set.

Configuring Certificate Services

The next step is to setup Certificate Services. Let’s launch the Server Manager

again and click on the Add roles and features.

WELCOME TO SERVER MAMAGER

I

LEARN MORE

Personaly | set the domain as blaskops.local, the NETBIOS name is
BLACKOPS, and IP for domain controller is 192.168.0.56. Then open Active
Directory Users and Computers application, let's make some changes.

First, let’'s create some domain users. Of course, you can create more domain
users to increase the enumeration difficulty.

Account Password Functionality/Role
Administrator <Any strong password> Domain Admin
russell.adler Ajobtodo! DACL Abuse
alex.mason CIAAgent1984 Credential Reuse
svc_sql <Any strong password> Service account
jason.hudson jkhnrik2020! In a special group
ir_operator Passikirsty (in rockyou.txt) | Credential Reuse
df operator Passlkirsty (in rockyou.txt) | Credential Reuse/DACL Abuse
helen.park Summer2022! In a special group
frank.woods <Any strong password> DACL Abuse
svc_sqgl Passwordl (in rockyou.txt) | Honeypot user

As you notice, there are some accounts with weak password. | set those weak
passwords on purpose. ir_operator and df_operator share the same password
to make room for credential use. In exploitation chain, ir_operator can be set a
SPN, then ir_operator can be kerberoasted, this is the reason why | set a weak
password for both of them. As to svc_sql account, you may find that this is a
honeypot account, because it is sql not sgl : D You can easily kerberoasting
svc_sql and crack the password, but it will not help at all. In reality, your attack
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will be logged then blue team will notice it. Anyway, since there are few weak
passwords, we must eliminate dictionary attack and brute-force attack, so we
need to implement account lockout policy. This article tells you how to achieve
this: https://www.windows-active-directory.com/account-lockout-policy-active-

directory.html#:~:text=Double%2Dclick%20the%20domain%20to,Policies%20%E

2%86%92%20Account%20Lockout%20Policy.

~ (i Computer Configuration
~ || Policies
| Software Settings
w ] Windows Settings
| Name Resclution Pelicy
| Scripts (Startup/Shutdown)
= Deployed Printers
v G Security Settings
~ |33 Account Policies
5 Password Policy
5 Account Lockout Policy
_:E] Kerberos Policy
j Local Policies
_,zj Event Log
4 Restricted Groups
& Systern Services
4 Registry
4, File System
;v" Wired Metwork (IEEE 802.3) Policies
| Windows Defender Firewall with Ady
~| Metwark List Manager Policies
&I‘f Wireless Metwork (JEEE 802.17) Polici
" Public Key Policies
| Software Restriction Policies
~| Application Control Policies
lg IP Security Policies on Active Directo
| Advanced Audit Policy Configuratio
uliy Policy-based QoS

“| Dreferences
< >

-~

| Administrative Templates: Policy definitions
v

e

Policy Policy Setting
ccount lockout duration 3 minutes

ccount lockout threshold
Reset account lockout counter after

Jinvalid logon atternpts
3 minutes

Apart from few passwords, | specified few passwords such as russell.adler’s,
these passwords cannot be cracked with a normal dictionary, but they will be
used later in design steps, you can change them but just change them in

following steps as well.

By the way, | set Administrator as a protected user, which cannot be delegated. It
not only makes the environment more realistic but also increases the difficulty

when abusing delegation.
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Administrator Properties ? >

Published Certificates  Member Of  Password Replication = Dialin ~ Object
Security Enwironment Sessions Remate contral
Remote Desktop Services Profile COM+ Attribute Editor

General Address Accourt Profile Telephones Organization

User logon name:

[ | v
User logon name {pre-Windows 2000):

|BLACKOPS | |Administrator

Logon Hours. . Log On To...

[J Unlock accourt

Account options:

T Store passwor TSIy Teversoe ercypian .
[ Azcount is disabled
[ ] Smart card is required for interactive logon
Account is sensitive and cannot be delegated I
I Tllze ankv Kerherns NFS encrntion tenes for this account ~

Account expires

(® Never

End of: | Saturday . July 16, 2022

Cancel Apply Help

| added an OU called Service Accounts, and | moved svc_sql and svc_sql to this
OU. Since they are designed as service accounts, we need to set SPN for them.

svc_sql is a honeypot account, so it is easy to set, as long as the SPN is in
correct format.
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Organization  Published Cerificates =~ Member Of  Password Replication

Dial-n Object Security Environment
General Address Account Profile Telephones
Remote control  Remote Desktop Services Profile  COM-

Attributes:

Sessions
Delegation
Attribute Editor

Attribute Walue

roomM
sAMAG
sAMAG  agtriby e service PrincipalMame
scriptP|
secretg  Walue to add:

Multi-valued String Editor

security |

seehls

serial Walues:

service
shado
shado
shado
shado

shado
<

Add

Remave

Cancel

After that, we can choose to set SPN for svc_sql, which is designed as service
account for SQL Server instances in domain. It is not required to set it now, but it
does not hurt. Why? Because we can use a tool to automate this process later
without getting any error. If you follow my SPN settings, please make sure your
SQL Server instance are named DB01 and DBO02 respectively. Later | will show

how to configure SQL Server instances.
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Organization  Published Cerificates =~ Member Of  Password Replication
Dial-n Object Security Environment Sessions
General Address Account Profile Telephones Delegation
Remote control ~ Remote Desktop Services Profile  COM+  Attribute Editor

Attributes:

Multi-valued String Editor X
Attribute: service PrincipalMame

Value to add:

[ Add

Walues:
MSSGLSve/srv1 blackops local: 1433 Bemove
MS5QLSve/srvD blackops local:DBO1
MSSGLSve/srvDZ blackops local: 1433
MSS5QLSve/srv D2 blackops local . DBOZ
< >

Then, | add helen.park to Helpdesk group. You can also create more groups, or

add more users to groups.

Account Group Comment Functionality
helen.park Helpdesk Created Group For context
jason.hudson Monitor Group Created Group For context
svc_sql SQL Manager Created Group For context

helen.park should be able to RDP to client01, we need to add helen.park to a
localgroup in client01, | will mention it later. svc_sqgl has RDP access to SRV01
and SRVO02. jason.hudson has WinRM right to SRV01, so add him to a
localgroup in SRVO1. Therefore, we need to impersonate jason.hudson instead
of Administrator when abusing delegation : ). Instead of adding these users to
local group, we can also link a GPO to them to enforce. This video shows
detailed steps to achieve this: https://www.youtube.com/watch?v=euFIiRy|Rt1E

And | also turn on automatic logon for domain administrator on DC, you can
check this article: https://docs.microsoft.com/en-us/troubleshoot/windows-

server/user-profiles-and-logon/turn-on-automatic-logon.
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Besides, it is up to you whether turn on/off windows defender firewall. It is on by
default, but | turn off it. The setting is the same for every windows domain

computers.

4 @ » Control Panel » System and Security » Windows Defender Firewall

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

) Change notification settings

E;' Turn Windows Defender
Firewall on or off

G Restore defaults
&) Advanced settings
Troubleshoot my network

See also

Security and Maintenance

Metwork and Sharing Center

Help protect your PC with Windows Defender Firewall
Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or a network.

Update your Firewall settings

Windows Defender Firewall is not using the

. !;‘Use recommended settings
recommended settings to protect your cormputer.,

What are the recommended settings?

. w Domain networks Mot connected
. w Private networks Mot connected
. w Guest or public networks Connected

MNetworks in public places such as airports or coffee shops

Windows Defender Firewall state: Off

Incoming connections: Bleck all connections te apps that are not on the list

of allowed apps

Active public networks: = Network

Motification state: Do not notify me when Windows Defender Firewall
blocks a new app

v O Search Contro

Now, we completed basic settings on DC, but we will revisit DC after adding
domain computers and configuration of SQL Server instances.
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Linux Domain Computer 1
web01l.blackops.local

Since it is difficult to configure SRV01 and SRV02, so let’s start from easier ones.

First of all, we need to set DC’s ip as DNS. And add a new entity to
letc/resolve.conf. Be aware that after each reboot, we need to re-add the entity.

Cancel Wired

Details Identity IPv4 IPV6 Security

192.168.0.51 255.255.255.0 192.168.0.1 il

DNS Automatic D

192.168.0.56

Routes Automatic D

Use this connection only for resources onits network

# See man:systemd-resolved.service(8) for details about the
# operation for Jfetc/resolv.conf.

nameserver 192.168.0.56
nameserver 127.0.0.53
options edns@ trust-ad
search .

By this way, we can look up domain computers and join domain later.
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B nﬁlookup dc.blackops.local
Server: .0.56

Address: 192.1 .0.56H#53

Mame: dc.blackops.local

Address: 192.168.0.56

Mame: dc.blackops.local

Address: 2601:18T:380:2100:c060:4344:85fa:1f4c

Then we need to set up few Linux local accounts.

Account Password Functionality Comment

ubuntu Strong Password | Privileged account Not for exploitation

mason CIAAgent1984 Credential reuse Reflection of domain
password

mailadmin | Password Log in POP3 server | Get it from wordpress
web app

hudson Strong Password | Send an email to Not for exploitation

mailadmin

In regard to how to join a Linux computer to domain, this article gives detailed
instruction: https://www.informaticar.net/join-ubuntu-machine-to-windows-
domain/. You will not make any mistake as long as you follow steps. You can use
klist to check tickets to verify that the Linux machine successfully joined domain.

$ su administrator@blackops.local
Password:
: S klist
Ticket cache: FILE:/tmp/krb5cc_ 1854800508 g98NAc
Default principal: Administrator@BLACKOPS.LOCAL

Valid starting Expires Service principal
06/16/2022 13:54:24 06/16/2022 23:54:24 krbtgt/BLACKOPS.LOCAL@BLACKOPS.LOCAL
renew until 06/17/2022 13:54:24

S

File /etc/krb5.keytab is readable for root by default, it contains machine account
web01$’s credential. We can use python script keytabextract.py
(https: //glthub com/sosdave/KeyTabExtract) to extract them.

3 keytabextract. PIbR keytab
: i attempt to extract NTLM hash.

e . Will attempt hash extraction.
A1l hash discovered. Will attempt hash extraction.

671d89345eca%4ee76aB7c8f1d0459a4a793afad
2d15c9b255be7b4bd
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After gaining root, or even if we can read it as a normal user, we can use
credential web01%$: 5db7a1891649cef400f8cd6923bb4a69 to authenticate to
domain to have a domain context or enumerate domain information. One
example is to use bloodhound-python to collect domain information.

891649cef

: Found

: Found 7 ct
: Conne

: Found

: Found 5

with 18 w

evilcomputer.blackops.local since it could not be solved.
ion for file@l.blackops.local since it could not be resolved.

Okay, we have successfully added web01 to domain, we can use the exact same
steps to add fileO1 to domain. Now, we need to deploy vulnerable services/app,
and rabbit holes lol. The following table reflect my design.

Port Service/App Functionality Comment
22 SSH Initial Foothold Login as mason
25 Postfix SMTP Send email to user Not useful for
mailadmin exploitation
80 Apache+Wordpress Get information for
foothold
110 Dovecot POP3 Read email
143 Dovecot IMAP Read email
445 Samba Rabbit Hole Backup files of
wordpress
5061 Kibana 6.5 Rabbit Hole RCE vuln
9200 Elasticsearch 6.6 Along with Kibana

There are multiple apps/services to be installed and configured, you can check
following links to follow steps.

Port 22: SSH

Add a line to /etc/ssh/sshd_configure:

Denyusers mailadmin
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root@web®l: fetc# cat ssh/sshd config | grep mailadmin
Denyusers

root@web0l: fetc# I

This step is to deny mailadmin’s SSH access, since mailadmin has a weak
password. It should be like a service account.

Port 25; Postfix SMTP: https://ubuntu.com/server/docs/mail-postfix

To make it simple, we can stop at SMTP Authentication section.

SMTP Authentication

SMTP-AUTH allows a client to identify itself through the SASL authentication mechanism,
using Transport Layer Security (TLS) to encrypt the authentication process. Once
authenticated the SMTP server will allow the client to relay mail.

To configure Postfix for SMTP-AUTH using SASL (Dovecot SASL), run these commands at a
terminal prompt:

And then, we need to send an email via SMTP, check commands in the
screenshot.

/home/os/Desktop
2 51 25

5 (smtp) open
(Ubuntu)

and domain password, but please also change mailadmin’'s pas
t your new password, your updated password is CIAAgent1984.

250 2.0.0 0k: queued as 812C2

So the email will be delivered to mailadmin’s inbox.

Port 110 and 143: Dovecot (POP3+IMAP): https://ubuntu.com/server/docs/mail-
dovecot

To make it simple, we can stop at Dovecot SSL Configuration section.
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Dovecot SSL Configuration

Dovecot is configured to use SSL automatically by default, using the package ssl-cert
which provides a self signed certificate.

You can instead generate your own custom certificate for Dovecot using openssh , for
example:

sudo openssl req -new -x509 -days 1000 -nodes -out "/etc/dovecot/dovecot.pem” \

-keyout "/etc/dovecot/private/dovecot_pem”

And we need to allow plaintext authentication to POP3 server, just append two
lines to /etc/dovecot/dovecot.conf:

disable_plaintext_auth=no
ssl=yes

Then we can log in POP3 server, otherwise we cannot authenticate to POP3
server.

Port 80: Wordpress: https://ubuntu.com/tutorials/install-and-configure-
wordpress#l-overview

It is simple, just follow steps in this link. After completing the installation, register
2 users: mason, hudson.
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Log in as mason, and post an article like this:

UNCATEGORIZED

Phishing Campaign

2 Bymason [ June16,2022 (J 1Comment

Hey folks,

In order to test our security awareness, from next week, we will launch
phishing campaign. Simulated phishing emails will be sent to our email

inbox, I hope you can identify them : )

Then log in as hudson, leave a comment. This is an indicator that mason
manages mailadmin account, and this account has weak password: Password.
After that, log in as mason or admin to approve hudson’s comment. Otherwise,
hudson’s comment will not be displayed.

hudson
June 16, 2022 at 3:19 am

Mason, it sounds great...But before that, as a mailadmin, could you

change all your passwordsr You are such a fan of Password’ 1ol

REPLY

Port 445: Samba

Create a new folder /var/backups/www, and copy /var/www/html/wordpress to the
new folder, and create a new share to map to this folder.
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226 create mask = 0700

227

228 |REEDLY

229 comment = Web app files

230 path = fvar/backups/www/html
231 writable = yes

232 guest ok = yes

233 browseable = yes

234 create mask = 0777

235 directory mask = 0777

236

237 # Windows clients look for this share name as a
?38 # nrinter drivers

Do not forget to assign proper ownership and permission, otherwise the attacker
cannot upload or read a file, so he will not upload a shell and fall into the rabbit
hole lol

root@web@1:/etc# 1s -al fvar/backups/www/html/wordpress/
total 228

drw-r--r--
drwxrwxrwx
-TW-r--r--
_rw_
_rw_
_rw_

www-data www-data 4096 Jun 15 23:24

www-data www-data 4096 Jun 15 23:27

root root 543 Jun 15 23:24 .htaccess

www-data www-data 405 Jun 15 23:24 index.php

www-data www-data 19915 Jun 15 23:24 license.txt

www-data www-data 7401 Jun 15 23:24 readme.html

www-data www-data 7165 Jun 15 23:24 wp-activate.php
www-data www-data 4096 Jun 15 23:24

www-data www-data 351 Jun 15 23:24 wp-blog-header.php
www-data www-data 2338 Jun 15 23:24 wp-comments-post.php
www-data www-data 2487 Jun 15 23:24 wp-config.php
www-data www-data 3001 Jun 15 23:24 wp-config-sample.php
www-data www-data 4096 Jun 15 23:24

www-data www-data 3943 Jun 15 23:24 wp-cron.php

www-data www-data 12288 Jun 15 23:24

www-data www-data 2494 Jun 15 23:24 wp-links-opml.php
www-data www-data 3973 Jun 15 23:24 wp-load.php

www-data www-data 48498 Jun 15 23:24 wp-login.php
www-data www-data 8577 Jun 15 23:24 wp-mail.php

www-data www-data 23706 Jun 15 23:24 wp-settings.php
www-data www-data 32051 Jun 15 23:24 wp-signup.php
www-data www-data 4748 Jun 15 23:24 wp-trackback.php
-TW-r--r-- 1 www-data www-data 3236 Jun 15 23:24 xmlrpc.php
root@web0l: fetc#

[ R B e e R . N N N T

=TT T T T T TYT TYIOTYTIOTYIOTYIOTYIOT]YIOTYSIOTYTIOTYIOTYTIOM,
| | | | | | | | | | | | | | | | | | |
Pd

i i i i i i i i i i i i i i i i i i i
=T T T T T T T 7Y }TY T I TY I OTYSITYS O OTYSIOTYS OTY OTYS O OTY 7™
i i i i i i i i i i i i i i i i i i i

N N = N )

vhash.txt (10.7 kb/s) (average 10.7 kb/s)

Port 5601: Kibana 6.5

Download link: https://www.elastic.co/cn/downloads/past-releases/kibana-6-5-0

Download deb 64-bit, and then use dpkg to install it, it is very simple.
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But do not forget to edit /etc/kibana/kibana.yml to uncomment few lines and
change server.hot to 0.0.0.0.

kibana.yml

Open ~ [+ fetc/kibana

1# Kibana is served by a back end server. This setting specifies the por
2 server.port: 5601
3
4 # Specifies the address to which the Kibana server will bind. IP addres
both valid values.
5 # The default is 'localhost', which usually means remote machines will
6 # To allow connections from remote users, set this parameter to a non-1
7
8
9 # Enables you to specify a path to mount Kibana at if you are running t
10 # Use the “server.rewriteBasePath®™ setting to tell Kibana if it should
11 # from requests it receives, and to prevent a deprecation warning at st
12 # This setting cannot end in a slash.
13 #server.basePath: ""
14
15 # Specifies whether Kibana should rewrite requests that are prefixed wi
16 # “server.basePath™ or require that they are rewritten by your reverse
17 # This setting was effectively always “false  before Kibana 6.3 and wil
18 # default to "true’ starting in Kibana 7.0.
19 #server.rewriteBasePath: false
20
21 # The maximum payload size in bytes for incoming server requests.
22 #server.maxPayloadBytes: 1048576
23
24 # The Kibana server's name. This is used for display purposes.
25 #server.name: "your-hostname"

26

27 # The URL of the Elasticsearch instance to use for all your queries.
28 elasticsearch.url: "http://localhost:9200

29

30 # When this setting's value is true Kibana uses the hostname specified
21 # settinn. When the walue nf this settinn is false Kihana uses the hns

This version of kibana is vulnerable to a RCE vulnerability, you can find the PoC
here: https://github.com/mpgn/CVE-2019-7609

Follow the steps, and you can get a shell as kibana. But unfortunately, there is no
intended privilege escalation vector for user kibana, though | am not sure if all
Nday vulnerabilities have been fixed. Therefore, it is a rabbit hole.

Port 9200: Elasticsearch 6.6

Download and install Elasticsearch 6.6 from
https://www.elastic.co/cn/downloads/past-releases/elasticsearch-6-6-0 like how
we installed Kibana, but we do not need to customize it.

Now, we almost finished. The last step is to grant mason a privilege to execute
find with sudo permission without password. So only user mason can escalate
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our self to root and read /etc/krb5.keytab.

root@web@1: f/home/mason/Desktop# cat fetc/sudoers | grep mason
ALL = NOPASSWD: fusr/bin/find

root@web@1: fhome/mason/Desktop#

After knowing that alex.mason is a domain user, we should be aware that linux
local user mason could share the same password with domain user alex.mason,
so we can use SSH to move to file01 as alex.mason@blackops.local.
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Linux Domain Computer 2
fileOl.blackops.local

This linux machine is easier to configure. First, we need to set DC’s IP as DNS,
and join fileO1 to domain, just as we previously did. We only need to configure
FTP and add one user.

Port Service/App | Functionality Comment

21 Vsftpd FTP Let helen to connect to Get helen’s plaintext
password

22 SSH Initial Foothold Use alex.mason’s
domain account to
access

There is nothing too much to configure FTP. Use apt to install vsftpd. Then add
helen as a linux local user. When we can use helen’s credential to authenticate
to FTP server.

Account Password Functionality Comment

ubuntu Strong Password | Privileged account Not for exploitation

helen Summer2022! Credential reuse Reflection of domain
password

192.168.09.

J: helen
y the password.

gin successful.
te system type is UNIX.
g binary mode to transfer files.
1s
RT command successful. Consider using PASV.
Here comes the directory listing.
1 1@ 4] 19 Jun 15 15
1 181 leel 189 Jun 14 20

Many people only care about how to become root, and this is the reason why |
make privilege escalation simple, | set multiple common binaries (cat, nc, find,
etc.) SUID permission, and | also set tcpdump SUID. If check memo.txt, we can
know that Helen keeps authenticating to FTP server. Since FTP does not have
encryption, so we can use tcpdump to capture plaintext credential.
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3 S cat memo.txt
Just a memo...Don't forget to create a powershell script on Client host to check
FTP folder automatically...

o |

B $ tcpdump -i ens33 dst port 21

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on ens33, link-type EN10MB (Ethernet), snapshot length 262144 bytes
16:09:00.086622 IP 192.168.0.53.49379 > filefl.blackops.local.ftp: Flags [S], se
q 3315858485, win 8192, options [mss 1460,nop,wscale @,nop,nop,sack0K], length @
16:09:00.089840 IP 192.168.0.53.49379 > file@il.blackops.local.ftp: Flags [.], ac
k 73629535, win 8192, length ©

16:09:00.100436 IP 192.168.0.53.49379 > filed1l.blackops.local.ftp: Flags [P.], s
eq ®:14, ack 21, win 8172, length 14: FTP: OPTS UTF8 ON

16:09:00.1040160 IP 192.168.0.53.49379 = filedl.blackops.local.ftp: Flags [P.], s
eq 14:26, ack 47, win 8146, length 12: FTP: USER helen

16:09:00.187428 IP 192.168.0.53.49379 > filedl.blackops.local.ftp: Flags [P.], s
eq 26:44, ack 81, win 8112, length 18: FTP: PASS Summer2@22!

16:09:00.183706 IP 192.168.0.53.49379 = filedl.blackops.local.ftp: Flags [.], ac
k 128, win 8065, length @

16:09:00.183707 IP 192.168.0.53.49379 > filefl.blackops.local.ftp: Flags [.], ac
k 129, win 8065, length @

16:09:00.194885 IP 192.168.0.53.49379 > file@i.blackops.local.ftp: Flags [F.], s
eq 44, ack 129, win 8865, length @

We can clearly see that the credential is helen:Summer2022!. Since helen.park is
a domain user in BLACKOPS.LOCAL, so credential reuse is possible, we should
be aware of that. So we completed configurations of fileO1.
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Client Server
clientOl.blackops.local

Now we successfully configured all Linux domain computers. Let’s configure the
client server clientO1.

The first step is still configuring DNS. But we also need to disable IPv6.
U EthernetD Properties W

Metwaorking

Connect using:

@ Intel(R) 82574L Gigabit Metwork Connection

This connection uses the following tems:

aCliert for Microsoft Networks ~
]P File and Printer Sharing for Microsoft Networks
9305 Packet Scheduler
4 Intemet Protocol Version 4 (TCP/1Pv4)
4 Microsoft Network Adapter Multiplexor Protocol
LLDP Protocal Drver
. Intemet Protocol Version & (TCP/IPwE) | v
>

10K OR KK

Ingtall.. Uninstall Properties

Description

Allows your computer to access resources on a Microsoft
network.

DK Cancel

And set DC as DNS server.
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Internet Protocol Version 4 (TCP/1Pv4) Properties >
General

You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: [192.168. 0 . 53 |
Subnet mask: [ 255.255.255. 0 |
Default gateway: [192.168. 0 . 1 |

Obtaipn DNS server gddress automatically

{®) Use the following DNS server addresses:

Preferred DNS server: [192.168. 0 . 5 |

Alternate DMS server: | . . . |

[ validate settings upon exit Advanced

Cancel

We do not need to configure any app or services on client01, but some common

settings on Windows hosts.

AppLocker

Run Local Group Policy Editor, enable DLL rules, and enforce all types of rules.
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5[ Local Group Policy Editor

File Action View Help
b ol NS

E[ Local Computer Policy
~ & Computer Configuration

» [7] Software Settings

~ | Windows Settings

» [ Mame Resolution Policy

=] Seripts (Startup/Shutdown)
= Deployed Printers
v i Security Settings

» 4 Account Policies

v

» [ Local Policies
» [ Windows Defender Firewall wi
] Metwork List Manager Palicig
> [ Public Key Policies
» [ Software Restriction Policies
~ || Application Control Policies
v @ Applocker
> [F Executable Rules
Windows Installer Rule
Script Rules
DLL Rules
» B3 Packaged app Rules
> .g IP Security Policies on Local C
» [ Advanced Audit Policy Confil
> ull Policy-based QoS
> [ Administrative Templates

>
>
>

w i, User Configuration
» [] Software Settings
> [ Windows Settings
» [] Administrative Templates

Getting Started

Applocker uses nules and the properties of files to provide access control for
applications. i rules are present in a rule collection, only the files included in those
rules will be permitted to run. AppLocker rules do not apply to all editions of Windows.

More about Applocker
Which editions of Windows support AppLocker?

Configure Rule Enforcement

l\ Forthe Applocker policy to be enforced on a computer, the Application
Identity service must be running.

Lse the enforcement settings for each rule collection to configure whether rules are

enforced or audited. I rule enforcement has not been configured, rules will be enforced
by default.

Corfigure rule enforcement

More about rule enforcement

Overview

[@] Executable Rules

Rules: 3

Enforcement configured: Rules are enforced
|1 Windows Installer Rules

Rules: 3
Enforcement configured: Rules are enforced

[® Script Rules
Rules: 3
Enforcement configured: Rules are enforced

I! Packaged app Rules
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AppLocker Properties X
Enforcement  Advanced

Specify whether ApplLocker rules are enforced for each nule
collection.

Executabls rules:
Configured

Enforce rules ~
Windows Installer rules:

Configured

Enforce rules ~

Script rules:
Configured

Enforce rules ~

Packaged app Rules:
Corfigured

Enforce nules ~

DLL rules:
Configured

Enforce rules ~

More about rule enforcement

Cancel Foply

Enforcing default rules is okay, even though some paths can be abused to
execute binary such as C:\windows\tasks. So it is not necessary to create a
custom tradecraft or download bypass-clm
(https://github.com/calebstewart/bypass-cim ) from github.

Action User Mame Condition  Exceptions
W Allow Everyone (Default Rule) All files located in the Pro...  Path
W Allow Everyone (Default Rule) All files located in the Wi... Path
W4 Allow  BUILTINVAG...  (Default Rule) All files Path

Create Mew Rule...
Automatically Generate Rules...

Create Default Rules

Export List...
View ¥
Arrange lcons >

Line up lcons

Help

Windows Defender
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Just use the default settings.
Firewall

| turn off firewall on all windows machines. You could turn on it if you would like
to increase a little more difficulty: D

Autologin
Set autologin for domain user helen.park.
UAC

| don’t think UAC bypass is needed in the whole exploitation process, so just
leave it default.

Remote Desktop

Enable Remote Desktop setting, and add helen.park to localgroup Remote
Desktop Users: net localgroup “Remote Desktop Users” helen.park /add

But just as | previously said, we can also achieve this by linking and enforcing a
GPO.

Remote Desktop

Remote Desktop lets you connect to and control this PC from a
remote device by using a Remote Desktop client (available for
Windows, Android, 105 and macO5s). You'll be able to work from
another device as if you were working directly on this PC.

Enable Remote Desktop

@ o

Show settings

Show settings

Advanced settings
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C:\Usersiadmin>net localgroup "Remote Desktop Users™
Alias name Remote Desktop Users
Comment Members in this group are granted the right to logon remotely

‘\helen.park
command completed suc

Then we need to create a script to connect to fileO1’s FTP server as helen, and
two txt file as well.

txt file 1: FTP Auth.txt
open 192.168.0.52
USER helen
Summer2022!

bye

| FTP Auth.txt - Notepad

File Edit Format View Help

bpen 192.168.8.52
USER helen
Summer2g22!

bye

script: script.psl
Do {
ftp -v -n -s”.\FTP Auth.txt’

start-sleep -s 3

}
while (1 -ne 2)
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Mj script.ps1 - Notepad
File Edit Format View Help

Do {
ftp -v -n -s:" A\FTP Auth.txt’
start-sleep -5 3

while(1l -ne 2)|

Put these 2 files on helen’s document folder.

Then create another txt file on helen’s desktop: Resolved Ticket.txt

After finishing editing, just delete it. | just want people not to forget to check
Recycle Bin during enumeration.

Mj Resclved Tickets.txt - Motepad

File Edit Format View Help

h: Purchase 58 Crowd5Strike licenses.

2: Create a powershell script to automatically connect to and check FTP server.
3: Change Russell Adler's password to Ajobtodo!

T 14 » RecycleBin v | D Search Recycle Bin
Mame Original Locatien
ccess
|=| Resolved Tickets.bet Ch\Users\helen.park\Desktop
p
oads
nents

e

So we complete the configurations here. Let's move to SRVO01.
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Server 1
srv0l.blackops.local

So we move to the most difficult part of design and configurations. Fortunately,
most steps are the same for both SRV01 and SRVO02.

First, disable IPv6, then configure IP and DNS.
Do not configure autologin.
Configure AppLocker just as we did on clientO1.

Add jason.hudson to local group “Remote Management Users”: net localgroup
“Remote Management Users” jason.hudson /add

Add svc_sql to local group “Remote Desktop Users”: net localgroup “Remote
Desktop Users” svc_sql /add

By this way, jason.hudson has WinRM access to SRVO01.

/home/os/Desktop
192.168.0.56 blackops.local\\jason.hudson jkhnrjk2e2e!

/home/os/Desktop
192.168.0.55 blackops.local\\jason.hudson jkhnrjk2e20!

/home fos/Desktop
192.168.0.54 blackops.local\\jason.hudson jkhnrjk2e2e!

PS C:\Users\jason.hudson\Documents> [

Beside, let’s configure a privilege escalation vector: AlwaysinstallElevated. It is
very simple, we can check this and just add 2 register key:
https://www.ibm.com/docs/en/db2/9.7?topic=prerequisites-setting-up-elevated-
privileges-windows.
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Now let’s install and configure SQL Server 2019, it is the most difficult and
complex part.

Download link: https://www.microsoft.com/en-us/sql-server/sql-server-downloads
(Developer)

SSMS: https://docs.microsoft.com/en-us/sgl/ssms/download-sql-server-
management-studio-ssms?view=sql-server-ver16

Install Windows SQL Server 2019 first, something important is that choose
Customize Installation, because Basic Installation cannot meet our requirements.

Select an installation type:

Basic Download Media

During installation, we can leave most pages default, but something needs
customization. When selecting Feature, | cannot tell the minimum selections to
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make the AD set works, but my selections work well.

Install Setup Files
Install Rules
Installation Type
Feature Selection

Feature Rules

Feature Configuration Rules

Ready to Install
Installation Progress

Complete

Instance Features

Database Engine Services
50L Server Replication
[] Machine Learning Services and Language Extensions
Or
[] Python
[ Java
[] Full-Text and Semantic Extractions for Search
Data Quality Services
[] PolyBase Query Service for External Data
[] Java connectar for HDFS data sources
[] Analysis Services
Shared Features
[] Machine Learning Server (Standalone)
Or
[] Python
Data Quality Client
Client Tools Connectivity
Integration Services
[] Scale Out Master
[] Scale Out Worker
Client Tools Backwards Compatibility
Client Tools SDK
[[] Distributed Replay Controller
[[] Distributed Replay Client
S0L Client Connectivity SDK
Master Data Services
Redistributable Features

Then you need to specify instance name, to make it in line with my settings, you
can change instance name to DBOL1.

Product Key

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection
Feature Rules

Instance Configuration
PolyBase Configuration

Server Configuration

(®) Default instance

O Named instance: | NDBQFRVEF

MSSQLSERVER

Instance ID:

SQL Server directory: C:\Program Files\Microsoft SQL Server\MSSQL15.MSSQLSERVER

Installed instances:

Instance Name Instance ID

Features

Database Engine Configuration
Integration Services Scale Out ...
Integration Services Scale Out ...

Consent to install Microsoft R ...

O b b lmha M A

Next, leave service accounts default. When configuring Authentication Mode,
choose Mixed Mode. After that, it is recommended to click Add Current User
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button to add current local admin to sysadmin. By this way, both sa and local
admin account have sysadmin privilege.

Product Updates Authentication Mode
Install Setup Files O Windows authentication mode

Install Rules -
(® Mixed Mode (SQL Server authentication and Windows authentication)
Feature Selection

Feature Rules Specify the password for the SQL Server system administrator (sa) account.
Instance Configuration Enter password esscccse
PolyBase Configuration

Server Configuration SOMSEES PeSRmoRt | o v owonee
Database Engine Configuration Specify SQL Server administrators
Integration Services Scale Out ...

Integration Services Scale Out ...

Consent to install Microsoft R ...

Consent to install Python

Feature Configuration Rules

Ready to Install

Installation Progress

Complete

Add Currer$ User Add...

After setting this, we can leave left default and complete the installation. Installing
SSMS is simple, we do not need to customize something.

Run Sql Server Configuration Manager, we need to modify few settings. First,
click SQL Server Services -> SQL Server (DB01), then select Log On tab,
change logon account to BLACKOPS\svc_sql, type the correct password. Then,
we could need a restart of SQL service.
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‘@ 5QL Server Configuration Manager (Local)
E SOL Server Services
_E SQL Server Network Configuration (32bit]
.. SQL Native Client 11.0 Configuration (321
_E 50L Server Metwork Configuration
.. SCL Native Client 11.0 Configuration

MName

ﬁSQL Server Integr... Running

&) 50L Server Agent... Stopped
ﬁ S0L Server Browser Running

State Start Mode Log On As
Automatic NT Service\MsDts5...
Stopped Autematic BLACKOPS\sve_sql
Manual NT Service\SOLAge...
Automatic NT AUTHORITYALO...
SQL Server (DBO1) Properties 7 >
Always On Availability Groups Startup Parameters Advanced
Log On Service FILESTREAM
Log on as:

" Builtdn account:

{* This account:

Account Name:

Password:

Confirm password:

Service status:

| BLACKOPS\sve_sql

Stopped

Browse

Cancel

Help

Process |0
2536

0

0

2052

Second, click SQL Server Network Configuration -> Protocols for DBO1 ->

TQE’/TP, enablel |t

&= 75 E=H

‘@ 50L Server Configuration Manager (Local)
B SOL Server Services
E S0L Server Network Configuration (32bit
.. S0L Mative Client 11.0 Configuration (321
v E S0L Server Network Configuration
E‘F Protocols for DBO1

Protocol Name
%~ Shared Memory
W Mamed Pipes
W TCP/IP

Status

Enabled
Enabled
Enabled

Then double click it, select IP Address tab, leave all TCP Dynamic Ports blank,

and set all TCP Port to 1433.
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TCP/IP Properties ? x

Protocol [P Addresses

B ip1 ”
Active Yes -
Enabled Mo o
IP Address 192.168.0.54
TCP Dynamic Ports
TCP Port 1433

B p2
Active Yes
Enabled Mao
IP Address H
TCP Dynamic Ports
TCP Port 1433

B p3
Active Yes
Enabled Mao
IP Address 127.0.0.1
TCP Dynamic Ports
1D Dot 14232 W

Active

Indicates whether the selected IP Address is active,

Cancel Apply Help

Why we need to disable dynamic ports? Because we will set SPN for svc_sql to
make SQL Server supports Kerberos authentication. We also need to set Start
Type of service SQL Server Browser to Automatic.
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=
£}, 55DP Discove
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=
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L) Storage Servi

£} Storage Tiers

£k SysMain

: 50L Server Browser Properties (Local Computer) >

General LogOn  Recovery Dependencies

Service name: S Browser

Display name: SQL Server Browser

Description: Provides SQL Server connection information to
client computers.

Path to executable:
"C:\Program Files (x86)\Microsoft SQL Server\50"Shared"sglbrowser.exe”

Automatic

Service status: Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

-E.(’ System Event Motification 5. Monitors sy..  Running  Automatic Local Syste...

Then, let’s revisit to DC to do some configurations. Run Active Directory Users
and Computers, check Advanced Features.

x '

I View Help

E Add/Remove Columns...

re Large lcons
¢ Small lcons ber
D.F List er
ail .

&  Detail er
or E
o Users, Contacts, Groups, and Computers as containers Ler
Mw  Advanced Features ber
ro I

Filter Options...

2y
5

Customize...

|EI|r.|5cu JEIVILE ALLUdl

rnnram MNata

Double click SRV1 (Same steps for SRV02), click Security tab and Advanced
button, add a new permission for svc_sqgl on SRV1.
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Advanced Security Settings for SRV01

Cwner: Domain Admins (BLACKOPS\Domain Admins) Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry, To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal

SVC SOL (sve_sql@blackops.|

HR Allow  Everyone
S8 Allow  SELF
82 Allow  SELF
S8 Allow  SELF

SR Allow  Cert Publishers (BLACKOPS!,..

SR Allow  Print Operators (BLACKOPS\...
S8 Allew  Windows Authorization Acce..,

a Allow  DF QOperator (df_operator@bl...
SR Allow  Domain Admins (BLACKOPS...

Access Inherited frem
MNone
Special
Create/delete Printer 0. MNone
MNone
Change password None
Validated write to DN5...  MNone
Validated write to servi... MNone

Read/write personal in..., None
Write all properties MNone
Full control MNone

Applies to

This object only
This object only
This chject only

This object only
This object only
This chject only
This chject only
This ohject only
This object only
This chject only

Add Remaove Edit

Disahle inheritance

Restore defaults

Concel

Apply

Select principal as svc_sql, apply this permission on this object only. Clear all
default check, but check Read servicePrincipalName, Write
servicePrincipalName properties, and Validated write to service principal
name permission. This official document explains well:
https://docs.microsoft.com/en-us/sqgl/database-engine/configure-

windows/reqgister-a-service-principal-name-for-kerberos-connections?view=sqgl-

server-verle.

[ Write msds-memberTransitive

[[]Read msD5-NCReplCursors

[]'Write msDS-NCReplCursors

[]Read msDS-NCReplinboundMeighbors
[]Write msDS-NCReplinboundMeighbors
[ Read msDS-NCReplQutboundMeighbors
[] Write msDS-NCReplOutboundMeighbeors
[]Read msDS-NC-RO-Replica-Locations-BL

[C1Read msNS-MeTune

Read servicePrincipalMame
[#] Write servicePrincipalName
[ Read shadowExpire

[] Write shadowEsxpire

[ Read shadowFlag

[ Write shadowFlag

[[]Read shadowlnactive
[]Write shadowlnactive

[T1Read shadmwl astChanne
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[] Delete applicationVersion chjects [[] Delete Shared Folder objects

[] Create IntelliMirror Service ohjects [] Allowed to authenticate

[] Delete IntelliMirror Service objects []Change password

[] Create msDFSR-LocalSettings ohjects []Receive as

[] Delete msDFSR-LocalSettings objects [ Reset password

[] Create msDS-App-Configuration objects []5end as

[] Delete msDS-App-Configuration objects []Validated write to computer attributes.

[] Create msD5-AppData objects [] Validated write to DMS host name

[] Delete msDS-AppData ohjects [] Validated write to MS DS Additional DNS Host Name
[] Create msDS-GroupManagedServiceAccount objects [+] Validated write to service principal name

Properties:

By the way, let’s configure DACL and delegation.
SRVO02 is set unconstrained delegation.

SRV0Z2 Properties ? X

Location Managed By Object Security Dial+n Attribute Editor
General Operating System Member Of Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this computer for delegation
(®) Trust this computer for delegation to any service (Kerberos only)
() Trust this computer for delegation to specified services only

Use Kerberos only

lUse any authentication protocol

Service Type  User or Computer Port Service M,

[ Expanded Add... Remove

Cancel Apply Help

russell.adler has ForceChangePassword permission on frank.woods
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Permission Entry for Frank Woods

Principal:  Russell Adler (russell.adler@blackops.local) Select a principal

Type: Allow

Applies to: | This object only

Permissions:
[JFull contral
[ List contents
[]Read all properties
[]Write all properties
[ Delete
[] Delete subtree
[ Read permissions
[ Meodify permissions
[ Medify owner
[ &l validated writes
[ All extended rights

Properties:
[]Read all properties

[] Write all properties

[] Create all child objects

[] Delete all child objects

[] Create ms-net-ieee-80211-GroupPolicy objects
[] Delete ms-net-ieee-80211-GroupPelicy objects
[] Create ms-net-ieee-8023-GroupPolicy objects
[] Delete ms-net-ieee-8023-GroupPolicy objects
[] Allowed to authenticate

[[] Change password

[ Receive as

Reset password

[]Send as

[]Read msDS-OperationsForAzTaskBL

[[] Read msDS-parentdistname

frank.woods has GeneticWrite permission on ir_operator

Permission Entry for IR Operator

Type: Allow

Permissions:
[ Full control
[] List contents
[ Read all properties
[ Write all properties
[] Delete
[] Delete subtree
[]Read permissions
[] Modify permissions
[ Medify owner
[] Al validated writes
[ All extended rights

Properties:
[ Read all properties

[ Write all properties

Principal: ~ Frank Woods (frank.woods@blackops.local)  Select a principal

Applies to: | This object and all descendant objects

[[]Create all child objects

[]Delete all child objects

[[] Create ms-net-ieee-80211-GroupPelicy objects
[ Delete ms-net-ieee-80211-GroupPolicy objects
[] Create ms-net-ieee-2023-GroupPolicy objects

[ Delete ms-net-ieee-8023-GroupPolicy objects

[JAllowed to authenticate

[[]Change password

[Receive as

[]Reset password

[15end as

[[JRead msDS-OperationsForfzTaskBL

[[]Read msDS-parentdistname
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df_operator has GenericWrite permission on SRV01

Permission Entry for SRVO1 O X

Principal:  DF Operator (df_operator@blackops.local)  Select a principal

Type: Allow ~
Applies to: | This object only w
Permissions:
[]Full contral [[] Delete msDS-GroupManagedServiceAccount objects
[ List contents [] Create msFVE-Recoverylnfarmation objects
[] Read all properties [] Delete msFVE-Recoverylnformation objects
[ Write all properties [ Create msieee80211-Palicy objects
[ Delete [ Delete msieee80211-Palicy objects
[] Delete subtree [] Create MSMQ Configuration objects
[]Read permissions [[] Delete MSMCQ Configuration objects
[ Medify permissions [[] Create ms-net-ieee-80211-GroupPelicy objects
[] Modify owner []Delete ms-net-ieee-80211-GroupPolicy objects
[J Al validated writes [] Create ms-net-ieee-8023-GroupPolicy objects
[ All extended rights [ Delete ms-net-ieee-8023-GroupPolicy objects
[] Create all child objects [[] Create Printer objects
[] Delete all child objects [ Delete Printer objects
[[] Create applicationVersion objects [ Create Shared Folder objects
[] Delete applicationVersion objects [] Delete Shared Folder objects
[] Create IntelliMirror Service objects [JAllowed to authenticate v

Cancel

Cool, all set! Back to SRV01, download a tool from
https://www.microsoft.com/en-us/download/details.aspx?id=39046 to help us set
SPN automatically. If we did not set proper SPN, it helps us correct it as well.
After installing it, run it and connect to the instance, no need to provide any
credential. Since we configured proper SPNs, so we do not have to make any
change. But if you did not configure SPNs properly, the tool will warn you and
you just need to click Fix button.

Kerberos Canfiguration Manager — O X

Connect Load Save Refresh Exit Help

System SPN  Delegation
SQL Server SqL Reporting Senices SQL Analysis Senices SQL AG Listeners

Service Account Mode Required SPN Status SPN Script Action
BLACKOPS\SVC_SQL MSSQLSve/srv01.blackops.local:DB01 @ Good
BLACKOPS\SVC_SQL MSSQLSve/srv01.blackops.local: 1433 2 Good

Now, | believe we successfully set SPN and configure Kerberos authentication
for SQL instance. But since the process is complex, | cannot make sure if | miss
something. If you follow my steps and cannot reproduce it successfully, please
let me know.

Then, run SSMS 2018, which we installed previously. Change Server name to
SRV01\DBO01 and select SQL Server Authentication, connect.
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I;Li Connect to Server

SQL Server

Servertype: Database Engine

Server name:

Authentication: SGL Server Authertication
Login:

Paszswaord:

Remember password

Cancel Options =

Check SRV01\DB01’s property, make sure Allow remote connections to this
server is checked.

= i@ SRVOT\DBOT (SOL Server 15.0.2000.5 - sa) B Server Properties - SRVOT\DBO1 - ] x
Databases Sel
Security P E‘:ﬂ:r""!"’al LT Script + @ Help
Server Objects £ Memory
Replication J Processors Connections
PolyBase K Securty
Always On High Availability r Maximum number of concument connections (0 = unlimited):
Management F Database Settings 0 =
Integration Services Catalogs & Advanced =
SOL Server Agent (Agent XPs disabled # Pemissions ing quei
3 SOL Server Agent (Agent XPs disabled) [] Use query govemorto prevent long-funning queries

KEvent Profiler -

Default connection options:

implicit transactions ~
cursor close on commit

ansi wamings

ansi padding

ANSI NULLS

arithmetic abort

anthmetic ignore

Conneclion quoted identifier ]
Server:
SRVD1\DBO1 Remate server connections
Connection: Allow remote connections to this server

sa
Remate query timeout {n seconds, 0 = no timeout):

¥ View connection properties
r 500 z
[[] Require distributed transactions for serverto-server communication
Progress

R
eady ® Configured values () Running values

Then, we need to add few logins.
BLACKOPS\Administrator: Sysadmin

Not required, just to make it more realistic.

https://t.me/learningnets Ziyi Shen



| Legin Properties - BLACKOPS\Administrator

Select a page
F General

»
& User Mapping
F# Securables
& Status

Connechion

Server:
SRVO1\DBO1

Connection:
sa

ﬁ Wiew connection properties

Progress
Ready

BLACKOPS\Domain Users: Least privilege

IT Script + ) Help

Server role iz used to grant server-wide security privileges to a user.

Server roles:

[] bulkadmin
[ dbereator

[] diskadmin
[ processadmin
public

[ securityadmin
[] serveradmin
[ setupadmin
sysadmin

Leave everything default

BLACKOPS\svc_sql: Itself is not sysadmin but can impersonate sysadmin.

Select few permissions for svc_sql, IMPERSONATE ANY LOGIN is required.
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B Login Properties - BLACKOPS\sve_sql

Select a page
& General

& Server Roles
& User Mapping
& Securables
& Status

Connection

Server:
SRVD1.DBO1

Connection:
53

ﬁ View connection properties

Progress
Ready

LT Script ~ @) Help

Login name: |BLMKOPS\5vc_sqI

Securables:

MName
¢ SRVDTNDBO1

Pemissions for SRVO1\DBO1:

Explict Effective

Pemission

CONNECT ANY DATABASE
CONNECT 5QL
IMPERSQONATE ANY LOGIN
VIEW ANY DATABASE
WVIEW ANY DEFINITION
WIEW SERVER STATE

Search...

Type
Server

By this way, we can abuse impersonate right to get sysadmin privilege. Let’s
check if we configured correctly. First, if we successfully integrate Kerberos

authentication. Import powerupsqgl.psl script, and enumerate domain instance.
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It looks great! Then, access any instance to check if we get a TGS for SQL
service. Here, | tested srvO1l.

ance
omainhName

ver Authentication

Check cached tickets, and | find the TGS, it means Kerberos is integrated
successfully.
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#>

(local)
(local)

forw
B:34

ame_canonicalize

Then, we need to verify permission assignment. | choose three types of users to

check
helen.park: Least privilege

/home/os/Desk
acke mpl
Impac i

Password:

[*] ption requi
[*]

[*]

[*]

[*]

[*]

[*]

[!] ’ r e . - ¥ a <

sysadmin'};

cute as login="sa"
OR 1\DB@1): Line 1: Cannot
. y of principa

to "'master’.
to us_english.

principal b
you do not h

rincipal "sa” does no

ermission.

We can see, helen.park can only access SQL instance and has very limited
privilege. She cannot impersonate other logins.

Administrator: Sysadmin
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/home /os/Desktop
impacke les/

[*] ion 1 i switching to TLS
[*] (DA ): 0ld Value:

[*]

L]l

o]
[*]
[*] A
[!]

SQL>» select is_s ember(’sysadmin'};

Domain admin has highest privilege.
svc_sql: Can impersonate sa to get sysadmin privilege.

/home/os/Desktop
: blackops/svc_sql@l92.168.0.54

Password:

[*]

[*] ANGE( DATA : 0L Dom; New Value: master
[] i

[*]

[*]

[*]

[*] A

[!]

4]

SQL> execute as login="sa';select is_srvrolemember('sysadmin');

After impersonation, svc_sqgl does not have sysadmin privilege. But after
impersonate, it has sysadmin privilege.

So the permission assignment is successful as well.

Up to now, we can repeat previous steps related in SQL part on SRV02, but just
remember to change server/instance value. But then we will configure SQL link
on SRVO01, I did not configure SQL link on SRV02, but of course you can add
one.
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Right click Server Objects -> Linked Servers, add a new link. The General tab

should be like this:

Object Explorer v R x
Connect~ ¥ *¥ [V

= @ SRVOT\DBO1 (SOL Server 15.0.2000.5 - s
Databases

Security
= Server Objects
Backup Devices
Endpoints
Linked Servers
Providers
B srvo2
Triggers
Replication
PolyBase
Always On High Availability
Management
Integration Services Catalogs
. SOL Server Agent (Agent XPs disabl
4] XEvent Profiler

OE®

HEHBBHBE

On Security tab, we add a new entry to login mappings, map local login sa to

B Linked Server Properties - SRV02

Selecta page IT Scipt = @ Help
K General
K Security
J Server Options Linked server:

Server type:

Microsoft OLE DB Provider for SQL Server

Connection

Server:
SRVOT\DBO1

Connection:
sa

ﬁ Vigw connection properties

remote login sa. If it is confusing, you can change map to SRV02\Administrator.

What does it mean? If our current login is sa, we know we have sysadmin

privilege on SRVO1. But if we follow the link to reach SRV02, we may not have
sysadmin privilege. Since we are designing a misconfiguration, so | just map it to

an sysadmin login on SRV02. By this way, we still have sysadmin login when

reaching SRV02. And select “Be made using the login’s current security context”
option, it is easy to understand.
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B Linked Server Properties - SRV02 — O X

Selecta page IT Script = ) Help
& General
»
& Server Options
Local server login to remate server login mappings:

Local Login Impersonate Remoate User Remote Password
. I:l sa e
S Add Remave
Server:
SRYOT\DEOT For a login not defined in the list above, connections will:
Connection:

s () Mot be made

" View connection properties

() Be made without using a security context
(®) Be made using the login's cument security context

() Be made using this security contest:
Progress

Ready

Cancel

Okay, so we configured SQL link: SRV01 -> SRV02, let’s check it.

exec sp_linkedservers

100% -

EH Resutts EF Messages

SRV_NAME  SRV_PROVIDERNAME SRV_PRODUCT SRV_DATASOURCE SRV PROVIDERSTRING SRV_LOCATION SRV CAT
1 | SRVO1\DBO1 © saLnCLI 5L Server SRVO1DEO1 NULL NULL NULL
2 SRVDZ . SGLNCLI 5GL Server SRVD2 NULL NULL NULL

The link is correct, then let’s check if we can still have sysadmin privilege on
SRV02 via SQL link.

Before impersonation
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/home/os/Desktop
F mples/
Impacket v0.9.24 - i

Passwor

[*]1 E , switching
[*] E ( 0ld value
[*] ( 0ld Value:

LOGON " .

We can see if we do not impersonate sa and follow the link, we will get an error,
because we did not map svc_sgl to SRV02 previously. However, if we
impersonate sa, then the result it totally different.

blackops/svc_sql@l92.168.@.54

_srvrolemember( ' 'sysadmin’ ")

We can access SRV02 with sysadmin privilege! So the permission is configured
well.

After a long journey, we successfully configured SRVO1.
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Server 2
srv02.blackops.local

Autologin: None

Remote Desktop Login: Enable RDP, and add svc_sql to Remote Desktop
Users local group.

SQL Instance: Almost the same as we did on SRVO01, but with a different
IP/Instance. And no need to add a link, but if you want, that’s totally cool as well.

We previously set unconstrained delegation for SRV02, so at this moment we
just need to add a privilege escalation vector. Back to web01, add a new user
sql_manager:PasswOrdsrv01l on WordPress App.

Save login For http:/f192.168.0.517

Screen Options ¥ Help ¥
Username
Users | A
sql_manager ~
I New user cr Q
Password
AlL(5) | Admir PasswOrdsrv01 Search User
Bulk actions Show passwerd S iter
Userna Don'tsave v save Role Posts
admin — mailadmin@web01.blackops.local Administrator 0
hudson — hudsen@blackops.local Author 0
mailadmin — mailadmin@blackops.local Subscriber 0

mason —_ mason@blackops.local Author 1

sql_manager — sgl_manager@blackops.local Subscriber 0

It is very simple, open IE browser, set login page of WordPress CMS as home
page, and check remember me. From the perspective of an attacker, he needs to
check credentials stored in IE. The password itself does not work for SRV02, but
fortunately it is a lazy admin, the attacker just need to change PasswOrdsrvOl to
PasswOrdsrv02, then we get SRV02 local admin’s password.
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';g General Security Privacy Content Connections Programs Advanced

Home page
l/? To create home page tabs, type each address on its own line.
. http:,-",-"192.163.G.E1Mordpress,-’\c\rp-login.php|

Use current Use default Use new tab
Startup
() Start with tabs from the last session
(®) Start with home page
Tabs
Change how webpages are displayed in tabs. Tabs
Browsing history

Delete temparary files, history, cookies, saved passwords, and web
form information.

[oelete browsing histery on exit

Delete... Settings

Appearance

Colors Languages Fonts Accessibility

concel | [ sl

Internet Options ? x

Username or Email Address

Password

|:| Remember Me

Lost your password?

+~ Go to BlackOps Co

We finally successfully built the whole vulnerable AD set!
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In the End

Thanks for spending time on reading such a long article, | really appreciate! This
is the first time for me to design a vulnerable AD set, so there is a lot of room for
improvement. And though the guide is very detailed, | cannot make sure | did not
miss anything. If you follow my steps and still have difficulty making it work, just
let me know!

In the future, if | plan to design more vulnerable AD sets, | would like to cover and
add more features and vectors such as ADCS abuse, Relay Attack, Phishing and
User Simulation, etc.

Since there is copyright concern, | will make sure if it is legal to share my
VM/images. If it is okay, | will share my own VM soon. But building by your own is
a good way to learn! | will release the walkthrough of the vulnerable AD soon. |
invited my friend (Passed OSCP, CRTO) to test my vulnerable AD set, he
reached the 3rd machine after about 24 hours with some hints. And after about
72 hours, he reached DC. Welcome to play with my AD set: D
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