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ABSTRACT

Space Situational Awareness (SSA) data is critical to the safe pi-
loting of satellites through an ever-growing field of orbital debris.
However, measurement complexity means that most satellite oper-
ators cannot independently acquire SSA data and must rely on a
handful of centralized repositories operated by major space powers.
As interstate competition in orbit increases, so does the threat of
attacks abusing these information-sharing relationships. This paper
offers one of the first considerations of defense techniques against
SSA deceptions. Building on historical precedent and real-world
SSA data, we simulate an attack whereby an SSA operator seeks to
disguise spy satellites as pieces of debris. We further develop and
evaluate a machine-learning based anomaly detection tool which
allows defenders to detect 90-98% of deception attempts with little
to no in-house astrometry hardware.

Beyond the direct contribution of this system, the paper takes a
unique interdisciplinary approach, drawing connections between
cyber-security, astrophysics, and international security studies. It
presents the general case that systems security methods can tackle
many novel and complex problems in an historically neglected
domain and provides methods and techniques for doing so.
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1 INTRODUCTION

Space is hard. Satellites operate under constant threat from their
environment, besieged by extreme thermal fluctuations and intense
radiation. As orbit grows more crowded, a human-made threat
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has become increasingly salient: space debris. Today, more than
21,000 debris objects measuring >10 cm in diameter whiz overhead
in excess of 20,000 km/h [34]. These are joined by an estimated
500,000 1-10 cm diameter particles. Colliding with any one of these
objects can debilitate or even destroy a satellite.

To combat this threat, satellite operators rely on a class of data
known as Space Situational Awareness (SSA). SSA describes the
position, nature, and movement of space objects. Physical astrody-
namic models can approximate the movement of debris objects in
the short-term, but dynamic factors like solar storms, micro-debris
collisions, and drag frustrate this process. As a result, SSA requires
continuous updates in the form of observational measurements.
Identifying and tracking minuscule objects moving at bullet-like
velocities thousands of kilometers away is inordinately difficult,
even with sophisticated astrometry equipment.

In this paper, we contend that the complexity of SSA acquisition
gives rise to an interesting, but largely unstudied security dynamic.
Space surveillance catalogs are beyond the means of most nation-
state actors, much less commercial satellite operators. As a result,
the vast majority of industry participants rely on shared data from
one of two global SSA authorities.

We begin by characterizing a novel threat model, showing that
SSA authorities have incentives to mislead data recipients and, in-
deed, have empirically attempted to do so. Concerns around SSA
dependency have recently become a subject of increasing geopoliti-
cal tension. However, political assertions regarding the capabilities
of attackers and needs of defenders lack technical foundations.

By re-framing SSA deceptions as information integrity attacks,
we draw a novel connection between two intuitively distant topics:
systems security research on anomaly detection and astrophysi-
cal research on resident space object (RSO) characterization. This
gives rise to a fundamental question: Using nothing more than
an untrusted third-party’s description of RSO motion, can an SSA
recipient ascertain its nature?

1.1 Contributions

This paper makes several contributions. First, we outline real-world
empirical evidence for what is, to our knowledge, a previously
unstudied class of data deception attack used by major space powers
(Section 3.2). Specifically, we show that states have attempted to
deceive others into believing that classified space platforms are
pieces of debris. We further show that the mechanism for actualizing
these deceptions is strategically limited by a trade-off between
privacy and sustainability in the SSA domain (Section 3).

This gives rise to direct technical contributions, starting with
a method for replicating these attacks using real-world SSA data
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(Section 4). These simulations are used to develop what we believe is
the first anomaly detection system for space surveillance (Section 6).

Through the application of classical machine learning techniques,
we arrive at a surprising conclusion: even the most fundamental
information about an RSO - less than 140 characters of public data
regarding its position and motion - contains physical signatures of
an object’s nature. These signatures can supplement expensive as-
trometry equipment and uncover concealed satellites (Section 6.3).

Beyond these direct outputs, the paper makes several method-
ological contributions. Space operations security research has been
historically quite limited, in large part due to a lack of methodologi-
cal foundations and cross-domain perspectives. This paper provides
ample background information, assuming an audience of security
experts interested in but unfamiliar with the space domain. The in-
tention is to provide foundations for future work at the intersection
of space and cyber-space.

2 BACKGROUND AND RELATED WORK

In this section, we discuss the operation of SSA systems in practice
and how the unique technical challenges for space surveillance
give rise to asymmetric data-sharing dependencies. The section
concludes with a discussion of limited related work on SSA integrity.

Today, more than 2,000 satellites orbit the Earth, and this num-
ber is expected to increase by an order of magnitude over the next
decade [53]. Each space mission runs the risk of adding pieces of
space debris to orbit. Debris can be generated as a byproduct of
launch operations, weapons tests, or accidental collisions. Space
debris objects threaten satellites through high-velocity collisions.
Each collision can potentially cause a satellite to break up or disinte-
grate into thousands of additional debris objects, creating a “cascade
effect” with consequences for the broader space environment [46].

The trajectory of debris objects, and even satellites, is not fully
predictable. Chaotic physical forces, such as solar weather and
drag, will cause deviations from projected paths over time. Space
surveillance is partially about detecting these changes as they occur.
From the moment a satellite launches to the moment it retires,
accurate and recent SSA data is critical to mission safety.

Beyond this immediate operational utility, SSA is also of signif-
icant military and strategic value. The world’s largest militaries
are deeply dependent on space assets for Command, Control, Com-
munications, Computers, Intelligence, Surveillance and Reconnais-
sance (C4ISR) support. This heavy reliance means space powers
are highly sensitive to orbital threats. Accurate SSA allows them
to monitor the behaviors of peers in orbit, detect espionage and
weapons systems, and enforce diplomatic norms.

2.1 SSA in Practice

SSA measurements can be either reported or observational.
Reported measurements originate from sensors aboard satellites.
The type of sensor varies depending on the object’s orbit (see Fig-
ure 1). Satellites in Low Earth Orbit (LEO), approximately 2,000 km
above the Earth’s surface, receive signals from Global Position Sys-
tem (GPS) satellites in Medium Earth Orbit (MEO), approximately
20,000 km above the Earth’s surface. Thus LEO orbit determination
is normally derived from on-board GPS data which is relayed to the
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Figure 1: Depiction of Common Earth Orbits. Note that GEO
satellites are beyond the range of GPS signals.

Earth as telemetry messages [49]. Higher orbits, such as Geosta-
tionary Orbit (GEO), are above GNSS systems and cannot use them
for positioning. Instead they employ alternative metrics such as
tracking relay satellites, star-trackers, or time-difference of arrival
(TDOA) calculations at multiple earth-based antennas [6, 24, 55].
Observational measurements are required to track space debris
and defunct satellites which cannot transmit telemetry directly.
These measurements require sophisticated astrometry platforms.
For objects in LEO, radar sensors are typically used, while, at greater
distances, electro-optical telescopes are necessary [25]. A single
ground station cannot reliably track objects. Instead, many obser-
vations correlated from from sites distributed across the Earth.
The cost of such a system is immense. While precise numbers
are scarce, the latest round of capacity upgrades for the US Space
Surveillance Network is believed to have exceeded $6 billion in
procurement costs [15]. This puts in-house SSA beyond the means
of not just commercial actors, but the majority of states. Even if
states have sufficient resources and will (such as in the case of
China or the EU), they may lack the territorial reach and diplomatic
leverage to deploy radar and telescope systems across the planet.

2.1.1  SSA Repositories. The result of these cost barriers is that the
majority of satellite operators rely on third-party SSA data.

By far, the dominant source of SSA is the United States Space
Surveillance Network (SSN). The SSN comprises more than 20
locations, leveraging the US military’s extensive network of forward
deployed military installations to achieve geographic distribution.
It is believed to be the only system capable of tracking smaller
objects measuring 5-10 cm in LEO and 1 m in GSO [28, 45].

The closest competitor is the Russian Space Surveillance System
(RSSS). Its nature and capabilities are opaque, but it is believed to
consist of at least 8 sensing sites (primarily within former USSR ter-
ritory) and to have a catalog about 1/3rd the size of the US SSN [45].
A nominally civilian network - the International Scientific Optical
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Network (ISON) - is managed by the Russian Academy of Sciences
and includes some smaller academic research installations [21].

A handful of smaller networks exist, including the European
Space Agency’s (ESA) Space Surveillance and Tracking program,
and systems operated by China, Canada, India, Japan, Korea, France,
and Ukraine [45, 54]. Recently, commercial services promising in-
dependent civilian SSA have emerged, although, at present, none
offer data comparable to the SSN [10, 30, 36].

2.1.2  SSA Sharing. Most operators receive SSA data from the US
SSN. The US military publicly posts SSA through Space-Track.org
in the Two-Line Element Set (TLE) format.

This data standard was developed in the 1970’s to facilitate the
sharing of an object’s ephemeris (its projected orbital path and posi-
tion) using two 80-column punch cards [20]. TLEs were designed in
conjunction with orbital propagation models to forecast the motion
of an object through orbit. In particular, TLEs are designed for use
with the Simplified General Peturbations Model (SGP4) [20].

The use of archaic data standards is ostensibly to maintain back-
wards compatibility. However, it offers some practical strategic
benefit. As the precision of TLEs is limited, information can be
disseminated more freely that if the data were more granular. For
example, TLEs are sufficiently precise for satellite communication
purposes and even for detecting many collision threats, but they
are not precise enough for ASAT weapons targeting.

Where more precise data is required, the SSN takes a case-by-
case sharing approach. This requires a formal agreement which
imposes additional requirements on recipients, such as that they
provide the SSN with reported telemetry measurements from their
own satellites [48]. This bolsters the US military’s SSA advantage
and allows them to control the flow of potentially dangerous infor-
mation to untrusted states while also sharing “no questions asked”
public ephemerides to prevent environmental catastrophes.

The precise accuracy of TLEs is difficult to generalize and varies
depending on object location and orbit. As a rough approximation,
at epoch, the TLE’s time of issue, it is accurate to within 1 km in
any dimension, this degrades at a rate of 1-3 km per day for the
first week [3]. Beyond this point, SGP4-propagated TLEs become
increasingly meaningless, eventually describing impossible orbits.

The TLE format itself, along with notation used to reference
orbital elements, is summarized in Figure 2. An overview of those
elements most directly related to an orbit’s physical properties can
be found in Figure 3. It is important to remember these values are
intended as inputs to SGP4 and are not direct physical attributes.

As TLEs go out of date, Space-Track provides repository updates.
While the SSN claims to screen all objects daily, daily updates are
not typically provided. This is because the previous TLE are often
deemed sufficiently accurate. Space-Track also notes in its user
agreement that TLE updates may be withheld for “national security
reasons” or as a result of sensor anomalies. Several classified objects
are also never listed in public SSN catalogs.

2.2 Related Work

There has been only limited technical systems security research on
satellite missions, much less the specific context of SSA. Excluding
research on terrestrial GPS equipment, a cursory search found only
three satellite-security papers published in any of the “big four”
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systems security venues (IEEE S&P, Usenix Security, NDSS, and
ACM CCS) in the past 30 years. All three stuck to the relatively
comfortable territory of communications privacy [2, 19, 38].

This lacuna extends far beyond the systems security niche [11].
Meta-analysis of this gap has highlighted various causes, rang-
ing from limited appetite for collaboration between the aerospace
and security communities to the restricted and expensive nature
of satellite hardware [11]. A key motivation for this paper is to
demonstrate that fundamental methods used in systems security
can generate relevant knowledge for aerospace operators.

The most directly related prior work is our own publication dis-
cussing cyber-mediated counterspace capabilities and the use of
SSA tampering attacks to create misleading space debris collision
forecasts [40]. Due to heavy classification barriers and restricted
information availability, that research necessarily rested on a large
number of assumptions regarding the debris forecasting and con-
junction avoidance process used by national militaries. This paper
arose, in part, from our recognition of the need for a deeper tech-
nical look at a simpler, but empirically validated, threat model to
supplement our prior work.

Beyond that paper, we found one additional related publication
which considers SSA from a privacy perspective [8]. In it, the au-
thors consider a satellite operator who wishes to share reported
SSA measurements with a central authority (e.g. the SSN), but to
limit the accuracy of this data for privacy reasons. They propose
a mechanism for the injection of artificial measurement noise for
a controlled trade-off between accuracy and privacy. This is not
directly relevant to our threat models, which focus on end-product
TLE ephemerides rather than astrometry measurements, but it does
support our argument that safety and security can trade-off in SSA
information sharing contexts (see Section 3).

Peripheral work can be found in the blockchain community,
where businesses have emerged leveraging political distrust in US-
military data as an impetus for a decentralized SSN alternative [12].
This aligns with academic work which contends that SSA costs and
responsibility paradigms may be well-suited to blockchain [50].

Ultimately, SSA security remains a largely unstudied topic. In
particular, to our knowledge, no research exists which considers
how SSA recipients can protect themselves against deceptions made
by centralized SSA authorities.

3 THREAT MODELING

SSA repository owners have many environmental incentives to
disseminate data freely. This is due to the aforementioned “cascade
effect” risk, whereby debris from a satellite collision can threaten
the SSA operator’s own satellites.

However, strong incentives also exist to withhold SSA data. Ac-
curate SSA regarding military and intelligence satellites can enable
adversaries to target these systems via ASAT weapons or “shadow”
them with sophisticated eavesdropping platforms [16]. This is more
than an abstract theoretical risk. At least four major space powers
(United States, Russia, China, and India) have demonstrated ASAT
missile capabilities and three (United States, Russia, and China),
have demonstrated dual-use proximity operations technology. As
kinetic counterspace capabilities increase, SSA operators may feel
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Figure 3: A summary of orbital elements. Adapted from [29].

pressure to conceal the precise location of key satellites, or even
their existence altogether.

This creates a dilemma. On the one hand, environmental con-
cerns support the sharing of accurate and complete SSA; a classified
satellite is no less at risk of collisions than an unclassified one. On
the other hand, this same data can be abused by adversaries for
counter-space or counter-intelligence operations. Moreover, if an
SSA operator is caught withholding or modifying shared data, this
choice can cause unwanted attention or reputational harm.

At present, the ephemerides of tens of thousands of objects
are physically unknowable to anyone other than the US military.
Foreign governments, including major space powers like China and
Russia, face an unpalatable reality of total reliance on the goodwill
of a foreign military for the safety of their own space missions.
Historically, SSA sharing has been a well-regarded function of
space diplomacy and international SSA partnerships have proven
resilient to broader geopolitical tensions. In recent years, however,
both China and Russia have grown increasingly skeptical of the
US military’s benevolence in the SSA domain [17, 33]. These states,
and others, have begun investing in expanded domestic capabilities.
However, the inordinate expense and complexity of such efforts
means that, for the foreseeable future, SSA-sharing will remain
common practice by necessity if not by choice.

https://t.me/learningnets

3.1 Classification Deception Attacks

In this paper, we focus on one specific abuse of SSA trust. In it,
the “attacker” is an SSA repository owner who wishes to deceive a
third party SSA recipient (the “defender”) into believing that a spy
satellite is a piece of space debris. In doing so, the attacker seeks
to bypass the aforementioned safety/privacy tradeoff: sharing the
location of the object accurately to avoid collisions, but also pre-
venting adversaries from learning the true nature of a strategically
important space asset.

This has several benefits for the attacker when compared with
merely omitting the secret satellite from the SSA repository alto-
gether. By sharing accurate data indicating that there is some object
in that orbit, an attacker can issue conjunction alerts to protect
that object without arousing suspicion. Moreover, while other SSA
operators may be able to determine the presence of an object in that
orbit, determining the object’s purpose is a much more complex task
requiring significant manual effort and sophisticated equipment.
Against a backdrop of tens of thousands of other debris objects,
defenders must prioritize and are more likely to allocate limited
resources to studying objects explicitly designated as satellites.

For an attacker, success would allow them to prevent defenders
from altering their behaviors during overpasses - allowing for the
collection of imagery intelligence (IMINT) data. Alternatively, it
allows the attacker to protect key communications missions from
ASAT weapons, or to block competitor access to a high-value orbit
without negotiating appropriate rights.

For a defender, the primary objective is to identify which objects
in an SSA repository are maliciously misdesignated. Under our
threat model, we assume the defender is a nation-state actor with
limited SSA capabilities relative to the attackers. For example, states
like China and Japan have only small SSA networks. By flagging
the most suspicious objects, they could optimize limited resources.

As a point of clarification, we refer to situations where SSA
deviates from physical reality as “attacks” and those causing these
deviations as “attackers” This is not intended as a value judgment
or implication of malfeasance. There are legitimate intelligence and
security motivations for obfuscating SSA data. While this paper
focuses on defensive techniques, its findings are also relevant to
agents designing satellite missions which evade detection.

3.2 Empirical Support

A key barrier to technical security research on space operations is
the dearth of unclassified empirical data. Our decision to focus on
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object-type deceptions, rather than more convoluted threat models
targeting object location and motion characteristics, arises in part
from the fact that highly similar attacks have happened in practice.

The core conceit - using space debris as a disguise for critical
space systems - is nearly as old as spaceflight itself. Throughout the
Cold War, both the US and USSR dedicated significant resources to
the interception and monitoring of that included disguised hard-
ware used for transferring mission data to Earth [9].

Much more recently, Russia was credibly accused of deceiving
the international community by claiming a piece of orbital debris
has been generated from a Rokot-Briz launch on May 9th, 2014
when, in fact, the object in question was a nano-satellite [51]. At
least in unclassified contexts, this deception worked, with the US
military tracking object 2014-28E as a piece of space debris for more
than six months. In November 2014, the object began to engage in
orbit-altering maneuvers, revealing its true nature.

In 2015, Oleg Maidanovich, head of Russian space command,
reported that they had identified a cluster of espionage satellites
masquerading as space debris [52]. Maidanovich declined to pro-
vide further detail, but Russian press coverage heavily implied US
involvement. Regardless, this demonstrates that Russian military
officials perceive this threat model as a plausible attack vector.

Unofficial statements from individuals within the defense com-
munity further support an abstract interest in developing nano-

satellites which are small enough to be only trackable by the SSN [37].

While comments from the US National Reconnaissance Office (NRO)
on their use of nanosatellites are characteristically vague, intelli-
gence experts have argued that the ability to evade detection by
foreign SSA networks is one driving motivation [37].

Finally, in 2020, the US Department of Defense and Department
of Commerce began negotiations on a series of regulations restrict-
ing the imaging of space objects. Of particular relevance are the
requirements that space-to-space photographs of satellites and de-
bris have a maximum resolution of 50 cm and a blanket ban on
photographing any objects not listed in the Space-Track.org reposi-
tory [18]. Many nano-satellite platforms are smaller than 50 cm in
any dimension. For example, CubeSat form-factors start at 10 cm>.

In short, recent developments point to a growing interest from
both of the world’s leading SSA authorities in concealing opera-
tional satellites as pieces of space debris. For states which rely on
either, detecting SSA deceptions will become increasingly relevant.

4 EXPERIMENTAL DESIGN

Given the lack of public specifics on historical SSA attacks, de-
fense evaluation hinges on the development of realistic simulations.
We seek to minimize the assumptions required by focusing on a
foundational threat model: lying about a space object’s purpose.

A traditional conceptualization of this challenge would revolve
around improving physical sensors and measurement techniques.
However, we take the unconventional approach of treating it as an
attack on digital information integrity. This lets us leverage existing
work on anomaly detection to both build and evaluate our system.
Treating this as an integrity attack also helps incorporate real-
world data. Rather emulating the launch of spy satellites through
imprecise physical simulations, we can instead “tamper” with the
contents of real-world public ephemerides.
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which have been updated at a given annual rate.

That said, there is at least one critical assumption required. We
must assume that the real-world ephemeris data used is reasonably
trustworthy. The physical reality of SSA collection means that, to
have any real-world data, we must start with the assumption that
the US military is not already trying to deceive us at scale. The
reasonableness of this depends on personal political perspectives.

However, we need not have perfect faith in US SSN data. Even if
this “ground truth” information includes a small number of mali-
ciously concealed satellites, they are highly unlikely to represent a
meaningful proportion of the overall dataset due to the reputational
and environmental dynamics discussed in Section 3. Given that the
ability for defenders to determine anything about the nature of an
object from its public ephemeris alone would represent a substantial
improvement, a theoretically perfect system is far from necessary.
Nevertheless, it is worth remembering that, when we discuss our
model’s accuracy at recognizing satellites/debris objects, this is, in
fact, shorthand for its accuracy at predicting whether or not the US
military would publicly label an object as such.

4.1 Data Description

Our source of SSA data is the United State’s SSN catalog. We con-
sider one year (March 1, 2019 to March 1, 2020) of public SSA. This
amounts to approximately 2 million TLEs describing around 19
thousand objects. Roughly 40% are satellites and 60% pieces of or-
bital debris. However, satellite ephemerides tend to be updated at
slightly greater frequencies, meaning that the dataset is roughly
balanced with respect to individual TLE classes (see Figure 4).

A descriptive summary of individual orbital elements appears
in Table 1. We have excluded the second time derivative of mean
motion (fi) from analysis as the vast majority (>99%) of records
report this value as zero. Neither 7i nor 7 are used by SGP4 but are
legacy holdovers from older propagators [26].

Note that several values are distributed across the full range
of the TLE format. This holds for many angular elements (Q, w,
M, and, to a lesser extent, i). This makes sense as orbits are dic-
tated by mission requirements and variation in angular elements
encapsulates their spread around the Earth. For other features, the
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Table 1: Distribution of Orbital Element Values

Element Mean Std. Dev.  Min Median Max

n 0.00004141  0.00104152 -0.11202822  0.00000097  0.99999999
B* 0.0003716  0.0231546  -0.9934500  0.0000486  20.7840000
i 72.8193 31.5599 0.0000 82.7970 144.6450
Q 177.8059 108.2238 0.0000 175.6950 359.9998
e 0.0563491 0.1644054  0.0000002 0.0039360  0.9184180

w 175.9580 104.4194 0.0006 172.2482 359.9998
M 183.0258 107.9505 0.0004 186.4745 360.0000
n 11.773592  4.846328 0.037454 14.026936 16.474780

rev 37,138 28,991 0 31,266 99,999

Note: The number of significant figures is representative of the precision of
the TLE data format. The only exception is B*, which has variable precision.

physical requirements of maintaining a stable orbit manifest clearer
boundaries on the parameter space. For example, n, roughly a proxy
for satellite velocity and altitude, has an upper-bound of around 17
revolutions per day. Although the TLE format could allow for the
representations of satellites with greater velocities (up to 200,000
km/h in LEO) such claims are physically implausible. For this paper,
we assume that the data is presently trustworthy. That is to say, the
US military has not, over the one-year period concerned, engaged
in SSA deceptions. The reasonableness of this assumption depends
largely on personal political perspectives. However, even if the US
military does presently engage in SSA classification attacks, they
are unlikely to do so for a statistically meaningful proportion of
the SSN repository. Thus, while treating SSN data as “ground truth”
might lead to minor accuracy discrepancies, it is unlikely to cause
radical performance deviations.

A second source of SSA, such as Russia or China’s, would have
been desirable. Unfortunately, such data is not generally available.
Commercial SSA is similarly difficult to access, with models revolv-
ing around direct contracts with national militaries or agreements
with defense-industrial companies [23]. To our knowledge, the US
military is the only entity which publicly shares a robust SSA cata-
log, although some organizations will repackage and redistribute
this data with additional processing.

Fortunately, this SSA is representative of real-world practice. It
is likely that nearly all space-faring nations at least consider the
SSN as a factor in their SSA processes. This is particularly true for
smaller objects, such as 10 cm CubeSats and small debris particles,
which are believed to be only trackable using SSN’s technology. The
main variation between defenders is thus less in terms of whether
they must trust US data and more on the extent of that dependence.

4.2 Attack Implementation

In the SSN, debris objects are designated by a naming convention
whereby the suffix “DEB” is appended to the name of their origi-
nating mission. In the simplest sense, we can replicate an object
deception attack by appending the “DEB” label to an satellite’s
descriptor. It is important, however, to do so for all TLEs belong-
ing to an object from the moment of launch onwards, or defense
models may receive prior information which biases performance.
Additionally, TLE parameters such as the object’s ID and name are
trivially alterable by an attacker. We thus assume that the attacker
optimally alters all such metadata elements.
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As mentioned in Section 3, the attacker has strong incentives
not to alter the orbital elements themselves. This is because accu-
rate positional information is necessary to issue conjunction alerts
which protect the concealed satellite from orbital collisions.

5 SIGNATURE EXTRACTION APPROACHES

Differentiating between debris and satellites on the basis of their
motion alone is a complex problem largely neglected in prior work.
In the status quo, RSO classification is handled by SSA operators
who leverage billions of dollars in labor and equipment to perform
this task. Even with high-end astrometry equipment, both satellites
and debris objects appear as little more than tiny dots, making
determining their nature a challenge. This may explain why the
US SSN failed to identify 2014-28E following its launch. When
observation is required, the process can entail many measurements
in order to build composite signatures from physical attributes,
such as light reflections [14].

Fortunately, such effort is only rarely required. SSA operators
typically can rely on reported data from satellite owners and launch
operators. Following a launch, they collaborate with owners to
hunt down and make radio contact with platforms. Any objects not
identified in this process can be considered debris.

5.1 On Physical Signatures

An initial, but misleading, intuition might be to use maneuvers, such
as the one which ultimately revealed 2014-28E (see Section 3.2), as a
signature to identify satellites. However, many small satellites never
maneuver. Nano-satellites reach orbit by “hitchhiking” through
vehicle-sharing agreements. At some point in the launch sequence,
they are pushed away from the rocket - normally using a simple
spring-powered mechanical plate [39]. From this point, they spend
the entirety of their lifespan adrift. Even when larger satellites do
have maneuvering systems, they use them only sparingly. Moreover,
space debris objects themselves can appear to “maneuver” as the
result of space weather effects.

Still, there is intuitive reason to expect differentiation between
debris and satellite orbits. While space missions are diverse and
their orbits vary, all satellite orbits are fundamentally selected by
sentient individuals while debris orbits are incidental to this se-
lection process. The selection criteria for space missions is also
generally guided by a few common factors. For example, communi-
cations constellations will attempt to maximize the time at which
certain points on the Earth’s surface have line-of-sight to one or
more satellites. Imagery and remote sensing systems will prefer
orbits which offer sensor coverage of specific regions.

Even more fundamentally, cost and convenience influences the
selection of orbits. Some missions seek to maximize longevity and
minimize drag. Others may be required by regulators to de-orbit
after some time and may prefer orbits which naturally cause this.
Finally, small satellite payloads are often forced into orbits based
on the requirements of primary payload they “ride-share” with.

Debris faces none of these constraints. While debris is made up
of materials that, at one point, belong to a “designed” mission, its
position is the result of chaotic physical dynamics.

It is tempting to imagine a hypothetical checklist of physical
characteristics which separate the signatures of “designed” and
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Figure 5: Distribution of key orbital elements by object type. ¥ The B* and e plots are “zoomed in” around the 10th-90th
percentile values to improve legibility due to heavy clustering in both elements.

“incidental” orbits. However, the diversity of both spacecraft mis-
sions and debris objects increases the complexity of such a task
substantially. State-of-the-art methods for space object classifica-
tion and shape determination thus continue to rely on photometric
and other observed characteristics [22, 35].

In our threat model, the fundamental challenge for defenders is
their lack of access to this direct physical knowledge. Instead, they
must leverage a restrictive set of public TLE parameters, all of which
exhibit substantial overlaps across the population of objects (see
Figure 5). While we can observe certain distribution biases in favor
of a particular class, such as the many near-zero n values belonging
to GEO communications satellites, these distributions hint at the
inherently multidimensional nature of our defender’s problem. It
makes sense that such a task is non-trivial as it is unlikely that states
would continue to invest billions of dollars in laser/optical/radar
RSO classification systems if the matter could be trivially resolved
by, for example, considering the altitude of an orbit or the separation
of a given object from others around it.

One feature in Figure 5 appears promising: revs. This is mis-
leading. As revs is simply the count of revolutions an object has
made since it first appeared in the database, the feature lacks ex-
planatory power for newer objects. The clustering observed is thus
reflective of increased satellite launches in recent years coupled
with a handful of major debris generating collisions (e.g. the 2007
Chinese ASAT demonstration). While a defender might use revs as
a components of their classification system, for example to exclude
objects from these events, it alone is insufficient for differentiation.
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5.2 Why Machine Learning?

An alternative to manually devising a complex rules-based system
for orbit differentiation would be the use of machine learning classi-
fiers. The intuition here is that classical machine learning methods
may allow us to effectively grapple with the astrodynamic com-
plexity and multidimensionality of RSO classification. The main
focus of research to date has been on improving the accuracy of
orbital forecasting or improving the RSO classification value of
sensor data [1, 22, 31, 56]. To our knowledge, no attempt has been
made to tackle the RSO task with a feature set as limited as the one
available to defenders in our threat model.

Nevertheless, this research offers valuable insights for our own.
For example, Furfaro et al. found that the light curves generated
in simulated telescope images were differentiable using a convo-
lutional neural network (CNN) [13]. Using photographs from one
Russian SSA telescope, they managed to classify three object classes
(Rockets, Satellites, Debris) with roughly 77-85% accuracy. Similarly,
Liu et al. proposed an ontology-based classification model which
combines a holistic rules-based approach and classical machine
learning [32]. This model is used to identify space mission purposes
(e.g. commercial vs remote sensing). Again, they rely on supple-
mental data not available in our threat model, such as telescope
brightness, radar cross section sizes, power supply, object mass,
and object ownership records. They conclude with the finding that
their approach matches the performance of a random forest (80-90%
accuracy), but with reduced training times.

These studies suggest that machine learning can solve RSO classi-
fication tasks that have proven too costly or difficult using manually-
tailored physical models. However, prior work assumes access to
data which our defender is unable to trust. One area where solutions
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to this issue may be found is the systems-security domain. There,
researchers have leveraged machine learning techniques to detect
implausible relationships between elements, even in untrusted data.

For example, decision trees have been used to identify fishing
vessels pretending to be vessels of different types on the basis of
their location and motion information as reported in Automatic
Identification System (AIS) messages [27]. The underlying concept
here - detecting incongruities between tampered object labels and
position data concerning those objects - is quite similar to our
own task. Likewise, decision trees have been used to detect covert
channel communications disguised as multimedia applications and
various network identifier spoofing threats [4, 7].

In short, existing systems security research makes the case that
machine learning approaches can help draw out complex inter-
relationships between immutable physical characteristics. These
relationships can be used to assess the plausibility of related, but
more mutable, claims in the presence of an attacker.

6 DEFENSE IMPLEMENTATION AND
EVALUATION

In designing our defensive system, it is important to highlight that
machine learning is not, itself, the focus of our research. Rather it is
a tool for evaluating a more strategically relevant hypothesis: that
even basic positional data about a space object contains signatures
which may expose concealed satellites. That said, one of our stated
objectives is to facilitate future work in the domain. To this end,
we start by briefly highlighting feature-engineering challenges and
pitfalls that arise from the unique nature of SSA data.

6.1 Feature Engineering Pitfalls

Initially, one might treat this as a straightforward binary classifica-
tion problem with conveniently pre-labeled data. Running a trivial
k-nearest neighbors classifier trained on randomly sampled TLEs
detects satellites astonishingly well (f1-score: 0.92, precision: 0.90,
recall: 0.94). However, these results are deceptive. This is because
there are spatio-temporal interrelationships between TLE entries
which “leak” information.

For example, a naive classifier can over-fit if training data con-
tains prior (or future) TLEs belonging to an object in the test data.
If we restrict the evaluation data only to objects not included in the
test data, performance plummets (Figure 6). Moreover, information
about related objects, such as the future location of other satellites
from the same launch, can be used to forsee clustering patterns un-
available to a defender who lacks time-traveling capabilities. After
restricting training sets to TLEs before a certain epoch, we find our
initially promising classifier now performs only superficially better
than random guessing (fI-score: 0.58, precision: 0.63, recall: 0.55).

6.2 Baseline Performance

In this paper, we focus on decision-tree classifiers as they have
proven viable in prior work on both RSO and related anomaly
detection tasks (see Section 5.2). While there are a plethora of
machine-learning approaches that could be employed, applying
them in this paper serves little purpose other than academic diver-
sion. If decision trees can detect object-type signatures in TLE-data
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Figure 6: Demonstrative K-nearest neighbors performance
comparisons. Note how improper segregation of the training
data dramatically overestimates model performance.

that is sufficient to prove the existence of such signatures, even if
another technique (e.g. neural networks) could also do so.

On the basis of these intuitions, we tested four popular decision-
tree based classifiers against our attack. The first is a basic CART
(classification and regression tree) decision tree model which lever-
ages Gini-impurity as a metric for identifying optimal splits [42].
The second was a bagged meta-estimator which applies this deci-
sion tree model repeatedly to random subsets of both features and
entries within the training data to develop an aggregate classifier
(a method sometimes referred to as “random patches”) [41]. The
third is a basic random forest which also leverages Gini-impurity
as a splitting metric [44]. The final is a histogram-based gradient
boosting model, which is a relatively complex ensemble decision
tree that leverages gradients to correct for errors in individual tree
models [43]. Unless otherwise noted, no special effort was made
to hypertune these algorithms beyond the reasonable defaults in-
cluded in the referenced Scikit-learn implementations. While the
optimal design of decision-tree classifiers for RSO classification
represents a fruitful topic for future aerospace research, it is far
beyond the remit of this preliminary security-focused work.

The data used in training these models is described in Section 4.1
and is publicly available on Space-Track.org. The elements n, B*,
Q, w, revs, i, i, e and M are extracted from the TLEs with the same
precision as the underlying TLE format (see Table 1) and used to
predict one of two labels: Debris or Satellite. TLEs are appropriately
segregated on the basis of epoch and object identifier in order to
avoid the pitfalls detailed in Section 6.1.

As mentioned in Section 4.2, the scenario we describe as an
attack occurs when the Debris label is falsely applied to a Satellite
object by the attacker. We further assume the attacker is capable of
optimally modifying most TLE metadata (such as the object’s ID
and name) but cannot modify the orbital elements themselves as
they have strong incentives to maintain positional accuracy to avoid
conjunctions. In practice, there may be additional constraints (such
as a correlation between object identification number and launch
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Table 2: Decision Tree Performance Comparison

Decision Bagged Random Histogram

Tree Tree Forest Boosted
Accuracy 0.89 0.91 0.93* 0.92
Precision 0.91 0.94* 0.94 0.91
Recall 0.87 0.86 0.92 0.93*
F1-Score 0.89 0.90 0.93* 0.92
TPR 0.87 0.87 0.92 0.93*
TNR 0.91 0.95* 0.94 0.92
Area Under ROC 0.89 0.91 0.93* 0.92
Train Time (s) 16.09* 30.33 81.77 19.56

* denotes the column with the best value for a metric. The target for
true-positive rate (TPR) and true-negative rate (TNR) is “Satellite.”
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date) that may serve as further signatures and improve defender
capabilities beyond this “worst case” scenario.

These classifiers are trained using TLEs which have been appro-
priately segregated on the basis of object identifier and observation
time according to the considerations in Section 6.1. The training
set consists of ~800,000 TLEs describing ~15,000 space objects. The
test set consists of ~200,000 TLEs describing ~4,000 space objects.

The relative performance of these classifiers is summarized in
Table 2. We find that all four models far-exceed random-guessing
in terms of their predictive ability to determine an object’s type
on the basis of its TLE. The histogram boosted model offers the
greatest performance to training-time ratio. However, the practical
difference compared to a basic random forest model is marginal,
with the random forest slightly outperforming in some metrics
(such as TNR) while slightly under-performing in others (TPR). As
a few minutes of additional training time has essentially no impact
on testing our hypothesis, we have elected to focus on the random
forest approach as it is widely used and well understood in both
aerospace and security communities.

The dominant features leveraged by the random forest classifier
are summarized in Figure 7 in terms of permutation importance [5].
These features make sense in light of our reasoning on the plausible
physical differences that could be used to distinguish debris objects
from satellites. i, e, and n roughly express the shape of an object’s
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orbit and its altitude. While Q, w and M also play some role in this
regard, Figure 5 suggests distribution across the full range of these
values, while i, e, and n sit within tighter bounds. Additionally, the
importance of B* aligns well with the supposition that debris orbits
tend towards different shapes and altitudes. We find that, contrary
to our initial intuition, revs is a relatively weak indicator. Indeed,
excluding it entirely has no meaningful impact.

One notable feature influence is that the median eccentricity of
satellites which successfully evaded detection by our final random
forest model was approximately 0.0187, a full order of magnitude
greater than the median eccentricity of those satellites which were
correctly detected (0.00167). This suggests one weakpoint in our
model might be its ability to detect spy satellites in abnormally el-
liptical orbits. More broadly, that the dominant features are directly
tied to the shape and altitude of an object’s orbit, rather than its
mass or motion, suggests that an attacker seeking to circumvent our
model would need to materially alter their satellites’ orbits to evade
detection. Thus, we expect our approach, at a minimum imposes
meaningful costs in terms of the effort and complexity demanded
of attackers designing stealthy missions (see Section 7.1).

6.2.1 Final Model. A balanced random forest classifier does not
quite meet our defender’s requirements. After all, our defender
doesn’t want to sort isolated TLEs into categories, but rather to
determine the nature of the underlying space objects behind them.

We can better serve this need by implementing a voting mecha-
nism which aggregates label probabilities across all of an object’s
TLEs and applies the most favored label from multiple observations.
This improves the Random Forest’s performance slightly: TPR in-
creases from 0.92 to 0.93, TNR from 0.94 to 0.95, and area under
ROC from 0.93 to 0.94. One might expect a defender could further
improve on this by incorporating history as part of the feature space
directly. However, grouping the previous 20 TLEs of a given object
into a single feature-set actually results in worse performance due
to increased dimensionality (fI-score: 0.91).

The voting model we use offers an additional benefit by pro-
viding a simple mechanism for incorporating defender astrometry
capabilities into the classifier’s tuning. By decreasing the voting
threshold required for classification, a defender can improve their
chances of detecting a hidden satellite at the cost of an increase in
false positives. For example, reducing the voting threshold from a
balanced 50% to 25% increases TPR to 98% with an FPR of 11%. For
mid-sized SSA powers, such as China and Russia, these numbers
likely represent manageable false positive rates.

6.3 Defense Evaluation

While the machine-learning accuracy metrics tell us about system
performance in pure numerical terms, it is difficult to understand
what a 93% TPR means for defenders in terms of required astrometry
capabilities and investment.

One way to contextualize these values is by simulating a hy-
pothetical attack scenario several thousand times and seeing how
the defense performs. For this simulated scenario, our attacker is
assumed to launch two covert spy satellites over the course of a
single year. The TLEs for these malicious objects are modified ac-
cording to the process outlined in Section 4.2 and then intermingled
with a set of 398 randomly selected legitimate debris objects from
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Figure 8: Defense Performance over 10,000 Simulations. At
high voting thresholds, a defender receives fewer annual
alerts, but may miss the spy satellites.

4,000 contained in the test dataset outlined in Section 6.2. We chose
this number as it is roughly equivalent to the number of debris
entries added to Space-Track’s catalog in 2019. The simulation is
thus analogous to the sort of catalog update information a defender
would need to be capable of scrutinizing over the course of a single
year. To improve simulation fidelity, we repeated this process 10,000
times with randomly selected object combinations.

The defender’s task is to identify the spy satellites. However,
we can also use this scenario to better understand the relationship
between defender capabilities and attack detection rates by consid-
ering the voting-threshold discussed in Section 6.2.1 as a second
independent variable.

The results are summarized in Figure 8. They suggest that even
a small investment in SSA verification capabilities can substantially
improve a defender’s likelihood of detecting attacks under realistic
conditions. For example, a defender with the ability to measure 50
RSOs each year can set their voting probability threshold to 22%,
allowing them to detect at least one spy satellite in 100% of the
simulations and both spy satellites with a 98% success rate. Even
a defender with the ability to only vet one object per month can
detect at least one spy satellite 96% of the time and both 70% of
the time. In a “worst-case” scenario where the defender has no
astrometry capabilities, the defender’s best guess of the two most
suspicious objects includes at least one disguised satellite 82% of
the time and both 35% of the time.

6.3.1 2014-28E. As mentioned in Section 3.2, the closest empirical
example of this attack is the case of NORAD object 2014-28E. We
can use the 2014-28E incident as a demonstrative test of our model
by excluding it from the random forest’s training data. This is
a particularly interesting as it was launched with the conscious
intention of evading detection and “behaving” like a piece of space
debris. Moreover, the attacker (Russia) and the victim (the US SSN)
are the world’s two dominant SSA powers.

We find that our model flags 2014-28E as a disguised satellite
from the very first TLE entry in Space-Track.org - six months faster
than existing monitoring techniques did. It does so at a > 91%
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Table 3: “Analyst Objects” Most Like Satellites

NORAD Satellite
Catalog Classification
Identifier Confidence
85412U 0.980
87934U 0.962
84006U 0.960
87730U 0.957
82939U 0.945
89177U 0.928
82891U 0.911
85410U 0.910
84353U 0.903
85205U 0.895

confidence, which equates to 2.55 total anomaly detection alerts per
year under the conditions simulated in Section 6.3. This suggests
that essentially any implementation of our system - whether or not
it assumes defender access to astrometry equipment - would have
identified Russia’s claim that 2014-28E was space debris as dubious.

6.3.2  Analyst Objects. As a matter of interest, the US SSN main-
tains a secondary list of objects outside the main catalog. These
“Analyst Objects of Unknown Origin" are tracked by the SSN, but
the US military has been unable to determine their origin. One
would expect the vast majority to be orbital debris and, indeed,
the SSN states that “Analyst objects that meet well-tracked criteria
are generally debris objects, as is the majority of the space cata-
log” [47]. By applying the defensive classifier to these TLEs, it may
be possible to determine which are most like concealed satellites.

We test this experimentally on a dataset of approximately 23,000
ephemerides relating to 519 analyst objects over a one-year period.
At a 50% voting confidence threshold, 43 objects are flagged as
potential satellites. Our expected false positive rate at this level
is 5.7%. Increasing the threshold to 89% provides a list of the ten
analyst objects most like satellites (Table 3). The false positive rate
at this threshold was only 0.4%, so one would expect, in absence of
deception attacks, only two objects to appear on such a list.

This is, of course, not conclusive proof that the US military either
accidentally or deliberately miscategorizes operational satellites as
analyst objects. The astrometry equipment necessary to ascertain
the nature of these objects is well beyond our means as researchers.
However, these ten entries represent an intuitive starting point for
states interested in evaluating such a possibility.

7 DISCUSSION AND FUTURE WORK

Under our threat model, attackers initially appeared incredibly pow-
erful, with full control over access to “ground truth” information
regarding the nature of objects in orbit. However, a closer analy-
sis shows that strong environmental and strategic considerations
bound the extent to which attackers are able or willing to mod-
ify SSA claims. Acknowledging the existence of these constraints
has allowed us to present an approach by which SSA recipients
can significantly increase their chances of detecting satellites mas-
querading as debris objects.
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7.1 Implications for SSA Operators

Given these findings, one might expect attackers to alter their space
missions to improve stealthiness. For example, they might launch
spy satellites into orbits with properties that cause them to be de-
tected as debris by our trained model as a sort of “adversarial attack”
While this is certainly possible, all of the relevant data is public
knowledge, it is not without cost. Designing such a mission would
almost certainly result in a less-than-idea orbit for other objectives
(e.g by shortening mission lifespan or reducing coverage of key
surface locations). It may require special maneuvering hardware to
correctly inject the satellite into a debris-like orbit increasing com-
plexity and weight whilst decreasing physical stealth. Even where
these factors can be mitigated, adding an additional requirement
to an already complex optimization space would have negative
consequences for mission costs and development time. Efficiently
overcoming these barriers could be one avenue for future work.

A more promising tactic for attackers would be to modify the
contents of SSA data while keeping the mission unaltered, or poison-
ing the contents of the SSA repository in order to prevent training
of classifiers more generally. The reasons we mentioned in Sec-
tion 4 for assuming the general trustworthiness of SSN data are
also confounding factors to consider when implementing such an
adversarial strategy. Attackers have strong incentives to keep fore-
casts generated from this public data accurate to prevent orbital
collisions. Even minute modifications to orbital elements can result
in changes on the orders of hundreds or thousands of kilometers
in magnitude over multi-day forecast windows. As such, striking a
balance between adversarial attack effectiveness and TLE usability
represents a difficult, but not impossible, option for improving these
attacks in the future.

In the short term, the best option for SSA operators who own
stealth satellites may be simply not reporting them at all. This is
far from ideal since, if a foreign state does detect an unlisted space
object, its very omission can serve as an indicator of its nature.

7.2 Implications for SSA Recipients

For SSA-recipients who are contemplating the need for upgrades to
domestic SSA capabilities, our research shows that even small in-
vestments in astrometry can be leveraged effectively when coupled
with our anomaly detection model. States do not need to go toe-
to-toe with the US military on SSA capabilities in order to impose
effective constraints on the ability of third parties to abuse their
trust in shared SSA. Likewise, SSA-sharing need not be treated as a
zero-sum game. “Trust but verify” systems are possible which allow
states to catch deception attempts while also permitting them to
reap commercial and diplomatic benefits from continued interna-
tional SSA cooperation.

7.3 Implications for Security Researchers

This paper represents one of the first attempts to identify and
simulate a credible threat to SSA data. We present the case that
systems-security thinking can bring valuable and novel solutions
to cross-disciplinary problems in the domain. However, our work
also puts forward several questions for future research.

Our paper deliberately prioritizes an attack with real-world em-
pirical examples, however, there may be interest in considering
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previously unseen attacks on SSA data. Attacks which target the
orbital motion elements themselves, in order to alter collision fore-
casts, are more difficult to replicate due to the lack of unclassified
information on how such data is generated and used in conjunc-
tion forecasting. However, prior work suggests that, if such attacks
are feasible, they would be of great strategic importance to both
SSA operators and actors seeking to cause physical harm to space
systems [40]. Similarly, research on attacks which target the CMOS
camera systems or radar sensors used in SSA data collection, al-
though quite expensive to demonstrate on realistic hardware, could
answer important strategic questions regarding the capabilities
of advanced persistent threat (APT) actors to harm space surveil-
lance missions. Finally, as mentioned in Section 7.1, a variant threat
model which considers adversarial machine learning techniques
vis-a-vis environmental trade-offs could be of significant utility to
spy satellite operators.

Finally, defensive systems which can incorporate data from ad-
ditional sources represents one avenue for further improvements.
These may be low cost measurements, such as radio emission data
or hobby telescope photographs. However, they could also be more
hybrid metrics, such as the combination of our ephemeris data
approach with photographs from a single space observatory.

8 CONCLUSION

The security and authenticity of SSA is critical to the responsible
and sustained use of outer space. However, the “blind-trust” nature
of SSA sharing creates opportunities for malicious deception attacks.
Defenders have limited access to ground truth and, as a result,
appear vulnerable to deception.

In this paper, we considered the specific case when an SSA oper-
ator would seek to deceive third-party SSA recipients into falsely
believing that a satellite is merely a piece of space debris. Through a
combination of real-world data and simulation, we present a method
for simulating these attacks and use it to train a machine-learning
anomaly detection tool. In evaluating our tool, we found that de-
fenders are far from powerless. Our system empowers defenders
with little or no astrometry hardware to reliably detect disguised
satellites. Within reasonable bounds for the number of false positive
alerts, we find defenders can detect 90-98% of deception attempts.

These results have broad implications. Our experiments show
that even the most basic and essential information about an object’s
motion - less than 140 characters of TLE-data - can be reliably lever-
aged to detect disguised satellites. In the status quo, space powers
are making critical decisions regarding investments in domestic SSA
capabilities and next-generation stealthy nano-satellite platforms.
Our findings suggest that many of assumptions underpinning these
policy actions are far from certain.

While dependency on third party SSA will always require some
degree of trust, this paper shows how the application of proven
systems security methods can help balance historical space asym-
metries - without the use of a single telescope.
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