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Abstract

FTK Imager is an open-source software by AccessData that is used for creating accurate copies of the
original evidence without actually making any changes to it. The Image of the original evidence is
remaining the same and allows us to copy data at a much faster rate, which can be soon be preserved
and can be analyzed further.

The FTK imager also provides you with the inbuilt integrity checking function which generates a hash
report which helps in matching the hash of the evidence before and after creating the image of the
original Evidence.
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Introduction To Images And FTK Imager

The data acquisition of a Hard Drive is known as an image, a forensic image perhaps when performed
in an investigation. Creating a forensics image is one of the most crucial steps involved in digital
forensic investigation.

However, this imaged disk needs to be applied to the hard drive to work. One cannot restore a hard
drive by placing the disk image files on it as it needs to be opened and installed on the drive using an
imaging program.

A single hard drive can store many disk images on it. Disk images can also be stored on flash drives
with a larger capacity.

Ll

G Fun fact!

i
=

You can create a forensic image from either a running or
dead machine. It is a literal snapshot in time that has
integrity checking.

We often need to verify the integrity of the forensics image, as it provides a means for us to maintain
evidence integrity, and ensure that it is not tampered with.

Although FTK imager is generally utilized as an imager and preview tool, it has capabilities enough to
assist forensic investigators during the examination of digital devices with other matters as well.

So let’s get started, we'll be exploring the options FTK imager offers us in the File tab.

SCAMET = www.hackingarticles.in

Technologies



https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in

Creating A
Forensics Image



https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in
https://www.ignitetechnologies.in

Creating A Forensics Image

Open FTK Imager by AccessData after installing it, and you will see the window pop-up which is the
first page to which this tool opens.

)] AccessData FTK Imager411.1
Eile View Mode Help

oo

&S m B eI
Evidence Tree ¢ | |File List B
Name ‘ Sizel Type Date Modified
Custom Content Sources
Evidence:File System |Path |File Options
A
4| [ »
- | | |
Custom Conte... -
For User Guide, press F1
Now, to create a Disk Image. Click on File > Create Disk Image.
[l AccessData FTK Imager4.11.1 =nE=R
File | View Mode Help
6% Add Evidence fem... m 0 ﬂ = P
ﬂ‘ Add Al Attached Devices b< File List *x
85 Image Mounting... MName | S\zel Type Date Modified

Technologies

Remove Evidence ftem
Remove All Evidence Items
Export Disk Image...
Export Logical Image (AD1)...
Add to Custom Content Image (AD1)
Create Custom Content Image (AD1)...
Decrypt AD1 image...
Verify Drive/Image... g
mm Capture Memory..

[ Obtain Protected Files...

Detect EFS Encryption
Export Files...

Export File Hash List...
Export Directory Listing...

Exit

FrOTTETTE: [T VAT T G USTOT GO,

For User Guide, press F1

www.hackingarticles.in
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Now you can choose the source based on the drive you have. It can be a physical or a logical Drive
depending on your evidence.

A Physical Drive is the primary storage hardware or the component within a device, which is used to
store, retrieve, and organize data.

Select Source @

Please Select the Source Evidence Type
* Physical Drive
" Logical Drive
" Image File
~

Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc.)

" Femico Device {multiple CD/DVD)

Mext > Cancel Help

A Logical Drive is generally a drive space that is created over a physical hard disk. A logical drive has
its parameters and functions because it operates independently.

Select Source @

Please Select the Source Evidence Type
" Physical Drive
{* Logical Drive
™ Image Filz
~

Contents of a Folder
(logical filedevel analysis only; excludes deleted, unallocated, etc )

" Femico Device {multiple CD/DVD)

Mesxt = Cancel Help

SR =
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Now choose the source of your drive that you want to create an image copy of.

Select Drive @

Source Drive Selection

Please select from the following available drives:

E:* - Mew Volume [MTF5S] hd

-

< Back | Finish | Cancel Help

Add the Destination path of the image that is going to be created. From the forensic perspective, It
should be copied in a separate hard drive and multiple copies of the original evidence should be
created to prevent loss of evidence.

Create Image @

Image Source

|E:‘|I

Image Destination(s)

add... |

Add Overflow Location |

v werify images after they are created [ Precalculate Progress Statistics
[T Create directory listings of all files in the image after they are created

I Cancel |
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Select the format of the image that you want to create. The different formats for creating the image
are:
Raw(dd): It is a bit-by-bit copy of the original evidence which is created without any additions
and or deletions. They do not contain any metadata.

SMART: It is an image format that was used for Linux which is not popularly used anymore.

EO1: It stands for EnCase Evidence File, which is a commonly used format for imaging and is
similar to

AFF: It stands for Advanced Forensic Format that is an open-source format type.

[

Select Image Type

Pleaze Select the Destination Image Type
* Raw (dd)

" SMART

" ED1

" AFF

Mead = Cancel Help
A Now, add the details of the image to proceed.
[]AccessData FTKImager4111 [ = H_
File ¥iew Mode Help
IR L) - [alms wa | @
Evidence Tree ( Create Image =]
| Date Modified
Evidence Item Information
Case Number: ‘T 0o
Evidence Number: ‘T 0
Unigue Description: ‘FIEILId Investigation
Examiner: ‘ieanalﬂ
Notes: ‘
Evidence:File System |Path|File
< Back Next > Cancel | Help |
] I ‘ | Cancel |
& | I I
Custem Conte...

Technologies
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Now finally add the destination of the image file, name the image file and then click on Finish.

Select Image Destination @

Image Destination Folder

|C:"-.Llsers"uaj"-.Deslctap"-.FDr Img Browse

Image Filename (Excluding Extension)
||:ase1 oo

Image Fragment Size (ME) 1500
For Raw, EO1, and AFF formats: 0 = do not fragment
Compression (0=Mone, 1=Fastest, ..., 9=Smallest) |0 _|:|

Use AD Encryption [

< Back | Finish | Cancel Help

Once you have added the destination path, you can now start with the Imaging and also click on the
verify option to generate a hash.

Create Image @

Image Source

|E:‘|I

Image Destination{s)
C:\UsersYyraj\Desktop\For Imghcase 1001 [rawfdd]

—— |

Add Owverflow Location |

v Verify images after they are created I Precalculate Progress Statistics
[T Create directory listings of all files in the image after they are created

Start Cancel |

~ AT www.hackingarticles.in Page | 11
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Now let us wait for a few minutes for the image to be created.

Creating Image... o || B [

Image Source: | =

Destination: | C:\UsersYraj\Desktop'For Img'case 1001

Status: | Creating image...

Progress

Elapsed time: | 0:00:03

Estimated time left: |

Cancel

After the image is created, a Hash result is generated which verifies the MD5 Hash, SHA1 Hash, and
the presence of any bad sector.

| Drive/Image Verify Results E\@

=
Mame
Sector count
E MD5 Hash
Computed hash
El SHA1 Hash
Computed hash
E Bad Sector List
Bad sector(s)

Close

AT S www.hackingarticles.in Page | 12
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Capturing Memory

Itis the method of capturing and dumping the contents of a volatile content into a non-volatile storage
device to preserve it for further investigation. A ram analysis can only be successfully conducted when
the acquisition has been performed accurately without corrupting the image of the volatile memory.
In this phase, the investigator has to be careful about his decisions to collect the volatile data as it
won’t exist after the system undergoes a reboot.

Now, let us begin with capturing the memory.

To capture the memory, click on File > Capture Memory.

|- AccessData FTK Imager 4.1.1.1 =N B
[ Eile | View Mode Help

£y Add Evidence ltem... m E B % .

ﬂ' Add Al Attached Devices b File List *
85 Image Mounting... | Mame | Size ‘ Type Date Modified

Remove Evidence Item
Remowve All Evidence ltems
Create Disk Image...
Export Disk Image...
Export Logical Image (AD1)...
Add to Custom Content Image (ADL)

Create Custom Content Image (AD1)...

Decrypt AD1 image...

Verify Drive/Image... g
m®  Capture Memory..
[ Obtain Protected Files...

Detect EFS Encryption -
Export Files...

Export File Hash List...
Export Directory Listing...
Exit

FIOTETIES—TTET VST T CUSIOTIC DT, -

For User Guide, press F1

Choose the destination path and the destination file name, and click on capture memory.

Memory Capture @

Destination path:
| C:Wsers'raj\Desktop\For Img Browse

Destination filename:

| memdump.mem

[ Indude pagefile
| pagefile.sys

[ Create AD1 file

| memcapture.adl

Capture Memaory Cancel

Technologies
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Now let us wait for a few minutes till the ram is being captured.

Memory Progress

Destination: | C:WsersYraj\DesktopFor Imgimemdump.mem

Status: | Dumping RAM: 786MB/5GB [14%]

Cancel

@ Fun fact!

You can get lucky with RAM captures at time as they
contain:

- Passwords

- Credentials

- Unsaved documents

= YT www.hackingarticles.in Page | 15
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Analyzing Image Dump

| Now let us analyze the Dump RAW Image once it has been acquired using FTK imager. To start with
analysis, click on File> Add Evidence Item.

[] AccessData FTK Imager 41,11 E@
File | View Mode Help

) Add EvidenceItem.. h B elBE T,

£ Add All Attached Devices I |[File List

& ImageMounting.. | Name | Size | Type Date Modified

Remove Evidence ltem
Remove All Evidence ltems
(& Create Disk Image...
Export Disk Image...
Export Logical Image (AD1)...
Add to Custom Content Image (AD])

Create Custom Content Image (AD1)...

Decrypt ADL image... i

X

Verify Drive/lmage.., | i

Now select the source of the dump file that you have already created, so here you have to select the
image file option and click on Next.

Select Source @

Please Select the Source Evidence Type
" Physical Drive

Logical Drive

O

Image File

™ Contents of a Folder

(logical filedevel analysis only; excludes deleted, unallocated, etc)

Mext = Cancel Help

i i i Page | 17
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Choose the path of the image dump that you have captured by clicking on Browse.

Select File [==3m]

Evidence Source Selection

Please enter the source path:

C M UsersrajDesktop™For Img*case1001.001

Browse...

= Back Finish Canicel Help

Once the image dump is attached to the analysis part, you will see an evidence tree which has the
contents of the files of the image dump. This could have deleted as well as overwritten data.

[ AccessData FTK Imager411.1 =1 E=E 5

File View Mode Help

agsaa GH =m B9 OE@[=®R T .
EvidenceTee x [HES %

BN+ case1001.001] Name [ Size | Type Date Modified
-1 New Volume [NTFS]
-2 [orphan]
2D Troet]
$BadClus
SExtend
{23 SRECYCLE.BIN
Ie $5ecure
System Volume Information
{3 [unallocated space]

Custern Content Sources #

Evidence:File System |Path |File Options

00000000 EB 52 90 4E 54 46 53 20-20 20 20 00 02 08 00 00 |&R-NTFS «
00000010 |00 00 00 00 00 FE 00 00-3F 00 FF 00 00 FE8 SF 07| -----&-[ |
00000020 |00 00 00 00 &0 00 80 00-FF F7 1F 00 00 00 00 00 ---
00000030 |00 55 01 00 00 00 00 00-02 00 00 00 00 00 00 00| -U-

4 0 " | 00000040 |F6 00 00 00 01 00 00 00-5F 12 2B DA 4E 28 DA RE|&--
- | | | 00000050 |00 00 00 00 FA 33 CO BE-DO BC 00 7C FB &8 CO 07| --- 43k ~
— < T b

Custom Conte... | |Cursor pos = 0; log sec =0

Listed: 0 Selected: 0 casel001.001

Technologies
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To analyze other things further, we will now remove this evidence item by right-clicking on the case
and click on Remove Evidence Item

[J AccessData FTK Imager4.1.1.1
File View Meode Help
cegsag dH =m B4 O3 @M e

Evidence Tree El |File List

=B ] cas=1001 00 Name | 3
EI['F@ Bernove Evidence e |

= VYerify Drive/Image...

EH Eqport DiskImage...

% Image Mounting...
Export Directory Listing...

Technologies
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Mounting Image To Drive

To mount the image as a drive in your system, click on File > Image Mounting

[-il AccessData FTK Imager4.1.1.1 (=N =m >

Eile | ¥iew Mede Help

6% Add Evidence Item... hﬁ =lme 7 .

Add All Attached Devices File List
Tmage Mounting... Name | Size | Type Date Modified

Remove Evidence Item
Remove All Evidence tems
Create Disk Image...
Export Disk Image...
Export Logical Image (AD1)...
Add to Custom Content Image (ADL)
Crgate Custorn Content Image (AD1)...

Decrypt ADL image...

T

Verify Drive/Image...
mm  Capture Memory...
[@ Obtain Protected Files...

Detect EFS Encryption
Export Files...

Export File Hash List...
Export Directory Listing...
Exit

Once the Mount Image to Drive window appears, you can add the path to the image file that you want
to mount and click on Mount.

Mount Image To Drive @

Add Image

1
| |C:'|,l_lsers'|,raj'|Deskb3p'|For Img'case1001.001 Izl

Mount Type: |Ph\,fsica| & Logical

Drive Letter: |Next Available {F:)

Mount Method: |B|0ck Device [/ Read Only

Ll Led Lo

C:Wszersyraj\Desktop\For Img

Mapped Image List
Mapped Images:

Drive Method Partition Image

4 T 3

Technologies
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Now you can see that the image file has now been mounted as a drive.

4 Hard Disk Drives (3)

Local Disk () Mew Volume (E)
&7 W SV W19
Mew Volume (F:)
SV 186

4 Devices with Removable Storage (1)

. Eﬂq DVD Drive (D:)
=

‘& Fun fact!

Mounting the image to a drive allows you to
copy files or directories from the image file
onto existing hard disks, making the workflow
much easier!

However you still won’t be able to delete or
add files thought.

Page | 22
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Custom Content Image with AD Encryption

FTKimager has a feature that allows it to encrypt files of a particular type according to the requirement
of the examiner. Click on the files that you want to add to the custom content Image along with AD
encryption.

File View Mode Help

S - A S = ! m B OE D wER T

vidence Tree e

""" T# api » MName | Size | Type | Date Medified |
""" I# =i 256 Regularfile  10/5/2020 7:06:..
""" I# o | SAM.LOG 1 RegularFile 11/21/2010 7:2...
::E o LIsAmLoGL 25 Regularfile  10/5/2020 7:06:...
_____ B o SAMLOGLfileSlack 3 File Slack

_____ T oapi L /SAMLOG) 0 RegularFile 7/14/2009 2:34:...
..... B i SE"'“ o S —— 10/5/2020 716:...
..... B oap ISE part Lies... ile 11/21/2010 7:2...
..... B =i ile 10/5/2020 7:16:...
..... B i ile 7/14/2009 2:34:...
..... B api‘:‘ — =

----- e api Regular File 10/5/2020 7:35:...
----- Te api | SOFTWARELOG 1 RegularFile 11/21/2010 7:2..,
----- T8 api | | SOFTWARELOGL 25 ReqularFile 10/5/2020 7:35....
----- B8 api | | SOFTWARELOGLFileS... 3072 File Slack

EEH || SOFTWARE.LOG2 0 RegularFile 7/14/2009 2:34:...
Obe

All the selected files will be displayed in a new window and then click on Create Image to proceed.

File View Mode Help

a8t g G- Bea-m B 0Bl @

Evidence:File System|Path |File Options

C:\:NONAME [NTFS] |[root] |Windows|Syst... Exact
C::NOMAME [NTF5] |[root] |Windows |Syst,.. Exact

ﬂew| ‘ | Remove Allj Create Image

= YT www.hackingarticles.in Page | 24
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Fill in the required details for the evidence that is to be created.

Evidence Iterm Information @

Case Number: |1DD1 Custome Image

Evidence Mumber: |

Unique Description: |

Examiner: |‘u"|shva|

MNotes: |

Mext = Cancel Help

Now add the destination of the image file that is to be created, name the image file and then check
the box with AD encryption, and then click on Finish.

Select Image Destination @

Image Destination Folder

|C:"-.L|sers"-ﬁj"-.Deslctu:-p"-.Fu:ur Img Browse

Image Filemame (Excluding Edension)

||:ust|:|m

Image Fragment Size (MB) 1500
For Raw, E01, and AFF formats: O = do not fragment
Compression (0=Mone, 1=Fastest, ..., 9=5mallest) |& _|::I

| Use AD Encryption [+ |
Fitter by File Owner [

< Back | Finish | Cancel | Help

RO S
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A new window will pop-up to encrypt the image, Now renter and re-enter the password that you want
to add for your image.

AD Encryption Credentials @

Enter Credentials To Encrypt

{* Passwaord:

Re-snter: | | | Show password

" Certificate (.pfx, .p12, .pem)

Ok Cancel

Now to see the encrypted files, click on File> Add Evidence Item...

[i AccessData FTK Imager4.11.1
File | View Mode Help
£y Add Evidence ftem... e B EE
13 Add All Attached Devices |
% Image Mounting...

Remove Evidence Item
Remove All Evidence ltems
(=] Create Disk Image...
Export Disk Image...
Export Logical Image (AD1)...
Add to Custom Content Image (AD1)

Create Custorn Content Image (AD1)...

Decrypt ADL image... -

Size | Type

Verify Dive/Imane...

~ AT www.hackingarticles.in Page | 26
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The window to decrypt the encrypted files will appear once you add the file source. Enter the
password and click OK.

Select File =]
Evidence Source Selection
Please enter the source path:
C:MUsers'raj Desktop*For Img*custom.adi
Browse...
AD Encryption Credentials @

Enter Credentials To Decrypt: custom.ad1

(¥ Password:

| === [ Show passwaord

" Certificate (.pfx, .p12, .pem)

| |
[ ok | cancel |

You will now see the two encrypted files on entering the valid passwords.

Technologies

File  View Mode Help

ags ad- Bs mi [ OB e

Custom Content Sources

Evidence:File System |Path |File Options

*:4 File List
E@ custom.ad1 hlame Size | Type Date Modified
B8 Custom Contert Imaga(Muti) AD] T sapy 256 RegularFile  10/5/2020 706...
&2 CANONAME [NTFS] [ SECURITY 256 Regularfile  10/5/2020 7:16...
543 oot
=) Windows
B System32
WY o
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Decrypt AD1 Image

To decrypt the custom content image, click on File> Decrypt AD1 Image.

[l AccessData FTK Imager4.1.1.1
File | View Mode Help

Add Evidence Item... - @ (% D ﬁﬁ ‘1? .
Add All Attached Devices

Image Mounting...

Bermowve Evidence Item

Remowve All Evidence Items

OR-FRB

Create Disk Image...

Export Disk Image...

Export Logical Image (AD1)...

Add te Custom Content Image (ADL)

b o

Create Custom Content Image (AD1)...

Decrypt ADL image... I =

et D o Size | Type Date Modifis
Venty rwve/lmage...

Sy Breermeag 256 Regular File 10/5/2020 7
Capture Memory... RITY 256 Regular File 10/5/2020 7:

Obtain Protected Files...
Detect EFS Encryption

Export Files...
Export File Hash List...
Export Directory Listing...

Wm0 2o i

Exit

s

L —F

Now you need to enter the password for the image file that was encrypted and click on Ok.

File View Mode Help

P SR s R = e L= T S =

Custom Content Sources

Evidence:File System |Fath |File Options

AD Encryption Credentials IEI

__Enter Credentials To Degvpt: custom.adl

@ Password:

=] [C] sShow password
Mew () Certificate (.pfx, .p12, .pem)
Eviden Browse
By
=1 [ OK ] [ Cancel ]

=T 0 ==Ly
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Now, wait for a few minutes till the decrypted image is created.

AD Encryption/Decryption @
Finished

From: C:Wsersiraj\Desktop\For Imgicustom.adl

To: C:WUsersiraj\Desktop'\For Imgicustom-decrypted.adl

To view the decrypted custom content image, add the path of the decrypted file and click on Finish.

Select File [

Evidence Source Selection

Please enter the source path:
C:MUsersraDesktopFor Imgl-u:ustom-decr'_.rpted.ad'l I

< Back Finish Cancel Help

~ AT www.hackingarticles.in Page | 30
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You will now be able to see the encrypted files by using the correct password to decrypt it.

File View Mode Help

S s S = Y R OB D[RS .

Custom Content Sources

Evidence:File System |Path|File Options

I [E e | |

Evidence Tree =< |File List
E-&y custom-decrypted ad1 Pt Size | Type Date Modified
=18 Custom Content Image(Muti]) [AD | 7 g p 256 Regular File 10/5/2020 7:06:...
=+ CNONAME [NTFS] || SECURITY 256 Regular File 10/5/2020 7-16-...
&3 Foot]
B+ Windows
B0 System32

Technologies
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Obtain Protected Files

Certain files are protected on recovery, to obtain those files, click on File> Obtain Protected Files

[J] AccessData FTK Imager41.1.1
File | View Mode Help
1 Add Evidence Item...

15 Add All Attached Devices

[T X
6]
8]
i
B
=3

&5  Image Mounting...
Remove Evidence Item
Remowve All Evidence Iterms

Create Disk Image...
Export Disk Image...
Export Logical Image (AD1)...
Add to Customn Content Image (ADL)
Cregate Customn Content Image (AD1)...
Decrypt ADL image... I
Verify Drive/Image...

mm Capture Memory...

| @ Obtain Protected Files...
Detect EFS Encryption

Export Files...

Export File Hash List...
Export Directory Listing...
Exit

A new window will pop and click on browse to add the destination of the file that is protected and
click on the option that says password recovery and all registry files and click on OK.

Obtain System Files [

Source for obtaining files:

Marning: Please be aware that FTE Imaager is abtaining the
ystem files from the live system and not the acquired image.

Destination for obtained files:

| C:\Wsersraj\Desktop\protected

Options
" Minimum files for login password recovery

{* Password recovery and all registry files

Ok Cancel
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Now you will see all the protected files in one place

—~—
bltnd) | . b protected » - | "v,| Search protected ju
Organize » Include in library + Share with + New folder =~ 0 @

Name : Date modified Type Size

) Users 10/6/20201:48 AM  File folder
|| default 10/6/20201:03 AM  File 256
|| 5AM 10/6/202012:36 AM  File 256
|| SECURITY 10/6/202012:46 AM  File 256
|| software 10/6/20201 M File 39,680
|| system 10/6/20201:36 AM  File 12,288
4 [
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Detect EFS Encryption

When a folder or afile is encrypted, we can detect it using this feature of the FTK Imager.
A file is encrypted in a folder to secure its content.

Organize « “J open - Print MNew folder
Name - Date modified Type
] file 10/6/2020 1:53 AM  Text Document
1
Adwvanced Attributes ===

Choose the settings you want for this folder.

File attributes
File is ready for archiving
Allow this file to have contents indexed in addition to file properties

Compress or Encrypt attributes

[] Compress contents to save disk space

| Encrypt contents to secure data |
[ ex ] [ cancel ]
Weafied: Today. Uctober UG, ZU2U, T mindte age
Accessed:  Today, October 06, 2020, 1 minute ago

Atributes [F]Read-enly [ Hidden

[ oK ][ Cancel | Apply

To detect the EFS encryption, click on File >Detect EFS Encryption

E] AccessData FTK Imager4.1.1.1
File | View Meode Help

Add Evidence Item... h T %0 E w7,

Add All Attached Devices

Image Mounting... L
Remove Evidence Item
Remowe All Evidence Items

Create Disk Image...

LW R =

Export Disk Image...

Export Logical Image (AD1)...

Add to Custom Centent Image (ADL)
Create Custermn Content Image (AD1)...

Decrypt AD1 image... =

Export File Hash List...

= Verify Drive/Image... Size| Type E
wm Capture Memory...

@ Obtain Protected Files...

|% Detect EFS Encryption

[] ExportFiles...

Export Directory Listing...
Exit
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You can see that the encryption is detected.

[:1 AccessData FTK Imager4.1.1.1
File View Mode Help

A saa d- =m B OB @ [=x®2 2

Customn Content Sources

Evidence:File System |Path |File Options

FTK Imager @

EFS encrypted files detected.

- |

Evidence Tree >< | |File List
=1 EN Mame Size | Type

Technologies
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Export Files

To export the files and folders from the imaged file to your folder, you can click File > Export Files.

EI AccessData FTK Imager41.1.1
Eile | View Mode Help

Add Evidence Item... h B % [ ﬂ% 7 .

Add All Attached Devices

Image Moupting... _
Remove Evidence Item
Remove All Evidence Items

Create Disk Image...

R

Expert Disk Image...

Export Logical Image (AD1)..

Add to Custom Content Image (AD1)
Create Customn Content Image (AD1)...

Decrypt AD1 image... F
Size | Type Date:

1

Verify Drive/Image...
Capture Memory...
Obtain Protected Files...
Detect EFS Encryption

Export Files...
Export File Hash List...

= e o 5 3

Export Directory Listing...

Exit

You can now see the results of the export of the number of files and folders that have been copied to
the system.

['] AccessData FTK Imager4.1.1.1
Eile  ¥iew Mode Help

REsag IdH =m @Y OB@»HER ?

Custom Content Sources
i

Export Results @

I.-"'_"‘-.I 11 felder(s) and 43 file(s) exported successfully,
W 1071358583 bytes copied.

Evidence Tree File Tist
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About Us

“Simple training makes Deep Learning”

“IGNITE” is having a Worldwide name in IT field. As we provide High-quality cybersecurity training and
consulting services that fulfil students, government and corporate Requirements.

We are working towards the vision to “Develop India a Cyber Secured Country”. With an outreach to
over eighty thousand students and over a thousand major colleges, Ignite Technologies in Association
with RMAR stands out to be a trusted brand in the Education and the Information Security structure.

We provide training and education in the field of Ethical Hacking & Information Security to the
students from the schools and the colleges as well as the corporate. These training can be provided at
the client’s location or even at Ignite’s Training Center.

We have trained over 10,000 + individuals across the globe, ranging from students to security experts
of different colleges and organizations. Our Trainers are acknowledged as Security Researcher by the
Top Companies like - Facebook, Google, Microsoft, Adobe, Nokia, Paypal, Blackberry, AT&T and many
more. Over with this, they are having International Experience of training more than 400+ individuals.

rGNITE www.hackingarticles.in
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What We Offer

Ethical Hacking

The Ethical Hacking course has been structured in such a way
that a technical or a non-technical applicant can easily absorb
its features and indulge his/her career in the field of IT
security.

Bug Bounty 2.0

A bug bounty program is a pact offered by many websites
and web developers by which folks can receive appreciation
and reimbursement for reporting bugs, especially those
affecting to exploits and vulnerabilities.

Over with this training, an indivisual is thus able to determine
and report bugs to the authorized before the general public is
aware of them, preventing incidents of Widespregd abuse.

@ : Network Penetration Testing 2.0

The Network Penetration Testing training will build up the
basic as well advance skills of an indivisual with the concept
of Network Security & Organizational Infrastructure. Thereby
this course will make the indivisual stand out of the crowd
within just 45 days.
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N

A3, Red Teaming

This training will make you think like an "Adwversary" with its
systematic structure & real Environment Practice that contains
more than 75 practicals on Windows Senver 2016 & Windows
10. This course is especially designed for the professionals to
enhance their Cyber Security Skills

CTF 2.0

The CTF 2.0 is the latest edition that provides more advance
module connecting to real infrastructure orgaﬁ\‘ization as well
as supporting other students preparing for global certification.
This curriculum is very easily designed to allow a fresher or
specialist to become familiar with the entire content of the
course.

Om

== Infrastructure Penetration Testing
— #

This course is designed for Professional and provides an
hands-on experience in Vulnerability Assessment Penetration
Testing & Secure configuration fTesting for, Applications
Servers, Network Deivces, Container and etc.

/3 Digital Forensic

Digital forensics provides a taster in the understanding of how
to conduct investigations in orderfor business and legal audien
ces to correctly gather and analyze digital evidence.
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