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ABSTRACT

The rise of large language models (LLMs) has had a significant
impact on various domains, including natural language processing
and artificial intelligence. While LLMs such as ChatGPT have been
extensively researched for tasks such as code generation and text
synthesis, their application in detecting malicious web content,
particularly phishing sites, has been largely unexplored. To combat
the rising tide of automated cyber attacks facilitated by LLMs, it
is imperative to automate the detection of malicious web content,
which requires approaches that leverage the power of LLMs to
analyze and classify phishing sites.

In this paper, we propose a novel method that utilizes ChatGPT
to detect phishing sites. Our approach involves leveraging a web
crawler to gather information from websites and generate prompts
based on this collected data. This approach enables us to detect
various phishing sites without the need for fine-tuning machine
learning models and identify social engineering techniques from the
context of entire websites and URLs. To evaluate the performance
of our proposed method, we conducted experiments using a dataset.
The experimental results using GPT-4 demonstrated promising per-
formance, with a precision of 98.3% and a recall of 98.4%. Compara-
tive analysis between GPT-3.5 and GPT-4 revealed an enhancement
in the latter’s capability to reduce false negatives. These findings
not only highlight the potential of LLMs in efficiently identifying
phishing sites but also have significant implications for enhancing
cybersecurity measures and protecting users from the dangers of
online fraudulent activities.
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1 INTRODUCTION

The emergence of large language models (LLMs) [15, 30, 31, 35]
has revolutionized various domains, including natural language
processing and artificial intelligence. These models have gained
significant popularity due to their remarkable performance across
a wide range of tasks. Among them, ChatGPT [5] has consistently
achieved state-of-the-art results, demonstrating its ability to gener-
ate coherent and contextually relevant responses in conversational
settings. While extensive research has focused on exploring the
capabilities of LLMs for tasks such as code generation and text syn-
thesis, little attention has been paid to leveraging these models for
the analysis and detection of malicious web content, particularly
phishing sites. Phishing sites, which employ social engineering
techniques [28, 41, 45], pose a severe threat to Internet users by
masquerading as legitimate platforms and tricking them into reveal-
ing sensitive information or causing financial harm. To effectively
combat the growing threat of automated cyber-attacks facilitated
by LLMs, it is important to automate the detection of malicious
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web content. This requires the exploration of methodologies that
leverage the power of LLMs to analyze and classify phishing sites.

In this research, we propose a novel method that utilizes Chat-
GPT to detect phishing sites. Our approach involves leveraging
a web crawler to gather information from websites and generate
prompts [23, 43] based on this collected data. These prompts are
then presented to ChatGPT, which determines whether a given
website is a phishing site or not. The integration of web crawling
and ChatGPT’s contextual understanding enables us to make in-
formed decisions concerning the legitimacy or suspiciousness of
websites. By employing ChatGPT, we can (1) detect various phish-
ing sites without the need for fine-tuning machine learning models
and (2) identify social engineering (SE) techniques from the context
of entire websites and URLs. To the best of our knowledge, this
is the first study to analyze the ability of LLMs to identify phish-
ing sites. To evaluate the performance of our proposed method,
we conducted experiments using a carefully curated dataset for
phishing site detection. The experimental results using GPT-4 [30]
showed promising performance, with a precision of 98.3% and a
recall of 98.4%. Moreover, a comparative analysis between GPT-3.5
and GPT-4 revealed a significant improvement in the latter’s ca-
pabilities, particularly in terms of reducing false negatives. GPT-4
outperformed GPT-3.5 in its ability to determine the suspiciousness
of domain names, identify SE techniques from the website content,
and provide comprehensive phishing detection by considering mul-
tiple factors. The results of this study emphasize the potential of
LLMs in efficiently detecting phishing sites, particularly in uncov-
ering SE techniques aimed at psychologically manipulating users.
These findings have significant implications for enhancing auto-
mated cybersecurity measures and mitigating the risks of online
fraudulent activities faced by users.

In summary, we make the following contributions:

e We propose a novel method for detecting phishing sites
using ChatGPT. By utilizing web crawling techniques to
gather information from websites and generate prompts, our
approach enables ChatGPT to classify websites as phishing
or not.

e We present an experimental evaluation of our proposed
method using a dataset designed for phishing site detection.
Our results show promising performance with a precision of
98.3% and a recall of 98.4%, demonstrating the effectiveness
of LLMs in identifying phishing sites.

e We performed a comparative analysis between GPT-3.5 and
GPT-4 and found notable improvements in GPT-4’s ability to
identify phishing sites, particularly in minimizing false nega-
tives. It excelled at identifying suspicious domains, detecting
SE techniques in web content, and providing comprehensive
phishing detection by considering multiple factors.
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Figure 1: Overview of Proposed Method.

2 BACKGROUND

Phishing sites are fraudulent websites that aim to steal personal in-
formation, money, or cause malware infections by psychologically
luring users. These sites use email, short message service (SMS), and
web advertisements to attract users and redirect them to phishing
sites by having them click on malicious links [37, 38]. There are two
key components that constitute phishing sites, which either have
one or both of these elements: (1) Imitation of domain names and
the use of official logos and branding to deceive users into believing
they are interacting with legitimate services, and (2) Employing SE
techniques to deceive users and manipulate their actions. By imper-
sonating legitimate services, phishing sites deceive users and trust
them [24, 25]. These websites often imitate legitimate platforms
such as online banking [13], e-commerce sites [14], and social [39]
media. In addition, they can create a sense of urgency or fear by
displaying fake malware infection warnings or account problems,
or generate interest by displaying fake rewards [22]. Through these
SE techniques, users are misled into providing sensitive information
such as login credentials and credit card numbers. Furthermore,
various user actions may be induced, such as sending cryptocur-
rency, calling fake technical support centers [26], or downloading
apps and executable files [28].

Previous studies have been conducted to understand the charac-
teristics, techniques, and fundamental mechanisms used by attack-
ers in phishing sites. Researchers analyze the design, structure, and
content of these sites, identify common patterns, and develop meth-
ods for detecting phishing sites. These studies can contribute to im-
proving security practices, educating users about potential threats,
and devising effective strategies to mitigate online fraud and asso-
ciated risks. For example, studies exist on identifying websites that
abuse legitimate branding based on their appearance [11, 24, 25],
as well as on discovering brand information in domain names and
URLs [12, 20, 29]. Some studies have also been conducted on identi-
fying phishing sites based on information contained in certificates
and domain names [16, 19], and on capturing the context of social
engineering in technical support scams, fake infection warnings,
and fake rewards [18, 21, 22].

Although various methods have been employed to detect phish-
ing sites, there are two main problems. One is the need for learning
targeted brands and modifying algorithms depending on the phish-
ing sites. For example, it is necessary to learn in advance the logo
images that phishing sites abuse, or to create rules to detect them
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according to domain squatting techniques. The other is the inability
to analyze the context of psychological manipulation induced by so-
cial engineering in detail. While some studies have been conducted
on keyword matching and deep learning-based analysis [18, 44], no
attempt has been made to automatically analyze and understand
the various contexts of psychological manipulation by examining
the entire content of a website.

3 METHOD

We propose a method for detecting phishing sites by using ChatGPT,
to analyze the contextual information of websites and their respec-
tive URLs. Our proposed method takes advantage of ChatGPT’s
highly accurate contextual understanding to precisely identify tex-
tual representations involving SE techniques, as well as inconsisten-
cies between brands deceived by the websites and domain names.
By employing ChatGPT, which is trained on extensive text data,
we can detect various phishing sites that disguise themselves as
legitimate services without learning from collected phishing site
data. In this manner, the proposed method addresses two problems
present in previous studies. An overview of the proposed method is
illustrated in Figure 1. Our method uses a web crawler to access the
input URL and obtain information from the visited website, such
as screenshot images, HTML, and URLs. This information is used
to create a prompt for input into ChatGPT, which then determines
whether the site is a phishing site or a non-phishing site.

3.1 Web Crawling

We implement a web crawler that automates Google Chrome with
Chrome DevTools Protocol [4] to visit websites and collect infor-
mation. Given an input URL, the web crawler retrieves the URL
of the reached web page (the final destination after any redirects),
the HTML after JavaScript execution, and captures a screenshot
image. The reason for obtaining the HTML after JavaScript execu-
tion (Browser-rendered HTML) is that some phishing sites employ
obfuscated JavaScript to generate DOM elements as a means to
evade analysis. As a result, it becomes challenging to analyze any
traces of phishing solely based on the HTML before JavaScript
execution. The web crawler is configured to emulate two different
environments: Windows + Chrome, and iPhone + Safari. These
configurations included specifying the UserAgent and browser size
for each environment.



3.2 Prompt
Prompt Template 1
We describe the process of generating a prompt for detecting phish-

ing sites. The template for the prompt is shown in Prompt 1. The You are a web programmer and security expert tasked
purpose of this prompt is to provide website information to Chat- with examining a web page to determine if it is a phishing
GPT and determine whether it is a phishing site or not. We create site or a legitimate site. To complete this task, follow these
the template based on the Chain of Thought (CoT) prompting tech- Sulb-mndkss
nique [23, 42]. CoT is a prompting technique that encourages LLMs
to explain their reasoning. CoT has been shown to be effective in 1. Analyze the HTML, URL, and OCR-extracted text for
improving performance on a variety of reasoning tasks, such as any SE techniques often used in phishing attacks. Point
arithmetic and symbolic reasoning. The task of phishing site detec- out any suspicious elements found in the HTML, URL, or
tion is divided into four subtasks, which facilitate the execution of text.
specific reasoning processes. These subtasks are as follows: 2. Identify the brand name. If the HTML appears to
(1) Analyze whether the website contains SE techniques that resemble a legitimate web page, verify if the URL matches
deceive or attract users. The prompt provides typical SE the legitimate domain name associated with the brand, if
techniques commonly used by phishing sites, such as cash known.
prizes, fake malware infection warnings, account problems, 3. State your conclusion on whether the site is a phishing
and postal parcel issues. The LLM is instructed that the pres- site or a legitimate one, and explain your reasoning. If
ence of these phrases without context in a non-login state there is insufficient evidence to make a determination,
indicates a high likelihood of a phishing site. answer "unknown".
(2) Extract the brand name of the website. Phishing sites may 4. Submit your findings as JSON-formatted output with
be created by copying resources such as HTML and images the following keys:
from legitimate sites, making it difficult to determine their - phishing_score: int (indicates phishing risk on a scale of
authenticity based on HTML alone. Therefore, the LLM is 0 to 10)
prompted to confirm whether the URL corresponds to the - brands: str (identified brand name or None if not
legitimate site. applicable)
(3) Determine if the site is a phishing site or not and explicitly - phishing: boolean (whether the site is a phishing site or a
state the rationale for the decision. Providing detailed de- legitimate site)
scriptions improves the accuracy of responses and makes it - suspicious_domain: boolean (whether the domain name
easier for humans to analyze them. is suspected to be not legitimate)
(4) Generate output in JSON format. If the website uses SE tech-
niques, the LLM is expected to return phishing as true. If the Limitations:
brand name can be identified and its domain name differs - The HTML may be shortened and simplified.
from the legitimate one, suspicious_domain is expected to be - The OCR-extracted text may not always be accurate.
true. Additionally, the LLM should produce a phishing_score
ranging from 0 to 10. Examples of social engineering techniques:
The prompt is provided with website information in the form of : gggﬁg L}fezf)zrcif:dargix?:rlg:n with their account
HTML, URL, and text extracted from screenshot images using opti- - bt (e T 6 5 s pedkee o adiitemal
cal character recognition (OCR). Some phishing sites evade HTML- avment required
based phishing site analysis by displaying brand information (logos _pr lavi qf Kk it .
and headings) in image files or canvas elements without including 1Splaylng 1ake secutily wartings
specific brand names or text in the HTML. To input text that cannot URL:
be extracted from HTML into the prompt, we employ OCR for text {URL}
extraction.
Some websites may exceed the token limit of ChatGPT when the HTML:
entered data is large. Tokens in ChatGPT refer to individual units of N
text that represent characters or words and are used for processin,
and analysiI; by LLMs. The GPT-3.5 model has a token liHIl)it of 4,096g, {B ~r?wser—rendered HTML}
whereas GPT-4 (8K) has a limit of 8,000 tokens, and GPT-4 (32k)
has a limit of 32,000 tokens. In fact, the median token count for et eianzadl o O
HTML in our dataset (see Section 4) is 30,398 (with a median of .
74,937 for non-phishing pages), indicating that a large number of {OCR-extracted text}
web pages exceed this token limit. To compare the performance of -
the GPT-3.5 model and GPT-4 model, we simplify the HTML and

OCR-extracted text to fit within 4,096 tokens in this study. Table 1
presents the maximum token counts for each data category. This
prompt template consumes 362 tokens, with a maximum limit of
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Table 1: Token Counts for Prompt Template, HTML, OCR-
extracted Text, and URL

Data Maximum Token Count
Prompt Template 362 (fix)
HTML 3,000
OCR-extracted Text 500
URL 234
Total 4,096
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Figure 2: Number of Tokens Before and After Simplified
HTML
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Figure 3: Number of Tokens Before and After Simplified OCR-
extracted Text

3,000 tokens for HTML and 500 tokens for OCR-extracted text. Since
all generated prompts in this dataset fit within the 4,096-token limit,
we did not simplify URLs. The median token count for URLs in the
dataset is 9, with the longest URL consisting of 2,209 tokens. In the
following sections, we describe the specific processes to simplify
the HTML and OCR-extracted text.
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Algorithm 1 Simplifying HTML

Require: inputHTML: Input HTML
Ensure: processedHTML: Processed HTML
1: function StMpLIFYHTML(inputHTML)

2: Remove style, script, and comment elements from
inputHTML

3 processedHTML «— Result after removal

4 if lengthToken(processedHTML) < 3000 then

5 return processed HTML

6: end if

7: Unwrap elements except for important tags

8: Remove elements without text content

9: Shorten href in a tags and src in img tags

10: processedHTML «— Result after removal

11: if lengthToken(processedHTML) < 3000 then

12: return processed HTML

13: end if

14: while lengthToken(processedHTML) > 3000 do

15: Remove an HTML element from the midpoint of the
processedHTML

16: processedHTML «— Result after removal

17: end while

18: return processedHTML
19: end function

3.3 Simplifying HTML

The proposed method simplifies the HTML while preserving es-
sential information for phishing detection and brand identification.
Elements located at the top of the HTML, such as the title and
the meta description element, primarily contain cues for deter-
mining the services provided by the website. Additionally, the form
element used for inputting login information and text displayed
on the page are crucial for analyzing the role of the website. To
achieve maximum retention of such information while minimizing
its length, we follow the steps outlined in Algorithm 1.

The proposed method removes HTML elements, such as style,
script, and comment tags, that have low relevance and a high num-
ber of tokens. Subsequently, we unwrap HTML elements other than
the important tags listed as head, title, meta, body, h1, h2,
h3, h4, h5, h6, p, strong, a, img, hr, table, tbody, tr,
th, td, ol, ul, 1li, ruby, and label. Unimportant elements
are eliminated, and their child elements are incorporated into their
parent elements. Then, our method removes HTML elements that
do not contain text enclosed within tags. We also shorten the src
attribute img elements encoded in base64 and the href attribute of
a elements containing lengthy URLs. The proposed method repeti-
tively removes intermediate HTML elements until the token count
falls below 3,000.

3.4 Simplifying OCR-extracted Text

Some websites may have a large amount of text on the screen,
and OCR-extracted text as well as HTML may exceed the token
limit. The proposed method also simplifies OCR-extracted text.
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Figure 4: Top 30 Brands Targeted by Phishing Sites.

Specifically, it examines the font size of the identified text from
OCR and removes sentences starting from the smallest font size.
This process is repeated until the number of tokens in the text falls
below 500 tokens.

4 DATASET

We describe how we created the dataset used in our experiment. The
dataset includes a total of 1,000 phishing sites and an equal number
of non-phishing sites. To gather these websites, we conducted web
crawling starting from the collected seed URLs.

4.1 Phishing Sites

To collect phishing sites, we used OpenPhish [8] and PhishTank [9],
which are phishing intelligence sources, and CrowdCanary [27], a
method for extracting phishing-related posts from Twitter using
machine learning models. By using keyword-based filters such
as “phishing” and “scam,” CrowdCanary extracts URLs from posts
associated with reports of phishing encountered by victims and
observed by experts. We collected URLs from March to April 2023
and used them as seed URLs. This enabled us to obtain a wide range
of phishing sites that are not limited to incoming channels such as
email, SMS, and web advertisements. Subsequently, we accessed the
seed URLs using the web crawler described in Section 3.1. To ensure
the integrity of our dataset, we manually excluded websites with
incomplete rendering and image loading. We conducted a thorough
examination of the screenshot images of websites, focusing on two
factors:

o Websites that display logos or brand names associated with
well-known services or that visually resemble legitimate
sites.
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Figure 5: Language Distribution of Phishing Sites.

e Websites employing SE techniques, such as presenting false
information (e.g., fake rewards, virus infection alerts, account
issues), to generate a sense of urgency or interest.

From the gathered website information, we excluded those meet-
ing the following conditions:

e Websites that contain R18 (adult, gambling, dating) content
due to potential conflicts with ChatGPT’s content filter.

o In cases where similar screenshots were found among the
extracted phishing sites, all but one were excluded. The cri-
teria for determining similarity included the Fully Qualified
Domain Name (FQDN), the page title, the website’s appear-
ance, and the text content. However, if websites have the
same appearance but different languages, we keep them.

As a result of the above analysis, we obtained a dataset of 1,000
phishing sites with unique 1,000 FQDNs. These phishing sites tar-
geted a total of 147 legitimate service brands (see Appendix B). We
identified 32 phishing sites that did not contain any brand informa-
tion. Figure 4 shows the top 30 brands used by phishing sites in the
dataset. In addition, we extracted text from the screenshot images
using OCR. In this paper, we used Azure Cognitive Service [2] to
streamline the OCR process for multilingual websites. We identi-
fied the languages of the OCR-extracted text using langdetect [7],
a language detection library, revealing that the 1,000 phishing sites
were distributed across 22 different languages. Figure 5 illustrates
the number of phishing sites in each language.

4.2 Non-phishing Sites

We collected an equal number of websites as phishing sites for
non-phishing sites. The seed URLs consisted of legitimate websites
for the 153 brands targeted by phishing sites, as well as the top 2k
domain names from the Tranco list [33]. From the legitimate sites
of the 153 brands, we extracted the URLs of their homepages and,
if available, the login pages (a total of 236 URLs with 196 FQDNis).
We accessed the seed URLs using a web crawler. After crawling the
Tranco top 2k, we successfully accessed 1,661 URLs. The Tranco top
sites include certain categories such as adult content, illegal down-
loading/streaming, and gambling. Since these categories can trigger
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Figure 6: Language Distribution of Non-phishing Sites.

content filters in ChatGPT or lead to phishing sites through mali-
cious advertisements, we excluded such websites. The breakdown
of excluded sites is as follows: 28 porn, 3 gambling, and 9 illegal
sites. The remaining 764 websites (out of 1,000 non-phishing sites)
were randomly selected from the crawled Tranco top sites. The non-
phishing sites are distributed across 34 languages. Figure 6 presents
the distribution of non-phishing sites across different languages.

4.3 Simplifying HTML and OCR-Extracted Text

We simplified the collected HTML and OCR-extracted text of phish-
ing sites and non-phishing sites using the process explained in
Section 3.3 and 3.4. Figure 2 shows the comparison of token counts
for the HTML content before and after simplification. The median
token count for non-phishing sites was 74,937 before simplification,
while it was 8,275 for phishing sites. In general, non-phishing sites
have a higher token count. One reason for this difference is that
non-phishing sites often implement a variety of sophisticated fea-
tures through complex JavaScript code or use large platforms, while
phishing sites have only the minimum functionality necessary to
deceive users or steal sensitive information. Of the 2,000 sites in the
dataset, 980 exceed the current ChatGPT model’s maximum token
limit of 32,000. Therefore, simplification is required for website in-
spections under the existing ChatGPT model. Figure 3 compares the
token counts of OCR-extracted text before and after simplification.
The median token count for non-phishing sites was 296, whereas
for phishing sites, it was 122. Similar to the HTML comparison,
non-phishing sites tend to have a higher token count in this case
as well.

5 EVALUATION

To assess the detection accuracy of the proposed method for phish-
ing sites, we conducted an evaluation experiment using the Azure
OpenAl API [3] with our own dataset. We used two models: gpt-
4-0314 (referred to as GPT-4) and gpt-3.5-turbo-0301 (referred to
as GPT-3.5). To compare their detection accuracy, we analyzed the
responses from both models for each URL in the dataset using the
same prompt. The dataset and experimental results cannot be made
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Table 2: Confusion Matrix for GPT-3.5

Predicted
Phishing Non-phishing
Phishing P N
867 133
Actual
Non-phishing FP IN
P 15 985

Table 3: Confusion Matrix for GPT-4

Predicted
Phishing Non-phishing
Phishing P N
984 16
Actual
Non-phishing FP N
P 17 983

Table 4: Performance Metrics Comparison

GPT-3.5 GPT-4

Precision 98.3% 98.3%
Recall 86.7%  98.4%
Accuracy 92.6%  98.4%
F-measure 921%  98.4%

publicly available due to the inclusion of commercially licensed
data and copyright issues, but we can provide them to researchers
upon request.

5.1 Summary of Result

To extract detection results from the API responses, we defined a
response as phishing if either the value of the phishing key or the
suspicious_domain key in the JSON response was true. Conversely,
a response was labeled as non-phishing if both keys were false. Due
to probabilistic fluctuations in ChatGPT’s output, some responses
did not contain machine-readable JSON text, such as using a single
quote instead of a double quote. Among the responses, 2 (0.2%)
for GPT-4 and 13 (1.3%) for GPT-3.5 resulted in JSON parse errors.
However, since all responses included the corresponding answers
for each key, we heuristically parsed and aggregated them.

Table 2 and Table 3 present the phishing detection results of
GPT-3.5 and GPT-4. GPT-3.5 had 15 false positives (FPs), while GPT-
4 had 17 FPs, indicating similar accuracy for non-phishing sites.
On the other hand, GPT-3.5 had a higher number of false negatives
(FNs) with 133 websites, whereas GPT-4 improved with only 16 web-
sites. These results indicate that GPT-4 demonstrates an enhanced
predictive accuracy for identifying actual phishing sites compared
to GPT-3.5. Out of the 867 true positives (TPs) for GPT-3.5, 759
responses marked phishing as true, 796 marked suspicious_domain
as true, and 688 had both marked as true. For GPT-4, out of the 984
TPs, 906 marked phishing as true, 983 marked suspicious_domain
as true, and 905 had both marked as true.
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Table 4 shows the results of the performance metrics comparison.

fei TP TP TP+TN
Precision (= W)’ Recall (= W)’ Accuracy (= TP+TN+FP+FN

and F-measure (= 2 X %) were used as performance
metrics. The capability of non-phishing site classification (FP and
TN) was comparable between GPT-3.5 and GPT-4, resulting in sim-
ilar precision values. However, GPT-4 outperforms GPT-3.5 by ap-
proximately 5.8% to 11.7% in the other metrics. Despite the inclusion
of non-English local brands in the dataset, both GPT-3.5 and GPT-4
achieved accurate non-phishing site classification. On the other
hand, for phishing site classification, GPT-4 significantly improved
with a recall of 98.4% compared to GPT-3.5’s 86.7%. Based on these
results, the subsequent sections will provide a detailed analysis of
the detection capability of the proposed method.

Additionally, we can classify the responses by selecting an ap-
propriate threshold for the phishing_score value. By increment-
ing the threshold by 1, we calculated the true positive rate and
false positive rate and plotted the receiver-operating character-
istics (ROC) curve, as illustrated in Figure 7. The optimal cut-
off values for phishing_score, calculated using Youden’s J statistic
J= % + % — 1), were 3 for GPT-4 and 1 for GPT-3.5.
The area under the curve (AUC) was 0.99 for GPT-4 and 0.94 for
GPT-3.5. The detection accuracy based on the threshold setting for
phishing_score also demonstrated the superior performance of GPT-
4 compared to GPT-3.5. The corresponding performance metrics
for this case can be found in Appendix A.

5.2 Examples of ChatGPT’s Responses

In this section, we explain specific examples of ChatGPT’s response
when it correctly detected phishing sites.
Phishing Example A

Figure 8 displays a screenshot image of the phishing site (https:
//securitypages.start[.]page/), and Response 1 represents
the response generated by ChatGPT. This website impersonates
Facebook and attempts to create a sense of urgency regarding ac-
count issues for the user. ChatGPT correctly identified this website
as being associated with the “Meta Facebook” brand and determines
that the domain name is not legitimate Facebook. Furthermore,
ChatGPT recognized the presence of SE techniques and highlights
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).

FB

Meta Facebook

We give you 12 hours to cancel the account that will be deactivated and you can continue
your activities. Thank you for helping to improve our service

0 Continue with Facebook

Figure 8: An Example of Facebook Phishing Site.

the existence of suspicious links within the HTML. ChatGPT set the
phishing_score to 9, marking both phishing and suspicious_domain
as true. Below, we have defanged some of the URLs included in the
response.

1. Suspicious elements:

- The URL contains a subdomain "securitypages",
which is unrelated to the legitimate Facebook domain
(www. facebook[ . Jcom).

- The extracted text alerts the user about having 12
hours to cancel the account. This is a social engineering
technique often used in phishing attacks.

- Furthermore, the link provided redirects to a suspicious,
non-legitimate URL: "http://centrenotificationvice
s.duckdns[.Jorg/cntre.html".

2. The brand name identified is Meta Facebook.
3. The site appears to be a phishing site because of
the suspicious URL and social engineering tactics in the

text.

4. JSON-formatted output:

{
"phishing_score": 9,
"brands": "Meta Facebook",
"phishing": true,
"suspicious_domain": true
Phishing Example B

Figure 9 illustrates a phishing site (https://siges.com[.]
br/service/) impersonating DHL, attempting to deceive users
into providing their financial information under the pretext of a
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Find alocation

ENGLSH @
View/Pay BillMy Shippment Settingsx My Profile

Waybill no.

67956166

Picked up  Duty/Tax check Out for delivery Delivered

Estimated delivery

deli
Sat, 25 Mar 2023 End of Day

There is import duty/tax due on your shipment. The amount is 2 £

*We will pay your import duty/tax to the authorities on your behalf to speed regulatory clearance. To avoid any delivery delay, please pay us this amount.

Figure 9: An Example of DHL Phishing Site.

payment requirement for receiving a package. ChatGPT accurately
recognized the brand name as DHL and correctly identified the
SE technique of requesting payment for import duty/tax expenses.
It also determined that the domain name does not belong to the
legitimate DHL website. Furthermore, by analyzing the HTML
structure, ChatGPT provided detailed insights into the structure of
the phishing site, which attempts to steal credit card information
such as card numbers and CVC numbers.

Based on my analysis of the HTML, URL, and OCR-
extracted text, here are my findings:

1. Suspicious elements in the HTML and OCR-extracted
text:

a. The site prompts the user to pay an import duty/tax
amounting to 2£ on their shipment, which could be a social
engineering technique to trick the user into providing
their payment information.

b. The HTML structure has a card data input form
where the user is expected to enter their card details,
such as card number, expiry date, CVC number, and
cardholder’s name. This could be an attempt to steal
sensitive card information.

2. The brand name identified is "DHL EXPRESS".

3. The URL (https://siges.com[.]br/service/) does
not match the legitimate domain name associated with
the DHL brand, which is "dhl.com". This mismatch is a red
flag as it is not coming from the legitimate source.

Considering my findings, I conclude that this site
is a phishing site attempting to steal user payment
information by posing as a DHL EXPRESS page.
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Here’s the JSON-formatted output of my findings:

"phishing_score": 9,
"brands": "DHL EXPRESS",
"phishing": true,
"suspicious_domain": true

5.3 Evidence for Identifying Phishing Sites

We analyze the evidence used by GPT-4 to identify phishing sites.
We provide a detailed explanation of each of the seven types of
evidence used to detect phishing sites, including the characteristics
of the corresponding SE techniques and how ChatGPT identified
them.

Domain Name is Not Legitimate The most crucial evidence for
identifying phishing sites is when the inspected website imperson-
ates a legitimate brand but has a domain name that does not match
the official domain name. The prompt of our proposed method
instructs ChatGPT to extract the brand name from the HTML or
OCR-extracted text and compare it with the legitimate domain
name. In many cases, ChatGPT accurately detected phishing sites
by identifying inconsistencies between the extracted brand and its
official domain name. ChatGPT can also detect if the domain name
included in the provided URL is a fake domain name (domain squat-
ting [20, 40]) attempting to deceive users. For instance, ChatGPT
correctly recognized that disc@rd[ . Jpro, which displayed a down-
load page for Discord’s installer, was not the legitimate domain
name discord[.Jcom. It also identified that amazon761[. Jcom,
which displayed the installation page for Amazon’s mobile app,
did not match amazon[.]Jcom. Moreover, ChatGPT was able to
discern that aib[. Jmonster, which showed the login page for
Allied Irish Bank, although having the same second-level domain
as the legitimate one (aib[.]ie), was not legitimate due to the
different top-level domain (TLD). The explanation is as follows: The
URL provided in the question is “http://aib[. Jmonster/”, but the actual
legitimate domain for AIB is “https://www.aib[.Jie/”.

Fake Virus Infection Warning We also observed the effective-
ness of ChatGPT in identifying fake malware infection warnings, a
commonly used social engineering attack on the web. For instance,
the website landiingpages[ . Jbeauty, which displayed a screen
resembling Microsoft Windows Defender’s virus scan, was analyzed
to display fake security warnings such as Z DPCN\D T 7 & A1k
tXalFg LOBMHATTO Y 7 INTWET (Access to this
PC is blocked for security reasons) and &% ¥ i, (Threat found) -
Trojan Spyware App: Ads.financetrack(1).exe. ChatGPT determined
that these warnings aim to make the user believe their computer is
in danger. Furthermore, the website plfkuwyacu.duckdns[. Jorg,
which displayed the logo of mobile carrier SoftBank, was recognized
for a series of social engineering tactics. After a fake security warn-
ing stating )L = 7 DM T E U 72 (Malware detected), the
user was urged to install the SoftBanktz ¥ = V) 7 1 R 7 7
V) (SoftBank Security App Free Edition).
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Fake Account Issue Phishing sites often display warnings claim-
ing that there are issues with the user’s account, aiming to steal
their login credentials. An example of this is the website m4ag
ence.web[.Japp, which ChatGPT analyzed as a phishing site
targeting the bank Société Générale. ChatGPT identified that it em-
ployed a SE technique as follows: The text extracted using OCR
alerts the user to a problem with their account, which can be a
typical technique of phishing attacks. Furthermore, ChatGPT ex-
plained the presence of suspicious HTML elements on this website
as follows: The HTML contains a link to a different domain than
the one specified in the visible text: "https://dev-sgwebnetau
th.pantheonsite[.]io/wp-content/sysconnect" instead of
"www.societegenerale[.]fr/synchronisation-agence."
Thus, ChatGPT has a high capability of HTML analysis, such as
detecting inconsistencies between the text of the a element and the
link specified in the href.

Urgent Payment Request As shown in Section 5.2, phishing sites
that impersonate courier services and generate alerts about package
issues, while creating a sense of urgency for payment, are target-
ing brands worldwide. An example is royalmail-online[.Jcom,
which disguised as Royal Mail and requested additional payment
due to the overweight of the shipment. ChatGPT identified this as
a phishing site based on the mismatch in the domain name and
the presence of phrases such as Interrupted delivery and Additional
charges of 0.76f£, indicating the employment of SE techniques. In the
case of a phishing site (www.caaarem[ . Imx) impersonating UPS,
ChatGPT detected the suspicious phrase 790,45 HUF fizetése: Szal-
litasi koltség (Pay 790,45 HUF: Shipping cost)”. Additionally, ChatGPT
provided an explanation stating, The request for the user’s credit
card information, including card number, expiration date, and se-
curity code. By analyzing the HTML, ChatGPT gained a detailed
understanding of the elements prompting user input. Moreover,
tlmcjohsvz.duckdns[.Jorg was identified as a phishing site
demanding payment for outstanding tax obligations. ChatGPT pro-
vided the following statement as evidence: The HTML contains
alerting text that seems like a phishing attempt, such as “z= i Bf%&
JBH1” (Final Attachment Notice), informing the user about an unpaid
tax and urging them to pay using specific methods.

Fake Login Error As demonstrated in Section 5.2, some phishing
sites display misleading error messages, such as indicating that the
login credentials are wrong even when no input has been provided
or alerting users that their credit card number is invalid. These SE
techniques aim to deceive users and extract sensitive information.
For instance, the website www. interceptionbookingconfirmat
ion[.Jcom, pretending to be Booking.com, prompted users to input
their card information within 24 hours, accompanied by an alert
stating, Your credit card was marked as invalid. ChatGPT explained
as follows: The presence of a "Wrong Credential” error message in
the HTML text is a common social engineering technique used to
trick users into re-entering their login credentials. Similarly, Chat-
GPT identified the website mail.sikkimrajshree[.]in, which
impersonated the logistics company SF Express. Based on the dis-
played text on the website, ChatGPT categorized it as a phishing
site, providing the following statement as evidence: The HTML con-
tent contains an error message "Ji AN FH & B which translates
to “Invalid username or password’, indicating that the user’s account
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might have a problem, which can be a social engineering technique
used in phishing attacks.

Fake Reward Phishing sites often employ deceptive tactics to
capture users’ interest, and one common initial step is to offer
fake rewards, such as monetary prizes, cryptocurrencies, gift cards,
or popular products like smartphones. For instance, the website
www.mobilegoodies4youl . Jcom impersonates SFR, a telecommu-
nication company, and displayed a fraudulent cash prize. ChatGPT
identified the phrase Votre adresse IP a été tirée au sort et vous avez
une chance de gagner un 460,00 € en espéces! (Your IP address has been
entered into a draw for a chance to win €460.00 in cash!) within the
website as an example of an unexpected reward. Similarly, ChatGPT
identified the phishing site allesettlemenie[.Jtop, which im-
personates the e-commerce brand Allegro, as using SE techniques
to captivate users’ interest such as Sign up or log in today to shop
and earn cash! Withdrawal to bank account (limited to one mobile
number). In the case of a phishing site ((me7q1.vetedeb[.Ixyz)
targeting Sberbank, users are prompted to participate in a survey
in exchange for cash. ChatGPT recognized the use of a cash reward
to attract users’ interest, as indicated by the statement: The text
contains social engineering techniques such as enticing users with
rewards CIIOJIYUHUTBbBO3HAT PAXIEHHWE

IO 600 000 P Y B°), which means “get reward up to 600,000
RUB”

SMS Authentication Request Phishing sites not only target users’
login credentials but also attempt to obtain SMS authentication
codes from them. For instance, the website demo. crustncakes[. ]

com impersonates the payment service BenefitPay and deceived
users into inputting an SMS code for the purpose of verifying a
transaction. ChatGPT explained that this technique as follows: The
OCR-extracted text informs about an expired SMS code that needs
to be re-entered, which can be considered as a social engineering
technique to alert users.

5.4 False Positives (GPT-4)

GPT-4 identified phishing sites with high accuracy, however, it
contained a small number of false positives (17). We analyzed the
causes of these false positives by categorizing them into seven
factors based on the responses generated by ChatGPT.
Misidentifying SE Techniques As discussed in Section 5.3, Chat-
GPT demonstrated precise identification of various SE techniques
commonly used in phishing sites. However, it falsely flagged some
non-phishing sites as phishing. In our experiment, GPT-4 misiden-
tified cfspart.impots.gouv[.]fr as containing SE techniques in
HTML elements. This element, initially hidden using the display:
none property, triggers an alert message upon receiving incorrect
input in the form. GPT-4 recognized impots.gouv([.]fr as a legit-
imate domain name, however, it misidentified cfspart.impots.g
ouv[.]fr asadifferent domain name because of the existence of the
subdomain “cfspart”. Although there were other cases where GPT-4
reported that some legitimate sites contained elements using SE
techniques, they were all classified as non-phishing because GPT-4
correctly verified that they matched legitimate domain names.
Multiple Domain Names of Legitimate Brands ChatGPT some-
times misclassifies legitimate brands that operate multiple domains
as phishing sites. This occurs when ChatGPT can identify one or
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more of these domain names but does not have the knowledge of
the specific domain name that is being checked. In our experiment,
GPT-4 produced four false positives for the following domain names:
m.botw[.Jcom (an alternate domain of bankofthewest[.Jcom),
aplusfcu.balanceprol.Jorg (aplusfcul.Jorg), hb.redlink.c
om[.Jar (bancodelapampa.com[.Jar), and cloudflare[.]net
(cloudflare[.Jcom). Additionally, it falsely flagged the law firm
Pinsent Masons’ website site waw. aboutcookies[. Jorg as phish-
ing. This false positive occurred because the extracted brand name
Pinsent Masons was not present in the domain name.

Global Brands with Local Domain Names False positives can oc-
cur when global brands use local domain names specific to different
countries. GPT-4 produced false positives for three domain names
due to their mismatch with the most recognized legitimate domain
names: www.aliexpress[.]us, sube.garantibbva.com[.]tr,
and www.sicredi.com[.Jbr.

Numerous Subdomains ChatGPT sometimes fails to recognize a
legitimate domain name if it has multiple subdomains, even if the
domain name is under a legitimate domain name. The following
domain names were false positives in this category: cloud.wallet
connect[.Jcom, entry11.bk.mufg[.1jp, and www.my.commban
k.com[. Jau.

Non-English Websites While ChatGPT demonstrated high ac-
curacy in identifying SE techniques across a wide range of lan-
guages, false positives can occur due to insufficient knowledge
of non-English websites. The following two domain names were
falsely flagged as they were not well-known: justhost[.]Jru and
www. jb51[. Inet.

Long URL Query String ChatGPT correctly recognized the web-
site auth. talktalk.co[. Juk as legitimate and did not detect any
SE techniques within the web page content. However, it falsely
flagged this site as phishing due to an extremely long URL query
string (360 characters) in the URL path.

5.5 False Negatives (GPT-4)

GPT-4 demonstrated an improvement in reducing false negatives
compared to GPT-3.5, achieving an 11.7% reduction. However, there
are cases where GPT-4 erroneously classifies certain phishing sites
as non-phishing (16 cases), necessitating a thorough analysis of
the underlying causes. Out of the 16 FNs, except for 2 cases, GPT-4
correctly identified the brand names of the remaining websites.
Among these FNs, 8 websites lacked any descriptive text other than
JSON-formatted content in their responses, making it impossible
to analyze the basis of their classification. There were 4 FNs where
GPT-3.5 correctly identified the phishing sites, but GPT-4 did not.
Falsely Identified Domain Names as Legitimate Despite cor-
rectly identifying the targeted brand names for the following 5
phishing sites, GPT-4 erroneously classified the domain names
as legitimate. For instance, GPT-4 misclassified the phishing site
www. phototan-push[. ]Jde (disguised as commerzbank[.Jcom)
by stating there’s no suspicion surrounding the domain name, thus
incorrectly labeling it as a non-phishing site. The phishing site
www. gmenduroracingteam[.]it was identified as non-phishing
by GPT-4, because the legitimate URL of the brand (https://ww
w.mooney[ . ]it/) that this phishing site deceived was included as
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a link in the HTML, even though the actual domain name is dif-
ferent. The following three sites were identified as false negatives
by GPT-4, but correctly identified by GPT-3.5. A website imperson-
ating www. gov[.Juk (claim.redundancy-payments.org[. Juk)
was classified as phishing by GPT-3.5 due to its SE technique of
requesting the national insurance numbers and bank details. In
contrast, GPT-4 accurately identified the brand as “GOV.UK” but
indicated it is likely that the site is a legitimate one. GPT-4 also
suggested it is always better to verify the authenticity of the URL
by wvisiting the official government website. etmmetaverse[ . Jcom,
a phishing site for Office 365, was correctly classified as phish-
ing by GPT-3.5 based on the mismatch in the domain name and
links to other pages. However, GPT-4 offered a neutral explana-
tion, stating there is not enough evidence supporting that this is a
phishing site, despite assigning a phishing_score of 5 and labeling
both phishing and suspicious_domain as unknown. Furthermore,
both GPT-3.5 and GPT-4 correctly identified the brand SI-DEP
(France’s national Covid-19 screening system) for the phishing site
ca8567c7fa0141658f0@8b0ddabe13d5ee. v1.radwarecloud.net.
While GPT-3.5 correctly pointed out The domain name "radware-
cloud.net" does not appear to be associated with the brand name
"SI-DEP", GPT-4 failed to detect the phishing attempt.

Failure to Identify Domain Squatting The website www. amer
icanexpressseguros[.]com was a phishing site for American
Express, offering insurance solicitations. Despite containing the
phrase Recibe hasta $2,000.00 M.N de bonificacion al contratar (Re-
ceive up to $2,000.00 M.N of bonus when contracting), GPT-4 failed
to recognize the SE technique employed. Although it was a case
of domain squatting, GPT-4 incorrectly identified it as a legitimate
domain.

Failure to Identify SE Techniques The phishing site phpstack-
197144-1061735. cloudwaysapps[ . Jcom presented an insurance
survey, without specifically targeting any particular brand. Since it
lacks prominent elements such as rewards or a sense of urgency,
it was mistakenly classified as a legitimate site. Similarly, the e-
commerce site lojanewgeneration[.]com attempted to attract
users with the phrase daily offers, yet GPT-4 failed to identify the
SE technique employed, leading to its classification as a legitimate
site.

5.6 Comparative Analysis of Phishing Site
Detection: GPT-4 vs. GPT-3.5

We conducted a comparative analysis of the capabilities of GPT-4
and GPT-3.5 in accurately identifying phishing sites. Specifically,
we thoroughly analyzed the phishing sites that were successfully
detected by GPT-4 but failed by GPT-3.5. Among the 133 FNs of
GPT-3.5, a total of 121 phishing sites were correctly identified by
GPT-4. Upon analyzing these 121 phishing sites, we discovered three
abilities in which GPT-4 exhibited superior performance compared
to GPT-3.5:

o Ability to determine the authenticity of domain names.

o Ability to recognize SE techniques.

o Ability to detect phishing sites comprehensively by using
multiple factors.

Ability to Determine the Suspiciousness of Domain Names
GPT-4 and GPT-3 showed differences in their ability to assess
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the suspiciousness of domain names. This involves determining
whether the domain name matches a legitimate domain name or
has suspicious characteristics. For instance, when analyzing the
OpenAl phishing site openai-gpt-4[.Jcom, GPT-3 classified it as
non-phishing due to the presence of the term “openai” In contrast,
GPT-4 correctly identified it as phishing since the actual domain
name, openail . Jcom, differs from the suspicious one. In the case of
a phishing site (krakken-logi.mystrikingly[.Jcom) imperson-
ating the cryptocurrency exchange Kraken, both GPT-3 and GPT-4
successfully recognized the brand name. However, GPT-4 identified
the misspelling of “krakken-1logi” as suspicious, whereas GPT-
3 erroneously classified it as a legitimate domain name based on
the presence of “krakken”. Furthermore, both GPT-3.5 and GPT-4
accurately identified the phishing site firstcitizncb[.Jcom as
distinct from the legitimate domain name firstcitizens[.Jcom.
However, GPT-3.5 considered it to be a variable of the legitimate
domain name and not a phishing site. Another example is the phish-
ing site correos-es. firebaseappl.]com, which impersonates
Spain’s national postal service, Correos. While GPT-3.5 classified
it as a legitimate domain name, GPT-4 correctly recognized it as a
suspicious domain due to its hosting on Google Firebase.

Ability to Identify SE Techniques GPT-4 successfully identi-
fied SE techniques that were missed by GPT-3.5 in some phishing
sites. For example, in the case of verify.vodafone-uk[.]Jcom,
which GPT-3.5 explained that The page warns users about the po-
tential termination of their phone number. However, GPT-4 recog-
nized the presence of SE techniques by explaining that the websites
warned users about the potential termination of their phone num-
ber. Additionally, GPT-4 noted that The domain name in the URL is
"verify.vodafone-uk.com", which seems odd with the hyphen between
"vodafone” and "uk". In the phishing site (aktivere-bnkid.web[.]
app) impersonating Sweden’s ID system, BankID, GPT-4 identified
the SE technique by highlighting that it requested personal infor-
mation such as the user’s personal number, phone number, and
user-ID. In contrast, GPT-3 incorrectly states that the website does
not contain any obvious social engineering techniques.

Ability to Detect Phishing Sites Comprehensively by Using
Multiple Factors In some cases, ChatGPT may have incorrectly
determined that legitimate text on the website was suspicious. For
example, it identified legitimate error messages (e.g., “wrong pass-
word”) displayed after submitting a form as indicative of social
engineering. It also flagged the inclusion of the year 2023 in a
copyright notice as suspicious. This is because ChatGPT’s training
data only goes back to September 2021, and it lacks knowledge of
the current year, which could lead to inaccurate results. However,
GPT-4, while occasionally providing irrelevant observations, tends
to make overall accurate determinations by combining them with
more reliable information. On the other hand, GPT-3.5 may classify
a phishing site as benign even though it correctly recognizes mes-
sages using SE techniques in the HTML, or the domain name differs
from the legitimate one. The following are some examples of non-
phishing sites. For instance, the website b2meguy . com displayed an
attention-grabbing statement at the top of the website: Obtenga ac-
ceso instantaneo al software de Quantum Al, y gane de 3200€ al dia!"
(Get instant access to Quantum Al’s software, and earn from 3200€
per day!). Both GPT-3.5 and GPT-4 identified this statement as sus-
picious, however, while GPT-3.5 did not classify it as a phishing site,
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GPT-4 correctly identified it as phishing based on the explanation
that it presents unrealistic promises of gains. Another example is the
phishing site verification-appeal-code.firebaseapp[.]com,
which pretended to be Facebook and asked users to respond to
claims of intellectual property infringement. Both GPT-3.5 and
GPT-4 detected the request for sensitive information from visitors,
however, GPT-3.5 incorrectly classified it as a legitimate site.

6 LIMITATIONS

ChatGPT provides flexible and varied responses because its output
is determined probabilistically. However, this also means that detec-
tion results can change depending on the experiment. In this study,
we used default parameters for ChatGPT and prepared a dataset
consisting of various websites to statistically evaluate the detection
accuracy. In order to obtain reliable results for the classification
of phishing sites, some parameters such as Top_k and Temperature
may require adjustments for specific purposes.

For the dataset used in this experiment, we excluded phishing
sites and non-phishing sites containing R-18 content to eliminate
the influence of ChatGPT’s content filter. To examine websites with
adult or aggressive content, it will be necessary to modify or select
an appropriate content filter for ChatGPT.

Methods that use LLMs, including the proposed approach, may
be susceptible to prompt injection attacks [17, 32], where the origi-
nal prompt is overwritten and malicious content is inserted into the
response. Our proposed method employs simple countermeasures
by simplifying the HTML and clarifying text sections through the
placement of triple backticks. However, phishing sites may use
prompt injections in the future to avoid analysis by LLMs. More
advanced defenses against prompt injection attacks will be needed.

Because ChatGPT has been trained on data up to September
2021, it may not be able to accurately classify phishing and non-
phishing sites associated with services created after that date. The
classification ability could potentially be improved by externally
referencing a list of domain names corresponding to brands or by
using a fine-tuned LLM.

7 RELATED WORK

An effective method for detecting phishing sites is to compare the
appearance of a website with that of a legitimate one. Previous
studies such as Abdelnabi et al. [11], Lin et al. [24], and Liu et
al. [25] detect the abuse of logo images by identifying and compar-
ing them with legitimate ones, or extract features from the overall
appearance of web pages to analyze their similarity. While these
deep learning-based methods are effective in detecting phishing
sites created by copying HTML or reusing logos, they cannot de-
tect phishing sites that use their own logos or do not impersonate
brands. Our proposed method aims to identify phishing sites that
use SE techniques by analyzing the context of the web page, allow-
ing for the detection of different types of phishing sites, not limited
to the misuse of branding.

Methods have been proposed to detect domain squatting, where
attackers obtain domain names similar to legitimate service domain
names. Nikiforakis et al. [29], Quinkert et al. [34], Kintis et al. [20],
Agten et al. [12], and dnstwist [1] have proposed techniques that
use rule-based approaches or machine learning models to identify
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malicious domain names by considering various factors such as
minor variations, the inclusion of brand names, and changes in
top-level domains. ChatGPT showed high capabilities against do-
main squatting, as demonstrated in our evaluation experiments,
by detecting minor character differences and fake domain names
containing brand names. There are also methods that use TLS cer-
tificates to detect phishing sites. Kim et al.[19], Bijmans et al.[13],
and Drichel et al. [16] have proposed such approaches that use
machine learning algorithms to analyze features derived from TLS
certificates or certificate transparency logs to detect phishing sites.

In recent years, there have been attempts to apply LLMs to cyber-
security. One such example is VirusTotal Code Insight [10], which is
based on Google’s security-focused LLM, Sec-PaLM. This model can
explain the purpose and functionality of malware code in natural
language, allowing security experts to gain a general understand-
ing of the code’s intentions. An article [6] analyzed phishing URLs
using ChatGPT with a simple prompt. The experiment showed a
detection rate of 87.2% and a false positive rate of 23.2%, indicating
that while it can block phishing sites, it can also mistakenly block
legitimate sites. In contrast, the method proposed in this paper
includes not only the URL, but also HTML, text extracted from
screenshots using OCR, and carefully designed prompts to achieve
superior detection accuracy. Roy et al. [36] explored the ability
of ChatGPT to automatically generate phishing sites. Their find-
ings suggest that these generated phishing sites can mimic popular
brands and employ various evasion tactics to evade anti-phishing
systems. To counteract such automated phishing campaigns, it be-
comes important to employ security measures using LLMs, such as
our proposed method.

8 CONCLUSION

In this study, we have presented a novel method for detecting phish-
ing sites using ChatGPT, a state-of-the-art large language model.
Our approach combines web crawling techniques with ChatGPT’s
contextual understanding to classify websites as phishing sites or
not. Through detailed experiments, our method achieved remark-
able performance with a precision of 98.3% and a recall of 98.4%,
demonstrating the potential of LLMs to efficiently detect phishing
sites and uncover social engineering techniques. Furthermore, our
comparative analysis between GPT-3.5 and GPT-4 revealed signifi-
cant improvements in GPT-4’s ability to minimize false negatives.
GPT-4 excelled at identifying suspicious domains, detecting social
engineering techniques in web content, and considering multiple
factors in its evaluation. These findings have important implications
for enhancing automated cybersecurity measures and mitigating
the risks of online fraudulent activities faced by users. This research
provides new directions for exploring the application of LLMs in
various cybersecurity domains and further optimizing their capa-
bilities for analyzing and detecting malicious web content.
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DETECTION ACCURACY USING PHISHING
SCORE

Table 5: Performance Metrics Comparison Using phish-
ing_score.

GPT-3.5 GPT-4
Precision 0.938 0.981
Recall 0.892 0.980
Accuracy 0916 0.981
F-measure 0.914 0.980

Table 5 shows the results of calculating the detection accuracy

metrics - Precision, Recall, Accuracy, and F-1 measure - using the

op
B

timal threshold values for phishing_score in GPT-3.5 and GPT-4.

PHISHING BRANDS

Table 6 is a list of 147 brands that were targeted by phishing sites

in

our dataset.
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Table 6: Brands Targeted by Phishing Sites.

A+ Federal Credit Union
Amazon

Ardoiz

BRImo

Banco La Pampa
Bank of America
Bendigo Bank

CIMB Ni

CodeSquare
Commonwealth Bank
Crypto.com

Deutsche Bank
Docomo

EATA

EXPRESSPAY

Entrust

First Citizens Bank
GOV.UK

Gazprom

Google

ING

Instagram

JUNO

La Banque Postale
MIR VISA

Mashreq Online Banking
Microsoft

Mitsui Sumitomo Card
NAVY FEDERAL Credit Union
Nexi

OakPay

OurTime
PRESTIA

PayPay

Qatar Post

Ronin Wallet
SDCCU

SMBC Trust Bank
Santander
Scotiabank
Sicredi

Spotify

Swisscom

TESCO Bank
Theta

USAA

UniCredit

VALVE
Vietcombank
WeTransfer

AEON CARD
American Express
BECU Online Banking
Banca Sella
Bancoagricola
Barclays

Bradesco
Chunghwa Post Co.
Coin Wallet
Correos

DHL

Deutsche Post DHL Group
DocuSign

EClick PORTAL
Ebay

Facebook
GLOBAL PASS
Garanti BBVA
Gemini

Gruppo BNP Paribas
ImToken

Involta

Kakao

Livelo

M&T Bank
MasterCard
Minnesota Unemployment Insurance
Benefits System
Mygrow
NETFLIX

Nordea

OneDrive
Outlook.com
PancakeSwap
Post canada
RENNER
SAISONCARD
SFR

SPANKKI

Satang

Security Bank
Siemens

Swiss

T-Mobile
THEWEST
Transcash

USPS Tracking
Uphold

VISA

WELLS FARGO
Weebly

Alpha Web

Apple

BNL

Banco Desio
Bancolombia
Battle.net

CAJA

Citizens Bank
Colissimo
Credomatic

DKB

Disney

Dropbox

ETC

Emirates Post

Fifth Third Momentum Banking
GO online

Garena

GitLab

IBC

Impots.gouv.fr
JUHACHI-SHINWA BANK
Kusainon
METAMASK

Ma Banque

Mercari

Mitsubishi UFJ Bank

NAB Internet Banking
NLB Banka

ORLEN

Orange

PNC Online Banking
PayPal

QUOTY

REVOLUT INTERNATIONAL BANK
SBJ Bank

SMBC

STEAM

Schwab Safe
SharePoint
Slovenska POSTA
Swiss Post

TD Ameritrade
TalkTalk

Trust Wallet

Ubisoft

UPS

Verizon
WalletConnect
Yahoo!
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