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Key Findings

Bitdefender researchers have identified a
rootkit with a Microsoft-issued digital signa-
ture;

The rootkit is used to proxy traffic to Internet
addresses that interest the attackers.

We assume that the rootkit targets online
games with the main goal of credential theft
and in-game-purchase hijacking

The rootkit has been targeting computer
users for more than a year now

Rootkit spreading is limited to China and we
presume that it is operated by a threat actor
with significant interest in the market.

A Retrospective of
Digital Trust and

Rootkits

was the first rootkit discovered to be using a
WHQL digital signature issued by Microsoft directly.
We have spotted a similar malicious driver, FiveSys,
which also has a valid WHQL digital signature from
Microsoft.m

We presume these two incidents might not be
isolated cases, and we might increasingly see
malware using digital signatures issued by Microsoft.
The reason for this might be the new

, which demand drivers
to be digitally signed by Microsoft before acceptance
by the operating system. This new requirement
ensures that all drivers are validated and signed by
the operating system vendor rather than the original
developer and, as such, digital signatures offer no
indication as to the identity of the real developer.
It seems that malware writers managed to work
around the new requirements, as Netfilter and new
FiveSys demonstrated. In addition, the fact that they
have digital signatures issued by Microsoft might trick
unsuspecting users into believing they are legitimate
drivers and accept their installation:



https://www.gdatasoftware.com/blog/microsoft-signed-a-malicious-netfilter-rootkit
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/kernel-mode-code-signing-policy--windows-vista-and-later-
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/kernel-mode-code-signing-policy--windows-vista-and-later-
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a Cerhificate X
General  advanced General Detalls  Certification Path
» Digital Signature Information Certification path

#=| This digital signature Is OK. ) Microsoft Root Certificate Authority 2010

[) Microsoft Windows Third Party Component CA 2014
Al Microsoft Windows Hardware Compatibility Publisher

Signer Information

Name: k‘.oh windows Hardware Compatibility Publisher

E-mail: [Not avaitabie

Signing time: IMunday, July 19, 2021 10:43:35 AM

View Certificate

Countersignatures

Name of sign... F-mail addre... Timestamp

Microsoft Tim... Not avallable Monday, July 19, ...

Certificale slatus:

This certificate is OK.

0K

We started seeing its components in late 2020, as shown in our detection telemetry below:

FiveSys is very similar in nature to the Undead malware afew years ago. The attackers seem to
originate from China and target several domestic games. We can confidently attribute this campaign to several threat
actors, as their tools share the same functionality but are vastly different in implementation.

Rootkit creators commonly employ the practice of blocking competing malware via a signature blacklist of stolen
certificates used by other malware.

NOTE: We have reached out to Microsoft to flag this abuse of digital trust. Microsoft revoked the signature
shortly after.

https://t.me/learningnets
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Technical Analysis

The main purpose of the rootkit is to redirect internet traffic and route it to a custom proxy server. To achieve this, the
driver serves locally a Proxy Autoconfiguration Script to the browser.

< « C | Search..

€ Goneral Seculy Privocy Contert CONMEHors Programs  Advanced

9 10 58t up an Internet connection, dick Setup
St

Disk PR
Local Ares Network (LAN) Setting; X

Aukomatic confia shion

Arkomark: configur ation may override marvsal settings. To ensure the
e of marmsal settings, dssble stomatic configuration

(2 Actcmaticaty datect sattings
ch FAuse stomatic configurstion scrigt

Address | PH:{[127.0.0.1:37000Frotect bt

Provy sarver

[Use & praxy server for your LAN (These settigs will not apply to
L Babup or VPN connections).

Coen

The driver will periodically update this autoconfiguration script. The script has a list of domains/URLs for which it
redirects traffic to an endpoint under the attacker’s control:

These domains are base64-encoded. The code below shows a fraction of the URLSs it filters for redirection:

Redirection takes place on both http and https. For https redirection to work, the rootkit installs a custom root certificate.
This way the browser won't warn of the unknown identity of the proxy server.

@ certmgr - [Cenificates - Current ertificates]
Fle Acion View Heip

[ ACELR |

Status  Certficate Te.

https://t.me/learningnets 5
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Modifications made in the registry are also protected by the rootkit.

f Error Displaying Value (=== ]

0 Cannct display AutoConfigURL: Error resding the value's contents.

——

Computer\HKEY_CURRENT_USER\Software\Micros

Windons\CurtentVersion\Internet Settings

Besides redirecting internet traffic, the rootkit also blocks loading of drivers from other malware writing groups, as
they are probably attempting to limit competitor threat actors’ access to the compromised system.

To achieve this, it uses a blacklist of digital signatures. It monitors each file access and checks the digital signature
(if available). It then blocks access to the given file if its signature is in the list.

The list of digital signatures is updated periodically. Currently it has a blacklist of 68 such hashes, and each hash
corresponds to a stolen/leaked signatures used by malware.

The malware authors have left debug messages revealing the list of signatures it monitors:

00000478 186.51918030 [MY-1]MD5-0:9D9F343EAA8FB4045A4B7D05437AC02B

00000480 186.51918030 [MY-1]MD5-1:A269121725987B766740D43964E83CF3

00000482 186.51918030 [MY-1]MD5-2:698FD84FOAABAA65FSBD3E7TAD417F4D4

00000484 186.51919556  [MY-1]MD5-3:CE7D7EEQ76A74D3C532265D8F6BBFF09

00000486 186.51919556  [MY-1]Sign-0:Zhang Zhengqi

00000488 186.51921082  [MY-1]Sign-1:Haining shengdun Network Information Technology Co., Ltd
00000490 186.51921082  [MY-1]Sign-2:SHENZHEN LIRINUOS

00000492 186.51921082  [MY-1]Sign-3:Shanghai easy kradar Information Consulting Co.Ltd

We've searched for samples containing the blacklisted signatures, and we've found rootkits from the netfilter and fk_
undead families. This reaffirms our suspicion competition is strong among the threat actors behind these campaigns,
as each group tries to exclusively control the infected computers.

To make potential takedown attempts more difficult, the rootkit comes with a built-in list of 300 domains on the
“.xyz" TLD. They seem to be generated randomly and stored in an encrypted form inside the binary. When contacting
the C&C, it will pick a random domain from the list, each such domain having several DNS A records. This level of
redundancy significantly minimizes the chance of a C&C takedown.

https://t.me/learningnets
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FiveSys has multiple components - historically we have identified several user mode binaries that would download or
drop the malicious drivers. It also has an estimated four drivers, but in our research, we only managed to isolate two:

» PacSys(PC.sys) is responsible for delivering the proxy autoconfiguration script (the *.PAC file, hence the

name probably).

» Up.sys downloads an executable and starts it using an embedded dIl which it injects from kernel mode.
»  Both drivers can protect the other module too, and reinstall it if it gets deleted.
Even though, technically speaking, the malware families are not among the sophisticated ones, the fact that they
abuse digital signatures in this manner seriously undermines the credibility of this protection mechanism.

Indicators of Compromise

An up-to-date and complete list of indicators of compromise is available to
users. The currently known indicators of compromise can be found below.

C2I1Ps

103.85.85.90 125.77.158.136
110.42.9.69 211.99.103.229
60.217.248.67 45.248.11.7
103.88.32.158 43.228.66.130
103.230.236.90 103.85.85.97
110.42.5.55 45.248.11.29

27.159.65.61 125.77.168.118

45.113.202.114 103.219.31.42

C2 Domains

08tayhl9pzog5l.7hgum3mdrply6hdunvp[.]xyz
0dt7fmri.n7vz1lm2tfdz4[.]1xyz
Oerhtboedcix.sopl05iznfgywal.]xyz
Oktd49g-xympazsf.ynuembkr98wvsf-x[.]xyz
Omntlbgfssend.zwquakggtjel[.]xyz
Oolsgni.cjbae26sz0hogx9cbz[.]com
Oobhfsgtmcl.nyrufij[.]xyz
Og8w7d4so.mwzaeyj2gg[.]1xyz
Oghcpznfzyo.bvdwhldtvylr[.]lxyz
O-umr89wogaheqd.ys03fpianv8cdvrwzgl[.]xyz

19gg0tjscglhzduwy8h.atqvx69fl[.]1xyz

https://t.me/learningnets

180.188.19.11 103.91.209.141
36.99.113.51 103.219.31.147
103.40.13.51 180.188.17.204
221.229.210.107 162.14.178.70
103.53.124.199 211.99.99.190
110.42.11.6 113.141.163.181

115.230.124.18

103.107.190.138

lbwbosmlggp3gf.vhld53sxiosgjm|[.]xyz
lcjikxci-oxeg2p.7kp8z05-ow9yctundemul.]lxyz
1h3d5vlcmsbuwk2ggo.tytxanm[.]xyz
1ik2-814.jmcO9wrzgz6f[.]xyz
1kt9gdwo.agfkt-zmupw/[.]xyz
Imhifv8tjg3a.0fhm7gi[.]xyz
localnawcng.bilgmms[.]xyz
ltcocsr-w42.axwzdfs[.]xyz
ly6rvd4w8ovo7tsbyed.anysg-ahjlm67r0fpzwb[.]xyz
20musswé4c9pfhea.mpydj[.]xyz

2afybptuag7bi94c.fodvtlynl[.]lxyz


https://www.bitdefender.com/oem/advanced-threat-intelligence.html
https://www.bitdefender.com/oem/advanced-threat-intelligence.html
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2bklxqgfde7.zeobhuvsjdOkm[.]xyz 4o0dkOn.fmogjlglijrd[.]lxyz

2dgbzotyw. fplmtp-kgo7bay[.]xyz 4gylg5ijr9ux3x.jphdsj[.]xyz
2drjjuladtladl.5aavy09eonzwm-h[.]xyz 4s0b5xug2ztvc7ejiny.vhlkte2-gmrgylzmvki[.]xyz
2eiybakscfg.j0ilh[.]xyz 4tgfvthgi-zy.i2bplaOtfglt7y69[.]xyz
2ej3dw7pr8otpyu.aumvhwio[.]xyz 4tunOcpzbl.lkeuzwjk2187[.]xyz
21lpexcx.zq7i9yoOgbk5vscaf[.]1xyz 4vdcmegnu9rh.gle-gbSuorvblekikjf[.]lxyz
2lzyeg7joihtlxkem.eriapgl[.]xyz 4wd2glfsh3uc.5bxfyseilj0ot[.]xyz
2md3jooirnmy9wx.h8dbwfclm([.]xyz 4xn9gjixslfgzw-dth.sj8yninf3ga6tvir[.]xyz
2mdfowwethria.ubf5kob3agefvhuynnv[.]xyz 4yiZ2pcyhw9xmlsi7w08jh.jzlo[.]xyz
2gaporw8r9km. 9tntegmhdo[.]xyz 4zvijrhnlzocswwv1706d.wz9%hrfedfdiul.]xyz
2vflwaietknc6tf.19edcs720ce[.]xyz S54hgsruf.jzdgnibflmx9[.]xyz
2vftek6px0ihdsua.hzwnmidgrclgbmdgl[.]xyz 5-8wh.aeowncjzreft[.]lxyz
2vtobjeflra.5txo2o0zyguy[.]xyz S5aki63obhpz4.hdiiyoedfocsn[.]xyz
2wv5sjh7ugxngze.icxcjwb[.]xyz Seeogklnrylswalf.ftzlpu-votyri7fs[.]xyz
2xxea-vmbezkOh.0fdgdlyv[.]xyz Shdabzngrjkgxw7a.fwvSvEimyrgswt[.]xyz
30ku9efzdtj.og873mn[.]xyz Snyxw.hhbn7lxww[.]xyz
3lmewt-iugrsmty5fdhk. ftrnoxld[.]xyz 509rzjlfpvhe.tjvuyz7wgeu9cmoz8mbv|[.]xyz
341h9ziy.oprwa-s9kgev2[.]xyz 5x07vcskagsp.jmodcpi9bvrhal.lxyz
3eyunkb6ajglsmwio.2c8wvroeo[.]xyz 65-xxprfuyl.ig6tsnzistanrdl[.]xyz
3flpdvéyf.xwdOhlczgcvelpl[.]xyz 69g3vtsOwp4in.i8fh-b2haf7qmlzp[.]lxyz
3m8uiascjdsblolp.tmgyrigsstn2k7f[.]xyz 6c3le2v0ujbsmn8t.4xy9zaanrdptuil.]xyz
3mnubSkarozci94.cmfaxcf-3bz6g0tjl[.]1xyz 6jbemgcxdmnwl7otkysp.mjO0gobp[.]1xyz
3mvlrws41lixj.bdxedhkfk[.]xyz 6kd4pwvnjhla.xdx-scwly7rj[.]xyz
30809gtctbiov2.t89ctdl[.]xyz 6kygwpfetzs.ijbohr[.]xyz
3oibvymhvi9wu2dt.tw7bglg6dgn8edbtx[.]xyz 6gtsjlx.sl7vokrpgzdykd8al.]lxyz
3p2ycniugh-xjq. 7pmundwx [ . ] xyz 6rliofhjg2b-jxsw3g.dfpt75igble[.]lxyz
3pirkuovrt9j6g.x7c8-yfufjsgpd4[.1xyz 6usabahkrtl3fh.xdlnd3umrtw2o[.]xyz
3s9ijboln.ehllcprm2xjwkfdg9[.]xyz 6vgcef2au.edxaliswblcs[.]lxyz
3snczov7jaelb.glyvdObmo[.]xyz owiyckcofsyabnp.tmjedlqggfiSypacvcOr[.]xyz
3utvppé4nxsdmhrkzxt.wgxopwt3cilfy7is[.]xyz 6zcvcespdtpbn.dwbgmx4irneyml[.]1xyz
3wiyubzcr921g8xf.i6p-ybdw[.]lxyz 75gafzrf.hd4oehpt2[.]1xyz
3ydabhom8lda6tbnu.icxcjw5[.]Ixyz 7acw8fshkefbaqg.lgiol3v2p7hel.]xyz
403czrsfpkldsgolkbag.mibkc7fvuefw3[.]xyz 7dbugpktwiwm3glzzg.dfpt75igble[.]xyz
4cihmtfi.gg-mmfpz79[.1xyz 7enjypcealkOudm53xos.ligned [.]xyz
4czdgojsnvluzOavbmth.4snujin73tg[.]lxyz 7gojldr51l3atpafuhxt.yl0olv9gbmfuawzp-tcld[.]xyz
4dou3cpz2vnbk-cbp.k2wzlexjpcinjal3twml[.]xyz Tmjbk.67ekohwut[.]1xyz
4dpyplftay8g90gb71.kkvgsytcwdhsn3gOncSr[.]1xyz Tmogstnalxaivfev.yhruvg8asenbw-k[.]xyz
4dyivtanev8.cmfaxcf-3bzoq0tjl[.]xyz Tncvvhl9.qugww8skfr-yge3lc[.]xyz
4evie8nsxp3hkukO.rjhholbrowi71lv][.]xyz Tnvi5jtj2ybga.i2bplaltfglt7y69[.]1xyz
4k5swsv8tauelrgbx9.fgak-018egpu7icwzryt[.]1xyz Trvtlgoelkpfeucsitc.d8artsg3vtuxbajvgfxy[.]lxyz
4mobjthzs7d.0fdgdlyv[.]xyz Tvtul.c97dvtldhgjuhfri[.]xyz
dmahwtvg9py.tw7bglg6edgn8edbtx[.]xyz 7x-98pbvzl.olzlxk-oltwgbhmfxnj[.]xyz

https://t.me/learningnets
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Txfds-gqtlpilo3o.qgoeussss[.]com
89gtgzpxkgcvgfddb.npega3-ke8v[.]xyz
8ahtghpsx.21h3batmnn0fgcjdmsk[.]xyz
810ry2reao9igyfxfds.ogfaeydevwonl[.]xyz
802-pl6j.eub6fglo[.]lxyz
8pbdtluaf3vgbckérg.tjwpzdowbypOi[.]xyz
8tvhlk.nd4dmlcul.]xyz
8tytmjuaeSpvb.4alydxhgb-nm[.]xyz
8wobner-glzp.stuo9ubxej[.]xyz
8yagwziomreeiukokscc.szo79[.]1xyz
8zgpamwijwedkymxuxh-b.c97dvtldhgjuhfri[.]xyz
95cykhlpcms.ryjk9[.]lxyz
95dxgk.b0iardi[.]com
96gqgijntx7ehmbmccf-j.v60pbltthj3[.]xyz
982cbdwtprk.o0o00313145[.]com
9berfugqg.aobgg-2onfe[.]xyz
9cjdbgyjvrauxfrfne.qgrcg6jmOxipwkijS7cze[.]xyz
9du7ci3k4uotds.ns6jnzbgrut[.1xyz
9k7gfhwdhdgloe.vsd9ce7210o[.]xyz
Imgjgitorafn28ppnc.eci2xvndzorhp[.]xyz
90ph831l6fsxflsyz.b-iwhdvzunvfbcigwd [.]xyz
9py84v5fwubg.rylgmrze[.]xyz
9ghcrkbfh64.gzutldnwl.]xyz
9vg8hpann30ejyl.mj0go6pl[.]1xyz
9vy-ggc.dsmxlrrwo[.]xyz
9zthagzm7x3c.k-xtrtkx[.]xyz
altwb5o.jlh4jzsupddsfkbg[.]1xyz
azbiqundwéy.2zttcmf[.]1xyz
a3s019g25fvyp.i5xd0uwzxb3mog|[.]xyz
a49gn8obmnkxielj.hleqpjxtf7zb[.]xyz
aaszwhhby6tvlgv3.f2npdgtgl[.]1xyz
aayxvmhl.jwzfsy[.]lxyz
abo7tl.c6gpmupfmxlbanug[.]xyz
ac3wc8gg.zcwrtonx|[.]xyz
acga8cnblpbiu64gtij.enpwemlOxnaf9yjcwvgl.]xyz
aczgb290h.uncgrggvmh4pyx0jkzj[.]xyz
ag9z0mobbezbrgbamkus.zknhyeqg8k6ax9p|[.]xyz
ahrzclsswpn3.40ipsxa7-yvzcgrblgt[.]xyz
ahujm58711.d7wonyt[.]xyz
ahvvurfgbeldntlzbr6o.hvb7r5sckndwt[.]xyz
aiw2w-gbgxne9uzkmj6t.xypnm45lzuzmeord[.]xyz

aldv8n97.cégp/mupfmxlbanugl.]xyz

https://t.me/learningnets
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alsh04x9inwvankeuc5z.37slo8gzsh2pekkry[.]xyz
anlhS5idxbot.iaetl[.]xyz
aolsfsbdxréhbgxudg.vhfsO[.]xyz
apwkglcrhs2mzexn.zaelirszx8nvt93tgpgl.]xyz
ag-mkcgo3gosacnwly.dsfad412[.]com
atnvbfc.ukc9g0olojeppl.1xyz
aucqg-yfopOjvsejl.hpefwexgrsobc[.]xyz
auxgnveizgxmvyujldl.5aor92n[.]xyz
avbz90fspgc8mg.5ajcr9s0x-sgbiyhawy[.]1xyz
avkyxddvpgzh.zxc4812qggqg([.]com
axsonxca3glemdbp.gwbdmhpv[.]xyz
ayfmn5x7.h-tonzd97vhfyul.]xyz
blulxbzoxghakz-wdh7c.y3bcjbm[.]xyz
bS5iahymoe.n6hhbcdjium7yyalsfm[.]xyz
bS5pcw8giet6-cbwr.giyvecrszyafgqgl.lxyz
bépgiwSeynp2uoltd4rg.x6fgiguwg-gl.]xyz
b84saclskzt.e8sypxaxjmpat[.]xyz
b9xmS5afyz.kthwup48306gercsvb[.]com
bcugtvrk.ieyrg3j[.]1xyz

bevxuji2yyvplnmg. 91fx0ozpwwie[.]xyz
befxrz3if8gok.swlepb[.]xyz
bftloxk.nlahmkt7vuix[.]xyz
bgoéunuy87h.tmé4lfacul.]xyz
bh257h-fxvk3gkcl6j.6dptl4fgqig9i8lueseql[.1xyz
bmtwgwatbl2sj9qgv.eienst63[.]xyz
bngduonwc4ij.qgbg-g[.]lxyz
boOsvyfdgb.l9%uaxg7nmgaywt[.]xyz
bpldzvcsnculgijgxg8tb.jg3ia6lgcg-—hcbkw[.]lxyz
bpx-uzwi.2fuhuzdhkowjrs[.]xyz
bs8siuygjtgf.ncakv[.]lxyz
bskk2zgtcso84p5ao.i-shexdyve5udvnbr[.]xyz
budnulyfz3m.vygtjidywxp[.]xyz
budyyhneq.qglc7lrdgkr8vbogleut[.]xyz
buxpufjk.zb5rfuiruoh7c[.]xyz
bwo63tggsctsuvm.gw7-ugqnvt[.]xyz
bylmxozhrfuwjqg.chrzuzikbmr3stbxxl[.]xyz
bzd7j6viarl3.vrlw2fnijkcd[.]com
c2yw08thxs.yr9cnwdlihededufv[.]xyz
cS5imb8gwrt.rjwmS2vinmxcfak[.]xyz
c8ofpdnz4lsramnku.nodw2gimybll4[.]xyz
c8xtvhebi.h0ggsgbgea6-7bd[.]xyz

c9uvwakzkv.7bolcak2vndeilderj[.]xyz
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cafzpjzxhxyrloh.bnécgesfx8vsh[.]xyz
cbdcukzmflr3jl.pbelzno2fwtoyyvu-0[.]xyz
cbia3l2ejvz.kufhl[.]xyz
cbtx9x5ne0v8qgi.i-shexdyvé65udvnbr[.]xyz
cfOkm-ac6hwikrjzir.5txo2o0zyguyl[.]xyz
cgsxynum85vz-0liel.x26rdhf4j3p[.]xyz
cildkpcduxrxajbzg7.b5rtvodob-esy[.]xyz
cizxssrdxcg-3gj6.ynuembkr98wvsf-x[.]xyz
ckodcagquyzrfj43bnf.mhy0d[.]1xyz
ckyepOathé6jxrigldnwl.y-n3bihxc9qgemk]j[.]xyz
cm3t9vbrw7evidp.iw2pn[.]xyz
cmkfzbsgu9eovgper.dsejbékhn3[.]com
cmw031lbxeghrmnzyijle.fp547zwzvijhve[.]lxyz
cpkoul7rsj.z5rfuiruoh7c[.]xyz
cgo-kozshjuxcbspzeg7.ojshmxw[.]xyz
crlnxl.fxlrtqz7csii09[.]xyz
crux5Sgpbaksmn.ogfaeydevwénl [.]xyz
cv3nzelhtl.oxdfwg[.]xyz
d01k2161.3jk9thallwl[.]xyz
dae9xv.nfed4-0iotdlbwrz[.]lxyz
dasuogm-2bzuy.fch7j5kg[.]xyz
dcdefv.cnvbo[.]xyz
debhzg.5douzgx7acc-1ldoatf2m[.]xyz
dicuon4.nbyb548ommyk3vxeuc|.]xyz
d-jhrnwx4.hnblj8cesblsg[.]xyz
dmlg6.getwpsiqgv|[.]com
dmhfoy7.ygv4pjS5swjzms2eqoke[.]xyz
dmkvwan.wkrtpftfmng6j4s8m5[.1xyz
dptjgewfmosvznlxhvuo.hdoehpt2[.]xyz
dgghr5bmb.y-n3bihxc9gemk]j[.]1xyz
dsd4tgwjnOza.gjkdg7iofozisxv9[.]xyz
dxekr93xf8vnisgl.xwd9hlczgcvelpl[.]xyz
d-yhelzmhpog.agfkt-zmupw/[.]xyz
dyoz4ja.tytxanm[.]xyz
dzuonmti.tbwdxvsl[.]xyz
eluvhS5ncrzgvddey.ps3zndty8hidkpnr[.]xyz
e7ygjkv8koymmla6.eS5bgbht[.]xyz
ebao0.erzghuOhcpgww2 [.]xyz
ecxal3.am9wf2ph5[.]xyz
eesdimppdhvxt2cisxg.qoxthg9ejkcfamtvv|[.]xyz
eexlk2wd6g0rz5fk8.gblpz8naw76ft[.]1xyz

efztécldyasv3a.detaofzd[.]xyz
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eg3oljan9.htcyf8qul.]lxyz
eiSiprwkamt3bl.7fkm9j[.]xyz
einfsrsckx.fjeodhds2n6u7[.]xyz
el96zpitwv.jxyinctpsgls3ahneh[.]xyz
elwhuxaibrk0jni6x5.eg7mbupaa8d2ifo6j[.]xyz
emp3bwufxhxvs52w9.pfhgbmzwovl[.]xyz
en3ufdm2ysp7z1lhyiOml.gle-g5uorvblekikjf[.]xyz
eo7jygldhxker.ltddehgfszioer[.]xyz
eodbxv80iul . .bdxedhkfk[.]xyz
eojcly0k6£538s7mjrf.2c8wvroeo[.]xyz
epa3tb.sj8yninf3gabtvIor[.]xyz
er3vnsbwhy.nyrufij [.]xyz
errcttsqulgydkgmfz.ghijobr6ndsOni[.]lxyz
erxgqab6fjeuml.ptrlwgxrpkf9[.]xyz
es-friévd8wmb7cl.ontv8ramkzpzy29[.]com
espbhkudavi.llygrO0f3ggmahxctfngl[.]xyz
etw-fcaw3ikmlf.gkapwue27wvn8[.]xyz
eu2rn8v3fphslvt79o.gkapwue27wvn8[.]xyz
evglw8uaon0lb-9z.2cfzznllgo-htrdske[.]xyz
evyfdhs64gqbw9mrk73w.szebg[.]xyz
evzOmrku8wbnx6x.ghijobrénd4sOni[.]xyz
ewsi3bdyhmugkfuc.7blwuafgmjcnpbdeial.]xyz
exv3sl.ec9tndbrybhcomdzmiwil[.]xyz
eybz7an.lmbdu2[.]xyz
eylpl.sbacnyyua7fzzgkrgdn[.]xyz
eynktsi67z.vgf85r0jls[.]xyz
ezaau8ojgwIumbkf.ujy9oewnszml[.]xyz
fO0pnmz.eagxfdbhr-n0[.]xyz
fécvnpaepush.rsfyxbgh.]xyz
£f8g9kadslky7shiipmwn.keruijvm2[.]xyz
f9abzlrjlOpsuwgewzia.eu56fglo[.]xyz
fcplm-1t3zknpxvecb. kr9lnhxodglltgn(.]xyz
ffl7xqug.9woc8aeber[.]1xyz
ffpggj.melzdgagOipavho[.]xyz
fikSouyxdpcv9e6weor.rdowfotkusrxkt[.]xyz
file.zkrf8ar[.]lxyz
fiixdgrah-g3mt7ugd.tjwpzdowbypOi[.]lxyz
fkmmp65rlaogjqg.esofaygtvenk[.]xyz
fmgfkvjtvhdnpu.kd4icgwl[.]xyz
fntykiax5Shgsp.drmur4dxmh30vc8gkl[.]1xyz
fonryjnaixb.Oeyagzdfpw8o2n|[.]xyz

fpsgvbuiulkaoe.txgj49iedlkiwal.]lxyz



@

fgl0inzyuvtpkeeow.9km7ejgcnvlhzed [.]1xyz
fshg8lzolepgw.pbSmé4-n[.]xyz
ftruzhsm.2cqgrvhhlm[.]xyz
ftublayOczfvvih-tuxa.t-dhovexbzlgtvj49prc[.]xyz
fut035zylfucmvéeniyb.3nelgkt2rcOvbs[.]xyz
fzavjrjv5hthkl.lewdvk3gl[.]xyz
g47h019n.flpual2[.]xyz
gbSgazevopswhtb0h8.auugl2ovyfywj[.]xyz
g7mwbogrioy5gjuklur.aev2thlxzc8nxk-0jim[.]xyz
g8ljgewmbntlozhs.nklpgl[.]xyz
gayendhbgcu.aypbbe[.]xyz
gdasztébe.ady4111523[.]com
gdgbSigdxabvsycrm.bffmkjlapezt9isaoz[.]xyz
geubslgrfrft.dgeciu67h[.]xyz
gfS5xwmklgs.dyzviwbxhnbgygzul.]xyz
ggkzv7dxfwr5u.j£f0dj[.]1xyz
gh51lbdzdnlor3x0m.ig6tsnzistanrd[.]xyz
giydltp.ydsvapljixwmwugl[.]xyz
gjrav31lm8wez5.g%m2ptkdmijeOtgwiy[.]xyz
gjzlmeyksb.vdwacklotndh[.]xyz
gk8er3.adfc5569[.]com
gorbispre6-qu3dx.ehn7t[.]xyz
ggbodwiwr-deyaqgicb.5zaze[.]com
ggtpirua-xo.edxaliswbSlcs[.]xyz
gtrsszbxi9jqg.ktgg6jdsc[.]xyz
guf9aysgk.bytwm[.]xyz

gvl7d.cighe[.]lxyz
gwcal6Seqofzyiwlgi.3nelgkt2rcOv5Ss[.]lxyz
gwyvexxgp2.3f0dj[.]xyz

gxczdplaabydom. tbwdxvsl[.]xyz
gxekwhtlrapumrgb.7bolcak2vndeilderj[.]xyz
gywombxvrcvé.pxquewm|.]xyz
h49imkohe3qgcl.3om05uatabgbdh4n|.xyz
h4ojug-13ygofSxua9a.gj2oydberdxfabec[.]com
hegfewjlsujdzog9.nxflyt3pmzd[.]xyz
hénpl45103kewm.mhy0d[.]xyz
héeuut9grmz.67ekohwut [.]xyz
h8alw0-3rjtlkmcp.abrpebpx4gt7[.]xyz
h8sorunkxébpidgdzh.c4ftfkslrvyombpl[.]xyz
ha7pxkgjkowolruze.s7equm|[.]xyz
ha93jdsgmwvak2d.zid71lkev8t6dSjure[.]xyz

ha9reg3.sa6j9%vikllwbfm[.]lxyz

https://t.me/learningnets

Bitdefender DracoTeam * WHITEPAPER
Digitally-Signed Rootkits are Back — A Look at FiveSys and Companions

h-bjebqg.crfbl[.]lxyz
hbtxvrt.ghfdyvz8atv4rln[.]com
hdO4louiazvsy.g9m2ptkd4mjeOtgwfy[.]xyz
hdcszfxjvli6iggm.wgrcnl9aokemkloéggfj[.]1xyz
hf2mzang8ulup07x4tl.ng-hxuklsgdyhr6jft[.]xyz
hijbaqgdzy0.2dlglguwt[.]com
hjrlr2gzphéw.4gk7yhsvzlyjftiw([.]lxyz
hkab8nz.gg-aixjl3pykadik[.]xyz
hmsn28d-ka.kr91lnhxodglltgn[.]xyz
hncgsao5gnvhzultkod2.6g9u-andvo([.]com
hnimjs-g.b-iwhdvzunvfbc7gw4d [.]xyz
hnnsjucgi.gxnlagu6kh[.]xyz
hogvdle6cd4gsnnfma.jwzfsy[.]lxyz
hpb42tn.ketfwzsihémh4pnsSb[.]xyz
hsdidt2f37v4llgggw3s.yvwoug0tn92wpri-pl.1xyz
hvslan910ek47zopb.gdgsieeiogvdh[.]xyz
hxcrpg5r8fa.hyevijbnsfsgbdl[.]xyz
hz19tjvo43t0iugn.ihkx8nblfoeutvtI[.]xyz
hzprodtnlnb.nkcxd[.]xyz
i8ritdcwbhf.b5x2zupyis3s[.]lxyz
i9p7gfrjantu-fgta.glbakeozg-xqnzjom[.]xyz
ibgrda70getlz.gxitwgi-yosObeo[.]xyz
iblhurogejz8eOvpn.wbmlczpc3s2xn[.]xyz
icygOpnxt9ud.kv0fbyfsqgl.]lxyz
ielh8towbruajtxdgnuv.lgepn95z[.]xyz
ihc3drlwf70zbj9upk.glyvdObmo[.]xyz
ihk08nox917sgrhc.ps3znd4ty8hidkpnr[.]xyz
iimbwuakzge3x7-c.vey6tl-2g[.]xyz
ijvtdwéapum.aau2pblvOhsz[.]xyz
ikpsjOfm.xdx-scwly7rj[.]xyz
ilhxew-uzdmt.x6k4f[.]lxyz
ilmtyaqmwdx5zwkzlgtd.5oggfdvrs|[.]xyz
ilgdum0Oz.goxthg9ejkcfamtvv[.]xyz
iocvcbyutakOwbz-y.2fuhuzdhkowjrs[.]1xyz
iom6lbtaxpdmzgu.cltxb8eva-nd4dtjolr2[.]xyz
ip3rszibtw-vl6evtyz.1lnO0tkrj8lul.]lxyz
ip-rbdjdmw.aoty7g[.]1xyz
irk6uyed9o.u62xncvxk[.]xyz
ituv9nflgrz6cvg.ugy-pj2arfbklorb[.]1xyz
itxzkyjgumro.x7c8-yfufjsgpd4[.]xyz
iuocOkljfb.adfcbyl42[.]com

ivmI9xxg.ghe-upojflkn[.]lxyz
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iw9trjobfxjy.giyvecrszyafgqgl.]lxyz klmtbuevry.o75z2vsjwlxp9[.]1xyz
iwb8g7etogrhkol.19bedcs720ce.]xyz kltptvx8.0je-dsuz85rhbekow|[.]xyz
izmnuzl9kom.jlh4jzsupddsfkbg[.]xyz kmuege52htt.obomizk0[.]xyz
izutr6opwfhncOsgdg. 7xbkegjkhociz[.]xyz kniOmruclgdusoqgj.ernwy[.]xyz
j4dd2.vmueldOyscgp8qgo[.]xyz ko5qgvi084ughgt.4xy9zaanrdptui[.]xyz
j7azut-xpghs.bbx2zupyis3s[.]xyz kodv0k4ls6fz-yswmwz.ieyrg3j[.]lxyz
jaagv20dns77he.mx1k9dfal-5p[.]xyz kovmwzlnota6uOp9llns.6vom2mrjlvaluidft[.]xyz
jacdabzsi.7xbkegjkhociz[.]xyz kozwu8mupgltdy.sa6j9bvikllwbfm[.]xyz
jaodgrvp8.jggnwipekbomnfyvhOkc[.]1xyz kprseOx.hxyeac7aoeyw[.]xyz
Jjbswvpu3gxl.aobgg-2onfe[.]xyz kgzihygd4bfd7p0.g4jg8xr9qu2eykm|[.]xyz
JjbuzeTb-tcsmb.wgv2ktfdl[.]com ksganp3ml.ctumplusghh!.]xyz
jcoObw-8sdghtxfbmo.qugww8skfr-yge3lc[.]1xyz ku71lw9pf.ocaelgwppx[.]lxyz
jfrod42egsgbz03bdnr.dx8cfrphapgv7lk[.]xyz kubx6mOej3gsqg7ywv].iegmxlso6j5cl2nz3[.]xyz
jguagntap29lsfebl.mc-kvaub[.]xyz kucyS5anffo.o075z2vsjwlxp9[.]lxyz
jh-amuvx.ngoawcecpiij9axrg-kb[.]xyz kx2cgwrdzvuhyfj.vizko[.]lxyz
jilr6deotz.9%tntegmhdo[.]xyz lébu9a2hr7wpk.x7-sh2i4d[.]xyz
jisptx6hflvudyneu.pkofuyalr[.]xyz 17arxyqm.z7fuqodcjvwb2mk3tf[.]xyz
JkySdrwmwIvxgdix.ybgct3v[.]lxyz labggpfvu.v3c7nodsO0[.]1xyz
jlphmaiddg.vhfs0[.]xyz lb4tspcsxwebkt9zgx.enouk3vu8s|[.]xyz
jlrgte5d-gh9oohykz.icbajxhOtguiul.]lxyz 1lbm3k-eOmfxfza.jk9thalOlw[.]xyz
j-nzbcvpbt.oucdeergldvliwmjg7[.]xyz 1bo6kac498vvm.sghOmgmztfird [.]1xyz
jox50fvm7qgoet.vgf85r0jls[.]1xyz lbpseoaqgol.snt3emts-0inx8[.]1xyz
Jjpa8rygp.rwferbSxiztmlih[.]xyz lbwzxafuqg.hxyeac7aoeyw[.]xyz
jgwlOedo8hvwtaiy2zl.xypnm45lzuzmeord|[.]xyz 1c963jodxsan.bvdwhldtvylr[.]xyz
jrifvzbuugdSfyielow.sbacnyyua7fzzgkrgdn[.]lxyz lcdii-whpfaxbcz6.ugy-pj2arfbklorb[.]xyz
Jjt8kxiefb.iktvilo9l4gxv[.]xyz lcolgjo.nxeh8mdlktzsqqgl.]xyz
jucn0d.92kd4vom7[.1xyz 1d4mb.oo3rdhpw7dl4t[.]1xyz
JjumjviyzdtOgozlkc5.3itgggd4vbo20bohse[.]xyz lddjspvtginyyrs.vizko[.]xyz
jvelO7skxha.e8kod7w-6pvayhdpwcl5[.]xyz lhude8wdbng.cdts67/mdly[.]xyz
jxc9rw.glzho8ndyb[.]xyz 1jOmehfpbuziSdvso.7vtpfgxful.lxyz
JjxmvuatOwz.zknhyeq8k6ax9p[.1xyz limrwjzhobgtd63ak.hzwnmidgrclgbmdgl[.]xyz
jzng2g0zetwmwcvsdvf.asbyw(.]xyz 11sf3-0g0jr7g8mg.iitawwmOplo[.]xyz
jzodgj.h-tonzd97vhfyul.]lxyz Im3gxritnkccs.gdgsieeiogvdhl.]1xyz
kaisitubczgvijrz3.wgsvd8o[.]lxyz Im3-xrkh.s7equml.]xyz
kcgdb56ozwpbluvg.50gedk[.]xyz Iné6xbwxd.kal7jcflnggv9l[.]xyz
kcnyrdttimbeeufclwa.dbSydljjgdefzragl.]xyz lnoctwj7tgkaisuhp2.wr9y7jubv[.]xyz
kcw2gtae.s3rtcbegiv8kgx[.]xyz lodd7uj9.eg7mbupaa8d2ifo6j[.]xyz
kd75sdggufhcxpijttli.i-xbp9tajgwd8ltmuhe[.]xyz lgpimoagrgjsjs.xfkk017um-zg8jcy[.]lxyz
kdagfbhqg.5e6lu-v2xnmwyulbr[.]xyz lquwédttay2.ffynd386[.]xyz
kfn2wlmhx6fo54.nohg8etbh[.]1xyz lrxgexn53duio.5c7-hzxrdlepn[.]com
kj2mwok.gsimgxal.]xyz 1t-k5dpbe2dewad.7fkm9j [.]xyz
kjcmbgbhy028e.icbajxhOtguiul.]lxyz 1tk9t6ivisbyz-cipuqg.eil3kox78md[.]1xyz
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@

luaxlswbix.jrrucdtjeolpyza36ubt[.]lxyz
lunglkyram8alqge.gkz9546([.]com
lur-8limpcet.r8qgzjft9-nuvc[.]xyz
lvmr3ihjeqdl.dzilphw-2dmgbechul[.]1xyz
lvubgzkgtg2csd4drxlu.ptrlwgxrpkf9[.]lxyz
lzinjbaqy89%op.142fb[.]xyz
1zitr3bbn.6xg-rv[.]xyz
m2z53btyjcrn.oenu5413[.]com
m3uokrrd8qgw.zwquakggtie[.]xyz
m45pywadnz.qg6g-gl[.]xyz
mf09dzg8.h8dbwfclm[.]xyz
mglpO4u.k8tjn-yI[.]1xyz
mgci3h-wadxihwovrb5a.nfed-0iotdlbwrz[.]xyz
mhu9xr.c4ftfkslrvyombp[.]xyz
miwgjjyg8.keruijvm2[.]xyz
mkfj8vzyvgcbwlnrr. fodvtlyn[.]xyz
mkoc9ukvxf-iob. fplmtp-kgo7bayl[.]xyz
mmlcwvyp5huO.orjzubdevkl[.]1xyz
mni052yb7.2idn8gducc-ata3’wol[.]xyz
mnokj.uneovi9ugebdr|[.]xyz
modl7uxpyikz5.fch7j5kg[.]xyz
mgh9c6gp4dgxrto.lewdvk3g[.]lxyz
msu8edk450i.ys03fpianv8cdvrwzqgl.]xyz
msvOwgoj47wegdyi.u6lkikwu-4[.]xyz
msxpvzngpy8.flpual2[.]1xyz
msyfb2avpk.dmwalilgjlmcthi6[.]xyz
mtzg4a23emjiwtv.9c5lgzgl.]xyz
mulyxj.g3bsawkb[.]xyz
nmwtcgspv692dlkafgdex.gpuvotxmiv2y[.]xyz
mzipxjnn8gdpvmlsbrv.afklajl29561[.]com
ndmg8vwu2pzy3tun9.hdiiyoedfocsnl[.]xyz
n62de.jcprclfg8lgbSbswkObw([.]com
néaxioyl8.tash-irdk46ze[.]xyz
né6xjtea8dspdmcue.ce7hfo-gl.]xyz
n8pcj.ly8dtpw2vi9-so6d7hxj[.]xyz
nawvz0.gioejOtzyxxccynf71lh[.]xyz
nbg6ojmy.gwbdmhpv|[.]xyz
ndvdlbat.jzlo[.]lxyz
neOxcbfiylrpjif.ryjk9ol[.]lxyz
neduv9au8qgakg.hhbn7lxww[.]xyz
nho7eayz9ovkdyzs3.drmurdxmh30vc8gkl[.]xyz

nko50bzlzyhfst.kufhl[.]lxyz
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nl4d7htubvdlzehf6.jx3sbz-gekgpi8hmgl[.]xyz
nlworxcgpi.dgmiiqubpdl.]xyz
nlzcjcreoaxdlfu.yS5pc-ngzeapt[.]xyz
nmiakg8iOsew.hlegpijxtf7zb[.]xyz
nmoln.5oggfdvrs([.]xyz
no4labykrztapv.mls9nl[.]lxyz
nplddrbrwx8mS5f.pb5md4-n[.]xyz
ngxslpz-8ymjfdko.vdwacklotndh[.]xyz
nrg5438cpg9ipv72lade.nxeh8mdlktzsgql.1xyz
nrwyroObe-ojt.mafjgkb7ciatz6hrcud[.]lxyz
nxrwikl05eb4.1lm8pkraul.]xyz
nypzbu3vsf.igpih8-5[.1xyz
o0r2wtpgmdlrizb.f53anbertul.]lxyz
00z2a49flundt. f3juvrxvg([.]xyz
o06jesjylvz0708.ydsvapliixwmwugl[.]xyz
o79kfvttygo5qgyz.7n32eq[.]xyz
094mkgdhhkObs.4bcgyrbw71fj[.]1xyz
09-azig7j8o.jphdsj[.]1xyz
o9pslbjoat.6-ocmuae|.]lxyz
oatcugeycrx6dgn3.n9zxeam2xnlkm|[.]xyz
ocbmlukbedvyl2kwz.dngzc30hgvmpgw[.]xyz
ocgguuyhsl.adgoa451[.]com
oclnOlfxtdjz.zdnotkvu8n03ipp4zr9[.]xyz
ogrlégyfdcbxl7-vwuu.gsimgxal.]xyz
ogynoulihylirb.snt3emts-0inx8[.]xyz
ohgsidc6tfdz2.yvwoug0tn92wpri-pl.]xyz
0illx-jh0v956thr.hmvg7nxklcdc[.]xyz
oj9thdbnzt.qgc8aeratb[.]xyz
ojarwuz.wxojeqgomtvw8b7gsrg[.]com
om9xkvexhuc.gizmjnnvab4p80ra6j[.]xyz
omjsvhayulrizc.feecst[.]xyz
onez8cifrpuloihvyr.nf9gwilhsyi[.]com
onkwOmyxzcfprp.néhhbcdjium7yyalsfm[.]xyz
oo3wuy.mugk-wrhjoebniagu9l[.]xyz
op9lyfrhlvm5.1n0tkrj8lul.]xyz
opdauz2cd4emlbrgp.7kf0ykpvgfOysx[.]xyz
oprohtzjw.aeowncjzreft[.]xyz
ogioyuwsg7e.emquo-od3regsty[.]xyz
orlvlpOblds7r.ukgrdsgd4qggio[.]xyz
orjtsuivg8mwbcx.0dhkosml4jyvix|[.]lxyz
osicvyoubwix7kphdykt.d7wonyt[.]xyz

osnbvvkdz420h9p6.1fychp7g-rx[.]xyz
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otndigmu7muonvax.5aor92nl.]xyz
ouints8f-yplh6mgd.mtobazlv0jxx2ul.]xyz
oymjgbu2vyx.6-ocmuae|.]xyz
ozgb25pxcala8tg3z.dgmiiqubpdl[.]xyz
p09euqgl3egmsfsvhwg-in.3zw7bzdgl91h8[.]xyz
p8i5aggsmdk2ryfwcbo. kxtdrgla-hi[.]xyz
pacapi.test.zkrf8ar[.]lxyz
pah7fbvdyl.bn6cgesfx8vsh[.]xyz
pb8igpkro.4vgglgrilz[.]lxyz
pbgcwdgmfryf3ox.h6a-url97kejd[.]xyz
pdfw45w3lvnhexf.gg-mmfpz79[.]xyz
pegwlybwx23qgrjxh.cejydgcyowdz6ekufhr0[.]xyz
penhobSummij6j.6vom2mrjlvaluidft[.]1xyz
pg9ovbxa7lg-ueoat.v3c7nods0[.]xyz
pjghSrwtokzf.yvz-wkub3sd[.]xyz
pknkhr0c5s91s.vbhxi80rvz[.]xyz
plg9ek2ns.lyrsalhckmongrz[.]xyz
pmocgyo4hulmgk. 9km7ejgcnvlihzed [.]Ixyz
poyadkez.u9%ky81l[.]xyz
pr7yblS5xz.nkexd[.]xyz
psjikgd4hbafztkwbzih.aau2pblvOhsz[.]xyz
pvfgjy76lkuus.pbelzno2fwtoyyvu-0[.]xyz
pvtmx3zw-c8o.nklpg[.]lxyz
pwboty6iut71f21lbg.cgfjldzmwr[.]xyz
pwsgjmy6zijnoosv2n.mglhl[.]xyz
pwuim3nygos.e8kod7w-6pvayhdpwcl5[.]xyz
pxnbmivycx-m.hOggsg5bgea6-7bd[.]xyz
gl3g67x.szebg[.]lxyz
gd4alzbyp79.kjd4g3nrtgvvulOnldde[.]xyz
g60avtsiyebwrpnnl.7kf0ykpvgfysx[.]xyz
g7hdn.pc3-1[.]1xyz

g9eijzkb-xyn3cqg.lpsm3jpl[.]xyz

gdsln-2czdfrxbkfy.jrrucdtjeolpyzal3éubt[.]xyz

gfwitlzisbme.wvhujkviswm[.]xyz
ggix8hjpusclmvebokp.iaetl[.]xyz
ggsb3dcodfyw. fwph7fdgsepkccbgt[.]com
gigav7bebpwf2mr.mrnok[.]xyz
gikgow-dj.g-y45dnv7oec3b[.]xyz
gjndm83iglcb.nedldiht[.]xyz
gjzui2mtmfge.7dphsrwtz0arv8h2o([.]xyz

gkgfgl7o8srrlp.aiugl684[.]com
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gleffzjctdyl.gg-aixjl3pykadik[.]xyz
glierx20tj.bytwm[.]xyz
glxbgntiz5upkrhgf2.fp547zwzvjhve[.]xyz
gl-xozgicf8ji.rwferSxiztmlih[.]xyz
glzgd75zja.9jvbshéytuawdm|[.]xyz
gqnk37buh.9fvylachxud4gcnliyop[.]1xyz
gpfnf3bj.cvkgbgjnlzrtibdr[.]xyz
ggxjnip6ezo02g.bkgacvuldugxxajdtihj[.]xyz
grg2imprybsnwh.jmcOwrzgz6ef[.]xyz
grzwilcvsjjto9agbea.mb6ifhx[.]xyz
gstb3boulwwh.nedldiht[.]xyz
gtndylkanoopkzumlqg.4vgqglgrjlz[.]xyz
quli20mg.r8qgzjft9-nuvc|.]xyz
qv32xe978zy6-ch.fmogjlglijrd[.]lxyz
gv7pgd.aypbbe[.]lxyz
gwfmk.gnkhruiabméedztcb[.]xyz
qgyrrOvls.ijbohr[.]xyz
gzitsOjlpkyhloy.7vtpfgxful.]lxyz
gzk-x1lniv3.k2wzlexjpcinja3twm[.]xyz
rOzjiwhhs.2cqgrvhhlm[.]xyz
r2h-ebdwgflfgtn5e.ghbSwastihjk[.]xyz
r3i%az.aev2thlxzc8nxk-0jim[.]xyz
r7dcjdrvikg.rylgmrze[.]xyz
r9piyvgvisbxm6lehmfa.92k4vom7[.]xyz
ramOgdawk2wlrujotvd. tmgyrigsstn2k7£f[.]xyz
rawbk6zzhfr.st8p3ckwwfd90abxuj[.]xyz
raygh6jkniei7mwg.cnv5o[.]xyz
rbdrkhwtbxjo-29qg.dgeciu67h[.]xyz
rcpad.gpuvotxmiv2y[.]xyz
rdwgylojvg8p.gnklsxlal.]xyz
reujashlo.tmd4lfacul.]lxyz
rev9i.ruch2j4jpl[.]xyz
rkrolxzgsl.zwdiaagvfirul[.]xyz
rl5lafzijcvig.dyzviwbxhnbgygzul.]xyz
rlcaign.lfychp7g-rx[.]xyz
rli-vrOkxhxsoascgc9z.jngbsl9mkgrlz[.]xyz
rowgltabp8u.zvfpegx3lhuw|.]xyz
rpfoaz5107glgjim9x2b.waxopwt3cilfy7is[.]xyz
rplagwtm-ng.eagxfdbhr-n0[.]xyz
rpw7-g.jranww8scmlgl7y[.]xyz

ragbzgfkl4vsrdot.ygnxnpthOvi[.]xyz



@

rsh5vpgp.xzlu-frvgivu2etnbc[.]xyz
rugfvvkan3ejh7fin.bkgacvu3ugxxajdtihj[.]xyz
rv3mwiOxfd.feecst[.]xyz
rv8mfd.ublkikwu-4[.]1xyz
rvbsgp.ajjgicyudh9kpfsal2bqgl.]xyz
rvfek6nwxdbmpipOmw. jmodcpi9bvrhal.]xyz
rvvxdgquhcsaboe3zum. ggtgpa8g2awS5k0xveui[.]xyz
rwiydmdad49zxtjtn.wvhujkviswm[.]xyz
rxnpvm.nnid2scgz-g9[.]xyz
rxpbncreg50y.zk-1ncqgtovmsqgl[.]xyz
rxybs0bo-m2d14kv5.7kp8z05-owdyctundemu|.]xyz
ryd5t6qggexohbu2iki.xgaiccwbb[.]xyz
ryijegw7b6krz90lhgog.pkofuyalr[.]xyz
rynxoumt 9poympeha . kdubncxdgbxgry[.]1xyz
ryux83whnndfvhiesqg.vhlkte2-gmrgylzmvki[.]xyz
rzrnocs9vbavby.iegmxlso6j5cl2nz3[.]xyz
sOclcowmie2h6d4iyd.rawm83rgnioblm/[.]xyz
s38rdkvgs.rjseddtvyf36r[.]com
s3bogm8iwrd-gbxpl.mwzaeyj2ggl.]xyz
s7Tuabxzcn.vyqtiidywxp[.]xyz
sbntcdv543dgw8eq.gioejltzyxxccynf71h[.1xyz
schlgnuwcjiga.bffmkjlapezt9isaoz[.]lxyz
sdxn2ouzfrOmm.545adfcssO[.]com
sfoyeqgi3p.l4ats[.]1xyz
sielp8dhvljgbsquk2.50ge9k[.]1xyz
s33g916m0t.5ajcr9s0x-sgbiyhawy[.]xyz
sji-bhudmlézc.ivkvoztp[.]xyz

skgidjwathe. f4wggbkboo7clzspe[.]xyz
sllsmwp9.aumvhwiol[.]xyz
s19tvg4jhxbl-08.1%uaxg7nmgaywt [.]xyz
soyx9vxukbgvigid.lsesbp9zh8y37p[.]1xyz
spli29lozhd.9c51gzqgl.]xyz
spxbzcwngOmhuaqg.ygnxnpthOvi[.]lxyz
sgk6vdOajot.7tjwfg2s[.]xyz
svhko71fb9trsbvc24j.npegal3-ke8v[.]xyz
svlfygx7zgw.adiu4841[.]com
swgvdzgé4ncbokx7th.qggtgpa8g2awbk0xveui[.]xyz
sx2pek8fmnj.omgxmdhzOwok[.]xyz
szioeffb-m6gln.37slo8gzsh2pekkry[.]xyz
t4dhv5wol8ow.k-xtrtkx[.]xyz

tamyjs8w.ncakv[.]xyz
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tblybjhobyr8jm50saes.4gk7yvhsvzlyjftijw[.]lxyz
tdomujgae-t709.hvstygpgqnx73wo0zao[.]xyz
tegk7wnuxgbutizpvl.st8p3ckwwfd90abxuj[.]lxyz
th8peg2znf.fjeodhds2n6u7[.]xyz
thr7iwsgobv0j.mibkc7fvuefw3[.]xyz
tiyproscbbo8klhb3g4x.dewncovldtiaxspbmgl[.]xyz
tklzbk9waxip.gked59yluhcrvbtOgkor[.]xyz
tlh9jubdcpxquo.udlbtvdrgcfilxj[.]xyz
tlhvzurebn-ia7rdud.gnklsxlal.]xyz
tlzx8b2wcc9h-ud.wgsvd8o[.]xyz
tnhcexdgmbznl . hvstygpgnx73wol0zao[.]xyz
tnzuyphrvs2hg8o9jc.lt4dehgfszioer[.]xyz
t-ogux239fijp.dl-wc79gw([.]xyz
togycbpjb6s.0dhkosmldjyvix|[.]xyz
tgiatgdagf3y50efixlv.sxso5[.]1xyz
trlhd-comsxav4z6.ewahxbgmO4owpjozi9k[.]xyz
trokjcpsxau.ad68fqgl.]xyz
trwjlsapfnl.mc-kvaub[.]lxyz
tsévdit-ax5kd0h.04jufgp39tlgcewto[.]lxyz
tuswztbfjgr.kdubnexdgbxgry[.]lxyz
tw9amhzlrtk.7tjwfg2s[.]xyz
txsdfrbucymggowf5.qgcOsserkjmtdgnilp[.]xyz
ty3owngd75emcvwqg.gzutldnw(.]xyz
tyylbtwib.igpih8-5[.1xyz
u04ws-xkde9bdwhml.xzlu-frvgivu2etnbc|.]xyz
ulzgepi9gyp3bcmils.4do02hmuvxuidiptsr[.]xyz
ulv49lcgxihr8rngv.hs8kekgstgba30[.1xyz
ubd7sgerj2gncduokbht.jxubzeafe[.]xyz
ua89jyowsm7lyeqg.nyqbrxx0lfjhn-mgcok|[.]xyz
ug9mpa3q.6dptldfgqig9i8lueseql[. 1xyz
ui6fssO0h-42kakf8.e0lwhdhufl[.]xyz
uktsgjlelabolpi.zbmzc3kdjvagwltgh9ev8[.]xyz
umgx8huhaso.gvoulfya-xzal.]lxyz
umgbg4slnj8n27orz3.u9%ky8l[.]xyz
unobshr935.uncgrqgvmhdpyx0jkzj[.]1xyz
unveej.ubf5kob3agefvhuynnv[.]xyz
uo9bgmrvikx.ng-hxuklsgdyhré6jft[.]lxyz
up79b4glgfb.rjwmb2vinmxcfak[.]xyz
ugneblsakw.nywgxmbh[.]xyz
utn9vsyr.cwlkhidkbmétmh[.]xyz

uw2rqux.rfheamotyc6y2[.]xyz
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uwntpiocagfhjuplwg.ujy9oewnszm[.]xyz
uwtpacof.jggqnwipekbomnfyvhOkc[.]xyz
uy2zvpfxbt.d5ydljjgdefzraqgl.]lxyz
uyeuprz73e.dowtzfdybusarqgc[.]xyz
uz3qt5j0lopneed.p-mgnr76ar|.]xyz
uzarjfdqg.olzlxk-oltwgbhmfxnj[.]xyz
uzovdkijp.yvikeSbmndtOo3hkzc[.]xyz
uzrl63mOwmg8.cdts67mdly[.]1xyz

uzs8gioku9-vemdryy.dpiz7ebms[.]xyz

v2drlvuxkgal8kntog]j.llygrO0f3ggmahxctfngl[.]xyz

v2pxzuf8lguace3.ishcynuhnk[.]xyz
v2t5pmdrtvgnz.cwlkhidkbmé6tmh[.]xyz
vepwxac4ue9]j.xvghncx8iebajpo[.]com
votl8mwzs5jhrw.zwdiaagvi7rul [.]xyz
varfo9cg.5douzgx7acc-ldoatf2ml[.1xyz
veghcual59jxt7.gycts[.]xyz
vendmrikxml93sxfp.zaelirszx8nvt93tgpgl.]lxyz
vihsym2.zeobhuvsjdOkm[.]xyz
vijloytwbdpac.5aavy09eonzwm-h[.]xyz
vilghgnx.vmu9kprdtsmgggpw|[.]xyz
vkjulnhlgogpdn9yo-3.12iano41132[.]com
vkyptOoztné6.jyvgal.]lxyz
vmgfhéb.9jyxv3[.]xyz
vmzr2fyhuzgnt.gvoulfya-xzal.]xyz
vntusxgxlc7g50kp.rfheamotyc6y2[.]1xyz
voppé4xfg.iktvjloldgxv|.]xyz
vptyixkwusc8.mpydj[.]lxyz
vagr-lkdtybOekjbhy.gizmjnnvab4p80ra6j[.]1xyz
vre6ld5.ho6sez[.]xyz
vtdjhcpbxujeo-mns.melzdgagOipavho[.]xyz
vvrfhgtn2eljaor.gvv9giirbSepdzowgc|[.]xyz
vwu7oekmdnx4ssrbhg8.bbctwa72y[.]1xyz
vxasclpwOri.jg3iab6lgcg-hcbkw[.]xyz
vxrflacpbkpj.lgiol3v2p7he[.]xyz
vznd4blico83dip.2zttemf[.]xyz
wOzdms8iabt5okgjdx.gxitwgi-yosObeo[.]xyz
wSnpd8qutj.ngoawcecpiij9axrg-kb[.]xyz
w7ud43n9ohnrbiff.zk-Incgtovmsqg[.]xyz
w8avlbixt.gblpz8naw76ft[.]1xyz
w8vdalkyorutnitzl3o.prwlbe[.]xyz

wOmhigtpsnloi2fdr.hnblj8cesblsg[.]xyz

https://t.me/learningnets

wabrzz.uyjadbl1l212[.]com
wbimp.9x-m43omgvbfyedov|.]xyz
wc4dnbae.enpwemOxnafoyjcwvgl.]lxyz
wckumbgrmlwistezjl65.h6a-url97kejd[.]xyz
wdtvrgpi6w8uol.bphialcjdo7gqalwxyfr[.]xyz
wewhk3cOyz.4bloztiepwx-dvu2[.]xyz
wguyfi2xaydfv3.ls-gfeyw8[.]1xyz
why2rnmktmglbau.qunchvgbgo[.]xyz
wijktdlr09td4zzyhS5hsc.dewncovl4dtiaxspbmgl.]1xyz
wkbdrh25fs8odx.nohg8etbh[.]xyz
wkdf7hgmlz21l.g06akeozg-xgnzjom[.]xyz
wkxdeodcwf8vgpuhvu.sxso5[.]1xyz
wnjemp4k7-b.bnlcp79ygtlgol[.]xyz
wnorz.fgak-018egpu7icwzryt[.]xyz
w-opver.orjzubdevkl[.]xyz

wagvbknwtp.ligned [.]xyz
wswlbix9v8t3vkd.wgrcnl9aokemkloggfj[.]1xyz
wtizlao7efhcsdfbjig9.kjdg3nrtgvvulnldde[.]xyz
wtyhg40zm3xujlg.7judig[.]lxyz
wvedmé4t-8cenructhky.5yfi0wpdnrcl[.]xyz
wwycdxjyjpu8tqg.swlepb[.]lxyz
wydr6vz5pzwfxts9.jngbsl9mkgrlz[.]lxyz
x0hiytmtob.9fvylachxud4gcnliyop|[.]xyz
x0hv8yfOwrjpf.jzdgnibflmx9[.]xyz
x27yuwu-nrdhih3tvg.e5bg6ht[.]xyz
x21lompn3r5.hyevijbnsfsgbd[.]xyz
x51bpii9vwzajhetutu.nfrg8beh[.]xyz
x8uala-cnnjréeol.cvkgbgjnlzrtibdr[.]xyz
xbohbefjs8ytie31l7gn.63nzr[.]xyz
xcwtlg.itxzikvsexk-0uj[.]xyz
xd7apswédxuzcsphr.40ipsxa7-yvzcgrblgt[.]1xyz
xebszfa.lpsm3jpl.]lxyz
xeea-ny.vhld53sxiosgim[.]xyz
xfhoss8xotijkg.soplO05iznfgywal.]lxyz
xignrufOfslbt-kdxm.ybgct3v[.]xyz
xkvmeiyalfOhrcn.kdicqw[.]xyz
x15nmbmwstx.u62xncvxk|[.]xyz
x1gxdohl1liz0pg8yjs.7issgdnjtwonkdktcm[.]xyz
xodux.asdl23000[.]com
xpdlvhkamh.wr9y7jubv([.]xyz

xpofmgbxwyu8j4l. 6rwmwighsbn[.]lxyz



@

xugjiwi.qggipkaplf[.]xyz
xvtllu-urohn48kry.y76lyhzcn[.]xyz
xwidgmdyrzkfvvuzph.ei3kox78md[.]xyz
xwrbgkgilhlenttunmxk.mafjgkb7ciatz6hrcud[.]1xyz
xyjnrggoinpge6l.ldats[.]xyz
xzegrwh8hr56w.e8sypxaxjmpat[.]xyz
y043n7jo.gw7-ugnvt[.]xyz
yO0r3fvtg.gxd7sx28r-bdpedlqgl.]lxyz
y3lsarc8ejcmb.txgj49iedlkiwal.]lxyz
y3ksubtivwjaz-cx6fl.eg8dokkmrgfaiShed[.]xyz
y9s4d4gvy2.bphialcjdo7galwxyfr[.]lxyz
ybf6das9rzin-jbewk.7n32eq[.]xyz
ycahltwr.omgxmdhzOwok[.]xyz
ydo5u74viya2.loe24jcmbn[.]xyz
yevx6ogzrcb0c5.qwel23uuuocoo[.]com
yifvxnnm9i5rl.eg8dokkmrgfai9hed[.]xyz
vhdoxmdvsvhbligl.vey6tl-2g[.]xyz
yiw-kn3mzfbdv02paqy.stuo9ubxej[.]xyz
yijbigéwiyrvog.gxnlagu6kh[.]xyz
vki9eolfiaacldjtvx4w.nd4dmlcul.]xyz
vkotx640eqgdra.f53anbertul.]lxyz
ylbckyzsnS5im2wt . 7blwuafgmjcnpbdeial.]xyz
ymyibtsijdf.4detaofzd[.]xyz
ynifmev8gbjgkh.pnuwzlfqgc[.]xyz
ynomu.llaytu8xvgri6lk[.]xyz
yn-vr3gzi.4dbcqgyrbw71lfj[.]xyz
yp2s4dv9okug.lmbdu2[.]1xyz
ypncw8igxdfd4a2p7uldk.wzOhrfedfdiul.]lxyz
ygdceapbs0gi9-m3.wuvt7qalbslnwghm[.]xyz
yrpnj9pum73ylu.4bloztiepwx-dvu2[.]xyz
ys4nij8webgpalm.sghOmgmztfjrd[.]xyz
ysk-cprpevsfbwa.f2npdgtgl[.]xyz

yskpi5m4lngjl3u.i6p-ybdwl[.]xyz

Hashes

1fa8471b£22d9867£349035276b72440c9d9%bde4
ea9c4026b0415e3a35dc51£49d7597ee07delccc
2e1f1c03eel26297a64ea285c195f0864e91e824

072c7e3939012eb0c862fae9f£7c5db336£9b69b
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yuxj-6agh.yvikebbmndtOo3hkzc[.]xyz
ywucnsb2yfx.5yfi0wpdnrcl[.]xyz
yxlo8qgdljrkwj6.nygérxx0lfjhn-mgcok[.]xyz
yxhpOf.9wocB8aeber|[.]xyz
yynigOogotchjv-bb3f7.0je-dsuz85rhbekOw[.]xyz
z0tpzckab-nb5dcf.23df45adf[.]com
zlucxs9orbSe-ff.k756pg-rl[.]xyz
z2unwvatuojsbelh7.zcwrtInx|[.]xyz
z2wsudeverjml.lyrsalhckmongrz[.]xyz
z312ytcrxijbszm5.chrzuzikbmr3stSxxl[.]xyz
z86kdulehtpxyoueow.mjbzklg[.]xyz
z8lxhvya.ftzlpu-votyri7fs[.]xyz
z8gfx2l.eci2xvndzé6rhp[.]1xyz
zax0g.0lekwcgzvdan[.]xyz
zbugl6.05avwyfch8bnex[.]xyz
zcawebbju.ewahxbgmO4owpjozi9k[.]lxyz
zcfpkqg.yvz-wkub3sd[.]xyz
zeqbog8.h8jk1701f5c2gzv[.]xyz
zidmOoftr6klfs-ch.pfhgbmzwovl[.]xyz
zibgz8wa.emquo-od3regsty[.]xyz
zjdpxmcy80gr.dngzc30hgvmpgw [ . ]xyz
z1l8wofpcuzbj7dy23.jyvagal.]lxyz
zmjchogl3gwaltkhylr6.gcOsserkjmtdgnilp[.]xyz
znieywomidezpbn.2eosmbvel3rh7w0l[.]xyz
znka8wlbehs9vcyxc.aoty7g[.]xyz
zodsptpan27rxléggxfo.atqvx69fl[.]xyz
zofnnemy9rxx.tash-irdkd6ze[.]xyz
zojpev8m.hpOrxwgsl4m([.]xyz
zgp-k6gydbrj.0fhm7qgi[.]xyz
zsigprsuwblwh-kajz9i.ls-gfeyw8[.]1xyz
zsl8wc7jqudravxSmbbe.nodw2gimybll4[.]xyz
zz3ryu60jncvxoi8dwsg. 7dphsrwtz0arv8h2o[.]xyz

zzggbehypuas.zx-s28dihj9ndge[.]1xyz

10178d14962697fb2911e562bead41d8abbel044
15061adf38446fcff8eda’214a055a3f6158f3ad6
092b7494afeaed5662f5ced16b93a6583556¢chb37

c36ec8£fd5¢c2501eb82832bedb9%9a906£dd8d750fa
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71ae8824395463b08eda228492b3ce9ccd3aal3b
a879dd29cd6dfb289£c29680923a8ad0107203b6
18ac3a69d495be634873£fa4869d0£31de8b10914
£5da9d2603£5457a8a96db076ef£193e78£072df
07c5a6568caf372b55el7d7fae88ac474bbadbee
acl31518b2cdfbaf772a4bfbcb520851£1b85db8
b826elc67e3b18797c8b96c4a2711a180353eb4l
6bee6d7661b3c768b190c%adfbff8ee8325a4a8b
767eaddda3ed5ae0136471a49afb8960818949%ec
d2e25791dbe6£0014c32d217a0c2eefcfe75d676
9fef75de2d53£d550£3940bd2¢c2£8bf60b358252
4ac6eb0c34158ce9fb49fbd4ceb836d45eb87feeb
a47aaf0£5513a90a5efb7134c7a8£12£53¢cl7667
635b7a218b0b£f98e80477aa261b0cf29c869%bcaf
4e74853916bf2e989e2fbb51b83cal344bdf84869
a3b9809£847£273df6f42badd726ca601lbaf3c9c
a44ef0e53c9440c17335f£f4c71£87£feb40445£33
e301b89634eb6b95b2dc86d8b00fbbc5c8698b36
7c60d629a8620e7d8edc45e173dd300b745a6bec
9eeaeb5832174cd5efbfd41725ca933c£9eb9540
fOlecfl7ebfed235ee08b7a873962951dfd196ee7
£8c19d70e065b5babdc44df60ca883e7ba78e4£8
lac7£8d7db9685ac0746a02c25a489£14395b5ec
8b48leeaa835pa8014a8bd8d8b98a69d75d92406
b848e7dfa039d9af252332cef03c96123987bc51
3109%9acd74a8299c45daecel7blc7adcced43ecd3c
c707a036eac5cb96d28179£50ac484795055¢c025
0clfdce56£9f£f696859£7112156584afd0fa7bd6
el11el440728cde3d912889cc81a5072d674d32eb
a952e90ddd9c3688f46fec2c8a035920caf5blab
3ba223669177a2ef06742e8cc00c60ab56b£8b36
36e0710e14£f£21d9464bfb%ecfcbe3f7ae5da%969
9dclb844b18ec415718894ce38b9cbbfae53adlb
c72abd49c0db7d1493£d3548d9%a864c7cad9%e916
S5bed4clf32ead78e643a27832£155803b3b0d4775
3a47d4c54£fab05613b376723el73de8ca83eeaeb
4c2efd5d8989e3e2fdfd2438df43d6ea94d8b90a
1lca51£22854600ecebafcl7caaa2abeafdalc58f

1798cfd41£fc9849699732facc3cfc5776f5eeled
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0109ac2£25d93ad06546c8c80389c4705a9160eb

93778c706fdcf7afa45d5510df8e2615e927b26e

995ded4259560b60£f6ebd6d9dc3ddc98e51233£7d

f2cdec6bcd9acbaale657e19e47dcf8144034025e

771e0929987d70358ebe951b812£3308daf7d443

073a36800cd69188360£f3a93a2aafca9619fbe2c

9ae6e91lbbc5aB8e88afb64b78946137a3£f2d3f6bb

6ef2a83b6c85c0331aadalb4312617£841d38970

09c54d8268b9¢cc99c0£0c9db4d1l9663bbllaae63

b3a2a0d0adda7542e27079adf0d0198d6730708¢F

335501¢c5d45¢cc8d21ae91e9p73946de025321bb9

f3abe0c521717579ccac3cbllo5le68fabbeaco?

al5b39e130a8b0216e88b631630535£70f25abca

a0dbb9b2ccbc96616bae341248e06803b8a56e7c

80d8c885e6edfd8alal37bcf6c24d9628303al68a

31609ab5ae3295c5e8e190d58d5£98a348a7daf6

407c5e£f34e9d51d41d6bc938dd36a4£2b1916884

b588870db9df1af1695840092a4ddbd94ce8b832

6183a02614bcfobfl27cll2cab76a0f2£2e26936

c442e£972d36db7050£f£417feb4c7d01c48c6592

0091d1d1d8ae98ee571bbeebcee562e22f£f03£59

£d06993a202e538cdcf8d2eda79dbf7cdc4a4046

0bf06790aad6c7c99c2ecac5ee0fb809eaebeblc

3c836a65dcl19d65249db168e75e4d0a7d8£9cb95

629695def0d7£07e0d75e6fb7c0ee96££5826529

2c9ef1083fb0d008525b6e87b1adb370c35fb66a

2blcbfacf6039%bbc29b8bccffc07a8afbel3efdda

7bd30d18e06973007b9694abbafe5337bb9%028d8

786e0cc7ble5eed04413c5aa084db436d2e345a5
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