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Executive Summary

Since its advent in 2008, cryptocurrency has gone from being an obscure internet trend to a mainstream
unit of currency. The rising value of cryptocurrencies combined with the endorsement of public figures,

has attracted users from across the globe. However, this has also prompted attackers to run scams,

develop malware, and breach crypto exchanges, to defraud users and legitimate crypto businesses.

CloudSEK's flagship digital risk monitoring platform XVigil, which continuously scours the internet for

cyber threats, recently identified a malicious domain (windows11-upgrade11[.Jcom) that acts as a launch

pad for a crypto stealer. In this report we delve into the features of the domain, the crypto-stealer

malware’s execution flow, and the functionality of each of its modules.

Key Findings

e windows11-upgrade11[.Jcom lures users masquerading as a legitimate site that provides

Windows 11 upgrades.

e Threat actors use SEO poisoning to lure users to the site, where they are directed to download a

malicious file mimicking a Windows 11 upgrade.

e This launches a multi-stage malware dubbed “XYZ" on the target system.

e The crypto stealer malware then steals:

o User data from the desktop

o Web browser data such as cookies, browser user data, etc.

o Data of crypto wallets and stored secrets

windowsll-upgradell.com

Browsers & Crypto Wallets
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The Domain

e Auser upgrading to Windows 11 may find the malicious domain windows11-upgrade11[.Jcom,
listed in their search results.

e On clicking the page in the results, the user is directed to the fake domain, which appears as a
legitimate Windows site to unsuspecting users.

e |If the user is not using the TOR browser or a VPN, the website will allow them to download an .iso
file, falsely advertised as the latest Windows 11 upgrade.

e At the time of publishing this report, there are no samples of this malware available on VirusTotal

or other similar services.

B Gat Windemws 11 | Micsocaft X+

b C & windows11-upgrade! Loom/downlosd.himl
=' Microsoft Windows  Windows 02 Compters Siptoce Windows Suppart For buisiness &l Micrasof
Get Windows 11

DOWNLOAD NOW

The malicious domain spreading the malware
Technical Analysis of the Crypto-Stealer

Stage 0x1: Installation

e The malware loader is shipped inside the Windows 11 .iso file (Windwos11-setup_11_14064.iso0)
displayed to the user as an exe file named windows117-setup_11_14064.exe.

e Analysis of the file contents indicates that it includes the MZP header, which stands for Pascal:
the magic byte used by Delphi binaries. This indicates that the loader is written in the Delphi

programming language.
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Contents of the exe file
e Notably, all the malicious programmes in the campaign are either built in Delphi or they employ

packers written in Delphi.

Dumps

— = PowerRun

Frocess Creation

alLocal\Templis-IUZK 8. tmpiwindows11-setup_11_14064.tmp|

: Process Creation
$36,820224.C\Usersiello\Desktopwindows 11-setup_11_14064.exe" rocess Creator ]

fverysilent /sp- O oh

Powerrun emd
script

Y

Fersistence

mbol.vba
- =

“icacks. exe” "C\Wsers\jello\AppDatalRoaming! Mi tivindo
Menu\Programs\Stanup” ideny everyens (DE,DC) /T /C

e The malware developers have built the loader using Inno Setup 6.1.0. Inno Setup is a free installer
for Windows, developed in Delphi.
e While debugging the loader, the metadata of the Inno Setup is loaded. This information helps

understand the behaviour of the loader program.

Metadata of the Inno Setup
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e The loader then creates a directory named is-PN7317.tmp at the following location:

C:\Users\<username>\AppData\Local\Temp.

Creation of is-PN131.tmp folder

e Inside the is-PN131.tmp directory, a new file named windows1-setup_11_14064.tmp is created. No

data has been added to this file yet.

Creation of the windows1-setup_11_14064.tmp file

MName Date modified Type Size

‘__| windows11-setup_11_71406d.tmp 21022022 1257 TMP File O KB

The newly created file

e Once the file is created, the loader writes data into it. The size of the new file is 3,078 KB and MZP
is the first byte. Even though the extension of this file is .tmp, it is an executable.

e The loader then spawns a new process via the CreateProcess Windows APIl. The command line

arguments for this API are:
o "C:\Users\user\AppData\Local\Temp\is-lU2K8.tmp\windows11-setup_11_14064.tmp"
o /SL5="$320556,8141336,820224,C:\Users\jello\Desktop\windows11-setup_11_14064.ex

e" /verysilent /sp-

Spawning a new process via the CreateProcess Windows AP|

e The spawning of the new process, windows17-setup_11_14064.tmp, can be seen in the process

listing.
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e A o 5. i

GoogleCrashHandler 6316 1.83 ME

_ijﬁmg?e(lmshi-{andie[@lﬂe B4 1.82 MB
MusMeotifylcon.exe 4e08 311 MB

The process listing

Peculiar Case of the Inno Setup

As mentioned previously, knowing that Inno Setup is the Windows installer utilised by this malware helps
us comprehend the program's behaviour. When running a program, Inno Setup exhibits the following
characteristics:
e First, the parent program (in our case the loader itself) which is packaged in Inno creates a child
process with the following Windows specific command-line arguments:
o /SL5
o /SPAWNWND
o /DEBUGWND
o /NOTIFYWND
e The directory path following /SL5 is the path to the parent process. This is an internal mechanism
used by Inno for Inter-Process Communication.
e Second, the files that need to be executed are dropped in the Temp users directory. All the files are
deleted after the installer exits, and the directories created will have the following name

convention: IS-XXXX.tmp.

Loader Script Execution

e The newly created process windows11-setup_11_74064.tmp, which is the child installer, will
execute the malware. The loader creates a new tmp in C:\ directory, and dumps the following

three scripts and one tool (application):

I T T S

Windows Command To disable security via Registry, WMIC, and delete the

el Script shadow volume.
Windows Command Utilising dropped pr.exe [PowerRun] to add exceptions to
pr.cmd .
Script .scr,.cmd, and .exe.
- A free tool to run cmd.exe, regedit.exe etc., with the same
pr.exe Application

privilege as TrustedInstaller/ NT Authority /System.

mbl.vba Visual Basic Script ~ To run dfl.cmd
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Highlights of Script Execution

The script execution allows the attacker to:
e Disable system protection via Windows Registry
e Execute WMIC to uninstall security products installed on the target system

e Elevate privilege via PowerRun to exclude .scr, .cmd, .exe, etc from Windows Defender
Loader Script Obfuscation

e The obfuscated pattern of the script is very similar to BatchObfuscator, which is publicly available

on this GitHub repository.

Bl of1 - Notepad

File Edit Format View Help

D6 2R EBI0E7? BB EWRB R HEER AR RN =R M 5 =S
il R 20 2 EMMILANERZRDEA T SR EBLWIZE-TE . B AL EHEBE
EERNHEEEE-B. MBENZEEHEERZ L T EZHEVE . § HIVFBODES
BITRERE /O EO0XEIE S SR ERERNER RO XA St M m0ES
FRIOD 2 5 EXBE B O SRR D - 5 - 15 {5 FENe ol « ° S 0 /AR - 4 H1YERR e oD TIETH
- g DiiVERie) o OIEEHR R Ak MR H B EEN RV BB AL ARE R E
EHEIREZERIRE P55 - TR A R/SHE R BRI 5. 2= 1R HIZE
BlDES/ AN BREREMEERZEEINE S B =T 1BT BRI SR E K
2AgREuEEERERAE. T RRRARCEEEER-ElEEH /5. 20355
HARABERERIRR=. " EEgEasRadmismEt=1 SZRa/B. 5t

TR AL GAEITEfafETE . | BB HhWINT L et Beron S iEss & L S rEH EA
Obfuscated version of the loader script

e Fortunately, the GitHub repository of this tool provides the deobfuscation logic as well. The script

is successfully decoded, as seen below.



https://github.com/BiggerDABOSS/BatchObfuscator

Deobfuscated contents of dfl.cmd
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Deobfuscated contents of pr.cmd

Deobfuscated contents of mbl.vba

Stage 0x2: Payload Loader

Loader KT Stealer Payload e —
Dumps -

ISO

e At the final stage of Inno Setup, a packed file with a .scr extension is dropped into the
C:\Users\<username>\AppData\Roaming\Windows11InstallationAssistant directory. Interestingly,

Windows treats .scr files as executables.

» » AppData » Roaming » Windows1lInstallationAssistant
e MName Date maodified Type Size
55
a fonts File folder
. icons File folder
b Images File folder
fe o [] uninsooo.dat DATFile 41K
o unins0on Spolication 1102 KB
| [25] Windows11InstallationAssistant Screen saver 5734 KB

Windows11InstallationAssistant directory

e The scrfile is written in VB as shown in the following image:

* PE3Z
Compiler: Microsoft Visual Basic(6.0)[-]

Linker: Microsoft Linker(6.0%)[GLI32]
Overlay: Binary

Screenshot of the scr file coded in Visual Basic
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e Theimage below shows the tampered sections of the packer binary. The section “_9rW0;q:" acts

as an unpacking stub that initiates the unpacking of the payload.

MName VirtualSize irtualAddres zeOfRawDa nterToRawD terToReloca erTolinenun berOfRelocz erOflinenu haracteristic

R 75513 [ooocict 00001000 [06000000 {00000 0000000 10000000 oo (o600 soonez0_|
[mlj_yM# 0000a3dc  0D0celDO 00000000 00000000 00000000 (0OODOD0OD 0000 0000 0000040
3MakZ  000aladf 00049000  O00DD0O0D 00000000 00DD00ODD  00OD0ODOD 0000 D000 0000060
=7 000F5165 00176000  OO0DDODD 00000000 00DDOODD  0OODO0OD 0000 0000 0000060

NOMT.f30  0008d061 00271000  0OQOOOOOO  OOQODQOO  OOQOOODOOD  0DQDOOOO 0000 0000 0000060
_9rWiq: 0017fdfa D02f0D0 0017fe00 00000400  O0DODODOD  ODODOODD  OODO 0000 0000060
'cR5)ZO0C 0000539 0047£000 00005400 00120200  OOODOOOD  OQOOOOOOD  OOOO 0000 60000060
@KV42DE - 000062a1 00435000 00006400 00185600  O0OOODOOD  0OQOOODO QOO0 0000 60000060
JjRti=Kjk 0000039 0043c000  0000CM00  0013bal0  00OQOOOD  OOOOOOOD QOO0 0000 40000040

e I = ™ B R VE R R

[==]

Screenshot displaying the tempered sections of the packer binary

e The unpacker executes the payload by spawning a new process with a name identical to itself, i.e.
“Windows11InstallationAssistant.scr”. The unpacked payload in the memory talks to the
following C2 endpoints:

o 104.21.28.14
o 172.67.170.39

S Find = § 4 [F Autoscrol

Frame Mumber  Time Date Local Adjusted  Time Offset  Process Name Source Destination Protocol Name
18 =021 14.3498302 Windows 11InstallationAssistant.scr 10.0.2,15 104.21.28.14 TCP

19 -2021 14.3499552  Windows 11InstallationAssistant.scr 10:0.2.15 104.21.28.14 TCP

20 =2027 14,3499954 Windows 11InstallationAssistant,sor 104.21,23.14 10.0.2.15 TCP

21 -2021 14.3501031 Windows 11InstallationAssistant.scr 104.21.25.14 10.0.2.15 TCP

56 -2021 214370120 Windows 11InstallationAssistant.scr 10.0.2.15 17267.170.39 TCP

5T =027 219967006 Windows 11installatonAssistant, s 172,67.170.39 10.0.2,15 TCP

52 -102% 21.5014377 Windows 11TnstallstionAssistant. sor 10.0.2.15 17267.170.39 TCP

59 -2021 21,5017939 \'\I'inl:!DNS 11InstallationAssistant.scr 10.0.2.15 17267.170.39 TS

Network communications of the newly created process

e Given below is the unpacked binary, which is a Delphi program. The packed program (scr file)
creates a new process to execute this Delphi payload. The details regarding the payload

execution are covered in the following section.
Dump 2 M Dump 3 M Dump 4 M Dump 5

o4 00 OF 00| FF
& OO | D

Payload inside Windows11InstallationAssistant.scr

https://t.me/learningnets "



Code Execution

e A successful unpacking leads to execution of the payload via user32.CallWindowsProcA API. This

is a silent way to transfer control to the final payload code. The function call with arguments

placed on the stack is shown below:

»

Code execution process using the user32.CallWindowsProcA API

e The first argument is a pointer to the entry point of the payload in the memory.
e The second argument is the path to our SCR binary for a handle.
e When the system executes CallWindowProcA, a new process is created with the same name as

the parent process. This child process hosts the code of the final payload.

v ¥¥% x32dbg.exe 608 0.84 438B/s  69.93 A
v [57] Windows11Installati... 5708 36.63 M
(22l Windows11Install... 7500  1.00 86.83 kB/s 16.7 I

1= ProcessHacker.exe 4036 0,50 1504 N
1Yy GoogleCrashHandler.exe 8316 1.76 N
.y GoogleCrashHandlerfd. exe £043 1.82 K

PU Usage: 8.69%  Physical memorny: 1.85 GB (33.4%%) Processes: 132

Child process created

e The parent process terminates execution (right after executing the final payload) using the

ExitProcess API.

ord  ptr ssi

Termination of the parent process

https://t.me/learningnets 12



Analysis of the Final Payload

e The final payload binary is written in Delphi and its behaviour is that of a stealer malware. The
stealer is capable of executing the following activities:
o Steal user data from Desktop
o Steal web browser data like cookies, browser user data, etc.
o Steal data of crypto wallets and stored secrets
e The stealer employs a multi-threading model to implement all of its features. The following
functions are implemented using multiple threads:
o Network Management
o Data Stealing
e The malware uses PowerShell to copy data to the user's Temp directory, which it later sends to
the C2 (Command and Control) endpoint. The code shown in the image below, is responsible for

the execution of PowerShell.

Code snippet responsible for the execution of PowerShell

e Once the directory path to the PowerShell binary is resolved by the malware, it is executed by the

CreateProcess API as shown below:

Execution of PowerShell via the CreateProcess API

e The command-line argument passed to PowerShell for processing is shown below. The malware
uses “Copy-ltem” or “CPI" to copy a file and paste it into the Temp directory with a “tmp”

extension.

Argument passed to PowerShell for processing

https://t.me/learningnets 13



e The execution of the PowerShell can be seen from the process listing as shown below:

438 B/s 6993 MEB
36.63 MB

847 kB/s. 1647 MB
43.98 ME

3.36 ME

DESK
DESK
DESK
DESK
DESK

v 3% x32dbg.exe 608 161
~ [8z| Windows11Installati... 5708 0.02
~ [52] Windows11Install.., 7500 1.58
~ 9 powershell.exe 7156
B conhost.exe 4688
1% processHacker.exe 4036 004

1502 MB  DESEK

CPU Usage: 47.92%

Physical memory: 1.64 GB (38.18%)  Processes: 134

Screenshot of the process listing

The browsers targeted by the stealer:

Chrome opera Chromex86
amigo Vivaldi orbitum

Torch Comodo Slimjet

Sputnik Nichrome CocCocBrowser
edgeChromium ChromePlus iridium
elementsBrowser Sleipnir6 Citrio
epicPrivacyBrowser = ComodoDragon = K-Meleon

wallet-backup\\
\wa\corewallet

owallet

\wa\YoroiWallet
\wa\MathWallet
\wa\GeroWallet
\wa\LeafWallet
\wa\BraveWallet
Electrum-DASH\\wallets\\

\\wallet-backup\\

WalletWasabi\\Client\\Wallets\\

Bisq\\btc_mainnet\\wallet\\

\.tezwallet

https://t.me/learningnets

The strings used by the stealer to hunt for crypto assets are:

wallet-unenc-backup\\
WalletWasabi
\wa\owallet
\wa\RoninWallet
\wa\iWallet
\wa\GuardaWallet
\wa\SaturnWallet
wallet.dat

\.wallet.aes
\\wallet-unenc-backup\\
\\WalletBackup\\
\\wallet\.dat

\\default_wallet

Chromium

MailRuatom

360Browser

uCozMediauran

liebaoBrowser

Chedot

Kometa
Maxthon3
Chromodo
CentBrowser
Coowon

QiPSurf

mbhd.wallet
\wa\WalletWasabi
\wa\exodus.wallet
\wa\CloverWallet
\wa\NiftyWallet
\wa\GuildWallet
\wa\EqualWallet
electrum_data\\wallets\\
\\Coinomi\\wallets\\
\\mbhd\.wallet
\\BackupWallet\\
\\atomex\.wallet

\\backups\\wallet\\

BraveBrowser

14



Persistence

e During the initial run of the Loader installer, an Ink (shortcut) file is created in the Startup
directory, which is one of the Auto-Start Extensibility Points on Windows. The malware uses

icacls.exe to change permissions of the file, thus avoiding deletion of this Ink file.

» WM : AppData » Roaming » Microsoft » Windows » Start Menu » Programs » Start-up

e
o Marne Date modified Type Size
ess

7 Windows11InstallationAssistant s e | Sherteut 2 KB

Screenshot of the Shortcut file created

e The newly created shortcut file points to the previously discussed hidden scr file present at the
following location:
C:\Users\username\AppData\Roaming\Windows11InstallationAssistant\Windwos11Installation
Assistant.scr.

e Thus, the scr will execute each time when the user logs into the account.

Network Analysis

e The malware encrypts the stolen data and delivers it to the domain “windows-server031.com.”
The details of this communication are shown below:

~ Hypertext Transfer Protocol -
POST /serv/main.php HTTR/1.1ir\n
Host: windows-server@3i.com\rin
User-Agent: Mozilla/4.9 (compztible; MSIE 7.€; Windows NT 6.2; WOWB4; Trident/7.8; .NET4.8C; .NET4.8E)'r\n
Accept: */*\r\n
Content-Length: 237\r\n
Connection: keep-allwe\rin
Cache-Contral: no-cachelrin
\rin
[Full request URL:
[HTTP request
Response in frame: 188
File Data: 237 bytes
~ Data (237 bytes)
Data: 2843520540585b4535445c4a14545e41 7d465C5745405447694441854254035268425982..,
[Length: 237]

https: //windows-servere3l.com/serv/main. php]

Screenshot of the network communications

e The stolen files are first dumped in the Temp folder of the user and from there the malware

transfers them to the C2 server.

https://t.me/learningnets 15



Dropping of Additional Assets

N
i, @tyfor .site/main/di str/not@ -
‘\‘

Downloads note.txt as
sysctle.exe

Lmmmemmn mem—e——ma ---0t sysctleexe |[----—-———--- ~==00 diskinfo8.scr

Contacts

—— e —— -

188215413013

Diagram depicting the working of the stealer payload

e The stealer payload fetches a program written in Delphi from the domain, as shown in the image
above. It is very fascinating that the malware shows this behaviour only during the night time.
e Asitcan be seen from the debugger output, a file named note.txt is fetched. In reality, the fetched

file is a Delphi program and gets executed on the system as sysctle.exe.

Screenshot of the code responsible for creating the sysctle.exe file

e Interestingly, the new process description shows Minecraft Launcher, as shown below:

1Ly GoogleCrashHandler.exe 6316 176 MB  NTAUTHORITY\SYSTEM  Google Crash Handler
:,j GoogleCrashHandlerbd exe 0438 1.82 MB  NT AUTHORITY\SYSTEM Google Crash Handler
[¥=] diskinfol.scr 7040 471MB  DESKTOP-7535NEG!jmblem Minecraft Launcher

Screenshot of the new process description

https://t.me/learningnets 16



e The sysctle.exe has the same infection chain as that of windows117-setup_11_74064.exe, as there
is an Inno setup phase that deploys various scripts to kill security services and execution of final
Delphi payload via a visual basic packed scr file diskinfo8.scr.

e The diskinfo8.scr unpacks the final payload in the memory and executes it via
user32.CallWindowsProcA as mentioned in the previous section Stage 0x2: Payload Loader.

e The unpacked Delphi binary extracted from the memory has the following bogus description.

Description
File description  CMU SASL APl w2
Type Application

File wersion 21270
Product name  Cameaqie Mellon University SASL
Product version 2.1.270

Copyright Copyright () Camegie Mellon University ...

Size 1.85 MB
Date modfied  10-03-2022 04:04 AM
Language English (United States)

Criginal filename  libsas|

Screenshot of the description of the unpacked Delphi binary file

e The payload is yet another stealer capable of the following operations:
o Stealing ClipBoard information
o Stealing directory enumeration and data
e The persistence mechanism for sysctle.exe is the same as mentioned in the Persistence section
above. A shortcut is created as shown below in the Start-up directory of the user that points to

C:\Users\<username>\AppData\Roaming\World Crystal Disk8\diskinfo8.scr.

» AppData » Roaming » Microsoft » Windows » Start Menu @ Programs » Start-up

s
Mame Date modified Type
32| World Crystal Disk8 3-03-2022 0607 Shoitciit
1= Waor rystal Lhs F-Ua- A0S Dot shorbout

Screenshot of the shortcut created in the Start-up directory
Detection
The detection rate is very low for the campaign artefacts. CloudSEK researchers have scanned the

payload extracted from Windows11InstallationAssistant.scr and diskinfo8.scr files against popular anti

virus solutions and discovered the following results:

https://t.me/learningnets 7



e For payload extracted from Windows11InstallationAssistant.scr:

e Ad-Aware Antivirus: Clean @ Fortinet: Clean
% Ahnlab V2 Internet Security: Clean *s F-Secure: Clean
F""? Alyac Internet Security: Clean €% |KARUS: Clean

Avast: Clean
2K AvG: Clean
E Avira: Clean

E BitDefender: Clean

‘ Kaspersky: Clean
B Mcafee: Clean
w Malwarebyres: Clean

'\’ Panda Antivirus: Clean
m BullGuard: Clean

@

Sophos: Clean

Wy ClamAv: Clean

Trend Micro Internet Security: Clean
Comodo Antivirus: Clean

e e

Webroot SecureAnywhere: Clean

# DrWeb: Clean
U Emisisoft: Clean

Eset NOD32: a variant of Win32/

Windows 10 Defender: Clean

A Zone Alarm: Clean

U’J Zillya: Clean

Screenshot of the results of virus detection for the payload

L.
I
el
L
=
(i}
Q
==y
(=]}
[
5

e For payload extracted from diskinfo8.scr:

Q Ad-Aware Antivirus: Clean @ Fortiner: Clean
% Ahnlab V3 Internet Security: Clean *¢ FSecure:Cean
,"':: Alyac Internet Securi 55873 3 T _
. &¢ IKARUS: Clear
&, Avast Clean K Kb

ANG: Clean -
= W Mchfee: Clean

Avira: Clean aa =
WY Malwarebyres: Clean
BitDefender: Clean
. e
J Panda Antivirus: Clean
BullGuard: Clean
8] cophos:ciean
ClamAV: Clean
@ Trend Micro Inzernet Security: Clean

B¢ AIa0RA N

Comodo Antivirus: Clean

@ Webroot SecureAnywhere: Clean
Drweb: Clean

o s e =

Wy Windows 10 Defender: Clean

Emsisoft: Ger:Variant|acard 155873

HA Zone Alarm: Clean

QO &

Eset NOD32: a variant of W

g z ya: Clean

Screenshot of the shortcut created in the Start-up directory

e Only Emisoft and Eset NOD32 flagged the artefacts as malicious; we believe this is why the

malware terminates ESET and Emisoft services on the victim system by executing the following

commands on the target system:

https://t.me/learningnets 18



Commands used to terminate ESET & Emisoft services

Indicators of Compromise (I0Cs)

windows11-setup_11_14064.exe (file inside iso) = 60F1CE760C29704A9F31FA4822A93563

Windows11InstallationAssistant.scr C4DEODC996BOAC89AAEAD6E6967SDASF

Stealer payload extracted from 5D2E97840522BFC28141E9DF5290D5C6

Windows11InstallationAssistant.scr

dfl.cmd DB4C6F6AA37A4DDFDABCFA6C10215E17

pr.cmd B06B06A75C0OF1BBC982CDC135D6CE79E

pr.exe 76AFCO0CA850CD84A51FFD694B6DD849

mbl.vbs DF6B2CA2A70C5EE0326CEFE37302BF15

sysctle.exe E2C58B181D8077FC281F70E19EAE619F

diskinfo8.scr 7EB47A5786D455D02224521A340EAF08
e | o

172.67.170.39 seventyfor.site/main/distr/note.txt

104.21.28.14

185.215.113.73
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