Instructions: How to Configure DVWA to run over HTTPS

The following instructions assume a DVWA installation that is using Bitami XAMPP installation on
Windows 10 operating system. Also, these instructions assume the XAMPP installation directory of the
following: C:\xampp

NOTE: | used the OpenSSL that comes packaged with XAMPP. | did not use a separate installation of
OpenSSL. In order to use the packaged version, you simply type “openssl” at the prompt once you are in
the appropriate directory (i.e., the XAMPP installation directory). See steps below.

As you proceed through the steps below, you must remember your private key password. Also, during
the certificate generation step, you will be prompted for answers to questions. Certificate value prompt
answers are up to your discretion. For most answers, | left the values blank since | am running Burp and
DVWA in an isolated VM. The only one | did answer was for CN (Common Name) where | put in my first
name.

Open DOS command prompt and type the following commands:

cd C:\xampp\apache\bin

C:\xampp\apache\bin>openssl <enter>

OpenSSL>genrsa -des3 -out server.key 1024

OpenSSL>req -new -key server.key -config “C:\xampp\php\extras\openssl\openssl.cnf’ -out
server.csr

OpenSSL>bye

C:\xampp\apache\bin>copy server.key server.key.org

openssl <enter>

OpenSSL>rsa -in server.key.org -out server.key

. OpenSSL>x509 -req -days 365 -in server.csr -signkey server.key -out server.crt
10. OpenSSL>bye

11. C:\xampp\apache\bin>copy server.crt c:\xampp\apache\conf\ssl.crt

12. C:\xampp\apache\bin>copy server.key c:\xampp\apache\conf\ssl.key
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Open the XAMPP Control Panel (Start -> X -> XAMPP folder -> XAMPP Control Panel)
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If you installed your self-signed certificate properly, you will now see a port 443 added to the Apache
instance.
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Start Apache/Restart Apache via Bitami XAMPP. Verify that port 443 is now running by the green color.

E XAMPP Control Panel v3.2.2 [ Compiled: Nowv 12th 2015 ]

Modules
Service

XAMPP Control Panel v3.2.2

Module
Apache

My SQL
FileZilla
Mercury

Tomcat

PID{s) Port(s) Actions

;Eg E Stop Admin

5056 3306 Admin
Start Admin
Start Admin
Start Admin

Open Browser to this URL: https://127.0.0.1/DVWA-1.9/login.php

If you receive a message of “Proxy is refusing connections”, go to your Proxy settings and select No
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Configure how Firefox connects to the Inte|

Cached Web Content
Your web content cache is currently using
Override automatic cache managemsg

Limit cache to MB of §

Offline Web Content and User Data
Your application cache Is currently using 0

+ | Tell me when a website asks to store
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Connection Settings

Configure Proxies to Access the Internet
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() Auto-detect proxy settings for this network
(O Use system proxy settings
(O Manual proxy configuration:

HTTP Proxy:

127.0.0.1

Port: 2080

Use this proxy server for all protocols

SSL Proxy:

ETP Proxy:
SOCKS Host:

127.0.0.1

SOCKS v SOCKS v5

No Proxy for:

Example: .mozilla.org, .net.nz, 192.168.1.0/24

(O Automatic proxy configuration URL:

Port: 2080
Port:

Port: 2080
Remote DNS

Reload

Do not prempt for authentication if password is saved

Cancel

Help

Now, browse again to the URL: https://127.0.0.1/DVWA-1.9/login.php

You should be presented with a security warning. This is because you created a self-signed certificate.

Click Advanced button.
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https://127.0.0.1/DVWA-1.9/login.php
https://127.0.0.1/DVWA-1.9/login.php

&y Insecure Connection X T

€ | © | https//127.00.1/DVWA-1.9/login.php ¢ Q Search * B +y & @

# Your connection is not secure

The owner of 127.0.0.1 has configured their website improperly. To protect
your information from being stolen, Firefox has not connected to this
website.

Learn more...

Add Exception button

- (m) %

i\ Insecure Connection x 4+

€ | O | https//127.00.1/DVWA-1.9/login.php ¢ Q Search * @B + & O

# Your connection is not secure

The owner of 127.0.0.1 has configured their website improperly. To protect
your information from being stolen, Firefox has not connected to this
website.

Learn more...

127.0.0.1 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for Sunny

Error code: S IN_ISSUER

Add Exception...

If you select to view the certificate, you can verify the details match your prompt answers from the
certificate generation steps you performed earlier.
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Certificate Viewer:"Sunny" X

General Details

Could not verify this certificate because the issuer is unknown.

Issued To

Commen Name (CN) Sunny

Organization (0] Internet Widgits Pty Ltd
Organizational Unit (OU) <Mot Part Of Certificate>
Serial Number 00:E3:7A:CR:87:0F:60:C6:8B
Issued By

Commen Name (CN) Sunny

Organization (0] Internet Widgits Pty Ltd
Organizational Unit (OU) <Mot Part Of Certificate>
Period of Validity

Begins On Thursday, August 25, 2016
Expires On Friday, August 25, 2017
Fingerprints

SHA-256 Fingerprint 9C:44:53:DE:EF:58:36:15:19:6A:D7:98:69:85:99:DC:
OC:DE:0R:32:02:55:7B:EE:8C:13:A7:FD:5E:C4:40:B9

SHAT Fingerprint F7i12:6A:84: 56:46:70:66:74:61:3C: A4 06 AR CE:F 51 8:84: DCT:06

Click Confirm Security Exception

Add Security Exception =

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | https://127.0.0.1/DVWA-1.9/login.php Get Certificate

Certificate Status
This site attempts to identify itself with invalid information.

Wrong Site
The certificate belongs to a different site, which could mean that someone is trying to
impersonate this site.

Unknown ldentity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authaority using a secure signature,

Permanently store this exception

Confirm Security Exception Cancel
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You should now be presented with the DVWA login screen.
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Login

Damn Web Application [DVWA) is s RandemSterm OpenSource projed.

Be sure to switch your proxy settings back to have Burp intercept your HTTP/HTTPS traffic. You need to
have Burp used over SSL protocol now as well.
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[ Do net prempt for authentication if passwerd is saved

Cancel Help move.
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