NOV 2019 TRAFFIC ANALYSIS EXERCISE ANSWERS

Link to exercise: https://www.malware-traffic-analysis.net/2019/11/12/index.html

Links to some tutorials I've written that should help with this exercise:

ENVIRONMENT FOR THE PCAP:

LAN segment range: 10.11.11.0/24 (10.11.11.0 through 10.11.11.255)
Domain: okay-boomer.info

Domain controller: 10.11.11.11 - Okay-Boomer-DC

LAN segment gateway: 10.11.11.1

LAN segment broadcast address: 10.11.11.255

QUESTIONS:

e What operating system and type of device is on 10.11.11.947

¢ What operating system and type of device is on 10.11.11.1217

e Based on the MAC address for 10.11.11.145, who is the manufacturer or
vendor?

e What operating system and type of device is on 10.11.11.179?

e What version of Windows is being used on the host at 10.11.11.195?

e What is the user account name used to log into the Windows host at
10.11.11.2007?

e What operating system and type of device is on 10.11.11.217?

e What IP is a Windows host that downloaded a Windows executable file

over HTTP?

What is the URL that returned the Windows executable file?

What is the SHA256 file hash for that Windows executable file?

What is the detection rate for that SHA256 hash on VirusTotal?

What public IP addresses did that Windows host attempt to connect over

TCP after the executable file was downloaded?

e What is the host name and Windows user account name used on that IP
address?
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NOV 2019 TRAFFIC ANALYSIS EXERCISE ANSWERS

ANSWERS:

Q: What operating system and type of device is on 10.11.11.94?
A: ChromeOS on a Chromebook

Q: What operating system and type of device is on 10.11.11.1217?
A: Samsung Galaxy Note 8

Q: Based on the MAC address for 10.11.11.145, who is the manufacturer or
vendor?
A: Motorola

Q: What operating system and type of device is on 10.11.11.179?
A: macOS 10.15.1 (Catalina) on a Mac (desktop or Macbook)

Q: What version of Windows is being used on the host at 10.11.11.195?
A: Windows 10

Q: What is the user account name used to log into the Windows host at
10.11.11.2007
A: brandon.gilbert

Q: What operating system and type of device is on 10.11.11.217?
A:iPadOS 13.2.2 on an iPad

Q: What IP is a Windows host that downloaded a Windows executable file over
HTTP?
A:10.11.11.203

Q: What is the URL that returned the Windows executable file?
A: http://acjabogados.com/40group.tiff

Q: What is the SHA256 file hash for that Windows executable file?
A: 8d5d36¢8ffb0a9c81b145aa40c1ff3475702fb0b5f9e08e0577bdc405087e635

Q: What is the detection rate for that SHA256 hash on VirusTotal?
A: 49 of 70
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Q: What public IP addresses did that Windows host attempt to connect over TCP
without a response from the server after the above executable file was
downloaded?

A: 5.188.108.58 and 138.201.6.195

Q: What is the host name and Windows user account name used on that IP

address?
A: host name: Tucker-Win7-PC , user account name: candice.tucker

NOTES:

Q: What operating system and type of device is on 10.11.11.94?
A: ChromeOS on a Chromebook

‘ 2019-11-12-traffic-analysis-exercise.pcap @ @ 2 ]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

QECRZ Ca .l dleal

\uh’ \ 1

= o o q ¥F

0.11.11.94

L] -| Expression... + basic | basic+ »

Time Dst port Host Info
2019-11-11 22:21:06 239.255.255.. 1900 239.255.255.250:1900 M-SEARCH * HTTP/1.1
2019-11-11 22:21:07 239.255.255.. 1900 239.255.255.250:1900 M-SEARCH * HTTP/1.1
2019-11-11 22:21:07 216.58.194... 80 www.gstatic.com GET /generate_204 HTTP/1.1
2019-11-11 22:21:07 216.58.194.. 80 www.gstatic.crm GET /generate_204 HTTP/1.1
2019-11-11 22:21:08 239.255.255.. 1900 239.255.255.2 QA 00 M-SEARCH * HTTP/1.1
2019-11-11 22:21:09 239.255.255.. 1900 239.255.255.2%, \0 M-SEARCH * HTTP/1.1
2019-11-11 22:21:16 216.58.194... 86 www.gstatic.com GET /generate_204 HTTP/1.1

- 2019-11-11
2019-11-11 22:21:35 216.58.194...80  www.gstatic.com

Mark/Unmark Packet

R/l

2019-11-11 22:21:38 52.218.228... 80 www.chromebooktrivia, Ignore/Unignore Packet 5/tin-c..
2019-11-11 22:21:38 52.218.228... 80 www.chromebooktrivia, Set/Unset Time Reference -friday..
2019-11-11 22:21:38 52.218.228... 80 www.chromebooktrivia! Time Shitt... rfriday..
2019-11-11 22:22:04 216.58.194... 80 www.gstatic.com packet Comment fP/1:1
2019-11-11 22:22:32 216.58.194... 80 www.gstatic.com JP/1.1

2019-11-11 22:23:06 239.255.255.. 1900 239.255.255.250:1900| Edit Resolved Name
2019-11-11 22:23:07 239.255.255.. 1900 239.255.255.250:1900 | Apply as Filter N
2019-11-11 22:23:08 239.255.255.. 1900 239.255.255.250:1900

Prepare a Filter ’
2019-11-11 22:23:09 239.255.255.. 1900 239.255.255.250:1900

2019-11-11 22:23:16 216.58.194...80  www.gstatic.com Conversation Filtar "IP/1.
Colorize Conversation »
SCTP , \
Follow ’ TCP Stream
Copy »

Protocol Preferences ’
Decode As... HTTP Stream

Show Packet in New Window
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User-Agent:

Mozilla/5.0 (X11; CrOS x86_64 12239.92.1) AppleWebKit/537.36
, 11ke Gecko rome 0. . ararl . 36

Accept: text/html, application/xhtml+xml, application/xml;q=0.9,image/
webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3

Referer: https://www.google.com/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

HTTP/1.1 303 See Other Chromeos IS used
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked on ChmmebOOkS

Connection: keen-alive
1 client pkt, 2 server pkts, 1 turn.

Entire conversation (1,142 bytes) X Show and save data as ASCII ~  Stream 86

‘ Wireshark - Follow TCP Stream (tcp.stream eq 86) - 2019-11-12-traffic-analysis-exercise.pcap s Bl2s
GET / HTTP/1.1 " " .
L ——— CrOS" stands for: ChromeOS
Connection: keep-alive ‘
Upgrade-Insecure-Requests: 1

Find: Find Next

ZiHelp Filter Out This Stream Print Save as... Back X Close

-
-

Q: What operating system and type of device is on 10.11.11.1217
A: Samsung Galaxy Note 8

‘ 2019-11-12-traffic-analysis-exercise.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

2019-11-11 173.236.251.15 orbike.com
t 2019-11-11 22:24:23 173.236.251.15 80 orbike.com

Mark/Unmark Packet
lgnore/Unignore Packet
Set/Unset Time Reference

Time Shift...

Packet Comment...

Edit Resolved Name

Apply as Filter »
Prepare a Filter »

Conversation Filter »
Colorize Conversation »
SCTP »

Follow »  TCP Stream
Copy >

Protocol Preferences ’

Decode As... HTTP Stream

Show Packet in New Window
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A S 27 eddledl = 00 O IL

(A h 're ueStandl 'addre 10'11'11'121 [X] -| Expression... + basic | basic+ | basic+dns
Time Dst port Host Info

2019-11-11 22:24:06 239.255.255.250 1900 239.255.255.250:1900 M-SEARCH * HTTP/1.1

2019-11-11 22:24:06 239.255.255.250 1900 239.255.255.250:1900 M-SEARCH * HTTP/1.1

2019-11-11 22:24:06 239.255.255.250 1900 239.255.755.250:1900 M-SEARCH * HTTP/1.1

2019-11-11 22:24:06 239.255.255.250 1900 239..QuA%5.250:1900 M-SEARCH * HTTP/1.1

2019-11-11 22:24:06 239.255.255.250 1900 239.2 5.250:1900 M-SEARCH * HTTP/1.1

2019-11-11 22:24:08 74.125.30.94 80 connec.: ‘ycheck.gstati.. GET /generate_204 HTTP/1.1
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 391) - 2019-11-12-traffic-analysis-exercise. pcap [ RESE E
GET / HTTP/1.1 H
e Android 9 SM-N950U
Connection: keep-alive ‘ ‘
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Linux;, Android 9,; SAMSUNG SM-N950U) AppleWebKit/

2 578.99 Mobile
Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,image/
webp, image/apng, */*,q=0.8

Referer: https://www.google.com/

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9,ko-KR;q=0.8,ko;q=0.7

Cookie: _ga=GA1l.2.2905005.1573510360; _gid=GA1l.2.1395558662.1573510360

HTTP/1.1 200 OK

Server: openresty

Date: Mon, 11 Nov 2019 22:24:23 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive =
2 client pkts, 16 server pkts, 3 turns.

Entire conversation (20 kB) - Show and save data as |ASCII - Stream 391 3
Find: Find Next
s:Help Filter Out This Stream Print Save as... Back X Close

Google SM-N950U =

Q Al Q Shopping [ Images (& News [] Videos i More Settings  Tools
About 539,000 results (0.54 seconds)

Samsung Galaxy Note 8 (US) SM-N950U full specifications
https://www.sammobile.com > Latest Samsung full device specifications v

Samsung's Galaxy Note 8 (US) SM-N950U specifications and features: this is a 6.3" (160.02mm)
device with a QHD 2960x1440 screen resolution. The phone is powered by the Qualcomm
Snapdragon 835 soc with a Quad-Core 2.35GHz & Quad-Core 1.9GHz configuration.
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Q: Based on the MAC address for 10.11.11.145, who is the manufacturer or vendor?
A: Motorola

‘ 2019-11-12-traffic-analysis-exercise.pcap [T RS [T X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A= el el = QAQAQE
.srceq 10.11.11.145

(W (%] '] Expression... + basic | basict+ | basic+dns
Time Src port Dst port Info =
2019-11-11 22:22:01 10.11.11.145 3. 8.8.8.8 53 Standard ——

2019-11-11 22:22:20 10.11.11.3145 4.. 173.194.67.188 5228 Applicatis
2019-11-11 22:22:20 10.11.11.145 4.. 173.194.67.188 5228 41835 — 5.
2019-11-11 22:22:31 16.11.11.145 3.. 127.0.0.1 53 Standard
2019-11-11 22:23:00 16.11.11.3145 3.. 8.8.8.8 53 Standard =
L] »
» Frame 20560: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
» Ethernet II, Src: Motorola bc:2d:98 (bc:ff:eb:bc:2d:98), Dst: Cisco_97:4b:T(
» Internet Protocol Version 4, ; Ll FINEIET Lt
» User Datagram Protocol, Src P : 33656, Dst Port: 53
» Domain Name System (query)

MAC address shows vendor as "Motorola”

Q: What operating system and type of device is on 10.11.11.179?
A: macOS 10.15.1 (Catalina) on a Mac (desktop or Macbook)

‘ 2019-11-12-traffic-analysis-exercise.pcap e e B2 |
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
=00 0 o) ¥k

A B D2 o e il :
]thp'requeSt and iP'addr eq 10'11'11'179“i_" Expression... + basic | basict+ | basic+dns

Time Dst port Host Info =

= 2019-11-11 2 143.204.29.34 content.time.com F ime/photoagallery/0,29307,..
2019-11-11 22:21:30 143.204.29.34 80 content.time.com| Mark/Unmark Packet ls/0,30172,,00...
2019-11-11 22:21:34 23.77.84.211 80 cdn.optimizely.cc Ignore/Unignore Packet b SEHTTR/3 -1
2019-11-11 22:21:34 13.249.79.119 80 time.com Set/Unset Time Reference themes/vip/time..
2019-11-11 22:21:34 13.249.79.119 80 time.com Time Shift themes/vip/time..
2019-11-311 22:21:34 151.161.50.2 80 cdn.taboolasyndic Inc-time/loader..
2019-11-11 22:21:38 143.204.29.89 80 img.timeinc.net Packet Comment... 1k /www/web/feds...
2019-11-11 22:21:38 13.33.255.25 80 fonts.timeinc.net Edit Resolved Name iTTP/1.1
2019-11-11 22:21:38 143.204.29.89 80 img.timeinc.net Apply as Filter , Ik/www/web/feds..
2019-11-11 22:21:38 143.204.29.89 80 img.timeinc.net ’ 1k/www/web/feds...
2019-11-11 22:21:38 143.204.29.89 80 img.timeinc.net | Frepareafilter * K /wvw/web/Fer's.,
2019-11-11 22:21:38 143.204.29.89 80 img.timeinc.net Conversation Filter " 1k/www/web/fe
2019-11-11 22:21:38 143.204.29.89 80 1img.timeinc.net Colorize Conversation » Ik/www/web/fe
2019-11-11 22:21:38 143.204.29.89 80 img.timeinc.net SCTP , IK/www/web/Te g
2019-11-11 22:21:38 143.204.29.89 80 img.t]}me@nc.net ..
2019-11-11 22:21:38 143.204.29.89 80 1img.timeinc.net it
2019-11-11 22:21:38 143.204.29.89 80 img.timeinc.net Copy %
2019-11-11 22:21:38 143.204.29.89 80 1mg .timeinc.net Protocol Preferences »
2019-11-11 22:21:38 143.204.29.89 80 img.timeinc.net DécodeAs. . HTTP Stream

2019-11-11 22:21:38 143.204.29.89 80 img.timeinc.net

7n/contigs/Time..

Show Packet in New Window
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GET /time/photogallery/0,29307,2077702,00.html HTTP/1.1
Host: content.time.com
Upgrade-Insecure-Requests: 1

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*,;q=0.8
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_1) ApplewWebKit/

Wireshark - Follow TCP Stream (tcp.stream eq 76) - 2019-11-12-traffic-analysis-exercise.pcap [

Accept-Language: en-us
Accept-Encoding: gzip, deflate
Connection: keep-alive

HTTP/1.1 200 OK
Content-Type: text/html 3
Transfer-Encoding: chunked Macintosh = Mac or Macbook
Connection: keep-alive

Accept-Ranges: bytes

Date: Mon, 11 Nov 2019 22:21:30 GMT

Carviar* Anachao

1 client pkt, 27 server pkts, 1 turn.

Mac OS X10_15_1

Entire conversation (33 kB) ~  Show and save data as ASCII ~ | Stream 76 |2
Find: Find Next
34Help Filter Out This Stream Print Save as... Back X Close

(=l 23

Q: What version of Windows is being used on the host at 10.11.11.195?

A: Windows 10

‘ 2019-11-12-traffic-analysis-exercise.pcap TIN5 X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
F W B2 S il — O O O T
(n http'requeSt and ip'addr eq 10-1 1Q11~195 3 “vpression... + basic ' basic+ | basic+dns
Time Dst port Host
- 2019-11-11 : .sabethahospital. N
2019-11-11 22:22:19 12.133.50.21 80 www.sabethahospital.com | Mark/Unmark Packet
2019-11-11 22:22:19 12.133.50.21 80 www.sabethahospital.com  Ignore/Unignore Packet P/1.1
2019-11-11 22:22:19 12.133.50.21 80 www.sabethahospital.com Set/Unset Time Reference | HTTP/1..
2019-11-11 22:22:19 12.133.50.21 80 www.sabethahospital.com Time Shift... is.php?c..
2019-11-11 22:22:19 12.133.50.21 80 www.sabethahospital.com Bkl BonimaRE iebook. j..
2019-11-11 22:22:19 12.133.50.21 80 www.sabethahospital.com el SR
2019-11-11 22:22:20 12.133.50.21 80 www.sabethahospital.com | Edit Resolved Name ome-4.7..
2019-11-11 22:22:20 12.133.50.21 80 www.sabethahospital.com Apply as Filter .j,vertica...
2019-11-11 22:22:20 12.133.50.21 80 www.sabethahospital.com Prepare a Filter , th_submi...
2019-11-11 22:22:20 12.133.50.21 80 www.sabethahospital.com ) )
2019-11-11 22:22:20 12.133.50.21 80 www.sabethahospital.com | Conversation Filter
2019-11-11 22:22:20 12.133.50.21 80 www.sabethahospital.com | Colorize Conversation
2019-11-11 22:22:26 12.133.50.21 80 www.sabethahospital.com SCTP
2019-11-11 22:22:20 12.133.50.21 80 www.sabethahospital.com Follow R P Stream
2019-11-11 22:22:20 12.133.50.21 80 www.sabethahospital.com a
2019-11-11 22:22:23 12.133.50.22 80 pictures.fasthealth.com | °PY >
2019-11-11 22:22:23 12.133.50.22 80 pictures.fasthealth.com Protocol Preferences ’
2019-11-11 22:22:23 12.133.50.22 80 pictures.fasthealth.com Decode As... HTTP Stream
Selgli il 2222 % 421395027 B0 pictuves fRStheAlthCON| snow Packetin New Window [FISENG]
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 165) - 2019-11-12-traffic-analysis-exercise.pcap Laria el 28

GET /getpage.php?name=whatappendixdo HTTP/1.1

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*,;q=0.8
Accept-Language: en-US

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
rome NP atarl/537.36 Edge/18.18362
deflate
Host: www.sabethahospital.com

Connection: Keep-Alive Windows NT 10.0 = Windows 10

HTTP/1.1 200 OK

Date: Mon, 11 Nov 2019 22:22:19 GMT
Server: Apache

X-Powered-By: PHP/5.1.6
X-UA-Compatible: IE=Edge
X-Frame-Options: allow

V/arv: Accenft-Fncodinn

1 client pkt, 8 server pkts, 1 turn.

Entire conversation (10 kB) *  Show and save data as ASCII v | Stream 165 <
Find: Find Next
2 tHelp Filter Out This Stream Print Save as... Back X Close

Q: What is the user account name used to log into the Windows host at
10.11.11.2007
A: brandon.gilbert

NOTE: This assumes you've set your Wireshark column display as noted in the
following two tutorials:

. . . ) . .
.QusmmlzmgAALmeshaLk_QhangmgiouLQthmnﬂlsplay_ reshark: ldentifvi I
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‘ 2019-11-12-traffic-analysis-exercise.pcap Qe B
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
R [ [ = o 0O @ FE

o basic basic+ Cc+dns

Src port Dst port Info —

2019-11-11 22:20: b e AT Align Left i
2019-11-11 22:20:22 10.11.11.200 49160 10.11.11.11 88 AS-RE [ | Align Center

2019-11-11 22:20:22 160.11.11.11 88 10.11.11.200 49160 AS-RE | Align Right

2019-11-11 22:20:22 10.11.11.11 88 10.11.11.200 49161 TGS-R o o
2019-11-11 22:20:23 10.11.11.200 49163 10.11.11.11 88 AS-RE|
2019-11-11 22:20:23 10.11.11.200 49164 10.11.11.11 88 AS-Rg ~ Edit Column

2019-11-11 22:20:23 160.11.11.11 88 10.11.11.200 49164 AS-RE  Resize To Contents

2019-11-11 22:20:23 10.11.11.11 88 10.11.11.200 49165 TGS-R
2019-11-11 '22:260:24 10.11.311.11 88 10.11.11.200 49167 TGS-R

2019-11-11 22:20:24 160.11.11.11 88 10.311.1313.2060 49168 TGS-R ¥ Tims

2019-11-11 22:20:24 16.11.11.11 88 10.11.11.200 49174 TGS-R| Vv Src

2019-11-11 22:20:24 10.11.11.11 88 10.11.11.200 49175 TGS-R W port
2019-11-11°22:26:31 10.11.11.200 49179 10.11.171.11 88 AS-RE| vy Dst l1
2019-11-11 22:20:31 10.11.11.200 49180 10.11.11.11 88 AS-RE| vl port I‘
2019-11-11 22:26:31 10.11.11.11 88 10.11.11.200 49180 AS-RE Host [‘

2019-11-11 22:260:31 10.11.371.11 88 10.11.11.200 49181 TGS-R

2019~11-11122:21 22 16 111111 88 10.11.11.200 49183 TGS-RjL_KSNEINESle

2019-11-11 22:21:22 16.11.11.11 88 10.11.11.200 49184 TGS-R v Info

2019-11-11 22:21:56 10.11.11.200 49185 10.11.11.11 88 AS-RE| Remove Thi Calurit
[ 2M19-11-11 22:21:68 1A 11 11 2AA 491RA 10 11 11 11 1’8 AS-RF.. : -
‘ ‘ 2019-11-12-traffic-analysis-exercise.pcap | @ B8 23
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am i@ BNRE ey =EQaaQaQE
[l |kerberos.CNameString and ip.addr eq 10.11.11.200 B4 -| Expression... + basic | basic+ »
Time Src port Dst port CNameString Info =

2019-11-11 '22:260:24 16.11.11.11 88 10.11.11.200 49167 GILBERT-WIN7-PC$ TGS-REP
2019-11-11 22:20:24 10.11.311.11 88 160.311.11.200 49168 GILBERT-WIN7-PC$ TGS-REP
2019-11-11 22:26:24 '10.11.31.11 88 10.11.11.200 49174 GILBERT-WIN7-PC$ TGS-REP
2019-11-11 22:20:24 10.11.11.11 88 10.11.11.200 49175 GILBERT-WIN7-PC$ TGS-REP
2019-11-11 '22:260:31 10.11.11.200 49179 10.11.11.71 88 GILBERT-WIN7-PC$ AS-REQ
2019-11-11 22:20:31 10.11.11.200 49180 10.11.11.11 88 GILBERT-WIN7-PC$ AS-REQ
2019-11-11 22:20:31 10.11.311.11 88 10.11.11.200 49180 GILBERT-WIN7-PC$ AS-REP
2019-11-11 223:20:31 10.11.311.11 88 10.11.11.200 49181 GILBERT-WIN7-PC$ TGS-REF
2019-11-11 22:21:22 10.11.11.11 88 10.11.11.200 49& GILBERT-WIN7-PC$ TGS-REr <
2019-11-311 22:21:22 16.11.11.11 88 10.11.11.200 491 M TGS-REP
2019-11-11 22:21:56 10.11.311.200 49185 10.11.11.11 88 randon.gilbert AS-REQ

2019-11-11 22:21:56 160.11.11.2600 49186 10.11.11.11 88 brandon.gilbert AS-REQ
2019-11-11 223:21:56 10.11.11.11 88 10.11.11.200 49186 | brandon.gilbert AS-REP
2019-11-11 22:21:56 10.11.11.711 88 10.11.11.200 49187 | brandon.gilbert TGS-REP
2019-11-311 2222156 16.11.11.11 88 10.11.31.2600 49190 | brandon.gilbert TGS-REP
2019-11-311 223:21:57 10.11.311.11 88 10.11.11.200 49192 | brandon.gilbert TGS-REP

2019-11-11 22:21:57 10.11.11.11 88 10.11.11.200 49195 | brandon.gilbert | TGS-REP
2019-11-11 22:21:57 10.11.11.11 88 10.11.11.200 49196 | brandon.gilbert J TGS-REP
2019-11-11 22:35:40 10.11.11.11 88 10.11.11.200 49280 YETTEERTNINT=PTE" TGS-REP
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Q: What operating system and type of device is on 10.11.11.217?
A: iPadOS 13.2.2 on an iPad

‘ 2019-11-12-traffic-analysis-exercise.pcap R e B33 ]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
5 [ ]

> basic | basic+ | basic+dns

2019-11-11 122 35.185.55.255 www . iphonehacks. Mark/Unmark Packet

4 2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com GE leharaiOniaiiore Packet
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com GE 9 9
2019-11-11 22:22:37 172.217.12.42 80 ajax.googleapis.com GE Set/Unset Time Reference
2019-11-11 22:22:37 172.217.6.170 80 fonts.googleapis.com GE Time Shift...
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com GE  packet Comment...
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com GE Edit Resolvad Narie
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com GE
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com GE Apply as Filter »

2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehacks.com SCTP ’
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehaCEERISES (= ) Follow
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehac
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehac
2019-11-11 22:22:37 35.185.55.255 80 www.iphonehac

Prepare a Filter »

Conversation Filter ’
Colorize Conversation ’

Copy

Protocol Preferences ’

2019-11-11 22:22:37 35.185.55.255 80 www.iphonehac HTTP Stream Decode As..
. 2019-11-11 22:22:37 2K 185 KR 2KK 80  www inhanehacks com GFE  Show Packet in New Window o b
‘ Wireshark - Follow TCP Stream (tcp.stream eq 231) - 2019-11-12-traffic-analysis-exercise.pcap [ RS R

GET /jailbreak-ios-13 HTTP/1.1

Host: www.iphonehacks.com

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Accept: text/html, application/xhtml+xml,application/xml;g=0.9,*/*;0=0.8
User-Agent: Mozilla/5.0 (iPad; CPU 0S 13_2 2 like Mac 0S X) AppleWebKit/6605.1.15

Accept-Language: en-us

Accept-Encoding: gzip, deflate iPad; CPU OS 1 3_2_2

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 11 Nov 2019 22:22:37 GMT
Content-Type: text/html; charset=UTF-8

Transfer-Fnrodinn:® chiinked %

9 client pkts, 98 server pkts, 17 turns.

Entire conversation (129 kB) > Show and save data as |ASCII - Stream 231 |7
Find: Find Next
:4Help Filter Out This Stream Print Save as... Back X Close
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NOV 2019 TRAFFIC ANALYSIS EXERCISE ANSWERS

Q: What IP is the host that downloaded a Windows executable file over HTTP?

A:10.11.11.203

Q: What is the URL that returned the Windows executable file?
A: http://acjabogados.com/40group.tiff

‘ 2019-11-12-traffic-analysis-exercise.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= Ml ‘«**MEQQQTF
] = — S——
(W | o contains 'Thls pDIro B30 -] Expressi
Time Src Dst port Info
I 2019-11-11 22:22:58 188.95.248.71 80 16.11.11.203 49196 80 —

Destination IP is 10.11.11.203

|

O'K basic | basic+ ' basic+dns

Mark]Unmark Packet
lgnore/Unignore Packet
Set/Unset Time Reference
Time Shift...

Packet Comment...

Edit Resolved Name
Apply as Filter

Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

TCP Stream

Follow

Copy

Protocol Preferences
Decode As...

Show Packet in New Window
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NOV 2019 TRAFFIC ANALYSIS EXERCISE ANSWERS

‘ Wireshark - Follow TCP Stream (tcp.stream eq 264) - 2019-11-12-traffic-analysis-exercise.pcap 2o (B e

GET /40group.tiff HTTP/1.1
AcCePlr T —
Accept-Encoding: gz
User-Agent: Mozilla/4.0
7.0; SLCC2; .NET CLR 2.0,
Center PC 6.0; .NET4.0C;, .NE
Host: acjabogados.com

ConnecTTOMTREEP-ATIVe http://acjabogados.com/40group.tiff

eflate

ompatible; MSIE 7.0; Windows NT 6.1; WOwW64,; Trident/
7; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media
E)

HTTP/l.:!. 200 OK .
connectlon: Keep-ALIVE First two bytes of an EXE or

Cache-Control: public, max-age=31557600

Expires: Wed, 11 Nov 2020 04:22:59 GMT LL] L]
Content-Type: image/tiff DLL ﬁle ShOW as MZ
Last-Modified: Tue, 05 Nov 2019 13:19:0
Accept-Ranges: bytes
Content-Length: 389120

This type of line
Date: Mon, 11 Nov 201 .
Server: LiteSpe Commonly found in

Strict-Tr -Security: max-age=31536000

EXE or DLL files
MZ... .icccacssnannanans D:::caccnianiac: Rl iiciisaiaisiissaaasaaa s l..L.!
This program cannot be run in DOS mode.

1 client pkt, 288 server pkts, 1 turn.

199 GMT

Entire conversation (389 kB) v Show and save data as ASCII *~ Stream 264 <
Find: Find Next
+tHelp Filter Out This Stream Print Save as... Back X Close
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Q: What is the SHA256 file hash for that Windows executable file?
A: 8d5d36¢c8ffb0a9c81b145aa40c 1ff3475702fb0b5f9e08e0577bdc405087e635

‘ 2019-11-12-traffic-analysis-exercise.pcap DB’
Edit Vlew Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 b == QQqQQqfE
| Open Recent » — -
\ [X] -| Expression... + basic | basic+ | basic+dns
] Merge... —
Import from Hex Dump... port Host Info .
| 80 49196 — 80 [SYN] Seq=0 Win=8192..
Close Coi+W 49196 80 — 49196 [SYN, ACK] Seq=0 Ack..
80 49196 — 80 [ACK] Seq=1 Ack=1 Wi..
Save As... Ctrl+Shift+S 80 acjabogados.com GET /406group.tiff HTTP/1.1
S e 49196 80 — 49196 [ACK] Seq=1 Ack=315 ..
- 49196 80 — 49196 [PSH, ACK] Seq=1 Ack..
Export Specified Packets... 49196 80 — 49196 [ACK] Seq=344 Ack=31..
Export Packet Dissections »| 49196 80 — 49196 [ACK] Seq=1701 Ack=3..
Export Packet Bytes... Ctrl+Shift+X 49196 80 — 49196 [ACK] Seq=3058 Ack=3...
iS——— 49196 80 — 49196 [ACK] Seq=4415 Ack=3..

e A 49196 - 80 — 49196 [ACK] Seq=5772 Ack=3..
Export SSL Session Keys... 49196 . 80 — 49196 [ACK] Seq=7129 Ack=3..
Export Objects » DICOM... 80 — 49196 [ACK] Seq=8486 Ack=3..
Print... Ctri+P 80 — 49196 [ACK] Seq=9843 Ack=3..

- . — IMF 80 — 49196 [ACK] Seq=11200 Ack=..
L . - ... W 49196 — 80 [ACK] Seq=315 Ack=12..

2019-11-11 22:22:58 188.95.248.71 SMB.. [TCP Window Update] 49196 — 80 ..

2019-11-11 22:22:59 10.11.11.203 TFTP.:: | 80 — 49196 [ACK] Seq=12557 Ack=..

2019-11-11 22:22:59 10.11.11.203 49196 80 — 49196 [ACK] Seq=13914 Ack=..

2019-11-11 22:22:59 10.11.11.203 49196 80 — 49196 [ACK] Seq=15271 Ack=.. .
‘ Wireshark - Export - HTTP object list [ & B &3

Packet ~ Hostname Content Type Size Filename =

10544  cdn.iphonehacks.com image/jpeg 4,520 bytes BentoStack-67x6

10555 cdn.iphonehacks.com image/jpeg 1,852 bytes AirPods-Ear-Cove

10581 cdn.iphonehacks.com
10617 cdn.iphonehacks.com
10664 cdn.iphonehacks.com
11537 c.amazon-adsystem.c
11592 c.amazon-adsystem.s

ur “ge/jpeg 1,772 bytes 1lpro-grass-rear-
Jeljpeg 34 kB appleglassdisplay
~aqe/png 35 kB jailbreak-ios-13-1
“wplication/jav... 88 kB apstag.js

ot appllcatlonljav 6,482 bytes aps csm.js

11979 acjabogados.com image/tiff 389 kB 40group.tiff
13436 s.amazon-adsystem.com text/html 64 bytes iu3?cm3ppd=1&«
13516  www. vmylmeplease com text/html 116 kB guide-to-flattenin
:I'.)l:‘)ﬁ ........................ . reavtrlecs OoE 1D Pt 21 2N "Inl:‘-\OFAI-\;-'
s <Help Save All ‘ X Close | #Save
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NOV 2019 TRAFFIC ANALYSIS EXERCISE ANSWERS

Wireshark - Save Object As...

Name: | 40group.tiff

r Home 1 frdebian-user = Downloads

[m Desktop

[M Documents

~» Downloads

1 Mueir

Cancel

Files =

Save

l! Terminal - debian-user@debian-host: ~/Downloads

File Edit View Terminal Tabs Help

debian-user@debian-host:~$ cd Downloads/
debian-user@debian-host: $ shasum -a 256 40group.tiff

8d5d36¢c81fb0a9¢c81b145aa40c1ff3475702fbOb519e08e0577bdc405087e635 40group.tiff

debian-user@debian-host: Y |

Q: What is the detection rate for that SHA256 hash on VirusTotal?
A: 49 of 70

<« c @ © & https://www.virustotal.com/guiffile/8d5d36c8ffb0a9c81b146aa40 pd
Z 8d5d36¢c8ffb0a9c81b145aa40c1ff3475702fb0b5f3e08e0577bdc405087e635 Q b
49 (1) 49 engines detected this file
8d5d36c8ffb0adc81b145aa40c11i3475702fb0b5f9e08e0577bdcd05087e635 380 KB 2019-11-12 16:01:33 UTC

Santo Maris Oia
L—7 peexe runtime-modules

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY o
Ad-Aware (1) Trojan.Agent.EHBD AegisLab (1) Trojan.Win32.Snojan.4lc
AhnLab-V3 (1) Trojan/Win32.RL_Inject.R298352 Alibaba (1) Trojan:Win32/Snojan.c7857a31
Al Nnn TN Teminm Amant CLDR Crmiwnhnn ADEV
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NOV 2019 TRAFFIC ANALYSIS EXERCISE ANSWERS

Q: What public IP addresses did that Windows host attempt to connect over TCP
without a response from the server after the above executable file was
downloaded?

A: 5.188.108.58 and 138.201.6.195

NOTE: This assumes you've saved Wireshark display filters for web-based traffic
as noted in the following tutorial:

. : reshark - Displ | :
Use your basic+ filter and add:

and ip.addr eq 10.11.11.203 and !(ip.dst eq 10.11.11.11)

‘ 2019-11-12-traffic-analysis-exercise.pcap woo 2 }
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ BNRE eyl = QAQAQE

I (http.request or ssl.handshake.type == 1 or tcp.flags eq 0x0002) and !(ssdp) antd | Expression... + basic @ basic+ | basic+dns
Time Dst port Host Info — =

2019-11-11 22:22:58 188.95.248.71 80 49196 — 80 [SYN] Seq=0 Win=8192.. yumm

= 2019-11-11 22:22:58 188.95.248.71 acjabogados.com GET /40group.tiff HTTP/1.1  —

 —

2019-11-11 123 138.201.6.195 4 49199 — 443 [SYN] Seq"-'e Win=819...

i ion ] 4C
38.201.6.195 ‘ ansmission] 49199 44
5.188.108. [SYN] Seq=0 Win=819
5 8 3 [TCP Retran 5S¢
[TCP Retran

Q: What is the host name & Windows user account name used on that IP address?
A: host name: Tucker-Win7-PC , user account name: candice.tucker
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NOTE: This assumes you've set your Wireshark column display as noted in the
following two tutorials:

‘ 2019-11-12-traffic-analysis-exercise.pcap [T X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= [

ZL o & a s de == o o o iF

[l kerbems.CNamestrl n 1 0111 &1 1 ’203 on... + basic ~sIC+  basic+dns
Time Src port Dst port Info [ Align Left =
2019-11-11 22:21:13 10.11.11.11 88 10.11.11.203 49164 TGS-REP Align Center
2019-11-11 22:21:14 10.11.11.11 88 10.11.11.203 49166 TGS-REP
2019-11-11 22:21:14 10.11.11.11 88 10.11.11.203 49168  TGS-REP Align Right
2019-11-11 22:21:14 10.11.11.11 88 10.11.11.203 49173 TGS-REP Column Preferences...
2019-11-11 22:21:14 10.11.11.11 88 10.11.11.203 49174 TGS-REP Edit Column
2019-11-11 22:21:22 10.11.11.203 49179 10.11.11.11 88 AS-REQ Resiza To Cortents
2019-11-11 22:21:22 10.11.11.263 49180 10.11.11.11 88 AS-REQ
2019-11-11 22:21:22 10.11.11.11 88 10.11.11.203 49180 AS-REP
2019-11-11 22:21:22 10.11.11.11 88 10.11.11.203 49181 TGS-REP v Time
2019-11-11 22:21:47 :16.11.11.203 49182 10.11.11.11 88 AS-REQ v Src
2019-11-11 22:21:47 160.11.11.263 49183 10.11.11.11 88 AS-REQ 7 port
2019=-11-11 22:21:47 16:11.11.11 88 10.11.11.203 49183 AS-REP
2019-11-11 22:21:47 10.11.11.11 88 10.11.11.203 49184 TGS-REP v/ Dst
2019-11-11 22:21:48 16.11.11.11 88 10.11.11.203 49186 TGS-REP v port
2019-11-11 22:21:48 160.11.11.11 88 10.11.11.203 49188 TGS-REP Host
2019-11-11 22:21:48 10.11.11.11 88 10.11.11.203 49191 TGS-REP
2019-11-11 22:21:49 10.11.11.11 88 10.11.11.203 49192 TGS-REP
2019-11-11 22:22:12 16.11.11.11 88 10.11.11.203 49194 TGS-REP | VY Info
2019-11-11 22:22:12 160.11.11.11 88 10.11.11.203 49195 TGS-REP Remove This Column
2019-11-11 22:36:32 10.11.11.11 88 10.11.11.203 49223 TGS-REP -
‘ 2019-11-12-traffic-analysis-exercise.pcap | @ o @3
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am @ BNRE ceedyed = QAQQE
[ [kerberos.CNameString and ip.addr eq 10.11.11.203 3 -| Exgression“. + basic | basic+ ' basic+dns
Time Src port Dst port CNameString Info =
2019-11-11 22:21:14 10.11.11.11 88 10.11.11.203 49166 TUCKER-WIN7-PC$ TGS-REP
2019-11-11 22:21:14 16.11.11.11 88 10.11.11.203 49168 TUCKER-WIN7-PC$ TGS-REP
2019-11-11 22:21:14 10.11.11.11 88 10.11.11.203 49173 TUCKER-WIN7-PC$ TGS-REP
2019-11-11 22:21:14 16.11.11.11 88 10.11.11.203 49174 TUCKER-WIN7-PC$ TGS-REP
2019-11-11 22:21:22° 10.11.11.203" 49179 10.11.311.11 88 TUCKER-WIN7-PC$ AS-REQ
2019-11-11 22:21:22 10.11.11.2603 49180 10.11.311.11 88 TUCKER-WIN7-PC$ AS-REQ
2019-11-11 22:21:22 10.11.11.11 88 10.11.11.203 49180 TUCKER-WIN7-PC$ AS-REP
2019-11-11 22:21:22 160.11.11.11 88 10.11.11.203 49181 TUCKER-WIN7-PC$ TGS-REP
2019-11-11 22:21:47 160.11.11.203 49182 10.11.11.11 88 candice. tucker AS-REQ
2019-11-11 22:21:47 160.11.11.203 49183 10.11.11.11 88 candice. tucker AS-REQ ly
2019-11-11 22:21:47 10.11.11.11 88 10.11.11.203 49183 candice. tucker AS -REP
2019-11-11 22:21:47 10.11.11.11 88 10.11.11.203 49184 candice. tucker TGS-REP
2019-11-11 22:21:48 10.11.11.11 88 10.11.11.203 49186 candice. tucker TGS-REP
2019-11-11 22:21:48 160.11.11.11 88 10.11.11.203 49188 candice. tucker TGS-REP
2019-11-11 22:21:48 10.11.11.11 88 10.11.11.203 49191 candice. tucker TGS-REP
2019-11-11 22:21:49 10.11.11.11 88 10.11.11.203 49192 candice. tucker TGS-REP
2019-11-11 22:22:12 16.11.11.11 88 10.11.11.203 49194 TUCKER-WIN7-PC$ TGS-REP
2019-11-11 22:22:12 16.11.11.11 88 10.11.11.203 49195 TUCKER-WIN7-PC$ TGS-REP
2019-11-11 22:36:32 10.11.11.11 88 10.11.11.203 49223 TUCKER-WIN7-PC$ TGS-REP
4 »
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