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Identify Cloud Computing Concepts

Cloud threats and attacks

Examine cloud attacks

- Tools

- Techniques

Examine countermeasures

- Best practices

- Tools
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Cloud Threats and Attacks
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Cloud Provider Security

Limited access and access policies

Tracking via access logs

Requires protection against repudiation
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Trusted Computing Model

Assists security problems 
through hardware 

enhancements

Roots of Trust (RoT)
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Top 10 Cloud Threats

Accountability and data risk

Misconfiguration and inadequate knowledge

Legal and regulatory compliance

Business continuity and resiliency

User privacy and secondary usage of data
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Top 10 Cloud Threats

Service and data integration

Multi-tenancy and physical security

Incidence analysis and forensics

Infrastructure security

Non-production environment exposure
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Illegal access 
to the cloud

Hardware 
failure

Malicious 
Insiders
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Examine Cloud Attacks
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Cloud Attacks

Recon

Scan

Access

Exploit
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DNS attacks

SQL injection

Network sniffing

Cloud Computing Attacks

Session hijacking

Cryptanalysis attacks

Denial of Service
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Common Cloud Attacks

Side channel attack

MITCCloud hopper Cloudbourne

Session ridingWrapping attack
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Common Cloud Attack Tools

PACUS3Scanner Dumpster Diver

CCAT DockerScan
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Tools
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Tools
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Examine Counter Measures
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Cloud Security Alliance (CSA)
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Cloud Controls Matrix
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Cloud Security Tools

Core Cloud Inspect Privacy.SexyCloudPassage Halo
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Securing Containers

Run containers as a non-root user

Use your own private registry

Verify image integrity, ie Docker Content Trust

Use Docker Bench Security
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Learning Check
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Learning Check

Trusted Computing Model

Mis-configuration and inadequate knowledge

Wrapping attack

Cloud Passage Inspect
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Module Review

Cloud threats and attacks

Examine cloud techniques

Examine countermeasures

Key Learnings
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Up Next:
Course Summary
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