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Abstract 

Attackers often “live off the land” by using tools built into Windows (and other operating 
systems) to accomplish their goals. These OS-native tools are particularly effective 
because they offer a range of powerful capabilities, are rarely blocked, and are difficult to 
monitor. While evidence is available in the Windows event logs, defenders often struggle 
to detect these attacks because these tools have many legitimate uses, creating a high 
volume of potential false positives. However, defenders can also live off the land using 
some of these same built-in tools to gain visibility into these attacks. PowerShell can use 
regular expressions to flexibly define a baseline of normal activity. Because regular 
expressions can be applied to any combination of fields extracted from event logs (such 
as process name, parent process, and command arguments), they enable defenders to 
filter out noise with surgical precision. Any remaining activity is considered abnormal 
and can be recorded for further analysis. This method of anomaly-based detection enables 
defenders to build highly customizable baselines to minimize false positives efficiently. 
Furthermore, this method can be expanded beyond process monitoring to other Windows 
event types and nearly any structured log or tool output data. 
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1. Introduction 
Attackers use built-in Windows tools to lay low and “live off the land” during 

several stages of an attack, from reconnaissance to exfiltration. The LOLBAS Project 

maintains a list of at least 175 Windows binaries that attackers may leverage to live off 

the land (Living off the Land Binaries and Scripts Project [LOLBAS Project], n.d.). The 

list is not comprehensive as it focuses on tools that can be used in ways other than the 

tool’s intended primary use (LOLBAS Project, 2021). The tools on the list alone cover at 

least 26 unique MITRE ATT&CK Framework techniques, including essential techniques 

such as ingress tool transfer, indirect and proxy command execution, process injection, 

credential dumping, and a variety of persistence techniques (LOLBAS Project, n.d.). To 

emphasize the importance of how effective these tools can be, it is worth noting that 

every one of the top 10 threat techniques listed in Red Canary’s 2022 Threat Detection 

Report can be accomplished by living off the land (Red Canary, 2022). PowerShell alone 

was leveraged as a threat against more than a third of Red Canary’s customers, with more 

than a quarter of their customers experiencing threats leveraging the Windows command 

shell (Red Canary, 2022). Threat actors continue to leverage these tools because they 

remain effective, making detection highly valuable for defenders. 

 Ironically, it can be difficult to detect malicious living-off-the-land activity even 

though it is easy to log. While process execution auditing is disabled by default in 

Windows, it is trivial to enable it with just a few GPO settings (Crossley, 2021). 

However, enabling the appropriate auditing is only the first step toward detection. The 

real challenge for defenders is identifying malicious living-off-the-land activity amongst 

a sea of noise these tools generate for legitimate purposes. Without a method for ignoring 

legitimate activity, defenders can be plagued by too many false positives. 

One approach defenders currently use to identify malicious living-off-the-land 

activity is to develop threat-hunting queries for log management, SIEM, or EDR 

solutions (Splunk Threat Research Team, 2022). While this approach is effective in a 

threat-hunting scenario, coverage for security monitoring depends on the ability to create 

and maintain hundreds of signatures or queries. Sigma’s initiative to build rules for 

living-off-the-land activity illustrates the complexity of trying to maintain a signature-
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based ruleset for living-off-the-land threat detection (Sigma, 2020). There will always be 

a significant potential for false negatives because this blocklist approach focuses on 

identifying activity that is likely malicious instead of using an allowlist approach to 

identify activity that is unexpected. 

Another approach is to employ artificial intelligence or machine learning to 

identify anomalies. This approach can also be performed with an EDR (Cox, n.d.) or 

centralized logging solution (Joshi et al., 2021). While effective, this approach requires 

significant investment and dependence on third-party solutions, centralized logging 

infrastructure, or specialized training.  

Both approaches are similar in that they leverage process metadata (such as 

parent-child relationships) to identify abnormal processes. An alternative method is 

proposed that similarly leverages process metadata but does not require a significant 

investment in logging infrastructure or third-party services and can be accomplished 

without expertise in machine learning, all while using only Windows-native tools. This 

method uses PowerShell to enable defenders to develop their own detection capabilities. 

PowerShell can ingest tool output and log data in various formats to extract key metadata 

and build custom objects that can be manipulated, filtered, and queried for detection 

purposes like modern log management and EDR tools. Defenders can develop a baseline 

of highly flexible filters to apply against this data to filter out normal activity to identify 

anomalous activity. Because this approach uses flexible filters to define “normal,” it can 

provide nearly comprehensive detection with minimal false positives once a baseline is 

tuned for a given environment. However, ongoing tuning will be required as the 

environment changes and new activity is observed. 

In addition to demonstrating how this approach can detect anomalous living-off-

the-land activity, the research also highlights how this methodology may be applied to 

other use cases beyond detecting malicious living-off-the-land activity. 

2. Research Method 
The research method can be divided into several stages: environment setup, tool 

creation, baseline tuning, and attack detection. 
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2.1. Environment Setup 
All research was performed on a virtual machine running Windows 10 version 

22H2. The test system was not joined to a domain or used for purposes other than tool 

development and testing. All optional Windows settings and features regarding 

personalization, location, and error reporting were opted out during operating system 

installation. All other settings remained in their default configurations, except as outlined 

below. 

In order to baseline living-off-the-land activity, process creation auditing needs to 

be enabled (Crossley, 2021). Even when process creation auditing is enabled, an 

additional setting must be enabled to log the entire command, including command line 

arguments (Crossley, 2021). Retention must also be considered. Maximum logs size may 

need to be increased to avoid overwriting logs that have yet to be analyzed.  

The settings used to enable process creation and command line auditing are 

commonly deployed via Group Policy (Turner, 2021) but can also be enabled by running 

the commands in Figure 1 from an elevated command prompt. 

 

Figure 1. Enabling Process Creation Auditing 

 Once these settings are enabled, event 4688 can be viewed in the Event Viewer to 

verify that process creation events are being generated with the optional inclusion of the 

entire command line, as seen in Figure 2. 
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Figure 2. Verifying Command Line Auditing 

If the Security Log’s maximum size is too small, events may be overwritten 

before they can be analyzed for potentially malicious activity. Windows 10 version 22H2 

was observed to have a 20 MB maximum log size by default. Even with minimal system 

activity, event retention was observed to be less than two weeks once process creation 

auditing was enabled. Retention could be less than 24 hours on a production system with 

additional auditing enabled. Retention can be increased by increasing the maximum log 

size via Group Policy or manually updating the maximum log size in the Event Viewer 

Security Log properties, as seen in Figure 3 (Microsoft, 2019). A reboot is required for 

the change to take effect (Microsoft, 2019). 
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Figure 3. Default Maximum Security Log Size 

2.2. Tool Creation 
A proof-of-concept tool can be developed using the PowerShell Integrated 

Scripting Environment (ISE). PowerShell can gather process creation event logs for a 

given time range. Key fields from the event logs, such as the user, process name, parent 

process name, and command line, can be extracted and used to build custom PowerShell 

objects. The custom PowerShell objects can then be manipulated or filtered based on the 

content of the fields. For example, an event could be added to a list of alerts if a process 

named powershell.exe is launched by a parent process named word.exe. This simple 

example highlights the functionality gained by normalizing the data into PowerShell 

objects. While it may be worth alerting on Microsoft Word spawning an instance of 
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PowerShell, it is much more powerful to alert on PowerShell being run by any 

unexpected parent process. To accomplish this more comprehensive detection, a baseline 

of normal activity must be defined so an allowlist approach can be used to identify any 

activity outside the baseline. 

A baseline of normal activity can be defined using a series of regular expressions 

mapped to extracted fields. Regular expressions offer uniquely flexible and precise 

filtering capabilities that allow defenders to filter out false positives while avoiding false 

negatives. These filters can be combined into a baseline, incorporating all expected 

activity for a given system. Once filtered, unexpected activity can be reported for 

analysis. 

2.3. Baseline Tuning 
Like any security monitoring tool, tuning will be required to eliminate false 

positives. Tuning involves running the tool multiple times and adding filters to the 

baseline for expected activity until all expected activity has been included. However, this 

often becomes an ongoing maintenance task as system activity changes over time. 

The key to successful tuning is understanding why the observed activity is normal 

and what the associated risks are for similar, abnormal activity. That knowledge provides 

the context needed to enable defenders to develop filters that can incorporate normal 

activity into the baseline without incorporating similar activity that may be malicious. 

2.4. Attack Detection 
Simulated attacks can be launched once a proof-of-concept has been developed 

and initial baselining is complete. Because this method of baselining should identify any 

monitored program activity that is not included in the baseline, modified examples of 

attacks outlined by the LOLBAS Project can be used to simulate attacker activity 

(LOLBAS Project, n.d.). For comparison, the tool should be run before and after the 

simulated attacks. 

Figure 4 shows five simulated attacks chosen to run against the test system. These 

attacks simulate techniques commonly used by threat actors and penetration testers to 

download and execute malware, establish persistence, and harvest credentials. 

https://t.me/learningnets
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Figure 4. Simulated Attack Choices 

2.5. Generalized Methodology 
While the methodology used in this case centers around process creation events, it 

can be applied to other Windows events and data sources, such as text-based log files or 

output from various security tools. The process of logging, gathering, normalizing, 

filtering, and outputting data is a standard methodology that applies to nearly any type of 

structured data that defenders may want to baseline, such as login events, firewall logs, or 

access logs. This process works regardless of the data source as long as the data can be 

normalized. 

3. Findings and Discussion 
The research findings center around how to develop a tool to baseline Windows 

event data, tune a baseline for a given environment, and verify that the tool can identify 

simulated attack activity. 

3.1. Tool Development 
Before creating a proof-of-concept, it is important to define its intent. In this case, 

the goal is to create a baseline of normal living-off-the-land activity to help identify 

anomalies. However, more specificity is needed to focus the design of the tool. In this 

case, a list of executables will be created to define the programs that need to be 

monitored. The list will contain all the non-script executables (anything with the “.exe” 

file extension) listed in the LOLBAS project (LOLBAS Project, n.d.). Scripts are 

excluded because they require an interpreter (such as wscript.exe and powershell.exe), 

and the interpreters will be monitored instead. Powershell.exe is included in the list 
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because of its prevalent use in attacks, even though it is not listed as a LOLBAS 

(LOLBAS Project, n.d.). Figure 5 shows how a list of program names can be created with 

PowerShell. The list in Figure 5 is abbreviated since the entire list contains nearly 150 

programs. The complete list is included in Appendix B. 

 

Figure 5. Defining a List of Monitoring Programs 

The list of monitored programs will be used to identify any instances of those 

programs being run. The list will also be used to look for any child processes spawned by 

a monitored program, similar to the approach used by Joshi et al. (2021), which focuses 

on the parent-child context of these executables. While many other aspects of these 

processes could be baselined (such as files accessed, associated network connections, or 

dynamic libraries loaded), the simple fact that a monitored process was created or 

spawned another process is sufficient for this use case. 

3.1.1. Gathering Windows Events 
Gathering process creation events starts by defining the timeframe being 

analyzed. While explicitly defining a period may work well for incident response 

scenarios, relative time (like the last 24 hours) may work better for security monitoring. 

Both options are shown in Figure 6. 
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Figure 6. Defining Search Time Frame 

 The Get-WinEvent cmdlet uses a filter hash table to determine which logs are 

returned (Microsoft, 2022). The filter hash table in Figure 7 directs the system to return 

events from the security log with event ID 4688 that occurred between the start and end 

times. These events are stored as an array of objects in the $Events variable for further 

processing. 

 

Figure 7. Gathering Windows Events 

3.1.2. Normalizing Events into PowerShell Objects 
Once gathered, events need to be normalized into a format that enables granular 

filtering. The fields seen in Figure 8, such as account names, process names, and 

commands, are not directly accessible. Figure 8 shows how to save a copy of the first 

event of the array into a variable called $Event. Several properties can be observed when 

examining the $Event variable, but the important fields are buried in the Message 

property. Because the objects returned by Get-WinEvent are generic, including only 

properties universal to all event types (such as TimeCreated, Id, and Message), event-

specific fields are embedded deeper inside these generic objects. 

https://t.me/learningnets
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Figure 8. Important Fields Buried in Message Property 

Joshua Wright’s Month of PowerShell blog series outlines this issue in depth, 

demonstrating a solution that leverages a script from the PSScriptTools project to convert 

objects returned by Get-WinEvent into objects with event-specific fields directly 

accessible as object properties (Wright, 2022). A simplified version of the function called 

Convert-Event is shown in Figure 9 (Hicks, 2020). This simplified function is not as 

comprehensive as PSScriptTools’ script and does not perform error-checking. However, 

it offers all the functionality needed to normalize the event data while keeping the code 

succinct for demonstration purposes. 

https://t.me/learningnets
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Figure 9. Function to Create Custom Objects from Get-WinEvent Objects 

Figure 10 shows how the event from Figure 8 can be converted into a new object 

using the Convert-Event function. The new event is stored in the $New_Event variable, 

which shows all fields directly accessible as object properties, allowing logical 

comparisons to be applied for filtering purposes. The simple example in Figure 10 shows 

how to check if the process name matches the string “SearchFilter.” This check was not 

possible with the original event objects returned by the Get-WinEvent cmdlet. 

	
Figure 10. Fields Directly Accessible As Object Properties 

https://t.me/learningnets
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3.1.3. Framing the Data 
Converting events allows the data to be framed more easily. In this case, the 

baseline should be applied only to process creation events involving monitored programs, 

so each event is converted and checked to see if the NewProcessName or 

ParentProcessName properties match any of the monitored executables. Matching 

process names is more straightforward if the relative process names are extracted from 

these properties since they contain the full path to the executables, as seen in Figure 10. 

The relative process names can be extracted by splitting the fields using the “\” character 

as a delimiter, with the last of the split strings saved in a variable, as seen in Figure 11. 

Figure 11 also demonstrates how to use the “contains” operator to check if the relative 

process names are included in the monitored programs list. 

 

Figure 11. Preparing to Process Only Monitored Programs 

It is worth noting that converting events is CPU intensive, so converting a large 

number of events will negatively impact performance (Wright, 2022). One way to 

improve performance is to only convert events that need to be baselined. Figure 12 shows 

a way to save the process name and parent process name without using the Convert-Event 

function. This performance hack uses the same XML conversion as the Convert-Event 

function but does not extract all fields to build new objects. Instead, these values are 

saved so they can be checked to see if either program is in the monitored programs list. 

The complete event conversion is only performed if a monitored program is involved. 

This technique is used heavily in DeepBlueCLI, a PowerShell tool created by Eric 

Conrad for threat-hunting Windows event logs (Conrad, 2021). 
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Figure 12. Performance Hack 

This performance hack was not kept in the proof-of-concept code shown in 

Appendix A because priority was given to simplicity and clarity to demonstrate 

functionality. That said, testing was performed to verify that the performance impact is 

significant. A sample of 38,540 process execution events was generated, with 8,704 

events involving a monitored program. When the code was configured, as shown in 

Figure 11, processing took 356 seconds, whereas it only took 182 seconds when 

configured, as shown in Figure 12. At nearly a 50% reduction in runtime, this method is 

worth considering if a defender is working with medium to large datasets. 

3.1.4. Structuring Filters 
After converting and framing the data, it is ready to be checked against a defined 

baseline. Because this method of baselining revolves around filtering out expected 

activity based on key fields, the decision to include or exclude fields will define the 

structure of the filters used to build the baseline. The TimeCreated, SubjectUserName, 

TargetUserName, NewProcessName, ParentProcessName, and CommandLine properties 

were chosen to structure the filters because these fields enable filtering based on any 

combination of time, account used or affected, process names, and command line 

arguments. Other properties involving SIDs, domains, process IDs, and labels were not 

considered relevant for this experiment, so they were excluded to simplify the structure. 

These properties may be worth including in other environments or other use cases. 

Additionally, the system hostname could be valuable to include as a property to allow 

defenders to build filters for specific systems within a universal baseline. 
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Once chosen, properties can be mapped to regular expressions. An easy way to do 

this is to use a simple n-tuple array where n is the number of properties. Each position in 

the array will map to a specific property. Figure 13 shows an example of a 6-tuple array 

with all empty strings. Each empty strings could contain a regular expression that will 

map to a specific property. 

 

Figure 13. Empty 6-tuple array 

In this case, properties will be mapped as shown in Figure 14, starting with the 

TimeCreated property mapped to the first position in the array (position 0) and the 

CommandLine property mapped to the last position (5). Note that the property names 

have been shortened for display purposes. 

 

Figure 14. Mapping Properties to Array Positions 

A filter only matches the log if every property matches its respective regular 

expression. The example shown in Figure 15 illustrates a potential filter that would match 

when user jdoe spawns a process with a name that contains the string “powershell.exe” 

and has a parent process with a name that contains the string “word.exe.” If this filter 

were added to the baseline, jdoe launching PowerShell from Word would be included in 

the baseline of normal activity. This example highlights how a granular exception can be 

added to the baseline to allow a specific parent-child relationship to be considered normal 

only for a specific user. 

 

Figure 15. Basic Filter Example 

https://t.me/learningnets
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Figure 16 shows a nearly identical filter with each field mapped (again with 

shortened names). Reviewing each mapping can highlight some of the nuances of regular 

expressions. Notice TimeCreated is mapped to “.*” which is a regular expression that 

matches anything because it means 0 or more of any character (except newlines). 

SubjectUserName is mapped to “^jdoe$.” The “^” character indicates the beginning of 

the string, whereas the “$” indicates the end of the string. Including these anchors ensures 

the SubjectUserName matches “jdoe” exactly, so a username containing “jdoe” (such as 

“ajdoe”) would not match. Anchoring is helpful to avoid false negatives that may occur if 

the regular expressions match more broadly than intended. TargetUserName is mapped to 

a blank regular expression, which also matches on anything, making it more 

straightforward than the regular expression used to match against TimeCreated. 

ParentProcess is mapped to “word\.exe.” The “\” character escapes the “.” character 

which is otherwise interpreted as any character. Note that neither process names are 

anchored nor include the full path to the executable. Any program that contains word.exe 

in the name could be used to run PowerShell. For example, a program named 

“aword.exe” or “word.exe.exe” could be used to run powershell.exe undetected if this 

detection was known. This example highlights why anchoring and using the full paths to 

executables should be considered a best practice when filtering logs using regular 

expressions. CommandLine is left to match anything in this case but could be used if 

“powershell.exe” was only expected to be run with specific command line parameters. 

 

Figure 16. Basic Filter with Mappings Breakdown 

These filter arrays can be combined into a nested array to create a baseline. This 

nested array can be iterated through so each monitored process can be compared against 

each filter. Figure 17 shows a template for the baseline that can be used as a starting place 

for tuning. The template starts with two temporary filters that will never match any 

events. This template outlines the structure and allows the baselining logic to assume the 

https://t.me/learningnets
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baseline will always have at least two filters, allowing edge cases involving baselines 

with one or no filters to be ignored to simplify the code for demonstration purposes. It is 

unlikely that a baselining tool would ever use one filter or no filters except for initial 

tuning, so this shortcut is sufficient for tuning. These temporary filters will be replaced as 

the baseline is tuned. 

 

Figure 17. Baseline Template 

While the baseline structure might not be as intuitive as a ruleset with an 

explicitly defined syntax (such as an external configuration file written in a suitable 

markup language), there are several advantages to using this implicitly defined structure. 

One advantage is that it removes the necessity for parsing a ruleset, reducing the time, 

length of code, and level of skill required by defenders to develop a proof-of-concept. 

This structure is also succinct, whereas developing a similar query using common query 

languages found in SIEM and EDR tools would result in excessively long and complex 

queries. This structure can also be easily extended or adapted to different data sources 

with an arbitrary amount of fields. 

3.1.5. Applying Filters 
As process creation events are compared against the baseline, events that do not 

match the baseline need to be stored for reporting and analysis. Figure 18 shows a simple 

and effective way to create an empty array that is easily added to using the “+=” operator. 

This array must be declared before the loop that will iterate through the baseline so the 

loop can add to the array without overwriting it. 

 

Figure 18. Declaring an Empty Array 
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Once the baseline template and empty event array are declared, each monitored 

program event can be compared against each filter in the baseline. Figure 19 shows this 

process for a single event. A boolean flag is created and set to false to indicate that a 

match has not yet been found. This value is reset for each event. Each filter from the 

baseline is iterated through, with each regular expression compared against the respective 

property. If all six regular expressions match, the match flag is set to true, indicating that 

the event matches the current filter and is part of the baseline. A break operation is 

performed to break out of the loop to avoid wasting computation on additional filter 

comparisons. If the event does not match any filters, it is outside the baseline and added 

to the unexpected events list for reporting. 

 

Figure 19. Comparing an Event Against the Baseline 

The power of this approach is realized when combining the simple loop shown in 

Figure 19 with the structure of the baseline and the use of regular expressions for field 

comparison. 

Regular expressions enable every type of common string comparison used in 

common query languages. For example, string conditionals such as contains, does not 

contain, starts with, ends with, wildcard matching, and flexible pattern matches are all 

easily accomplished with regular expressions. 
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Applying regular expressions to each relevant field as a series of “and” 

conditionals enables precise filtering by requiring every field to match the filter. Using a 

blank regular expression for a particular field enables that field to always match, 

effectively ignoring that field for a given filter without re-writing the logic. 

The loop functions as a series of “or” conditionals so logs are flagged as matching 

the baseline if they match any filter. This completes the logic commonly used when 

filtering out logs using centralized logging queries. It is common to structure queries so 

the results are shown if they match key criteria (such as being a monitored program) but 

do not match any of a series of conditional combinations. The outlined approach 

accomplishes the same thing but has the advantage of abstracting the query logic to a 

series of filters that do not require defenders to re-create the logic for each use case. 

As designed, the loop and baseline can be jointly adapted to filter any structured 

data that can be represented as PowerShell objects. The loop and baseline would just 

need to be changed to match the number of fields and their respective property names. 

This flexibility allows defenders to adapt this method to any data source using a universal 

filtering method instead of creating unique logic for each use case. 

3.1.6. Reporting Anomalous Event Data 
When using the baseline template, all events that involve a monitored program 

will be added to the unexpected events list. This data could be displayed in many ways, 

including from the command line, exporting to CSV, and exporting to HTML. Figure 20 

shows how these events can be exported to a CSV for analysis in Excel, which works 

well for manual analysis. The -NoTypeInformation flag removes an optional header for a 

cleaner import into Excel. 

 

Figure 20. Exporting PowerShell Objects to CSV 
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Figure 21 shows a truncated view of the events listed in the CSV when opened in 

Excel. The columns have been manually rearranged to match the ordering of the baseline. 

Additional columns that are not used in the baseline have been removed. 

 

Figure 21. Viewing Events in Excel 

3.1.7. Baseline Tuning 
Tuning the baseline is critical to eliminating false positives associated with any 

legitimate activity. The events shown in Figure 21 were captured over 24 hours. The 

system was not regularly used during this window, so most of the detected activity was 

generated by the operating system. While this does not accurately represent a domain-

joined production system, it allows for a cleaner demonstration of baseline tuning. 

The tool identified 34 events involving monitored programs from 478 process 

execution events. Since most of these events are normal system activity, the baseline 

must be tuned to remove these false positives from future checks. In order to tune the 

baseline, defenders must understand why the activity is normal so respective filters can 

be built. 

Figure 21 shows several instances of conhost.exe being executed. Filtering the 

logs in Excel to only display instances of conhost.exe shows that 17 of the 34 events 

involve conhost.exe being launched by various operating system programs, as seen in 

Figure 22. While conhost.exe is regularly used by these programs when they need access 

to the Windows command line (Fisher, 2022), it can also be used by attackers for indirect 

execution (LOLBAS Project, n.d.). 

https://t.me/learningnets



© 20
23

 The
 SAN

S In
sti

tute,
 Au3

hor R
eta

ins F
ull R

ights

© 2023 The SANS Institute Author retains full rights. 

Living off the Land as a Defender: Detecting Attacks with Flexible Baselines 
 

21 

	

Justin	Store,	jrstore@mtu.edu	 	 	

 

Figure 22. Investigating conhost.exe 

Notice how the events in Figure 22 have the same command line arguments. 

These can be used to anchor a filter. While using just the command line field may be 

adequate for filtering, the exception could be narrowed to only apply to expected parent 

processes. In this case, there are too many potential parent processes to warrant creating 

filters for each, but a filter can be built that applies to parent processes in expected 

directories such as C:\Windows\ and C:\ProgramData\Microsof\Windows Defender\. 

Figure 23 shows a filter that can be added to the baseline to accomplish this. 

 

Figure 23. Filtering Conhost.exe Activity 

With the conhost.exe filter added to the baseline, the original events list can be 

inspected for other commonalities. Figure 24 shows that svchost.exe is a common parent 

process for many of the monitored programs, even though svchost.exe itself is not a 

monitored program. Because svchost.exe is used to host Windows services, it is normal 

for it to run some of these monitored programs as long as svchost.exe is run from an 

expected location like the System32 folder (Fisher, 2022). Figure 25 shows a filter that 

includes svchost.exe in the baseline of expected activity, which accounts for 9 of the 34 

unexpected events. 
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Figure 24. Svchost.exe Spawning Monitored Programs 

 

Figure 25. Filtering Svchost.exe Activity 

Figure 26 shows that the original event list only contains eight entries if the 

activity associated with conhost.exe and svchost.exe is removed. These events can be 

iterated through to identify commonalities, research the processes involved, and build 

filters to exclude expected activity. Figure 27 shows several additional filters that exclude 

the remaining activity except for explorer.exe running powershell_ise.exe.  

 

Figure 26. Remaining Events 

 

Figure 27. Additional Filters 

With these remaining events incorporated into the baseline, the only remaining 

event is explorer.exe launching powershell_ise.exe, as seen in Figure 28. In this case, 

explorer.exe is a monitoring program while powershell_ise.exe is not. Because 

explorer.exe can be used to spawn other processes indirectly (LOLBAS Project, n.d.), 

including monitored programs, it would not be ideal to create a filter that ignores all 

processes spawned by explorer.exe. It is also undesirable to list all possible processes that 

explorer.exe might launch, as that would require excessive maintenance to build a 
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complete baseline. In this case, explorer.exe was removed from the list of monitored 

programs, allowing explorer.exe to be ignored unless it spawns a monitored program or is 

spawned by a monitored program. 

 

Figure 28. Explorer Launching PowerShell ISE 

The issue with Explorer highlights a fundamental problem with how the data was 

initially framed for this experiment. Events were included for baselining if either the 

parent process or a child process was a monitored program. The same monitored program 

list and baseline were applied to both scenarios, resulting in less flexibility in certain edge 

cases. To address this lack of flexibility, each scenario could be framed separately with 

its own list of monitored programs, baseline, and report. Baselining the execution of 

monitored programs (where the monitored program is the child process) could be 

completely separate from baselining the execution of processes spawned by monitored 

programs (where the monitored program is the parent). This would require maintaining a 

separate monitored program list and baseline for each scenario but offers the most 

flexibility. For example, explorer.exe could remain in the monitored programs list for 

baselining child processes so explorer being launched by an unexpected parent process 

could be detected. Explorer.exe could then be removed from the monitored programs list 

for parent processes so false positives associated with explorer.exe spawning 

unmonitored programs can be ignored while still detecting if explorer.exe spawns a 

monitored program. This issue highlights the need to frame data carefully for any given 

baselining application. 

3.2. Detecting Simulated Attacks 
The tool was run before the simulated attacks to generate a control dataset. Two 

events were detected that were not in the baseline. These events were associated with a 

user running the Event Viewer, as seen in Figure 29. These events were not added to the 

baseline so they could remain part of the control dataset. In a real-world scenario, these 

events would likely be added to the baseline if the activity was normal. 
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Figure 29. Events Identified in Control Run 

An elevated command prompt was opened after the control run. Each simulated 

attack from Figure 4 was run in succession, as seen in Figure 30. The tool was run after 

the attack simulation to generate a test dataset. The events detected after the attack 

simulation are shown in Figure 31. Note that the events in both Figure 29 and Figure 31 

have been reformatted only to show the columns used for filtering in their respective 

order. 

 
Figure 30. Attack Simulation 

 

Figure 31. Events Identified in Test Run 

3.2.1. Attack Detection Analysis 
The first simulated attack used certutil.exe to simulate ingress tool transfer, as 

seen in APT attacks (Glyer et al., 2021). Figure 30 shows the attack resulted in an 

“Access is denied” error message caused by Windows Defender blocking the simulated 

https://t.me/learningnets



© 20
23

 The
 SAN

S In
sti

tute,
 Au3

hor R
eta

ins F
ull R

ights

© 2023 The SANS Institute Author retains full rights. 

Living off the Land as a Defender: Detecting Attacks with Flexible Baselines 
 

25 

	

Justin	Store,	jrstore@mtu.edu	 	 	

attack. Even though Windows Defender intervened, the process execution event was still 

logged, so the attack was detected, as seen in Figure 31. This behavior is noteworthy 

because it demonstrates that an event may be detected through log analysis even if 

endpoint security tools intervene. 

The second attack used rundll32.exe to simulate the execution of a malicious DLL 

hosted on a network share, which is just one of several ways rundll32.exe can be abused 

by attackers (Cybereason Blue Team, 2022). This attack was detected, as seen in Figure 

31. Figure 32 shows an error message due to the network share not being found because a 

legitimate share was not needed for this simulation. Similar to the first attack, this 

demonstrates that attack attempts can be detected, even if the attack activity is 

unsuccessful. This also highlights that process execution alone is often insufficient 

evidence to confirm that an attack was successful. 

  

Figure 32. Rundll32.exe Error 

The third attack used PowerShell to simulate the download and execution of a 

malicious script. This technique is often seen in infected Office documents acting as a 

first-stage payload that downloads and runs the second stage to infect the machine or 

establish a command-and-control channel, as demonstrated by CrowdStrike’s analysis of 

GRIM SPIDER (John et al., 2019). This attack was detected, as seen in Figure 31. As 

seen in Figure 30, an error was generated because PowerShell could not connect to the 

remote server because command-and-control infrastructure was not required to 

demonstrate successful detection. 

The fourth attack used schtasks.exe to simulate the creation of a scheduled task 

that would run a malicious executable to establish a command-and-control channel. 
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Attackers often use this technique to establish persistence (Horiuchi, 2022). This attack 

was detected, as seen in Figure 31. The scheduled task was created successfully, without 

error, as seen in Figure 30. 

The fifth attack tried to use ntdsutil.exe to dump credentials from a local Active 

Directory database. This technique is often used to dump password hashes once an 

attacker has compromised a domain controller, as demonstrated by Microsoft’s analysis 

of LAPSUS$ activities (Microsoft Threat Intelligence Center et al., 2022). As seen in 

Figure 30, ntdsutil.exe was not found on the system because the system is not an Active 

Directory Domain Controller. Note that this is the only attack not detected in Figure 31. 

Unlike the other attacks, a process execution event was not generated in this case because 

the program was not found. This demonstrates a lack of visibility into process execution 

attempts when the program is not found. 

Because cmd.exe is also a monitored program, Figure 31 shows that cmd.exe was 

run immediately before the simulated attacks. Figure 33 includes additional columns that 

were initially removed for formatting purposes. The additional information in these 

columns confirms that the parent process ID for each of the simulated attacks matches the 

process ID of the instance of cmd.exe seen in the report, confirming that all the detected 

attacks were executed from the same parent process. 

 

Figure 33. Confirming Cmd.exe is the Parent Process 

While this experiment only identified four potential attacks, it is important to 

acknowledge that the tool covers nearly 150 programs that attackers could misuse. Any 

of these programs could have been tested and would have been detected if they were 

available on the system. Framing the use case around these 150 programs highlights the 

power of combining an allowlist approach with a highly flexible baseline to provide 

comprehensive coverage.  
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With that taken into account, it is also important to acknowledge that a significant 

amount of time would be required to tune the baseline for a production environment. 

Therefore, it is important to carefully select what activity is baselined. For example, it 

may not be feasible to baseline all 150 monitored programs in a larger environment. 

However, it may be feasible to baseline a subset of these programs or baseline programs 

based on specific threat intelligence. 

3.2.2. Operationalizing Detection 
After verifying that the tool detects attacks, consideration should be given to how 

this functionality can be operationalized for a given environment. A simple approach for 

security monitoring is to schedule a daily task that runs the tool every 24 hours to analyze 

events from the previous 24 hours. The tool could be modified to send an email or log to 

a centralized logging system if any anomalous activity was found. Defenders will need to 

evaluate their environments to determine if operationalizing this method is appropriate, 

along with determining the best way to do so. 

4. Recommendations and Implications 
The research demonstrates that defenders can use PowerShell to build relatively 

simple but powerful anomaly-based detection by building a baseline of normal activity 

using regular expressions. While this method was used to build a tool to detect 

unexpected execution of living-off-the-land binaries, the application of this research 

extends well beyond this specific use case. This method can enable defenders to rapidly 

develop baselining tools for nearly any given type of structured log data, allowing them 

to identify anomalous system behavior that other tools may miss. 

4.1. Recommendations for Practice 
Defenders considering implementing this approach to anomaly-based detection 

should carefully consider the pros and cons in the context of their use case. This approach 

is accessible, enabling defenders to build their own detection capabilities. It leverages 

native tools, does not require any investment in software or hardware, and can be 
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achieved with relatively minimal programming experience. It requires a fundamental 

understanding of regular expressions, but that is common among security practitioners. 

However, this approach is not for every environment or every application. 

Scalability is likely the biggest concern, especially in large, non-homogenous 

environments. The approach does not provide a means of centralized reporting, and 

managing baselines can be complicated and prone to user error. Without further research 

and development, a lack of centralized management and reporting will likely discourage 

large-scale use. 

Some scalability issues could be addressed by combining this method with 

Windows Event Collection to centralize detection, but this requires more resources than 

distributing detection down to the endpoint. Baseline management could be improved by 

using a source code management system or redesigning the baseline to use an external 

configuration file with a suitable markup language. These improvements would allow 

defenders to work with, test, and collaborate on baseline changes more easily. SIEM 

integration could also help with scalability by enabling the development of centralized 

reporting, even if the initial baselining is distributed down to the endpoint. 

Without addressing scalability, this method is more suited to smaller, 

homogenous environments or applications where activity has minimal variation under 

normal circumstances. Smaller organizations with budget constraints could leverage 

skilled technical staff to bridge significant gaps in visibility for minimal cost. This may 

offer adequate visibility for organizations without a robust centralized logging or SIEM 

solution but will require ongoing baseline tuning as the environment changes or new 

activity is introduced. 

This method could lend itself well to incident response, where false positives may 

be acceptable as long as the malicious activity is identified. This method could also be 

used for threat hunting to baseline activity based on threat intelligence. Regardless of the 

application, this method requires a certain level of comfort in modifying the code and 

baselines to fit the environment. 
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4.2. Implications for Future Research  
One area for future research is the application of this methodology to other data 

sources to address other common security visibility gaps. Examples include: 

• Baselining Windows firewall logs to identify command-and-control, lateral 

movement, and reconnaissance. 

• Baselining output from SysInternals AutoRuns tool to identify persistence 

mechanisms. 

• Baselining logon events to identify excessive logins, excessive failed logins, or 

login attempts from honey accounts. 

• Baselining DLLs loaded by processes to identify suspicious code execution. 

Future research could also focus on developing the code beyond a proof-of-

concept into a more robust open-source project with added functionality to cover 

additional use cases or increase efficiency, modularity, scalability, and flexibility. 

Centralized management and reporting, source code management, and a redesign of the 

baseline syntax could all be investigated to improve scalability while continuing to 

leverage the advantages of distributed processing. 

Another potential research area could be investigating options for using similar 

baselining techniques in SIEM or EDR solutions. EDR may lend itself well to this as it 

can leverage distributed agents to perform CPU-intensive searches on endpoints with 

much smaller datasets than a centralized logging platform. 

5. Conclusion 
Living-off-the-land attacks remain a staple in the attacker’s arsenal, often 

unnoticed by defenders due to a lack of visibility. However, defenders can fight fire with 

fire using living-of-the-land techniques to build their own anomaly-based detection. The 

methodology presented in this research leverages flexible baselines to provide broad 

detection capabilities with minimal false positives. While this methodology can be used 

to detect living-off-the-land attacks, it can also be used to address other visibility gaps 

that commonly blindside defenders. 
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Appendix A 
Proof of Concept Code 
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Appendix B 
Expanded Monitored Programs List 
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