One-Armed Sniffer Lab:
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PC1 get all IP Address and related details through DHCP server from the internet cloud.

X1
@Qv| E-' <« Network and Internet » Network Connections » - l *y | | Search Network Connections 2
Organize » Disable this netwd”__ ,‘1 g2 3=~ 0 6'
L‘. Local Area Connection T —— Local Area Connection 3
— "“._' .I\Ft\.f ork 3 Netwark Connection Detals: r‘!-'-.a:*.le:'l i ) N
@~ Intel(R) PRO/1000 MT N f Cisco AnyConnect Secure Mobilit...
Property Value
Connection-specific DN...
Description Irntel(R) PRO/1000 MT Network Connecti
Physical Address 50-00-00-02-00-00
DHCP Enabled Yes
IPv4 Address 172.29.129.124
IPv4 Subnet Mask 255.255.265.0
Lease Obtained Saturday, April 23, 2022 12:24:13 PM
Lease Expires Tuesday. May 03, 2022 1:24:13 PM
|Pv4 Default Gateway 172.29.129.254
IPvd DHCP Server 172.29.129.254
IPvd DNS Server 8888

Switch Configuration

Switch(config)#hostname LAN-SW
LAN-SW(config)#monitor session 1 source interface ethernet 0/2 both
LAN-SW(config)##monitor session 1 destination interface ethernet 0/0
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Fortigate Firewall get Management IP address through DHCP automatically.

FortiGate-VM64-KVM # show system interface
name Name.

fortilink static 0.0.0.0 0.0.0.0 10.255.1.1 255.255.255.0 up disable aggrega
te enable

12t.root static .0.
naf.root static .0.

O up disable tunnel enable
O up disable tunnel disable

portl dhcp 0.0.0.0 0.0.0.0 | 192.168.100.27 255.255.255.0| up disable physical
enable

port2 static 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 up disable physical enable
port3 static 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 up disable physical enable
portd static 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 up disable physical enable

Let’s browse Fortigate Firewall IP address in the browser http://192.168.100.27 login with
default username admin and password set initially which is 123.

& C A Not secure | 192.168.100.27/login?redir=%2F

[ FortiGate-VM64-KVM = Q
@ Dashboard + Add Widget

Status

Security System Information iv | |Licenses®

Network Hostname FortiGate-VMé4-KVM @ FortiCare Support

Users & Devices Serial Number  FGVMEVFG33IHSOD6 © Firmware & General Updates
i Firmware v7.0.5 build0304 (GA) ® IPs

FortiView Sources

Mode NAT o
FortiView Destinations © AntiVirus
_ o System Time  2022/04/2306:37:57

FortiView Applications @ Web Filtering

FortiView Web Sites Jptime ot Token

FortiView Policies AP Unknown I

2| P age Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t.me/learningnets


mailto:ahmadalimsc@gmail.com
http://192.168.100.27/

Navigate to Network > Interfaces double click on port2 to configure it as a One-Arm-Sniffer.

& FortiGate-VM64-KVM

@ Dashboard
Network
DNS
Packet Capture
SD-WAN
Static Routes

Policy Routes

RIP

= Q
Edit Interface
Name ™ port2
Alias I Sniffer I
Type [ Physical Interface
VRFID @ 0
Role @ Undefined -

(® Dedicated Management Port

Address @

OSPF Addressing mode Manual = DHCP = Auto-managed by IPAM
BGP Maximum Captured Packets 4000
Routing Objects Filters »
Multicast Include IPvé packets »
Y Policy & Objects Include Non-IP Packets (@ ]

Security Profiles Security Profiles

VPN AntiVirus >
User & Authentication Web Filter @ ]

£ System Application Control sensor (B
¥ Security Fabric IPS (@
File Filter »

Log & Report

Logging Options G

@ Security Events m @

Log allowed traffic

F:RTINET

Let’s enable diagnose to capture Sniffer packets on port2.

FortiGate-VM64-KVM login: admin
Password:
Welcome!

FortiGate-VM64-KVM # diagnose sniffer packet port2
Using Original Sniffing Mode

interfaces=[port2]

filters=[none]

pcap_lookupnet: port2: no IPv4 address assigned
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Also, let’s start Packet Capture on port2 click on Play icon to start capture the packets.

[ FortiGate VM64-KVM

@ Dashboard Edit Packet Capture Filter

Interface
Interfaces
DNS i This packet capture belongs to a One-Arm Sniffer interface.
Maximum Captured Packets = 4000
SD-WAN
Capturing Progress > C
Static Routes
Filters e
Policy Routes
Y Include IPvé packets e
RIP Include Non-IP Packets e |

Start browsing or send ICMP ping request from PC1.

3 )

Computer Cisco IP
Communic...

EX Administrator: Command Prompt - ping 8.8.8.8 =a o]

5 Microsoft Windows [Uersion 6.1.76011]
Copyright (c) 20809 Microsoft Corporation. rights reserved.

Recycle Bin C:\Users\user>ping 8.8.8.8
Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: hytes time=86bms
Reply from 8.8.8.8: bhytes=32 time=83ms T

o=

Diagnose command showing sniffer packets coming on port2.

FortiGate-VM64-KVM login: admin
Password:
Welcome!

FortiGate-VM64-KVM # diagnose sniffer packet port2
Using Original Sniffing Mode

interfaces=[port2]

filters=[none]

pcap_lookupnet: port2: no IPv4 address assigned
11.576145 11lc unnumbered, ui, flags [command], length 76
27.070037 172.29.129.124 -> 8.8.8.8: icmp: echo request
27.153269 8.8.8.8 -> 172.29.129.124: icmp: echo reply
28.088056 172.29.129.124 -> 8.8.8.8: icmp: echo request
28.169090 8.8.8.8 -> 172.29.129.124: icmp: echo reply
29.100358 172.29.129.124 -> 8.8.8.8: icmp: echo request
29.182896 8.8.8.8 -> 172.29.129.124: icmp: echo reply
30.129564 172.29.129.124 -> 8.8.8.8: icmp: echo request
30.211235 8.8.8.8 -> 172.29.129.124: icmp: echo reply
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Let’s download Capture Packets click on download icon.

= FortiGate-VM64-KVM

@ Dashboard

f |
Interface

Interfaces

DNS i This packet capture belongs to a One-Arm Sniffer interface.
Maximum Captured Packets = 4000

SD-WAN
Capturing Progress > C

Static Routes
Filters e

Policy Routes

Y Include IPvé packets e
RIP Include Non-IP Packets e |

Packet Capture download also show ICMP request and reply.
‘ port2.root.l.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am1® RE Qe2EFE =S QQQE
[ |.&|J|JI:.-' a display filter ... <Ctrl-/>
M. Time Source Destination Protocol Length Info
™ 1 0.000000 172.29.129.124 8.8.8.8 ICMP 74 Echo (ping) request
= 2 9.088149 8.8.8.8 172.29.129.124 IcMp 74 Echo (ping) reply
3 1.026485 172.29.129.124 8.8.8.8 IcMp 74 Echo (ping) request
41.112548 8.8.8.8 172.29.129.124 IcMp 74 Echo (ping) reply
5 2.046040 172.29.129.124 8.8.8.8 IcMp 74 Echo (ping) request
6 2.126330 8.8.8.8 172.29.129.124 IcmMp 74 Echo (ping) reply
7 3.853566 172.29.129.124 8.8.8.8 IcMp 74 Echo (ping) request
8 3.134314 8.8.8.8 172.29.129.124 IcMp 74 Echo (ping) reply
9 13.246388 172.29.129.124 8.8.8.8 IcMp 74 Echo (ping) request
18 13.328111 8.8.8.8 172.29.129.124 IcMp 74 Echo (ping) reply
11 14.253906 172.29.129.124 8.8.8.8 IcmMp 74 Echo (ping) request
= FortiGate-VM64-KVM = U
R £ & |eo AddFilter
Network
Date/Time D Source Interface Source Destination

% Policy & Objects
Security Profiles
VPN

User &
Authentication

System

NN Security Fabric

Forward Traffic

Local Traffic

Sniffer Traffic
No results
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