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STP Bridge Assurance

Configure the ta : & Trunking” and "FPort Channels” pror to beginning this lab

ye configured as follo
in YLAN 10 with addr
s in WLAN 20 with ads
5 i VLAN 20 with addre
in VLAN 10 w 24 whera i er number
ith 1P add 24 and 20.0.0. C ;. where X is the device number
s and trunk ports to the .
o Port-Channe nfigured between th Fort-Channel7 is configured between the 7
Create VLANs 20, & 4 and TK.

s in both VLANs 10 & 20
Venfy STP Bridge rance as foll
o Your first 5K & TK should be forwarding WLANs 10, 20, 30, & 40 to each other, but only 10 & 20 to the other ty
o Your second 5K & VK should be forwarding WVLANs 10, 20, 50, & 60 to each other, but only 10 & 20 to the other tw

Configuration

NSK1L:
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switchport

spanning-tree port type network
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switchport mode trunk
spanning-tree port type network
speed 18680

:

interface Ethernetl/S
switchport
switchport mode trunk
spanning-tree port type network
no shutdown

:

interface Ethernetl/6
switchport
switchport mode trunk
spanning-tree port type network

no shutdown

N7K1:

feature lacp

!

vlan 16,28,38,48

!

interface Ethernetl/1 - 2
lacp rate fast
switchport
switchport mode trunk
spanning-tree port type network
channel-group 7 mode active
no shutdown

!

interface port-channel?
switchport
switchport mode trunk
spanning-tree port type network
lacp min-links 2

!

interface Ethernetl/3
switchport
switchport mode trunk
spanning-tree port type network
no shutdown

!

interface Ethernetl/4
switchport
switchport mode trunk
spanning-tree port type network

no shutdown

N7K2:
feature lacp

"yl

vlan 1@,28,58,50

C

1

interface Ethernetl/1l - 2
lacp rate fast
switchport
switchport mode trunk
spanning-tree port type network
channel-group 7 mode active

no shutdown

i

1terface port-channely
switchport

switchport mode trunk
spanning-tree port type network
lacp min-links 2

:

interface Ethernetl/3 - 4
switchport

switchport mode trunk
spanning-tree port type network

no shutdown

Verification

Spanning-tree Bridge Assurance is an STF enhancement to help prevent against unidirectional links, and to also automatically prune unneeded VLANS from trunk links. Like STF
guard or UDLD. STP Bridge Assuran ak e, the STP BPDU in tk , to make sure that both ends nd anc Unli

though, th palive is on a per-WVLAN b - ing this feature is that it not on nts agains <5, bu a behavior similar to VTP pruning, w
means that wed list to remove unneeded VLANS 's. Bridge Assurance is configured by setting the

when a new trunk link comes up. Only VLANs in common with the other side will be forwarded. In this case VLANs 30 and 40
nat have them configured

NSK1# config t

Enter configuration commands, one per line. End with CNTL/Z.
NSK1(config)# int el/6

NSK1{config-if)# shut

[

NSK1({config-

2817 Jan 13 86:45:46 NSK1 ®ETHPORT-5-IF_DOWN_CFG_CHANGE: Interface Ethernetl/6 is down(Config change)

: down{Config change)
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2817 Jan 18 M5K1 RETHPORT-5-IF_DOWN_CFG_CHANGE: Interface Ethernetl/o
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2817 Jan 18 NSK1 ®ETHPORT-5-IF_DOWN_ADMIN_DOWN: Interface Ethernetl/6 is down (Administratively down)

NSK1{config-if)# mo shut

=2

2017 Jan 18 86:45:59 N5K1 %ETHPORT-5-IF_ADMIN_UP: Interface Ethernetl/6 is admin up
2817 Jan 18 B6:45:53 N5K1 %VSHD-5-VSHD_SYSLOG_CONFIG_I: Configured from vty by cisco on 192.168.8.1@pts/@

2817 Jan 18 86:46:82 NSK1 ®ETHPORT-5-SPEED: Interface Ethernetl/6, operational speed changed to 18 Gbps

TS Sl DI
a1 Jan lo

@2 NSK1 ®%ETHPORT-5-IF_DUPLEX: Interface Ethernetl/6, operational duplex mode changed to Full
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6:82 NS5K1 ®¥ETHPORT-5-IF_RX¥_FLOW_CONTROL: Interface Ethernetl/6, operational Receive Flow Control state changed to off

TS Sl DI
dlf Jan lo
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;B2 NSK1 %ETHPORT-5-IF_TX_FLOW CONTROL: Inien-Ti-e Etharovabl €, noateirtioal Transmit Flow Control state changed to off
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6:82 NSK1 ®ETHPORT-5-IF_UP: Interface Ethernetl/6 is up in mode trunk



L= W Ty e i LR TR Y Ml %55 TP - 2 - BRIDGE_ASSURANCE_BLOCK: Bridge Assurance blocking port Ethlfe VLAN: 38,48,

WLARN is configured on the other side of a trunk link

N7K2# config t

Enter configuration commands, one per line. End with CNTL/Z.
N7KZ2({config)l# vliam 30

N7K2(config-vlan)# end

N7K2#

NSK1# 2817 ]

This automatic pruning behavior can also be verified i / own below

NSK1# show interface trunk

Port Mative Status Port

V1an Channel

3 1 trnk-bndl Po
Ethl/4 1 trnk-bndl Po

Ln

(5]

Fthl/5S 1 trunking --
Ethl/6 1 trunking --

Po5S 1 trunking --

Port Vlians Allowed on Trunk

Port Vlans Err-disabled on Trunk

3 none
Ethl/4 none
Ethl/5 none
Ethl/6 none

Po5S none

Fthl/5S 18,28,30,48
Fthl/6 1,20
PaS 28

N7K2# show interface trunk

ort Native Status ort
V1an Channel
Ethl/1 1 trnk-bndl Po7
Ethl/2 1 trnk-bndl Po?
Fthl/3 1 trunking --
Ethl/4 1 trunking --

Po7 1 trunking --

Port Vlians Allowed on Trunk

Port Vlans Err-disabled on Trunk
Ethl/1 none
Ethl/2 none
Ethl/3 none
Ethl/4 none

Po7 none
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Ethi/1 1,10,28
Fthi/2 1,108,280
Ethi/3 1,10,28
Fthi/4 1,18,58@, 68
Po7 1,10,28

Ethl/1 nane
Ethl/2 none
Ethl/3 nane

Ethl/4 none

Po7 nane

nt, in the sho rea output. Thi entially means that when the local switch sent a BPFDU
s blocked, and hence pruned

Spanning tree enabled protocol rstp
Root ID Priority

Address

This bridge

Hello Time

Priority

Address

show spanning-tree

spanning tree enabled p
Root ID Priority
Address
This bridge
Hello Time
Priority
Address

Hello Time

Interface

Ethl/4

N7K2# show spanning-t

Network P2p

Network P2p

Network P2p

Network P2p *BA_Inc

Network P2p *BA_Inc

& Multipl anning Tree (MST) Traffic Engineering | STP Edge Forts #
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