A HANDS-ON GAZE ON HTTP/3 SECURITY THROUGH THE LENS
OF HTTP/2 AND A PUBLIC DATASET

A PREPRINT

Efstratios Chatzoglou
Dept. of Information and Comm. Systems Engineering
University of the Aegean
Karlovasi 83200, Samos, Greece
efchatzoglou@gmail.com

Georgios Kambourakis
European Commission
Joint Research Centre
Ispra 21027, Italy
georgios.kampourakis@ec.europa.eu

Vasileios Kouliaridis
Dept. of Information and Comm. Systems Engineering
University of the Aegean
Karlovasi 83200, Samos, Greece
bkouliaridis@aegean.gr

Georgios Karopoulos
European Commission
Joint Research Centre
Ispra 21027, Italy
georgios.karopoulos@ec.europa.eu

Stefanos Gritzalis
Department of Digital Systems
University of Piraeus
Piraeus 18532, Greece
sgritz@unipi.gr

August 16, 2022

ABSTRACT

Following QUIC protocol ratification on May 2021, the third major version of the Hypertext Transfer
Protocol, namely HTTP/3, was published around one year later in RFC 9114. In light of these
consequential advancements, the current work aspires to provide a full-blown coverage of the
following issues, which to our knowledge have received feeble or no attention in the literature so far.
First, we provide a complete review of attacks against HTTP/2, and elaborate on if and in which way
they can be migrated to HTTP/3. Second, through the creation of a testbed comprising the at present
six most popular HTTP/3-enabled servers, we examine the effectiveness of a quartet of attacks, either
stemming directly from the HTTP/2 relevant literature or being entirely new. This scrutiny led to
the assignment of at least one CVE ID with a critical base score by MITRE. No less important, by
capitalizing on a realistic, abundant in devices testbed, we compiled a voluminous, labeled corpus
containing traces of ten diverse attacks against HTTP and QUIC services. An initial evaluation of
the dataset mainly by means of machine learning techniques is included as well. Given that the 30
GB dataset is made available in both pcap and CSV formats, forthcoming research can easily take
advantage of any subset of features, contingent upon the specific network topology and configuration.
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1 Introduction

HTTP was originally designed without focusing on security and reliability; this is one of the main motivations behind
the development of HTTP/2 [1]]. However, as we discuss in detail in Section E], the adoption of HTTP/2 introduced new
attacks, as happened also in the past with the rather quick release of novel technologies that were later found to have
security issues [2,|3, 4, |5]. The next major HTTP version, namely HTTP/3 [6], is an upgrade of HTTP/2 in terms of
performance, reliability, and security; at the same time, it is based on the QUIC protocol [7] and it heavily changes
the way web browsers and servers communicate, given that it uses UDP as a transport layer protocol instead of TCP,
making it a candidate source of further security issues. Considering also stagnating security issues of HTTP, such as
the low penetration rate of HTTP security headers [8]] (below 17% across all platforms), as well as VNC [9,|10] and
iframe [9, |1 1] phishing attacks, the following question arises: what is the security status of the new generations of
HTTP, that is, HTTP/2 and HTTP/3?

Deployment-wise, according to [[12], HTTP/2 has currently an adoption rate of 45.2%, which is at about the same level
as one year ago (45.4%). In between, this rate went up to a maximum of 46.9% in Jan. 2022, following a declining
trajectory ever since. HTTP/3, on the other hand, followed a steady upward adoption rate from 19.5% one year ago to
25% in Jun. 2022. It is also noteworthy that a new candidate was added to the existing ones for supporting encrypted
DNS [13], that is, DNS over HTTP/3 or DoH3 [[14]. These data indicate that the adoption of HTTP/2 is relatively stable,
but losing ground and HTTP/3 is taking its place, albeit in a slow pace. This underlines the need to evaluate the security
of HTTP/2, with a view to protect today’s vulnerable deployments, but at the same time consider the issues that HTTP/3
will bring in the near future when it will become the dominant protocol version.

Even though a significant mass of work has been accomplished on the analysis of HTTP/2 vulnerabilities, to the best of
our knowledge, no extensive review exists to provide a spherical analysis on the security of HTTP/2. In fact, existing
works in this field investigate individual attacks on HTTP/2, whereas very few of them evaluate HTTP/2 against a
wide variety of attacks. Moreover, no insight is provided into the applicability of HTTP/2 attacks to the latest HTTP/3
version. The work at hand aims to address the aforementioned issues and provides the following contributions:

* A comprehensive review of HTTP/2 security and known attacks in the literature.
* A discussion on which HTTP/2 security attacks could be applicable to HTTP/3 as well.
* A hands-on evaluation of QUIC and/or HTTP/3 enabled servers against HTTP/2 and HTTP/3 attacks.

* A state-of-the-art dataset built to evaluate HTTP/2, HTTP/3, and QUIC security, as well as a thorough
evaluation of the proposed dataset, mainly by means of machine learning techniques.

The paper is organized as follows. The next section surveys several types of attacks on HTTP/2 and discusses their
portability to HTTP/3. Section 3| provides an evaluation of QUIC and/or HTTP/3 enabled servers against common
attacks. In Section[d] we present our new dataset, created specifically to assess the security of the latest HTTP protocols.
Section [3]is devoted to the evaluation of the proposed dataset. The last section concludes.

2 Categories of attacks against HTTP/2

This section surveys the major categories of attacks against HTTP/2; moreover, the discussion focuses on if and to what
degree a specific category migrates to HTTP/3. It should be noted here that previous work on web attacks [[15} |16} 17}
18,{191 20, 21]] has shown that server implementations are exposed to issues such as URL parsing, which may lead to
server-side request forgery (SSRF) or path traversal attacks, and cache poisoning, which can enable an opponent to
steal information or mount a remote code execution (RCE) attack. Additionally, works such as [22] 23], illustrated
different empirical attacks based on TLS vulnerabilities that could lead to MitM attacks. While the aforementioned
assaults concern server-side attacks over the HTTP, they are irrelevant of the HTTP protocol version used and they are
considered to be out-of-scope of this paper; thus, such attacks are omitted from the analysis that follows.

2.1 Amplification attacks

The work in [24] examined the possibility of amplification attacks, termed HTTP/2 Tsunami, by capitalizing on the
HTTP/2’s HPACK header compression method. To store the requested headers in a first-in first-out fashion [25]],
HPACK uses a dynamic table. The authors assumed that, by exploiting HPACK, HTTP/2-enabled proxies could be
used as amplifiers. To this end, they calculated the exact length of each packet header based on the length of the
dynamic table, which can be assigned by the SETTINGS_HEADER_TABLE_SIZE field, having a default value 4 KB.
They simultaneously sent multiple packets to the Nginx and nghttp2 proxies, with the assist of three different headers,
namely, Authority, User agent, and Cookie. They resulted into having four cases with a bandwidth amplification factor
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of 79.2, 94.4, 140.6, and 196.3, for 100, 128, 256, and 512 maximum concurrent requests, respectively. The latter field
is directly related to the dynamic table and refers to the number of simultaneous connections the server can handle at
one time. The authors mentioned that they altered this field for each assault, given that this field is directly related with
the amplification factor. It should be noted that the 100 max concurrent requests was the default value on each proxy.

Regarding HTTP/3, in the recently published RFC [6], HPACK was replaced by QPACK, due to the incapability of
QUIC to handle an order (first-in first-out). QPACK handles requests differently, thus, the HTTP/2 Tsunami attack is
not directly applicable against HTTP/3 proxies. Nevertheless, it is interesting to examine whether the main ideas behind
this attack could affect HTTP/3.

2.2 Cryptojacking attacks

The authors in [26] explored the feasibility of taking advantage of HTTP/2 proxies to perform cryptojacking, that is,
consuming resources for mining cryptocurrencies without the consent of the resources’ owner. Precisely, the attacker
has access to an HTTP/2 proxy which is orchestrating the attack with the assist of the mitmproxy tool. First, the
victim requests to visit a specific domain through the proxy. In turn, the malicious proxy requests over HTTP/1.1 the
corresponding content from the respective web server. The latter responds with an Upgrade header (101), changing
the connection to HTTP/2 over cleartext (h2c). The malicious proxy accepts that request, receives the data from the
web server, and injects a cryptojacking payload in the form of Javascript code. Finally, the victim’s machine receives
the web content and executes the cryptojacking code, starting unwillingly the cryptomining procedure. Regarding
mitigation methods, the authors suggested that such attacks can be blocked by any adblock software; on the other hand,
such blocking could potentially be evaded by encrypting the cryptomining Javascript code with the assist of a custom
stratum pool [27].

Concerning the portability of cryptojacking to HTTP/3, we argue that this attack is based on modifying the connection
to a cleartext one; given that HTTP/3 does not have a cleartext mode, the attack cannot be applied as is. However, it is
interesting to note here that the execution of this attack, as presented in [26], is questionable; RFC 7230 [28]] states that
“A server must not switch to a protocol that was not indicated by the client in the corresponding request’s Upgrade
header field”. In other words, a server would never initiate a protocol upgrade, but it would do so only after a client sent
an upgrade request.

2.3 Denial of Service attacks

The work in [29] presented a DDoS attack model where malicious traffic mimics flash crowds, based on the assumption
that legitimate HTTP/2 flash crowd traffic has the same network characteristics as a distributed denial-of-service (DDoS).
Specifically, they investigated four different cases: (a) a flood-based DoS, (b) modifying the WINDOW_UPDATE size,
(c) modifying the number of packets, and (d) finding the minimum number of attacking bots to mount a successful
DDoS attack using the parameters found in the previous two cases. The results showed that HTTP/2 does not limit the
exchanged traffic, and additional mechanisms should be devised to monitor and react to network patterns that could lead
to DoS. This work is based on a similar testbed setup as [30]], whereas both are based on a known vulnerability on flow
control and more specifically on the WINDOW_UPDATE size, which has been identified as a potential waste of resources
if abused [[1]]. Given that [30]] examined slow rate DoS attacks, it is further analyzed in Section@ Notably, attacks that
are related to WINDOW_UPDATE are infeasible on HTTP/3 because that field was removed from the specification [6].

The work in [31]] presented an experimental analysis of the vulnerability of HTTP/1 and HTTP/2 against flood DDoS
attacks. The authors created an experimental setup comprising two Linux hosts linked with a 1Gbit Ethernet link; one
of the hosts was the web server, based on nghttp2 v1.10.1, and the other was used to flood the server with requests.
The scenario involved generating the maximum number of requests possible, using 800 simultaneous connections
from the client, first against an HTTP/1 and then against an HTTP/2 server. The HTTP/2 RFC [1]] recommends the
Max_Concurrent_Requests value to be set to 100 on the server; the authors have used different values, from 100 to
512, to evaluate how this parameter affects the assault. The results showed that, in both cases, the bottleneck of the
attack was the packet generation on the attacker side due to limited processing power and offload capability of the
network card. The main difference between the two experiments is that, due to multiplexing, 57 times more packets
were created and sent in HTTP/2 with the recommended Max_Concurrent_Requests value of 100; on the other
extreme, with this value set to 512, the potency of the attacker rose to 95 times more packets compared to those sent in
HTTP/1. This suggests that, even though HTTP/2 provides some performance benefits, it makes flood attacks more
effective at the same time. Overall, this attack is a typical HTTP flooding attack, exploiting HTTP/2 characteristics to
become more effective; under this prism, it is possible that a similar attack can affect HTTP/3 as well.

The work in [32]] examined six different attacks that could theoretically affect a 5G core network using HTTP/2 as
an application layer protocol for service-based interfaces. This work is purely theoretical and does not provide any
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implementation of the suggested attacks. Moreover, even though not explicitly mentioned, these assaults can be
launched only in a 5G network by an insider opponent who has access to the core network. In the following, we describe
the four DoS-related attacks, whereas the two remaining privacy-related attacks are analyzed in Section 2.6}

1. Stream reuse attack: In a 5G network, one Network Function (NF) can establish multiple connections to
another NF, whereas an HTTP/2 request/response utilizes a single stream. According to RFC 9113 []1]],
“The identifier of a newly established stream must be numerically greater than all streams that the initiating
endpoint has opened or reserved’”. Therefore, each stream ID can only be used once and when all IDs have
been exhausted, the NF should establish a new connection to the other NF. In this context, an attacker could
impersonate an NF, causing stream ID and connection exhaustion to legitimate NFs. Considering that the
recommended Max_Concurrent_Requests in HTTP/2 are 100, having a finite number of stream IDs can
be fatal for the core 5G infrastructure. Additionally, the reuse of an already used stream ID for a new stream
could make the server crash.

2. Flow control attack: Similar to the previous one, this attack exploits the multiplexing capabilities of HTTP/2.
In this case, the attacker requests a large resource and at the same time sets a very small WINDOW_UPDATE size.
This way, the server is forced to send the data in a slow pace in many different streams, while consuming
resources to process these streams. By launching multiple such requests, it is possible to render the server
unable to process further requests.

3. Dependency and priority attack: HTTP/2 provides a priority mechanism, used to process higher priority
requests before lower priority ones. Prioritization in stream multiplexing is further supported by a dependency
tree, which is a graph that stores dependencies among streams, for example, stream “A” should be completed
before stream “B” starts. However, the size of the tree is not limited, and an NF could be tricked into creating
a dependency tree that consumes its memory by, for example, creating infinite loops.

4. Header compression attack: It is based on the HPACK compression mechanism used in HTTP/2. A scenario
that could lead to a DoS attack in this case is the creation of an “HPACK bomb”: an attacker creates a
special compressed message, which forces the targeted machine to use a large amount of memory after its
decompression.

From the above-mentioned attacks, only the stream reuse could be possible against HTTP/3. The flow control and the
dependency and priority attacks cannot be exploited in HTTP/3, as stream-level multiplexing is provided by QUIC.
Similarly, the header compression attack is inapplicable to HTTP/3 as the HPACK mechanism has been replaced by
QPACK. Furthermore, it mainly depends on the existence of a zero-day vulnerability on the attacked endpoint, which is
irrelevant of the HTTP version used.

The authors of [33]] proposed the HyDoS attack, a novel application-layer DoS attack against HTTP/2 that exploits its
multiplexing and flow control mechanisms. Specifically, they capitalized on two different frame types of HTTP/2 that
play an important role in flow control, namely, SETTINGS and WINDOW_UPDATE. Similarly to previous attacks, HyDoS
exhausts server resources by initiating and maintaining active a huge number of HTTP/2 connections. The authors
demonstrated that their attack could lead to a DoS by occupying all available connections; they also compared their
attack against two other well-known DoS assaults, namely, slowloris and thc-ssi-dos. The results showed that HyDoS
was more effective in comparison to the other two, raising both CPU and memory usage to ~40% and 10%, respectively.
On the other hand, their comparison showed that slowloris consumed more CPU after 12 min, having an average of
50% CPU usage, whereas HyDoS dropped to 30%. Regarding the repeatability of this attack, it should be noted that
not all the necessary information, such as field values, are available. Again, as with other similar attacks, H,DoS is
infeasible in HTTP/3, as the above-mentioned flow control fields were removed.

The work in [34] proposed a new DDoS attack, dubbed Multiplexed Asymmetric attack, where computationally
intensive requests are multiplexed together. The main scenario tested by the authors was sending multiple requests to
cause CPU exhaustion to the HTTP server. On top of this application layer attack, if the server supported Server Push, a
flooding DDoS attack was triggered at the network layer. The Server Push feature used in this last case is responsible to
preemptively deliver data packets to the client before even requesting them. Both HTTP/1.1 and HTTP/2 servers were
tested against the Multiplexed Asymmetric attack under the same load, and the results showed that the HTTP/2 version
was more resilient. Also in this case, the necessary information to reproduce the attack, such as the attack scripts, are
not available. Regarding the migration of the attack to the latest HTTP version, while HTTP/3 supports multiplexing
and Server Push, they are implemented with different mechanisms, making these attacks not directly applicable.

2.4 Slow rate attacks

Even though slow rate attacks are essentially a subcategory of DoS attacks, we chose to present them separately due
to their stealthier nature that requires more effort and different detection methods. In [30]], a DoS attack variant was
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introduced, which is based on sending low-rate traffic that contains resource-hungry instructions to a victim HTTP/2
server. This work takes advantage of the same flow control vulnerability that manipulates the WINDOW_UPDATE size as
in [29]], which has been analyzed in Section @} The authors, using a custom testbed, answer three main questions:
(a) how DoS attacks towards an HTTP/2-enabled server can be mounted, (b) how many servers can a single client
instance attack successfully, and (c) how can attacks be stealthier by introducing time delays in the attack traffic. The
experimental evaluation involved five different test cases, all of which had an increased CPU usage between 88%
and 98%, showing that a DoS attack is feasible. Regarding (b), an attacker with a single client was able to assault
successfully 12 server machines and, thus, no additional attacking resources to interrupt HTTP/2 services are needed
such as, for example, distributed machines in DDoS attacks.

Finally, the introduction of time delays from 1 to 100 ns did not make the attack stealthier, suggesting that slow rate
attacks against HTTP/2 are impracticable. Nevertheless, we argue that the delay of 1 to 100 ns is too short to consider
the attack a slow rate one. For instance, the analysis in [35] demonstrated that a slowloris assault needed /5,882 packets
per second on an HTTP connection, whereas in the current attack with the lowest-rate scenario (one packet every 100ns)
10 million packets were sent in the same duration, resulting in 1,700 times more packets. Given that WINDOW_UPDATE
has been removed in HTTP/3, this attack is not directly applicable.

The authors of [36] proposed zAttack, a new slow rate DoS attack that exploits the invalid frame state vulnerability of
HTTP/2. Precisely, the attacker sets the SETTINGS_MAX_CONCURRENT_STREAMS field to O to indicate that the server
cannot create new streams, apart from a stream with ID O for exchanging configuration data and another one with
ID 1 for exchanging request data. In the next step, the server acknowledges the configuration sent by the client, as
well as sends its own negotiation parameters. Normally, the client acknowledges the server parameters and the data
exchange starts. During zAttack though, the attacker sends an RST_STREAM frame that closes the stream with ID 1,
leaving the stream with ID O open. Since the server cannot create a new stream to send data, it waits for a specific
time and, if the client does not create a new stream, it drops this open stream. A large number of such open streams,
however, can render the server unable to serve additional requests, resulting in a DoS. It should be mentioned at this
point that it is not clear from the authors why closing the stream with ID 1 is necessary, when keeping both streams open
could actually assist in consuming server resources faster. The authors tested their attack against three different web
servers, namely, Apache2 v2.4.33, Nginx v1.14.0, and H20 v2.3.0. The results show that each server had a different
timeout period, i.e., 60, 300, and 10 secs, for Apache2, Nginx, and H2O, respectively. It was also observed that the
maximum number of simultaneous connections that each server could handle was 400, 1024 and 2030, respectively.
The required rates to bring down the servers are 6.7, 3.4, and 203 requests/sec; these data suggest that in the H20 case
the attack could be more easily detected. Regarding HTTP/3, it is not possible to mount the zAttack given that the
SETTINGS_MAX_CONCURRENT_STREAMS field was removed in the latest HTTP version [6]].

The authors of [37] examined slow rate DoS attacks in HTTP/2 and proposed an anomaly-based detection method.
Specifically, they presented how slow rate DoS attacks can consume a web server’s connection pool by injecting
specially crafted HTTP requests. The authors tested their proposals using popular web servers, namely, Nginx 1.10.1,
Apache 2.4.23, Nghttp2 1.14.0, and H20 2.0.4, in their default settings and the results showed that most of them are
vulnerable to the proposed assaults. The testbed includes a server running Kali 2.0, which hosts the webservers, as well
as two client computers, a malicious and a genuine, both running Ubuntu 16.04 LTS. The malicious client was used to
launch slow rate DoS attacks, while the genuine client was used to check the server’s availability during these attacks.
In more detail, the authors implemented five different attacks:

1. In the first attack, the malicious client sends an HTTP/2 payload with a SETTINGS frame with
SETTINGS_INITIAL_WINDOW_SIZE field equal to zero, as well as a complete GET request. When this field is
set to zero, the server assumes that the client cannot receive any data right now and waits for WINDOW_UPDATE
frames from the client. The malicious client never sends WINDOW_UPDATE frames to the server, which makes
the server wait for a while, depending on its configuration. The authors found that Nginx and Nghttp2 waited
for 60 sec, Apache for 300 sec, and H20 waited indefinitely.

2. Similarly, in the second attack, the malicious client sets and resets the END_HEADERS and END_STREAM flags
of the HEADERS frame respectively, and then sends a complete POST request. The server assumes that one or
more DATA frames are yet to be received, due to the END_STREAM flag reset. Nghttp2 waited for a maximum
of 975 sec, while Apache, Nginx, and H20 waited indefinitely on repeated attacks.

3. In this attack, the malicious client sends a Connection Preface message to the server after the connection
establishment; this makes the server wait to receive an HTTP request that is never sent. Nginx waited
indefinitely on repeated attacks, while Apache, H20, and Nghttp2 waited for 300, 10, and 975 sec, respectively.

4. In the next slow rate DoS attack, there are two flavors: the malicious client sends a HEADERS frame with
END_HEADERS and END_STREAM flag reset and set, respectively, or both flags reset. The server assumes that it
received an incomplete header and waits to receive the complete header block, which is never sent. When
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this attacks is repeated, Apache and H20 wait indefinitely, while Nginx and Nghttp2 wait for 90 and 60 sec,
respectively.

5. In the last attack scenario, the malicious client sends a GET or POST request. When the server responds to
this request, it sends a DATA frame along with two SETTINGS frames. Normally, the second SETTINGS frame
must be acknowledged by the client; however, the malicious client never sends back an acknowledgement. As
aresult, vulnerable web servers wait for some time before closing the connection. Apache, Nginx, H20, and
Nghttp2 waited for 5, 180, 10, and 975 sec, respectively.

As a defensive measure, the authors proposed an anomaly-based technique to detect these types of attacks, which works
by comparing observed traffic with expected patterns. Their method was able to detect these attacks with high accuracy.
The first attack is infeasible on HTTP/3, given that the WINDOW_UPDATE field was removed from the specification. For
the END_STREAM issues, i.e., attacks 2 and 4, RFC 9114 [|6] defines that this field is optional, since QUIC is responsible
for handing stream traffic. As a result, such an attack will be possible only if the HTTP/3 implementation uses this field.
Attack 3 is not possible on HTTP/3 since the Connection Preface message is not part of the specification. On the other
hand, HTTP/3 still implements control frames, i.e., SETTINGS; thus, it is possible that the 5Sth attack is still applicable
to HTTP/3.

2.5 HTTP/2 smuggling attacks

In [38]], the port of HTTP request smuggling to HTTP/2 is investigated. The author exploited the Upgrade header (101)
to upgrade HTTP/1.1 connections to HTTP/2 over cleartext (h2c), while having a reverse proxy as an intermediate.
The result of such an attack is that a malicious client can establish unrestricted HTTP connections with back-end
servers. This way an attacker is able to bypass reverse proxy access controls or restrictions such as accessing a directory.
Although this attack is considered a misconfiguration, the author suggests blocking Upgrade requests or limit them only
to the necessary services (e.g., websocket). Given that HTTP/3 does not have a cleartext mode, this attack does not
apply to it.

The work in [39] illustrated different techniques against web applications to create an HTTP request smuggling attack,
the Achilles heel of HTTP/1.1 protocol. While the issues mentioned were patched by the respective website owners,
similar techniques can possibly affect other web implementations due to different HTTP/2 misconfigurations. The
author presented the following three HTTP/2 desync scenarios, in which an HTTP request smuggling attack was feasible
through an HTTP/2 connection:

1. HTTP/2 desync attack: Such an attack can occur when a front-end server communicates with clients on
HTTTP/2, but uses HTTP/1.1 to communicate with the back-end server. The main cause of such attacks is that
the front- and back-end cannot agree on which of the Content-Length or Transfer-Encoding header to use for
obtaining the request length. This type of attacks can allow an attacker to inject arbitrary prefixes to HTTP
requests of other users, steal passwords and credit card numbers, or even make the front-end send the response
intended for a user to a different user.

2. Desync-powered request tunnelling: This is a subclass of the previous attack, and it relies on the connection-
reuse strategy followed by the front-end. When a request arrives at the front-end, it has to decide whether it
will forward it using an already established connection with the back-end or create a new one; this decision
affects the possible attacks that can be mounted. The range of assaults includes requests reaching the back-end
without being processed by the front-end, exploiting internal headers injected by the front-end, and web cache
poisoning.

3. HTTP/2 exploit primitives: Different exploit techniques were illustrated against HTTP/2 in this case. For
instance, it is possible to send requests with multiple methods or paths, lead to server-side request forgery
(SSRF), enable request line injection which allows bypassing block rules in the back-end server, and tamper
with internal and external headers.

While these assaults were identified mostly against web applications, it is possible that they could also be used against
other HTTP/2-based connections. Furthermore, even though RFC 7540 protects from such methods (for example, the
transfer encoding header field is forbidden in HTTP/2) some servers accepted it. For this reason, it is possible to affect
HTTP/3-enabled servers as well.

2.6 Privacy attacks

Suresh et al. [40]] provided an overview of the HTTP/2 protocol and a short discussion on security issues, such
as Head-of-Line Blocking and DoS attacks. The main objective of this work was to investigate the feasibility of
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decrypting HTTP/2 traffic, using a suitable HTTP/2 test environment. The authors found out that by exploiting the
SSLKEYLOGGING feature, i.e., a mechanism used by browsers to log private keys into a file, it is possible for an
attacker to extract private information, such as websites visited, Operating System (OS), and browser version. However,
the authors neither provided a complete survey on existing HTTP/2 attacks nor examined the possibility of their
migration to HTTP/3. Since this issue pertains to TLS decryption, it is considered pertinent to HTTP/3.

In [32], a MitM attack against a 5G network using HTTP/2 for service-based interfaces is presented. In this assault,
the attacker first performs a DNS poisoning attack to insert a malicious NF between two legitimate NFs. Then,
the intercepted traffic can be snooped even if decryption of the TLS traffic is needed, similar to [41} [23]]. Another
family of privacy attacks that can be mounted in the same setting is interconnection attacks. Opponents can track
users or eavesdrop private information when different networks interconnect if the existing security mechanisms are
misconfigured or not deployed at all. To succeed in the aforementioned attacks, the attacker should have access to
the 5G core network. Regarding portability to HTTP/3, MitM and interconnection attacks are irrelevant of the HTTP
protocol, that is, they could be possible either with or without the existence of HTTP/2 or HTTP/3 in the absence of
proper security mechanisms.

The authors of [42] compared the resilience of both HTTP/1.1 and HTTP/2 against state-of-the-art web fingerprinting
attacks. Specifically, they collected the 99 most popular websites as ranked by Alexa [43] to get the dependency
structure of each site as well as the size of each site’s resources. The Chrome DevTools protocol was used to log requests
and responses sent or received by the browser, as well as intercept network events, such as requestWillBeSent,
responseReceived, dataReceived, and loadingFinished. The authors used this information to create models of
the features that influence the network trace of loading a page. These models were then served on both HTTP/1.1 and
HTTP/2, using the Caddy web server to compare their susceptibility to fingerprinting. Additionally, the tcpdump tool
was used to export network traffic to pcap files. These files were then processed to filter out DNS packets, and clear out
TCP packets with no data, recording only the direction, size, and timing of each packet. These attributes were used as
input in a random forest model to perform fingerprinting. According to the results, the model in HTTP/1.1 achieved
an accuracy of 80%-99%, while in HTTP/2 with server push enabled the accuracy diminished to 74.2%, showing a
smaller attack surface. According to [44], QUIC protocol can evade up to 96% of TCP-trained classifiers; however, they
conclude that QUIC shows a similar difficulty of fingerprinting as TCP.

The work in [45]] showed that it is possible to break the privacy offered by HTTP/2 multiplexing. HTTP/2 allows
concurrent server threads to process multiple objects, resulting in multiplexed object transmission. This feature is
useful for avoiding Head-of-Line blocking, i.e., a large object in the queue blocking the subsequent objects from being
processed, which has been widely exploited in HTTP/1.1 to perform traffic analysis. Furthermore, HTTP/2 multiplexing
makes it difficult for a passive attacker to identify individual objects over TLS traffic, and for this reason it is used as a
basis for relevant privacy schemes. The authors assumed that an attacker may alter network parameters, namely latency,
jitter, bandwidth, and packet drops, to introduce spacing between consecutive GET requests, which are sent to a server.
This process can block the opportunity for the server to multiplex the objects corresponding to these requests, thus,
negating the privacy benefits that come with it. The experimental results using the above parameters showed that:

* auniform delay introduced for all packets is not effective for the described attack,

* the introduction of jitter so that the inter-arrival time of requests is S0ms results in 54% of objects not being
multiplexed,

* a bandwidth reduction of 20% resulted in over 60% of non-multiplexed cases, and

* an 80% packet drop starting when the object of interest is sent for at least 6 sec resulted in 90% non-multiplexed
cases.

As a remediation, the authors propose that some features of HTTP/2, namely server push and prioritization, can be used
to set a different object priority and confuse the attacker. Regarding HTTP/3, it should be further examined if such
attacks are still applicable, since the latest HTTP protocol version uses multiplexing and streams to transfer data.

2.7 Attack taxonomy

A taxonomy of the attacks reported in this section is presented in Figure[I] The attacks can generally be classified into
two broad categories based on their HT'TP version relevance: the ones that apply only in HTTP/2 and the ones that
apply in HTTP/2 but could also apply in HTTP/3. Based on their characteristics, the studied attacks are classified into
five categories: amplification, cryptojacking, DoS, slow-rate DoS, smuggling and privacy. As already explained above,
even though slow-rate is a special subcategory of DoS, we chose to examine it separately due to being more difficult to
detect.
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