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Learning
Objectives

* The security challenges our SOC i
and IT teams face S

ML

* Learn how automation of workflows
can help scale your team’s capacity to respond
and accelerate response

 Know the integrations that offer your analysts
insights into an attacker’s profile and tactics they use

« Gain the tracking and reporting needed to plan
effectively for team and technical resource usage and
expansion
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2020 in review and what we are
seeing in 2021
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IN 2020 WE ALL BECAME REMOTE EMPLOYEES

And opened more doors for cyber
criminals

o It's estimated that
* Phishing is worse than ever 4 .
— spam is 45% of all emails sent d |g |ta| tranSfO 'm at|0n

« Ransomware attacks grew dramatically was advanced by up

— over one third more ransomware is paid out
in 2020 vs 2019’

to seven years
...In just months

« What's old is new
- as the majority of attacks utilized’
vulnerabilities from 2017 and older!

3¢ ISACA.
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IN 2021 REMOTE EMPLOYMENT IS STILL DOMINANT!

And the doors opened even wider
for cyber criminals costy_Ransomvire

|||ega\ pr|Vacy ® ’ pri V&CV

If@afe ybersear
« Phishing attacks comprise 80% of e VIrUS prl Va Cy|trus t

VIrUSRANSOMW Al € ommare cybersecunty

reported security incidents
— ~$17,700 is lost every minute due to a I“'g%z'] |Gy e rS e C u r I ya tESeRE

/ / 1 threat attacks virus
pRishing attack orivacy | attdCks thréat = cybersecurit

||lega|
- Ransomware attacks show no sign of e Ra n S O I I I W a re Virus

letting up in 2021 attacks rivacy thrés V'rus
— 43% increase in ransom payment in Q1 of L I | I e g @vlafyhreat o PELYASY h m
2021 vs Q4 20202 " ?reus Cybersecunty ilegal

privacyer
Ransomware. Ransomware

* Global damages related to ransomware
- could reach $6 trillion annually!3

1 CISO Online
2 https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound
3 https://cybersecurityventures.com/global-ransomware-damage-costs-predicted-to-reach-20-billion-usd-by-2021/
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CHALLENGES FACING IT & SECURITY TEAMS

Inability to prioritize Manual and delayed incident
vulnerabilities quickly response processes
No context Few resources Manual process Silos
of organizations have no increased workload is the #1 of organizations say that things of analysts say internal battles
common view of assets and reason for SOC burnout and slip through the cracks over “who is in charge of what”
applications across security turnover? because emails and are major obstacle to their
and IT? spreadsheets are used to SOC'’s success.?

manage response processes'

1 Source: “COSTS AND CONSEQUENCES OF GAPS IN VULNERABILITY RESPONSE*, Ponemon Institute 2019
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TODAY’S SECURITY OPERATIONS TEAMS ARE IN A
CONSTANT STATE OF IMPROMPTU PRIORITIZATION

And no view into adversary intent or ability to scale!

* Too many threats to address

Let’s explore how
automated workflows and
adversarial knowledge
can transform your feams
from reactionary to
visionaries!

* Not responding fast enough and often blind to attacks
« Lack of insight into attackers behavior and tactics

 How to stop the crazy cycle?

3¢ ISACA.
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Why Automation?
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WITH THESE CHALLENGES IN MIND...How important is
automation and orchestration between Security and IT teams?

2 Average cost of breach savings by
o companies with fully deployed
Million automated security solutions'

Driving Cyber Resilience and
Operational Efficiencies

&3¢ ISACA.
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Security Orchestration Automation ,
and Response (SOAR)

 Effectively manage the evolving
threats to your business

* Proactively manage exposure
* Ensure cyber resilience

 Drive efficiencies and accelerate
reaction time

Ky

\
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Common pain points demand integrated
solutions

Reduce risk to the business and

l — @ l minimize impact to the
] business
([

Anticipate threats with visibility
IT across silos

Prioritize work based on risk
Drive collaboration across silos

Track performance and scale
through automation

3¢ ISACA.
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Respond faster with
collaboration across teams

Route work seamlessly between

security, and IT teams, so they can:

Accelerate resolution with automated

workflows

Automate incident assignment

View Real-time incident status and track

remediation processes

Centralize data and reporting

© 2021 ISACA All rights reserved.
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Drive accurate prioritization and Cyber
Resilience

Enables repeatable and collaborative
workflows that scale your teams.

» Response process and actions

SIR0010415
User Reported Phishing - Subj: Fwd: Change Your Office 365 Password Immediately m ﬁ @ (2) F‘Q View Email Incident State:  Contain ~
More v
° Analysts work notes
Overview Explore Activity Stream @ Playbook »
Phishing Playbook
Work notes |8 Affected Users -]

> Draft

. .
. 15hrs ago = User = Email = Active g
* Post Incident Reviews o 1. —
g v Analysis (3) 7000
phishing mybytecl phishing@mybytecio true
. Playbook SIT0010976 15hrs ago SIT0010978
Dun Kin &
ecked itand is indeed employee submitted s Email Phishing?
DK Deepak Kolingivadi
B Threat lookup results - Outcmees
SIT0010976 @
. e . Did employee submit the email
Similar Security Incidents B8 : properly?
SA  System Administrator

= Observa... = Integratio... = Finding

= Task = ShortDes... = Observable No records to display

Outcome: Yes
$1T0010979 © due: 10hrs ]

m In-Depth IoC Analysis

0 DO DK | Deepak Kolingivadi

No records to display T
onfiguration Items

= Configu... = Class = Created

v Contain (1)
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Report, Review and Plan for Success

Know how your security team is
performing.

= B8 Security Operations Efficiency v + ] =
" Security Assignme... ¥ Security Assignment Group v
* Develop a picture of how the
Analyst Efficiency = Detection and Response Effectiveness  Incident Risk Score Analysis | Security Incident Stage Analysis

. .
I S p e l I O rl I I I n g Average Security Incidents worked per Ar Closed Security Incidents per Analyst Average Security Incident Resolution Average Security Incident Age

MMMMMMM

» Review Analyst Efficiency Metrics 2 50 2.2'day o

'V 2(-26.0%) Feb2019:6 V 17 (-45.8%) Feb2019:36 'V 1.5(-41.6%) Feb2019:3.7 days 4A3.2(54.1%) Feb2019:

° EV a | u ate an d S h a pe D ete Ct | on an d Security Incident Backlog Analysis Closed Security Incident Analysis

ReS Onse rocesses a nd Y¢ Name Jan 2019 Feb 2019 Mar 2019 Distribution Yy Name Jan 2019 Feb 2019 Mar 2019 Distribution
p p Y  System Administrator 4 21 21 Y¢  Billyldol 0 84 89
workflows o bwgerbowss 2 m m & omkn :  wow

¥ Doctor 1 12 13 ¢ Star Buck 3 el 85

Frankenstein
¥ Abby Normal 3 1 2 % Darth Vader 2 o 8
7¢  Fred Garvin 3 9 2 ¥¢  Austin Powers 3 u 8
<44 « 1 to50f13 B PP <4< <« 1 to50f13 B PP
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Know your adversaries?
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MITRE ATT&CK

Knowledge base of adversary
tactics and techniques e

Inital Access Execution Persistence i i Lateral Movement Collection
18 techniques 32techniques 96 techniques 8 techniques 138 techniques 48 techniques 35 techniques 23 techniques 31 technigues

Filters

NotApplicable @ Full Coverage O No Coverage @ Partial Coverage.

“Think like the enemy...” ze g ——— e g ™
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Know a bad actors next move!

Leverage the kill-chain info card

* Gain context on threat tactics

 Tactics and techniques are mapped
to the adversary profile and MITRE
ATT&CK card

« See where individual security
events fit into an overall attack

Defense Evasion

3 technigues

Parent PID Spoofing

~ .. SplunkAlert, Crowdstrike, :i‘:;::;,
m“ Falcon Sandbox, Manug

3¢ ISACA.
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Threat actor modeling

Threat hunting with the kill-chain

TTP Map!

MITRE ATT&CK Heatmap & Navigator
« Targeted views of adversary behavior | |
= 2o e
» Assess scope and relationships of
individual attacks ———— -
. . External Remote Windo/ )
* Know what actions are most effective seees shon | 1000w X

for response and containment

Data source

. Process command-line parameters 4

Q Search tactics & techniques by name or ID

Privilege Escalation
3 techniques

At (Windows)

Valid Accounts

Registry Run Keys /
Startup Folder

Defense Evasion
3 techniques

Obfuscated Files or
Information

File Deletion

Valid Accounts

© 2021 ISACA Al rights reserved. https://t.me/learningnets
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Visualize your security effectiveness

Align adversary behavior and attack
campaigns to overall detection
coverage

« Gain security posture visibility via
technique detection capabilities and gaps

« Search ongoing and past incidents to
uncover hidden threats

* Optimize processes and skills against
evolving attack techniques

« Use these visualizations to conduct post-
mortems after attacks

© 2021 ISACA All rights reserved.

Command Shell
Security Incidents: 8
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Security Incidents: 0
CVEs: 1
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i
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In summary?
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Automating Incident Response
Manual Security Incident Response Process

o e e Deduplicate ° Asset info lookup and

Alert Document incidents correlation* (best guess)
Triage

m Spreadsheet II__-_>

.~ Prioritize and assign
@ (best guess)*

=

'I II @ e Create post-

incident review

R =

r ] ~ Loop within the system r ] ™~ -
B | I @ and transfer ticket* | I @ Pos;c(—elvni;l\;:llent
Track down asset info from ﬁ .
colleagues, spreadsheets, | I @
etc.
False
Bl ~utomated Positive
|| || Close out
- Manual — :
Observable t CHG1 N ticket
*  Tribal knowledge or manual lookup needed @ @

0 Create change tickets

Hours Days Weeks

Manual
enrichment*

3¢ ISACA.
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Automating Incident Response
Automated Security Incident Response Process

o Alert

API Call

- Automated
- Manual

Security Incident Response
Look up observables

Automatically
Create SIRs o prioritize and o and determine if false
assign ownership positive

Threat intel

lookup

n—

False ﬂ @
Positive . ||

Automated Cl matching

Business Criticality for
risk prioritization

Assignment Group for

Work on incidents 0 Resolve ticket

ﬂ@

N Delete email
from server
Add rule to
—
firewall

© 2021 ISACA All rights reserved.
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Close out
ticket

Close out
ticket

Use orchestration
to automatically
handle external
tasks
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Automating
Incident Response

 Effectively manage the evolving threats
to your business

* Proactively manage exposure with visibility
into high-impact threats and MITRE
ATT&CK insights

* Ensure cyber resilience with real-time view
into your security posture to quickly
prioritize security incidents

* Drive efficiencies and accelerate reaction
time with insights across teams to effectively
Orchestrate and Automate actions

https://t.mel/learningnets E e VIRTUAL SUMMIT



Real Results

Automated incident workflows scale capacity and increase cyber-resilience.

= gt 0
Improve Security ﬁ =

Reduce Costs Posture Break Down Silos Improve Business Results
3X 85% 80% 8,7 00
Security Analyst “Mean time to Reduction in open Hours saved annually via
efficiency contain” vulnerabilities automation

improvement
00C
s2g ISACA.
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Transform Security Operations

Connect security to the rest of the enterprise.

\=)

Gain visibility Prioritize based Collaborate via
& insight in on risk and business automated,
real-time context Al-powered
workflows

CONCLUSIONS

26 © 2021 ISACA Al rights reserved. https://t.me/learningnets
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THANK YOU FOR ATTENDING THIS
ISACA VIRTUAL SUMMIT SESSION
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This training content (“content”) is provided to you without warranty, “as is” and "with
all faults™. 1SACA makes no representations or warranties express or implied, including
those of merchantability, fitness for a particular purpose or performance, and non-
infringement. all of which are hereby expressly disclaimed.

You assume the entire nsk for the use of the content and acknowledge that: ISACA
has designed the content pnimarily as an educational resource for IT professionals and
therefore the content should not be deemed either to set forth all appropriate
procedures, tests, or controls or to suggest that other procedures, tests, or controls
that are not included may not be appropnate; ISACA does not claim that use of the
content will assure a successful outcome and you are responsible for applying
professional judgement to the specific circumstances presented to determining the
appropriate procedures, tests, or controls.

Copynght © 2020 by the Information Systems Audit and Contral Assodation, Ina. (ISACA). All nghts reserved. This webinar may not be used, copied, reproduced
madified, distributed, d=splayed, stored in a retrieval system, or fransmitted in any form by any means (elecironic, mechanical, pholooopying, recording or othe reves).
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